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Abstract
This document describes a scenario for testing interoperation of implementations of WS-SecureConversation and WS-Trust. 
1. Notations and Terminology

1.1 Notational Conventions

The keywords “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC2119.

Namespace URIs of the general form “some-URI” represents some application-dependent or context-dependent URI as defined in RFC2396. 

1.2 Namespaces

The following namespaces are used in this document:

	Prefix
	Namespace URI

	ds
	http://www.w3.org/2000/09/xmldsig# 

	soap
	http://schemas.xmlsoap.org/soap/envelope/ 

	wsa
	http://schemas.xmlsoap.org/ws/2004/08/addressing

	wsp
	http://schemas.xmlsoap.org/ws/2002/12/policy

	wst
	http://schemas.xmlsoap.org/ws/2004/04/trust 

	wsc
	http://schemas.xmlsoap.org/ws/2004/04/sc

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

	wsu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd 

	xenc
	http://www.w3.org/2001/04/xmlenc# 

	saml
	urn:oasis:names:tc:SAML:1.0:assertion

	xx
	http://schemas.xmlsoap.org/ws/2004/10/trust/interop


Elements defined in the WS-SecureConversation specification use the http://schemas.xmlsoap.org/ws/2004/04/sc namespace URI. Elements defined in the WS-Trust specification use the http://schemas.xmlsoap.org/ws/2004/04/trust namespace URI. Elements defined in the OASIS Web Services Security specification use the http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd namespace URI. Elements and attributes in the utility namespace use the http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd namespace URI.
References to token types use URIs per the following table:

	Token Type
	URI

	UsernameToken
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#UsernameToken

	X509 Certificate
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3



	SAML Assertion
	http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID

	Security Context Token
	http://schemas.xmlsoap.org/ws/2004/04/security/sc/sct

	Derived Key Token
	http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk


2. Introduction

The scenario has three participants, a requestor (R), an identity provider (IP) and a service end point (S). Broadly, there are three steps; R gets a security token from IP, R uses that security token to establish a secure conversation with S, R and S exchange messages in said secure conversation. Details for each step are provided below.

2.1 General Statements

This scenario uses various cryptographic operations. The algorithms used are as follows:

	Type
	Algorithm Identifier

	Digest 
	http://www.w3.org/2000/09/xmldsig#sha1

	Canonicalization 
	http://www.w3.org/2001/10/xml-exc-c14n#

	Integrity (Public Key)
	http://www.w3.org/2000/09/xmldsig#rsa-sha1

	Confidentiality (Public Key)
	http://www.w3.org/2001/04/xmlenc#rsa-1_5

	Integrity (Secret Key) 
	http://www.w3.org/2000/09/xmldsig#hmac-sha1

	Confidentiality (Secret Key)
	http://www.w3.org/2001/04/xmlenc#aes128-cbc

	Confidentiality for keys

(Secret Key)
	http://www.w3.org/2001/04/xmlenc#kw-aes128


The example messages show the required XML elements and attributes and their content for each message with the following exceptions:
a. Namespace prefixes are examples only. Actual messages may use different namespace prefixes.

b. Values for the wsu:Id attribute, the Id attribute on ds:KeyInfo and the assertionId attribute on saml:Assertion elements are examples only. Actual messages may use different values for these attributes provided they also use the corresponding value in references to those attributes from the URI attribute on wsse:Reference, ds:Reference, xenc:DataReference elements and the content of wsse:KeyIdentifier elements.
c. Values for the content of ds:DigestValue, wst:BinarySecret, ds:SignatureValue, wsa:MessageID,  wsa:RelatesTo, wsa:To, wsse:KeyIdentifier, wsc:Nonce, wsse:Password, wsse:Username, wsu:Created, wsu:Expires, wsc:Identifier and xenc:CipherValue elements and IssueInstant, AuthenticationInstant, NotBefore and NotOnOrAfter attributes are examples only. Actual messages will use different values for the content of these elements and attributes.

d. Whitespace appearing as element content may differ from that shown in example messages.
e. Comments are not required to appear in XML messages. Comments that do appear in XML messages may differ from those shown in example messages. 
R is assumed to already have in its possession X509 certificates for IP and S. IP is assumed to already have in its possession the X509 certificate of S.  S is assumed to have in its possession the X509 certificate of IP. How these certificates were exchanged is outside the scope of this scenario. The certificates will have public keys capable of performing key exchange.
References to X509 certificates are accomplished using wsse:KeyIdentifier inside a wsse:SecurityTokenReference.
3. The requestor gets a SAML Assertion from the Identity Provider. 

3.1 Description

R sends a UsernameToken to IP in a wst:RequestSecurityToken message per WS-Trust. IP responds with a SAML token representing the identity of R and containing a secret, Sx, encrypted for S along with a ProofToken, Sx, all wrapped up in a wst:RequestSecurityTokenResponse message per WS-Trust. The returned token will be used by R to establish a secure conversaion with S.
3.2 Individual Steps
a. R establishes an HTTP/S connection to IP.

b. R sends a Request Security Token message containing a UsernameToken to IP over the HTTP/S connection established in 3.2a. The message headers consist of a wsa:Action with a value of http://schemas.xmlsoap.org/ws/2004/04/security/trust/RST/Issue, a wsa:To, a wsa:MessageID and a wsse:Security header. The security header contains a wsu:Timestamp element with wsu:Created and wsu:Expires children along with a wsse:UsernameToken which in turn contains a wsse:Username and a wsse:Password. The password is sent as plain text. The message body consists of a wst:RequestSecurityToken element with wst:TokenType, wst:RequestType, wsp:AppliesTo and wst:Entropy children. The request is for a SAML token to be issued for the identity represented by the UsernameToken. The wsp:AppliesTo element MUST contain an end-point reference (EPR) that refers to S. The wst:Entropy element MUST contain a wst:BinarySecret element that in turn contains 128 bits of random requestor key material encoded as a nonce. This key material will be used to compute a 128-bit key for use with AES. A sample request message is shown in Figure 1.
c. IP checks the timestamps in the message sent in the HTTP/S request in 3.2b and responds with a Request Security Token Response message containing The message headers consist of a wsa:Action with a value of http://schemas.xmlsoap.org/ws/2004/04/security/trust/RSTR/Issue, a wsa:To, a wsa:MessageID, a wsa:RelatesTo specifying a wsa:Reply relationship with the message sent in 3.2b and a wsse:Security header. The security header contains a wsu:Timestamp element with wsu:Created and wsu:Expires children.  The message body consists of a wst:RequestSecurityTokenResponse with wsp:AppliesTo, wst:Lifetime, wsse:RequestedSecurityToken, wst:RequestedTokenReference, wst:RequestedProofToken and wst:Entropy children. The wsp:AppliesTo MUST contain an EPR that refers S. The wst:Lifetime MUST specify an expiration time of 12 hours. The wst:RequestedSecurityToken contains a SAML token for the identity whose username and password were passed in the message from 3.2b. The token contains a saml:NameIdentifier, a 128-bit secret (Sx) computed according to the http://schemas.xmlsoap.org/ws/2004/04/security/trust/CK/PSHA1 algorithm per section 6.2.2 of WS-Trust encrypted with the public key of S and a signature over the token using the private key of IP. Sx will be used as the basis for AES cryptographic operations. The SAML security token has an expiration of 12 hours from the time of the request specified by a saml:Conditions element with NotBefore and NotOnOrAfter attributes. The saml:Conditions should also contain a saml:AudienceRestrictionCondition/saml:Audience element that in turn contains the endpoint URI for S. The list of valid username/password pairs along with the corresponding saml:NameIdentifier values is defined in Appendix A. The issued SAML token will be accepted by S because it is signed by IP and S trusts IP. The wst:RequestedTokenReference contains a wsse:SecurityTokenReference which in turn contains a wsse:KeyIdentifier which refers to the SAML assertion by assertion ID. The wst:RequestedProofToken has a wst:ComputedKey child element that specifies the http://schemas.xmlsoap.org/ws/2004/04/security/trust/CK/PSHA1 algorithm. The wst:Entropy element MUST contain a wst:BinarySecret element that in turn contains 128 bits of responder key material encoded as a nonce. This allows R to compute Sx which, as noted above, will then be used as the basis for AES cryptographic operations. A sample response message is shown in Figure 2. If errors occur during processing of the request IP responds with a fault as per section 12 of WS-Trust.

d. R checks the Timestamp elements and extracts the SAML token and the Proof Token and computes Sx.
<soap:Envelope
 xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'
 xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'
 xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
 xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc' 
 xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd'
 xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' >
 <soap:Header>
  <wsa:MessageID soap:mustUnderstand='1'>
  uuid:6cbf8f57-fef9-4ba0-8607-5a5732c94869
  </wsa:MessageID>
  <wsa:To soap:mustUnderstand='1'>http://fabrikam.com/ident1</wsa:To>
  <wsa:Action soap:mustUnderstand='1'>
  http://schemas.xmlsoap.org/ws/2004/04/security/trust/RST/Issue
  </wsa:Action>
  <wsa:ReplyTo soap:mustUnderstand='1'>
   <wsa:Address>
   http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
   </wsa:Address>
  </wsa:ReplyTo>
  <wsse:Security soap:mustUnderstand='1'>
   <wsu:Timestamp>
    <wsu:Created>2004-06-23T18:41:14Z</wsu:Created>
    <wsu:Expires>2004-06-23T18:46:14Z</wsu:Expires>
   </wsu:Timestamp>
   <wsse:UsernameToken wsu:Id='Me' >
    <wsse:Username>Hayley</wsse:Username>
    <wsse:Password>yelyaH</wsse:Password>
   </wsse:UsernameToken>
  </wsse:Security>
 </soap:Header>
 <soap:Body>
  <wst:RequestSecurityToken>
   <wst:TokenType>
   http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID
   </wst:TokenType>
   <wst:RequestType>
   http://schemas.xmlsoap.org/ws/2004/04/security/trust/Issue
   </wst:RequestType>
   <wsp:AppliesTo
  xmlns:wsp='http://schemas.xmlsoap.org/ws/2002/12/policy' >
    <wsa:EndpointReference>
     <wsa:Address>http://fabrikam.com/service</wsa:Address>
    </wsa:EndpointReference>    
   </wsp:AppliesTo>
   <!-- BEGIN: Requestor Entropy for Sx -->
   <wst:Entropy>
    <wst:BinarySecret 
 Type='http://schemas.xmlsoap.org/ws/2004/04/security/trust/Nonce' >
    WdJz7g3YGlXZTb7Ca3apWw==
    </wst:BinarySecret>
   </wst:Entropy>
   <!-- END: Requestor Entropy for Sx -->
  </wst:RequestSecurityToken>
 </soap:Body>
</soap:Envelope>
Figure 1 - Example request message sent from R to IP
<soap:Envelope
 xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'
 xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'
 xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
 xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc'
 xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd'
  xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' >
 <soap:Header>
  <wsa:RelatesTo soap:mustUnderstand='1'  
  RelationshipType='wsa:Reply'>
  uuid:6cbf8f57-fef9-4ba0-8607-5a5732c94869
  </wsa:RelatesTo>
  <wsa:MessageID soap:mustUnderstand='1'>
  uuid:c868a116-e392-4f38-a98e-d39b2a57e7c9
  </wsa:MessageID>
  <wsa:To soap:mustUnderstand='1'>
  http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
  </wsa:To>
  <wsa:Action soap:mustUnderstand='1'>
  http://schemas.xmlsoap.org/ws/2004/04/security/trust/RSTR/Issue
  </wsa:Action>
  <wsse:Security soap:mustUnderstand='1'>
   <wsu:Timestamp>
    <wsu:Created>2004-06-23T09:04:50Z</wsu:Created>
    <wsu:Expires>2004-06-23T09:09:50Z</wsu:Expires>
   </wsu:Timestamp>
  </wsse:Security>
 </soap:Header>
 <soap:Body wsu:Id='Body' >
  <wst:RequestSecurityTokenResponse>
   <wsp:AppliesTo  
 xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy" >
    <wsa:EndpointReference>
     <wsa:Address>http://fabrikam.com/service</wsa:Address>
    </wsa:EndpointReference>
   </wsp:AppliesTo>
   <wst:Lifetime>
    <wsu:Created>2004-06-23T09:04:50Z</wsu:Created>
    <wsu:Expires>2004-06-23T21:04:50Z</wsu:Expires>
   </wst:Lifetime>
   <wst:RequestedSecurityToken>
    <saml:Assertion
 xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion'
 MajorVersion='1'
 MinorVersion='1'
 AssertionID='uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4'
 Issuer='http://fabrikam.com/ident1'
 IssueInstant='2004-06-23T09:04:50Z' >
     <saml:Conditions NotBefore='2004-06-23T09:04:50Z'
  NotOnOrAfter='2004-06-23T21:04:50Z' >
      <saml:AudienceRestrictionCondition>
       <saml:Audience>http://fabrikam.com/service</saml:Audience>

      </saml:AudienceRestrictionCondition>
     </saml:Conditions>
     <saml:AuthenticationStatement
  AuthenticationMethod='urn:oasis:names:tc:SAML:1.0:am:password'
  AuthenticationInstant='2004-06-23T17:32:24Z' >
      <saml:Subject>


 <saml:NameIdentifier 
  Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
       david@fabrikam.com
       </saml:NameIdentifier>
       <saml:SubjectConfirmation>

  <saml:ConfirmationMethod>
        urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
        </saml:ConfirmationMethod>
        <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

         <!-- BEGIN: Sx encrypted with public key of S -->
         <xenc:EncryptedKey Id='Sx' 
 xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
         <xenc:EncryptionMethod 
 Algorithm='http://www.w3.org/2001/04/xmlenc#rsa-1_5' />
         <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>
          <ds:X509Data>

           <ds:X509SKI>k6fH4HRh8BL1huQELs7coA==</ds:X509SKI>

    </ds:X509Data>


   </ds:KeyInfo>

   <xenc:CipherData>

    <xenc:CipherValue>

    WdibbBitnC4x0wROs3fkqQ==

    </xenc:CipherValue>

   </xenc:CipherData>

  </xenc:EncryptedKey>
        <!-- END: Sx encrypted with public key of S -->

       </ds:KeyInfo>

</saml:SubjectConfirmation>
     </saml:Subject>
    </saml:AuthenticationStatement>

    <!-- BEGIN: Signature over saml:Assertion using 
                private key of IP -->    
    <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >
     <ds:SignedInfo>

<ds:CanonicalizationMethod
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />
      <ds:SignatureMethod
 Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />
       <ds:Reference
 URI='#uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4' >
        <ds:Transforms>
         <ds:Transform
 Algorithm='http://www.w3.org/2000/09/xmldsig#enveloped-signature' />
         <ds:Transform
 Algorithm=' http://www.w3.org/2001/10/xml-exc-c14n#' />

  </ds:Transforms>

  <ds:DigestMethod
 Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

  <ds:DigestValue>D5qCn59zOJiwHdV7gOvqCw==</ds:DigestValue>

 </ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

b21p3MWT3WMKbqbIwBHitQ==

</ds:SignatureValue>

<ds:KeyInfo>
       <ds:X509Data>

        <ds:X509SKI>v9N7fj4wzPQumAL3zc+DmA==</ds:X509SKI>
       </ds:X509Data>

</ds:KeyInfo>
     </ds:Signature>
     <!-- END: Signature over saml:Assertion using 
               private key of IP -->

    </saml:Assertion>
   </wst:RequestedSecurityToken>
   <wst:RequestedTokenReference>

    <wsse:SecurityTokenReference>

     <wsse:KeyIdentifier 
  ValueType="http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID">
     uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4
     </wsse:KeyIdentifier>

    </wsse:SecurityTokenReference>

   </wst:RequestedTokenReference>

   <wst:RequestedProofToken>
    <wst:ComputedKey>
    http://schemas.xmlsoap.org/ws/2004/04/security/trust/CK/PSHA1
    </wst:ComputedKey>
   </wst:RequestedProofToken>
   <!-- BEGIN: Responder Entropy for Sx -->
   <wst:Entropy>
    <wst:BinarySecret 
 Type='http://schemas.xmlsoap.org/ws/2004/04/security/trust/Nonce' >
    WdJz7g3YGlXZTb7Ca3apWw==
    </wst:BinarySecret>
   </wst:Entropy>
   <!-- END: Responder Entropy for Sx -->
  </wst:RequestSecurityTokenResponse>
 </soap:Body>
</soap:Envelope>
Figure 2 - Example response message sent from IP to R
4. The requestor initiates a secure conversation with the service.

4.1 Description

R sends the SAML token it received from IP to S in a wst:RequestSecurityToken message per WS-Trust. R signs and encrypts the request with a key derived from Sx, thus proving its own knowledge of Sx. S responds with a wst:RequestSecurityTokenResponse message containing a wsc:SecurityContextToken and a wst:RequestedProofToken containing a new secret, Sz. S signs and encrypts the message body with a key derived from Sx, thus proving its knowledge of Sx in turn. R and S will subsequently use Sz as the basis of a secure conversation.

4.2 Individual Steps

1. R establishes an HTTP connection to S.

2. R sends a Request Security Token message to S over the HTTP connection established in 5.2a. The message headers consist of a wsa:Action with a value of http://schemas.xmlsoap.org/ws/2004/04/security/trust/RST/SCT, a wsa:To, a wsa:MessageID and a wsse:Security header. The security header contains a wsu:Timestamp element with wsu:Created and wsu:Expires children, the SAML token from 3.2c along with two derived key tokens, an encryption reference list and a signature over the message body, the wsa: headers and timestamps. Each derived key token is represented by a wsc:DerivedKeyToken element that references the SAML assertion and contains a wsc:Nonce element containing a 128-bit nonce. Keys are generated from the derived key tokens using the http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation"  (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from one derived key token, Sx1, is used for signing. The key derived from the other derived key token, Sx2, is used for encryption using AES. The derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements. The message body consists of a wst:RequestSecurityToken element with wst:TokenType, wst:RequestType and wst:AppliesTo and wst:Entropy children. The request is for a security context token to be issued based on the SAML token. The wsp:AppliesTo element MUST contain an EPR that refers to S. The wst:Entropy element MUST contain a wst:BinarySecret that contains 128 bits of  key material (Sz). As noted above the message body is signed with Sx1. Signature occurs before encryption.The content of the message body and Signature element are encrypted with Sx2.  Figure 3 shows an example message.
3. S decrypts the Body and the signature element, validates the signature and Timestamp elements, extracts the key material and then sends back a wst:RequestSecurityTokenResponse message. The message headers consist of a wsa:Action with a value of  http://schemas.xmlsoap.org/ws/2004/04/security/trust/RSTR/SCT, a wsa:To, a wsa:MessageID, a wsa:RelatesTo specifying a wsa:Reply relationship with the message sent in 5.2b and a wsse:Security header. The security header contains wsu:Timestamp element with wsu:Created and wsu:Expires elements, along with two derived key tokens, an encryption reference list and a signature over the message body, the wsa: headers and the timestamp. Each derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 4.2c and contains a wsc:Nonce element containing a 128-bit nonce. Keys are generated from the derived key tokens using the http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation"  (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from one derived key token, Sx3, is used for signing. The key derived from the other derived key token, Sx4, is used for encryption using AES. The derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements. The message body contains a wst:RequestSecurityTokenResponse which in turn contains wsp:AppliesTo, wst:Lifetime, wst:RequestedSecurityToken and wst:RequestedProofToken children. The wsp:AppliesTo MUST contain an end-point reference that refers to S. The wst:LifeTime MUST specify a token expiration of 12 hours. The wst:RequestedSecurityToken contains a wsc:SecurityContextToken with a wsc:Identifier, child. The wst:RequestedProofToken contains  a wst:BinarySecret which in turns contains the 128-bit secret (Sz) provided by R. As noted above, the message body is signed with Sx3. Signature occurs before encryption.  The content of the message body and the Signature are encrypted with Sx4. Figure 4 shows an example message. If errors occur during processing of the request S responds with a fault as per section 12 of WS-Trust.

4. R receives the response message sent in 5.2c, decrypts the message body and the signature element, extracts Sz then validates the signature over the message body, headers and Timestamp elements and ensures that the signature was computed based on a key derived from Sx, thus satisfying itself that S knows Sx. It then uses Sz and the security context token to continue the secure conversation.
<soap:Envelope
 xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'
 xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'
 xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
 xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc'
 xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd'
 xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'
 xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion' >
 <soap:Header>
  <wsa:MessageID soap:mustUnderstand='1' wsu:Id='msgid' >
  uuid:16f6c35b-182f-407f-bfb4-48542b1fee22
  </wsa:MessageID>
  <wsa:To soap:mustUnderstand='1' 
  wsu:Id='to' >http://fabrikam.com/service</wsa:To>
  <wsa:Action soap:mustUnderstand='1' wsu:Id='action' >
  http://schemas.xmlsoap.org/ws/2004/04/security/trust/RST/SCT
  </wsa:Action>
  <wsa:ReplyTo soap:mustUnderstand='1' wsu:Id='replyto' >
   <wsa:Address>
   http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
   </wsa:Address>
  </wsa:ReplyTo>
  <wsse:Security soap:mustUnderstand='1'>
   <wsu:Timestamp wsu:Id='timestamp' >
    <wsu:Created>2004-06-23T18:17:34Z</wsu:Created>
    <wsu:Expires>2004-06-23T18:22:34Z</wsu:Expires>
   </wsu:Timestamp>
   <saml:Assertion
 xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion' 
 MajorVersion='1'
 MinorVersion='1' 
 AssertionID='uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4'
 Issuer='http://fabrikam.com/ident1'
 IssueInstant='2004-06-23T09:04:50Z' >
     <saml:Conditions NotBefore='2004-06-23T09:04:50Z'
  NotOnOrAfter='2004-06-23T21:04:50Z' >
      <saml:AudienceRestrictionCondition>
       <saml:Audience>http://fabrikam.com/service</saml:Audience>

      </saml:AudienceRestrictionCondition>
     </saml:Conditions>
     <saml:AuthenticationStatement 
 AuthenticationMethod='urn:oasis:names:tc:SAML:1.0:am:password' 
 AuthenticationInstant='2004-06-23T17:32:24Z' >
      <saml:Subject>

 <saml:NameIdentifier 
 Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
       david@fabrikam.com
       </saml:NameIdentifier>
       <saml:SubjectConfirmation>

  <saml:ConfirmationMethod>
        urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
        </saml:ConfirmationMethod>
        <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

         <!-- BEGIN: Sx encrypted with public key of S -->
         <xenc:EncryptedKey Id='Sx' 
 xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
         <xenc:EncryptionMethod 
 Algorithm='http://www.w3.org/2001/04/xmlenc#rsa-1_5' />
         <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

    <ds:X509Data>

           <ds:X509SKI>k6fH4HRh8BL1huQELs7coA==</ds:X509SKI>
          </ds:X509Data>

   </ds:KeyInfo>

   <xenc:CipherData>

    <xenc:CipherValue>

    WdibbBitnC4x0wROs3fkqQ==

    </xenc:CipherValue>

   </xenc:CipherData>

  </xenc:EncryptedKey>
        <!-- END: Sx encrypted with public key of S -->

       </ds:KeyInfo>

</saml:SubjectConfirmation>
     </saml:Subject>
    </saml:AuthenticationStatement>
<!-- BEGIN: Signature over saml:Assertion using 
                private key of IP -->
    <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >
     <ds:SignedInfo>

<ds:CanonicalizationMethod  
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />
      <ds:SignatureMethod 
 Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />
       <ds:Reference
 URI='#uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4' >
        <ds:Transforms>
         <ds:Transform 
 Algorithm='http://www.w3.org/2000/09/xmldsig#enveloped-signature' />
         <ds:Transform
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

  </ds:Transforms>

  <ds:DigestMethod 
 Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

  <ds:DigestValue>D5qCn59zOJiwHdV7gOvqCw==</ds:DigestValue>

 </ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

b21p3MWT3WMKbqbIwBHitQ==

</ds:SignatureValue>

<ds:KeyInfo>
       <ds:X509Data>

        <ds:X509SKI>v9N7fj4wzPQumAL3zc+DmA==</ds:X509SKI>
       </ds:X509Data>  


</ds:KeyInfo>
     </ds:Signature>
     <!-- END: Signature over saml:Assertion using 
          private key of IP -->
    </saml:Assertion>    

   <wsc:DerivedKeyToken wsu:Id='Sx2' >

     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
     <wsc:Length>16</wsc:Length>
     <wsc:Nonce>/4gwgpDksuZsRy7bnontCw==</wsc:Nonce>
   </wsc:DerivedKeyToken>

   <xenc:ReferenceList     
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
    <xenc:DataReference URI='#BodyContent' />
    <xenc:DataReference URI='#SignatureElement' />
   </xenc:ReferenceList>

   <wsc:DerivedKeyToken wsu:Id='Sx1' >

      <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
    <wsc:Length>16</wsc:Length>
    <wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>
   </wsc:DerivedKeyToken>


   <!-- BEGIN: Signature element encrypted with Sx2 -->
   <xenc:EncryptedData Id='SignatureElement' 

         xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

         Type='http://www.w3.org/2001/04/xmlenc#Element' >

       
 
     <!-- The unencrypted form of the Signature element 
          over the message body, 
          wsa: headers and timestamps using Sx2 is 

          shown in comments

      <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >
    <ds:SignedInfo>
     <ds:CanonicalizationMethod 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />
     <ds:SignatureMethod 
 Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

     <ds:Reference URI='#msgid' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />
      </ds:Transforms>
      <ds:DigestMethod 
 Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#to' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />
      </ds:Transforms>
      <ds:DigestMethod 
 Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#action' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         
      </ds:Transforms>
      <ds:DigestMethod 
  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#replyto' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         
      </ds:Transforms>
      <ds:DigestMethod 
  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>V1uw7rOl6lALINSueXRwyA==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#timestamp' >
      <ds:Transforms>
       <ds:Transform 
  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         
      </ds:Transforms>
      <ds:DigestMethod 
  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#Body' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         
      </ds:Transforms>
      <ds:DigestMethod 
 Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>
     </ds:Reference>

    </ds:SignedInfo>
    <ds:SignatureValue>
    21u8QnwVaagEoeA2Dh+VAg==
    </ds:SignatureValue>

    <ds:KeyInfo>
     <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx1' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
    </ds:KeyInfo>
   </ds:Signature>
   
 
END of unencrypted form of the Signature element with

      Signature over the message body, wsa: headers and timestamp -->

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />
   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx2' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>
   <xenc:CipherData>
    <xenc:CipherValue>
       ...
    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Signature element encrypted with Sx2 -->

  </wsse:Security>
 </soap:Header>
 <soap:Body wsu:Id='Body' >

  <!-- The unencrypted form of the following is

 
  <wst:RequestSecurityToken>
   <wst:TokenType> 
   http://schemas.xmlsoap.org/ws/2004/04/security/sc/sct
   </wst:TokenType> 
   <wst:RequestType>
   http://schemas.xmlsoap.org/ws/2004/04/security/trust/Issue
   </wst:RequestType> 
   <wsp:AppliesTo
  xmlns:wsp='http://schemas.xmlsoap.org/ws/2002/12/policy' >
    <wsa:EndpointReference>
     <wsa:Address>http://fabrikam.com/service</wsa:Address>
    </wsa:EndpointReference>
   </wsp:AppliesTo>
   <wst:Entropy>
    <wst:BinarySecret Type='http://schemas.xmlsoap.org/ws/2004/04/security/trust/SymmetricKey' >
    xpXWK2lWolprtuhPq/Ttjg==

    </wst:BinarySecret>
   </wst:Entropy>
  </wst:RequestSecurityToken>

  -->

  <!-- BEGIN: Message body encrypted with Sx2 -->
  <xenc:EncryptedData Id='BodyContent' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Content' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx2' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>
K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9

r9EcgTjqLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5

pZmht2rLk6uKwXdk/tRXvIf3dDNvJb8g    

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Message body encrypted with Sx2 -->


 </soap:Body>
</soap:Envelope>
Figure 3 - Example request message sent from R to S
<soap:Envelope 

  xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

  xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

  xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust' 
  xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc'
  xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd' 

  xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' 
  xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion' >

 <soap:Header>

  <wsa:RelatesTo soap:mustUnderstand='1' wsu:Id='relates' 
  RelationshipType='wsa:Reply' >

  uuid:16f6c35b-182f-407f-bfb4-48542b1fee22

  </wsa:RelatesTo>

  <wsa:MessageID soap:mustUnderstand='1' wsu:Id='msgid' >

  uuid:923a53e5-4e0d-4a0f-96d2-3d10340dfec5

  </wsa:MessageID>

  <wsa:To soap:mustUnderstand='1' wsu:Id='to' >

  http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous  

  </wsa:To>

  <wsa:Action soap:mustUnderstand='1' wsu:Id='action' >

   http://schemas.xmlsoap.org/ws/2004/04/security/trust/RSTR/SCT
  </wsa:Action>

  <wsse:Security soap:mustUnderstand='1' >

   <wsu:Timestamp wsu:Id='timestamp' >

    <wsu:Created>2004-04-15T18:18:34Z</wsu:Created>

    <wsu:Expires>2004-04-15T18:23:34Z</wsu:Expires>

   </wsu:Timestamp>


   <wsc:DerivedKeyToken wsu:Id='Sx4' >

     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
     <wsc:Length>16</wsc:Length>
     <wsc:Nonce>2+UyKPxHjDh0Yt2FKd/vCA==</wsc:Nonce>
   </wsc:DerivedKeyToken>

   <xenc:ReferenceList     
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
    <xenc:DataReference URI='#BodyContent' />
    <xenc:DataReference URI='#SignatureElement' />

   </xenc:ReferenceList>

   <wsc:DerivedKeyToken wsu:Id='Sx3' >

      <wsse:SecurityTokenReference>
       <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
    <wsc:Length>16</wsc:Length>
     <wsc:Nonce>63FFKtJcFMqODvHIuB9T8g==</wsc:Nonce>
   </wsc:DerivedKeyToken>

     <!-- The unencrypted form of the Signature element 

          over the message body, 
          wsa: headers and timestamps using Sx3 is 

          shown in comments

   <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <ds:SignedInfo>

     <ds:CanonicalizationMethod 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

     <ds:SignatureMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

     <ds:Reference URI='#relates' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>88Gkt/1eP5ts8p+egQECeQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#msgid' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#to' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#action' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#timestamp' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#Body' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2002/07/decrypt#XML' />         

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Z+/fwe25H11SKXXsLLVDuw==</ds:DigestValue>

     </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>

    98+gAZHUNW0ia3PWUrwPTA==

    </ds:SignatureValue>

    <ds:KeyInfo>

     <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx3' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />
     </wsse:SecurityTokenReference>

    </ds:KeyInfo>

   </ds:Signature>

   
END of unencrypted form of the Signature element with

      Signature over the message body, wsa: headers and timestamp -->


<!-- BEGIN: Signature element encrypted with Sx4 -->
  <xenc:EncryptedData Id='SignatureElement' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Element' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx4' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>

       ...

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Signature element encrypted with Sx4 -->

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id='Body'>

  <!-- The unencrypted form of the following is 

  <wst:RequestSecurityTokenResponse>

   <wsp:AppliesTo  

     xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy" >

    <wsa:EndpointReference>

     <wsa:Address>http://fabrikam.com/service</wsa:Address>

    </wsa:EndpointReference>

   </wsp:AppliesTo>

   <wst:Lifetime>

    <wsu:Created>2004-04-04T14:42:06Z</wsu:Created>

    <wsu:Expires>2004-04-05T02:42:06Z</wsu:Expires>

   </wst:Lifetime>

   <wst:RequestedSecurityToken>

    <wsc:SecurityContextToken>

     <wsc:Identifier>uuid:b40816ed-0ff9-4293-9740-fe1253786069</wsc:Identifier> 

    </wsc:SecurityContextToken>

   </wst:RequestedSecurityToken>

   <wst:RequestedProofToken>

    <wst:BinarySecret Type='http://schemas.xmlsoap.org/ws/2004/04/security/trust/SymmetricKey' >
    xpXWK2lWolprtuhPq/Ttjg==

    </wst:BinarySecret>
   </wst:RequestedProofToken>

  </wst:RequestSecurityTokenResponse>

  -->

  <!-- BEGIN: Message body encrypted with Sx4 -->
  <xenc:EncryptedData Id='BodyContent' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Content' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx4' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>
K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9

r9EcgTjqLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5

pZmht2rLk6uKwXdk/tRXvIf3dDNvJb8g    

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Message body encrypted with Sx4 -->

 </soap:Body>

</soap:Envelope>
Figure 4 - Example response message sent from S to R
5. The requestor sends messages to the service.
5.1 Description
R and S now communicate over a secure channel using the mechanisms from WS-SecureConversation. Signing and encryption keys are derived from Sz and per message nonces.
5.2 Individual Steps

a. R sends a message to S over an HTTP connection. The message headers consist of a wsa:Action with a value of  http://fabrikam/com/data, a wsa:To, a wsa:MessageID and a wsse:Security header. The security header contains the security context token established in 4.2c along with two derived key tokens, a Timestamp element, an encryption reference list and a signature over the message body, the wsa: headers and the timestamp element. Each derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 4.2c and contains a wsc:Nonce element containing a 128-bit nonce. Keys are generated from the derived key tokens using the http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sz, the label is "WS-SecureConversationWS-SecureConversation"  (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from one derived key token, Sz1, is used for signing. The key derived from the other derived key token, Sz2, is used for encryption using AES. The derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements. The message body contains some random data generated by R. That data MUST consist of a single XML element. The children and attributes of the element are not constrained. As noted above the message body, the Timestamp element and the wsa: header  are signed with Sz1. Encryption occurs before signature, this is indicated by the xenc:ReferenceList. The content of the message body and the Signature element are encrypted using Sz2. Figure 5 shows an example message.
b. S validates the signature , decrypts the message and verifies that the security context has the correct identifier and has Timestamps have not expired. It then sends back a response message. The message headers consist of a wsa:Action with a value of http://fabrikam/com/data/response, a wsa:To, a wsa:MessageID, a wsa:RelatesTo specifying a wsa:Reply relationship with the message sent in 5.2a and a wsse:Security header. The security header contains the security context token established in 4.2d along with two derived key tokens, Timestamp elements with wsu:Created and wsu:Expires elements and an encryption reference list. Each derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 4.2c and contains a wsc:Nonce element containing a 128-bit nonce. Keys are generated from the derived key tokens using the http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sz, the label is "WS-SecureConversationWS-SecureConversation"  (without the enclosing quotes and with no whitespace characters ) and the seed is the nonce. The key derived from one derived key token, Sz3, is used for signing. The key derived from the other derived key token, Sz4, is used for encryption using AES. These derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements. The message body contains the data from the request message. The message body, the Timestamp elements and the security context token are signed with Sz3. Encryption occurs before signature, this is indicated by the xenc:ReferenceList. The content of the message body and the Signature element are encrypted using Sz4. Figure 6 shows an example message. If errors occur during processing of the request IP2 responds with a fault as per section 7 of WS-SecureConversation.
c. R decrypts the message, validates the signature and verifies that the data matches the data it sent in 5.2a.
d. Steps a – c can be repeated until the security context token established in 4.2c expires.
<soap:Envelope 

  xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

  xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

  xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
  xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc'
  xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd' 
  xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' >

 <soap:Header>
  <wsa:MessageID soap:mustUnderstand='1' wsu:Id='msgid' >
  uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

  </wsa:MessageID>
  <wsa:To soap:mustUnderstand='1' 
  wsu:Id='to' >http://fabrikam.com/service</wsa:To>
  <wsa:Action soap:mustUnderstand='1' 
  wsu:Id='action' >http://fabrikam/com/data</wsa:Action>
  <wsa:ReplyTo soap:mustUnderstand='1' wsu:Id='replyto' >
   <wsa:Address>
   http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
   </wsa:Address>
  </wsa:ReplyTo>
  <wsse:Security soap:mustUnderstand='1' >
   <wsu:Timestamp wsu:Id='timestamp' >
    <wsu:Created>2004-04-15T18:17:34Z</wsu:Created>
    <wsu:Expires>2004-04-15T18:22:34Z</wsu:Expires>
   </wsu:Timestamp>
   <wsc:SecurityContextToken wsu:Id='This' >

    <wsc:Identifier>

    uuid:b40816ed-0ff9-4293-9740-fe1253786069

    </wsc:Identifier>

   </wsc:SecurityContextToken>

   <wsc:DerivedKeyToken wsu:Id='Sz2' >

    <wsse:SecurityTokenReference>

     <wsse:Reference URI='#This'                   
 ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/sct' />

    </wsse:SecurityTokenReference>

    <wsc:Length>16</wsc:Length>
    <wsc:Nonce>/4gwgpDksuZsRy7bnontCw==</wsc:Nonce>
   </wsc:DerivedKeyToken>

   <xenc:ReferenceList     
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
    <xenc:DataReference URI='#BodyContent' />
    <xenc:DataReference URI='#SignatureElement' />
  </xenc:ReferenceList>

   <wsc:DerivedKeyToken wsu:Id='Sz1' >

    <wsse:SecurityTokenReference>

     <wsse:Reference URI='#This' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/sct' />

    </wsse:SecurityTokenReference>

    <wsc:Length>16</wsc:Length>
    <wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>
   </wsc:DerivedKeyToken>

   <!-- BEGIN: Signature element encrypted with Sz2 -->
  

<xenc:EncryptedData Id='SignatureElement' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Element' >

   <!-- The unencrypted form of the Signature element 

          over the message body, 
          wsa: headers and timestamps using Sz1 is 

          shown in comments

   <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <ds:SignedInfo>

     <ds:CanonicalizationMethod 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

     <ds:SignatureMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

     <ds:Reference URI='#msgid' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

     </ds:Reference>


     <ds:Reference URI='#to' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#action' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

     </ds:Reference>


     <ds:Reference URI='#replyto' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         
      </ds:Transforms>
      <ds:DigestMethod 
  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>V1uw7rOl6lALINSueXRwyA==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#timestamp' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>JOw1nx/EjObH1XmSBnOj4A==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#Body' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>eKWjT+hnXMn0unIBMk4zMw==</ds:DigestValue>

     </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>

    xXz3fuZw2TlocRu0ryfPZg==
    </ds:SignatureValue>

    <ds:KeyInfo>

     <wsse:SecurityTokenReference>

      <wsse:Reference URI='#Sz1' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>

    </ds:KeyInfo>

   </ds:Signature>

   
END of unencrypted form of the Signature element with

      Signature over the message body, wsa: headers and timestamp -->


   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sz2' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>

       ...

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Signature element encrypted with Sz2 -->  
</wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id='Body' >

  <!-- The unencrypted form of the following is


  <m:MyData xmlns:m='http://fabrikam.com/examples' >

  The quick brown fox jumps over the lazy dog
  </m:MyData>

  -->

  <xenc:EncryptedData Id='BodyContent' 
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Content' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sz2' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>
K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9

r9EcgTjqLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5

pZmht2rLk6uKwXdk/tRXvIf3dDNvJb8g    
    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>

 </soap:Body>

</soap:Envelope>
Figure 5 - Example request message sent from R to S
<soap:Envelope 

  xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

  xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'  

  xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
  xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc' 

  xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd' 
  xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' >

 <soap:Header>
  <wsa:RelatesTo soap:mustUnderstand='1'  wsu:Id='relates' 
  RelationshipType='wsa:Reply' >
  uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

  </wsa:RelatesTo>
  <wsa:MessageID soap:mustUnderstand='1' wsu:Id='msgid' >
  uuid:125dd7d9-e24f-4a93-aa59-ad617429a50f

  </wsa:MessageID>
  <wsa:To soap:mustUnderstand='1' wsu:Id='to'>
  http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
  </wsa:To>
  <wsa:Action soap:mustUnderstand='1' wsu:Id='action'>
  http://fabrikam/com/data/response
  </wsa:Action>
  <wsse:Security soap:mustUnderstand='1' >

   <wsu:Timestamp wsu:Id='timestamp' >
    <wsu:Created>2004-04-15T18:18:05Z</wsu:Created>
    <wsu:Expires>2004-04-15T18:23:05Z</wsu:Expires>
   </wsu:Timestamp>

   <wsc:DerivedKeyToken wsu:Id='Sz4' >

    <wsse:SecurityTokenReference>

     <wsse:Reference URI='uuid:b40816ed-0ff9-4293-9740-fe1253786069' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/sct' />

    </wsse:SecurityTokenReference>

    <wsc:Length>16</wsc:Length>
    <wsc:Nonce>PX2HKO4TotXxjI6NuZ3MVQ==</wsc:Nonce>

   </wsc:DerivedKeyToken>

   <xenc:ReferenceList
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
    <xenc:DataReference URI='#BodyContent' />
    <xenc:DataReference URI='#SignatureElement' />
   </xenc:ReferenceList>

   <wsc:DerivedKeyToken wsu:Id='Sz3' >

    <wsse:SecurityTokenReference>

     <wsse:Reference URI='uuid:b40816ed-0ff9-4293-9740-fe1253786069' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/sct' />

    </wsse:SecurityTokenReference>

    <wsc:Length>16</wsc:Length>
    <wsc:Nonce>olmbovjT9RncXDSwtFwlmg==</wsc:Nonce>

   </wsc:DerivedKeyToken>

   <!-- BEGIN: Signature element encrypted with Sz2 -->
  

<xenc:EncryptedData Id='SignatureElement' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Element' >


   <!-- The unencrypted form of the Signature element 

          over the message body, 
          wsa: headers and timestamps using Sz3 is 

          shown in comments

   <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

    <ds:SignedInfo>

     <ds:CanonicalizationMethod 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

     <ds:SignatureMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

     <ds:Reference URI='#relates' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>88Gkt/1eP5ts8p+egQECeQ==</ds:DigestValue>

     </ds:Reference>


     <ds:Reference URI='#msgid' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

     </ds:Reference>


     <ds:Reference URI='#to' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#action' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#timestamp' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>mykCpW7SFW1miDa3UOUzqQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#Body' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>DnxUUG6GCt2BcHmRoym/mA==</ds:DigestValue>

     </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>

    4Zhj/44Oh2mqfq+xo5qYcA==
    </ds:SignatureValue>

    <ds:KeyInfo>

     <wsse:SecurityTokenReference>

      <wsse:Reference URI='#Sz3' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>

    </ds:KeyInfo>

   </ds:Signature>

   
END of unencrypted form of the Signature element with

      Signature over the message body, wsa: headers and timestamp -->


   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sz4' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>

       ...

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Signature element encrypted with Sz4 -->

  </wsse:Security>

 </soap:Header>

 <soap:Body>

  <!-- The unencrypted form of the following is


  <m:MyData xmlns:m='http://fabrikam.com/examples' >

  The quick brown fox jumps over the lazy dog
  </m:MyData>

  -->
  <xenc:EncryptedData Id='BodyContent'
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Content' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sz4' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>

    <xenc:CipherValue>

HiSE+w/MsE+p9TRR0aFmtMSByfCpZdQZz18ljRQI7V+aaP0QgkJKfm7M6Gci3z

qCHn0w6TYcp7lQayywpiM6oAfVtmijVjGCNkuC3Hxt9+8ko2+X1wMofsBEwBcV

mtdLkUhfTCjS3shMrrPrmss843Q8    
    </xenc:CipherValue>

   </xenc:CipherData>

  </xenc:EncryptedData>

 </soap:Body>

</soap:Envelope>
Figure 6 - Example response message sent from S to R
6. Diagram
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7. Alternative section 4.
This section presents an alternative to the above Section 5, where R sends an application message to S which responds with an application message that has a wst:RequestSecurityTokenResponse in an application header block. R is assumed to already have the X509 certificate of S.
7.1 Description

R sends an application message to S. The message contains the SAML token retrieved from IP2. S responds with an application message that has a wst:RequestSecurityTokenResponse in the xx:MyApplication header block.  This follows the pattern described in WS-Trust where applications can pass RSTR elements in application-specific headers to provide context for the use and applicability of the security token.
7.2 Individual steps

a. R sends a message to S over an HTTP connection. The message headers consist of a wsa:Action with a value of  http://fabrikam/com/data, a wsa:To, a wsa:MessageID and a wsse:Security header. The security header contains the SAML token retrieved in 3.2c, a Timestamp element, along with two derived key tokens, an encryption reference list and a signature over the message body, the wsa: headers and timestamps. Each derived key token is represented by a wsc:DerivedKeyToken element that references the SAML assertion and contains a wsc:Nonce element containing a 128-bit nonce. Keys are generated from the derived key tokens using the http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation"  (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from one derived key token, Sx1, is used for signing. The key derived from the other derived key token, Sx2, is used for encryption using AES. The derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements. The message body contains some random data generated by R. That data MUST consist of a single XML element. The children and attributes of the element are not constrained. The content of the message body and the ds:Signature element are encrypted with Sx2. Signature occurs before encryption. Figure 7 shows an example message.

b. S extracts the SAML token, decrypts the message, validates the signature, then checks the Timestamp elements. It then sends back a response message. The message headers consist of a wsa:Action with a value of http://fabrikam/com/data/response, a wsa:To, a wsa:MessageID, a wsa:RelatesTo specifying a wsa:Reply relationship with the message sent in 7.2a, xx:MyApplication header  and a wsse:Security header. The xx:MyApplication header  contains a wst:RequestSecurityTokenResponse element that contains wsp:AppliesTo, wsse:Timestamp, wst:RequestedSecurityToken and wst:RequestedProofToken children. The wsp:AppliesTo MUST contain an EPR that refers to S. The wsse:Timestamp MUST specify a expiration of 12 hours. The wst:RequestedSecurityToken contains a wsc:SecurityContextToken with a wsc:Identifier, child. The wst:RequestedProofToken contains a new 128-bit secret (Sz), encrypted with Sx. The security header contains wsu:Timestamp element, along with two derived key tokens, an xenc:ReferenceList referencing encrypted content and a signature over the message body, wsa: headers, the xx:MyApplication and Timestamp elements. Each derived key token is represented by a wsc:DerivedKeyToken element that references references the SAML assertion by licenseId and contains a wsc:Nonce element containing a 128-bit nonce. Keys are generated from the derived key tokens using the http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Szx, the label is "WS-SecureConversationWS-SecureConversation"  (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from one derived key token, Sx3, is used for signing. The key derived from the other derived key token, Sx4, is used for encryption using AES. The derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements. The message body contains the data from the request message. The content of the message body and the ds:Signature element are encrypted using Sx4. Signature occurs before encryption. Figure 8 shows an example message. If errors occur during processing of the request IP2 responds with a fault as per section 6 of WS-SecureConversation.

c. R extracts the security context token and the ProofToken, validates the signature and ensures that the signature was based on a key derived from Sx, decrypts the message and verifies that the data matches the data it sent in 7.2a.

<soap:Envelope 

  xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

  xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

  xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
  xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc' 

  xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd' 
  xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' 
  xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion' >

 <soap:Header>
  <wsa:MessageID soap:mustUnderstand='1' wsu:Id='msgid' >
  uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

  </wsa:MessageID>
  <wsa:To soap:mustUnderstand='1' 
  wsu:Id='to' >http://fabrikam.com/service</wsa:To>
  <wsa:Action soap:mustUnderstand='1' 
  wsu:Id='action' >http://fabrikam/com/data</wsa:Action>

  <wsa:ReplyTo soap:mustUnderstand='1' wsu:Id='replyto' >
   <wsa:Address>
   http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
   </wsa:Address>
  </wsa:ReplyTo>
  <wsse:Security soap:mustUnderstand='1' >
   <wsu:Timestamp wsu:Id='timestamp' >
    <wsu:Created>2004-04-15T18:17:34Z</wsu:Created>
    <wsu:Expires>2004-04-15T18:22:34Z</wsu:Expires>
   </wsu:Timestamp>

   <saml:Assertion
  xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion' 

  MajorVersion='1'

  MinorVersion='1' 

  AssertionID='uuid:349c607d-1ec0-49df-a4bf-715edc92ddc7'

  Issuer='http://fabrikam.com/ident2'

  IssueInstant='2003-10-18T21:05:50Z' >

      <saml:Conditions NotBefore='2004-06-23T09:04:50Z'
  NotOnOrAfter='2004-06-23T21:04:50Z' >
      <saml:AudienceRestrictionCondition>
       <saml:Audience>http://fabrikam.com/service</saml:Audience>

      </saml:AudienceRestrictionCondition>
     </saml:Conditions>
     <saml:AuthenticationStatement AuthenticationMethod='urn:oasis:names:tc:SAML:1.0:am:password' AuthenticationInstant='2004-06-23T09:04:50Z' >
      <saml:Subject>


 <saml:NameIdentifier 
  Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
       divad@fabrikam.com
       </saml:NameIdentifier>

       <saml:SubjectConfirmation>


  <saml:ConfirmationMethod>
        urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
        </saml:ConfirmationMethod>

        <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

         <!-- BEGIN: Sx encrypted with public key of S -->

         <xenc:EncryptedKey Id='Sy' 
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >

         <xenc:EncryptionMethod 
  Algorithm='http://www.w3.org/2001/04/xmlenc#rsa-1_5' />

         <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

          <ds:X509Data>

           <ds:X509SKI>hnsCD9S1ddDxrGYnsA2Hzg==</ds:X509SKI>

    </ds:X509Data>

   </ds:KeyInfo>


   <xenc:CipherData>


    <xenc:CipherValue>

          X8N6leelZK/oX5cyS0Gjsg==


    </xenc:CipherValue>


   </xenc:CipherData>


  </xenc:EncryptedKey>

        <!-- END: Sx encrypted with public key of S -->
 

       </ds:KeyInfo>


</saml:SubjectConfirmation>

     </saml:Subject>

    </saml:AuthenticationStatement>

    <!-- BEGIN: Signature over saml:Assertion using 
                private key of IP2 -->    
    <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

     <ds:SignedInfo>


<ds:CanonicalizationMethod  
  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

      <ds:SignatureMethod 
  Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />

       <ds:Reference 
  URI='#uuid:349c607d-1ec0-49df-a4bf-715edc92ddc7' >

        <ds:Transforms>

         <ds:Transform 
  Algorithm='http://www.w3.org/2000/09/xmldsig#enveloped-signature' />
         <ds:Transform
  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

  </ds:Transforms>


  <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />


  <ds:DigestValue>pKlur4180Gab1VQKFueRgA==</ds:DigestValue>


 </ds:Reference>


</ds:SignedInfo>


<ds:SignatureValue>


</ds:SignatureValue>


<ds:KeyInfo>

       <ds:X509Data>

        <ds:X509SKI>vv7L2UD7R8YqdHJ50sW+cg==</ds:X509SKI>
       </ds:X509Data>

</ds:KeyInfo>

     </ds:Signature>

     <!-- END: Signature over saml:Assertion using private key of IP -->
    </saml:Assertion>   

   <wsc:DerivedKeyToken wsu:Id='Sx2' >

     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:349c607d-1ec0-49df-a4bf-715edc92ddc7  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
     <wsc:Length>16</wsc:Length>
     <wsc:Nonce>/4gwgpDksuZsRy7bnontCw==</wsc:Nonce>
   </wsc:DerivedKeyToken>


    <xenc:ReferenceList
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
     <xenc:DataReference URI='#BodyContent' />

     <xenc:DataReference URI='#SignatureElement' />
    </xenc:ReferenceList>
   <wsc:DerivedKeyToken wsu:Id='Sx1' >

      <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:349c607d-1ec0-49df-a4bf-715edc92ddc7  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
    <wsc:Length>16</wsc:Length>
    <wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>
   </wsc:DerivedKeyToken>

   <!-- BEGIN: Signature element encrypted with Sx2 -->
  

<xenc:EncryptedData Id='SignatureElement' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Element' >


   <!-- The unencrypted form of the Signature element 

          over the message body, 
          wsa: headers and timestamps using Sx1 is 

          shown in comments

   <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <ds:SignedInfo>

     <ds:CanonicalizationMethod 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

     <ds:SignatureMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

     <ds:Reference URI='#msgid' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#to' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#action' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

     </ds:Reference>


     <ds:Reference URI='#replyto' >
      <ds:Transforms>
       <ds:Transform 
 Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         
      </ds:Transforms>
      <ds:DigestMethod 
  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />
      <ds:DigestValue>V1uw7rOl6lALINSueXRwyA==</ds:DigestValue>
     </ds:Reference>

     <ds:Reference URI='#timestamp' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#Body' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2002/07/decrypt#XML' />         

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>

     </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>

    21u8QnwVaagEoeA2Dh+VAg==

    </ds:SignatureValue>

    <ds:KeyInfo>

     <wsse:SecurityTokenReference>

      <wsse:Reference URI='#Sx1' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>

    </ds:KeyInfo>

   </ds:Signature>

   
END of unencrypted form of the Signature element with

      Signature over the message body, wsa: headers and timestamp -->


   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx2' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>

       ...

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Signature element encrypted with Sx2 -->

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id='Body' >

  <!-- The unencrypted form of the following is


  <m:MyData xmlns:m='http://fabrikam.com/examples' >

  The quick brown fox jumps over the lazy dog
  </m:MyData>

  -->

  <xenc:EncryptedData Id='BodyContent' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Content' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx2' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>
K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9

r9EcgTjqLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5

pZmht2rLk6uKwXdk/tRXvIf3dDNvJb8g    

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>

 </soap:Body>

</soap:Envelope>

Figure 7 - Example request message sent from R to S
<soap:Envelope 

  xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

  xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

  xmlns:wst='http://schemas.xmlsoap.org/ws/2004/04/trust'
  xmlns:wsc='http://schemas.xmlsoap.org/ws/2004/04/sc' 

  xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd' 

  xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' 
  xmlns:saml='urn:oasis:names:tc:SAML:1.0:assertion' >

 <soap:Header>

  <wsa:RelatesTo soap:mustUnderstand='1' wsu:Id='relates' 
  RelationshipType='wsa:Reply' >

  uuid:16f6c35b-182f-407f-bfb4-48542b1fee22

  </wsa:RelatesTo>

  <wsa:MessageID soap:mustUnderstand='1' wsu:Id='msgid' >

  uuid:923a53e5-4e0d-4a0f-96d2-3d10340dfec5

  </wsa:MessageID>

  <wsa:To soap:mustUnderstand='1' wsu:Id='to' >

  http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous  

  </wsa:To>

  <wsa:Action soap:mustUnderstand='1' wsu:Id='action' >

  http://fabrikam/com/data/response

  </wsa:Action>

  <wsse:Security soap:mustUnderstand='1' >

   <wsu:Timestamp wsu:Id='timestamp' >

    <wsu:Created>2004-04-15T18:18:34Z</wsu:Created>

    <wsu:Expires>2004-04-15T18:23:34Z</wsu:Expires>

   </wsu:Timestamp>


   <wsc:DerivedKeyToken wsu:Id='Sx4' >
     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
     <wsc:Length>16</wsc:Length>
     <wsc:Nonce>YIgwp6twdNY7TvR42dgd5Q==</wsc:Nonce>
   </wsc:DerivedKeyToken>

 <xenc:ReferenceList
  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >
    <xenc:DataReference URI='#BodyContent' />

    <xenc:DataReference URI='#SignatureElement' />
   </xenc:ReferenceList>

   <wsc:DerivedKeyToken wsu:Id='Sx3' >

      <wsse:SecurityTokenReference>
       <wsse:KeyIdentifier 
 ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
      uuid:8f8a6868-cb87-4d90-8f5d-f6efdb6a83f4  
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
    <wsc:Length>16</wsc:Length>
     <wsc:Nonce>nWHT9167WGtU2cFwoslQIA==</wsc:Nonce>
   </wsc:DerivedKeyToken>

   <!-- BEGIN: Signature element encrypted with Sx4 -->
  

<xenc:EncryptedData Id='SignatureElement' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Element' >


   <!-- The unencrypted form of the Signature element 

          over the message body, 
          wsa: headers and timestamps using Sx3 is 

          shown in comments

   <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <ds:SignedInfo>

     <ds:CanonicalizationMethod 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

     <ds:SignatureMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

     <ds:Reference URI='#relates' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>88Gkt/1eP5ts8p+egQECeQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#msgid' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#to' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#action' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#timestamp' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#RSTR' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>GTlF4bsaoFGodSe7avA/Zg==</ds:DigestValue>

     </ds:Reference>

     <ds:Reference URI='#Body' >

      <ds:Transforms>

       <ds:Transform 

  Algorithm='http://www.w3.org/2002/07/decrypt#XML' />         

       <ds:Transform 

  Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />         

      </ds:Transforms>

      <ds:DigestMethod 

  Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

      <ds:DigestValue>Z+/fwe25H11SKXXsLLVDuw==</ds:DigestValue>

     </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>

    98+gAZHUNW0ia3PWUrwPTA==

    </ds:SignatureValue>

    <ds:KeyInfo>

     <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx3' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />
     </wsse:SecurityTokenReference>
    </ds:KeyInfo>

   </ds:Signature>

   
END of unencrypted form of the Signature element with

      Signature over the message body, wsa: headers and timestamp -->


   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx4' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>
    <xenc:CipherValue>

       ...

    </xenc:CipherValue>  

   </xenc:CipherData>

  </xenc:EncryptedData>
  <!-- END: Signature element encrypted with Sx4 -->   

  </wsse:Security>

  <xx:MyApplication soap:mustUnderstand='1'
  xmlns:xx='http://schemas.xmlsoap.org/ws/2004/10/trust/interop' 
  wsu:Id='RSTR'>
   <wst:RequestSecurityTokenResponse >

   <wsp:AppliesTo  

     xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy" >

    <wsa:EndpointReference>

     <wsa:Address>http://fabrikam.com/service</wsa:Address>

    </wsa:EndpointReference>

   </wsp:AppliesTo>

   <wst:Lifetime>

    <wsu:Created>2004-04-04T14:42:06Z</wsu:Created>

    <wsu:Expires>2004-04-05T02:42:06Z</wsu:Expires>

   </wst:Lifetime>

   <wst:RequestedSecurityToken>

    <wsc:SecurityContextToken wsu:Id='SCT'>

     <wsc:Identifier>uuid:b40816ed-0ff9-4293-9740-fe1253786069</wsc:Identifier> 

    </wsc:SecurityContextToken>

   </wst:RequestedSecurityToken>

   <wst:RequestedProofToken>


    <!-- BEGIN: Sz encrypted with Sx -->

    <xenc:EncryptedKey Id='SzProof' 

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >

     <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#kw-aes128' />

     <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

      <wsse:SecurityTokenReference>
        <wsse:KeyIdentifier ValueType='http://docs.oasis-open.org/wss/2004/XX/oasis-2004XX-wss-saml-token-profile-1.0#SAMLAssertionID' >
        uuid:349c607d-1ec0-49df-a4bf-715edc92ddc7
        </wsse:KeyIdentifier>

      </wsse:SecurityTokenReference>

     </ds:KeyInfo>

     <xenc:CipherData>

      <xenc:CipherValue>

      xpXWK2lWolprtuhPq/Ttjg==

      </xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

    <!-- END: Sz encrypted with Sx -->


   </wst:RequestedProofToken>

   </wst:RequestSecurityTokenResponse>
  </xx:MyApplication>
 </soap:Header>

 <soap:Body wsu:Id='Body'>

   <!-- The unencrypted form of the following is


  <m:MyData xmlns:m='http://fabrikam.com/examples' >

  The quick brown fox jumps over the lazy dog
  </m:MyData>

  -->
  <xenc:EncryptedData Id='BodyContent'

  xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' 

  Type='http://www.w3.org/2001/04/xmlenc#Content' >

   <xenc:EncryptionMethod

  Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' >

   </xenc:EncryptionMethod>

   <ds:KeyInfo xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

    <wsse:SecurityTokenReference>
      <wsse:Reference URI='#Sx4' 
  ValueType='http://schemas.xmlsoap.org/ws/2004/04/security/sc/dk' />

     </wsse:SecurityTokenReference>
   </ds:KeyInfo>

   <xenc:CipherData>

    <xenc:CipherValue>

HiSE+w/MsE+p9TRR0aFmtMSByfCpZdQZz18ljRQI7V+aaP0QgkJKfm7M6Gci3z

qCHn0w6TYcp7lQayywpiM6oAfVtmijVjGCNkuC3Hxt9+8ko2+X1wMofsBEwBcV

mtdLkUhfTCjS3shMrrPrmss843Q8    

    </xenc:CipherValue>

   </xenc:CipherData>

  </xenc:EncryptedData>

 </soap:Body>

</soap:Envelope>

Figure 8 - Example response message sent from S to R
8. Binary Exchange.

This optional section presents a use of wst:BinaryExchange. 
8.1 Description

X sends an RST message to Y. The message contains a request for an SCT and blob1 of SPNego protocol. Y responds with an RSTR containg blob2 of SPNego protocol. IP2. X responds with an RSTR containing blob3 of SPNego protocol. Y responds with an RSTRCollection containing an RSTR containing an SCT and blob4 of SPNego protocol  and another RSTR that contains the authenticator for the exchange. 
8.2 Individual steps

a. X sends an RST message to Y over an HTTP connection. The RST MUST specify a Context attribute and the value of that attribute MUST be used on subsequent message in the exchange. The wst:RequestSecurityToken element has wst:TokenType, wst:RequestType and wst:BinaryExchange children. The request is for a Security Context Token to be issue. The wst:BinaryExchange element contains binary data for step 1 of the SPNego protocol as indicated by a ValueType attribute of http://schemas.microsoft.com/net/2004/07/secext/WS-SPNego. Figure 9 shows an example message.

b. Y  extracts the binary data, and sends back an RSTR response message. The wst:RequestSecurityTokenResponse carries the Context attribute from step a and has a wst:BinaryExchange child element containing binary data for step 2 of the SPNego protocol. as indicated by a ValueType attribute of http://schemas.microsoft.com/net/2004/07/secext/WS-SPNego. Figure 10 shows an example message.
c. X extracts the binary data and sends an RSTR message to Y. The wst:RequestSecurityTokenResponse carries the Context attribute from step a and has a wst:BinaryExchange child element containing binary data for step 3 of the SPNego protocol. as indicated by a ValueType attribute of http://schemas.microsoft.com/net/2004/07/secext/WS-SPNego. Figure 11 shows an example message.

d. Y extracts the binary data and sends back a RSTRC response message. The wst:RequestSecurityTokenResponseCollection contains 2 wst:RequestSecurityTokenResponse element. Both carry the Context attribute from step a. The first wst:RequestSecurityTokenResponse has wst:RequestedSecurityToken, wst:RequestedProofToken, wst:BinaryExchange and wst:Lifetime child elements. The wst:RequestedSecurityToken contains a wsc:SecurityContextToken. The wst:RequestedProofToken contains an xenc:Encrypted key containing a key encrypted with the soap://schemas.microsoft.com/2003/11/security/algorithms/xmlenc#WS-SPNego algorithm. The wst:BinaryExchange contains binary data for step 4 of the SPNego protocol as indicated by a ValueType attribute of http://schemas.microsoft.com/net/2004/07/secext/WS-SPNego. The wst:LifeTime element has wsu:Created and wsu:Expires children indicating a lifetime for the SCT of 12 hours. The second wst:RequestSecurityTokenResponse has a wst:Authenticator child element which in turn has a wst:CombinedHash child element.

9. Security Considerations

TBD
10. References

[KEYWORDS] 

S. Bradner, "Key words for use in RFCs to Indicate Requirement Levels," RFC 2119, Harvard University, March 1997 

[RFC2246] 

IETF Standard, "The TLS Protocol" January 1999 

[SOAP] 

W3C Note, "SOAP: Simple Object Access Protocol 1.1," 08 May 2000. 

[URI] 

T. Berners-Lee, R. Fielding, L. Masinter, "Uniform Resource Identifiers (URI): Generic Syntax," RFC 2396, MIT/LCS, U.C. Irvine, Xerox Corporation, August 1998. 

 [WS-Security]

"Web Services Security: SOAP Message Security 1.0 (WS-Security 2004)", OASIS Standard 200401, March 2004.

[WS-SecureConversation]

"Web Services Secure Conversation Language", BEA, Computer Associates, IBM, Layer 7, Microsoft, Netegrity, Oblix, OpenNetwork, Ping Identity, Reactivity, RSA Security, VeriSign, Westbridge, May 2004
[WS-SecSaml]

"Web Services Security: SAML Token Profile", OASIS, Working Draft, 06 April 2004.

[WS-Trust]

"Web Services Trust Language", BEA, Computer Associates, IBM, Layer 7, Microsoft, Netegrity, Oblix, OpenNetwork, Ping Identity, Reactivity, RSA Security, VeriSign, Westbridge, May 2004
[XML-EXC14N] 

W3C Recommendation, "Exclusive XML Canonicalization Version 1.0," 18 July 2002. 

[XML-Decrypt] 

W3C Recommendation, “Decryption Transform for XML Signature,” 10 December 2002. 

 [XML-Encrypt] 

W3C Recommendation, “XML Encryption Syntax and Processing,” 10 December 2002. 

[XML-NS] 

W3C Recommendation, "Namespaces in XML," 14 January 1999. 

[XML-Signature] 

W3C Recommendation, "XML-Signature Syntax and Processing," 12 February 2002. 
11. Appendices

Appendix A – Username/Password List

	Username
	Password
	saml:NameIdentifier for S

	Alice
	ecilA
	alice@fabrikam.com

	Bob
	boB
	bob@fabrikam.com

	Charlie
	eilrahC
	charlie@fabrikam.com

	Dawn
	nwaD
	dawn@fabrikam.com

	Evan
	navE
	evan@fabrikam.com

	Fred
	derF
	fred@fabrikam.com

	Graham
	maharG
	graham@fabrikam.com

	Hayley
	yelyaH
	hayley@fabrikam.com

	Imogen
	negomI
	imogen@fabrikam.com


