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Introduction

Internal auditors, financial auditors, tax auditors, systems auditors – all are bemoaning the challenges that have been magnified by computers, the Internet, and especially the Web. The business paper trail that made up the traditional audit trail has all but become extinct as transactions become increasingly electronic, banks don’t return the paper checks, and the volume of information increases. 

The purpose of this document is to discuss the “audit trail” and the role that OASIS Tax XML
 can play in promoting harmonization and integration in standards development related to XML transactions, XML/XBRL
 reporting, and tools like XBRL GL, the Journal Taxonomy
, to promote a true “seamless audit trail.
”

Challenges in definitions of the phrase “audit trail”

Standards development is a process of collaboration, communication and compromise in defining business requirements. Collaboration means people and organizations come together to “agree to agree,” a cooperative effort toward a common goal; communication includes an expression of the needs and wants of the stakeholder community, as well as sharing resources and knowledge; and compromise in that context includes surrendering some “wants” to accommodate the needs and wants of others. 

However, just as the term compromise has different meanings to people around the table, both benign and malignant (“The security of our payroll system has just been compromised
” is not a good thing), communication in standards development is challenging because other shared terms may likewise have different meanings to the stakeholders in different domains. In this document, the concept of an “audit trail” in the meaning of the Certified Public Accountant/Chartered Accountant and tax auditor sense is laid out. 

The words “trust,” “audit” and “audit trail” have different meanings to different audiences. To those involved in standards development associated with the W3C (http://www.w3.org), trust, one of the seven key principles of the W3, is what is necessary for the collaborative environment of the web, something that offers confidentiality, instills confidence, and makes it possible for people to take responsibility for (or be accountable for) what they publish on the Web.
 To the CPA/CA community, these terms encompass the foundation of their livelihood; providing trust through the audit process, where the audit trail is the primary place to gain the necessary evidence to provide an opinion about the fair presentation of a financial statement. 

With these different viewpoints and different meanings for common phrases, it is easy to understand why, when you bring together Web technologists and those involved in the business reporting supply chain, they think of different business requirements and hear different things when the words are spoken. However, it is important that within OASIS Tax XML, we gain an understanding of the issues surrounding the audit trail, so we can promote the needs of our constituents, influence standards development groups like UBL
 and XBRL to either include in their standards or provide influence in their implementation communities for audit trail related support, and communicate to the marketplace the importance of and solutions to maintain and improve the audit trail.

So what is an “audit trail”?

The generic sense of audit trail is well understood in the computer arena. An audit trail is a chronological log of access to a system and a record of additions, changes, and deletions to that system, most often listing the person accessing the system and the time of the access or action. The log is meant to be inalterable. The concept of “seamless” here is less obvious, but could mean that wherever this type of log is kept, the superset of such logs can be accessed as one, and any consolidation issues, such as mapping user names across systems, are overcome.

The term audit trail has a more specific meaning to the Certified Public Accountant/Chartered Accountant community. The audit trail is the primary place to gain the necessary evidence
 to support an opinion about the fair presentation of a financial statement or provide assurance on other subject matter. It is “any information created, transmitted, processed, recorded and/or maintained electronically that the auditor relies on to support the content of the audit report”
. Another definition can be found in the Appendix. 

The audit trail in the generic sense has many uses, including

· Monitoring procedural violations to highlight possible breaches of security 

· Helping system recovery when it is found that a user has incorrectly updated or deleted a record or there has been other user or system failure

· Investigating the causes when a record is found to be erroneous 

· Assisting in correcting files where data damage is program caused 

· Monitoring the way the system is being used (as an aid to design)

To the generic needs met by an audit trail, there is a specific need met by audit trails in the business reporting sense.

The audit trail in the more specific sense is more focused. In the accounting industry, the phrase “audit” itself is a very specific word with a lot of responsibility. 

These types of audits are conducted by:

Internal auditors

According to the Institute of Internal Auditors
 (www.theiia.org), internal auditing is primarily driven by management’s desire to have an internal resource that focuses attention on organizational processes and ensures accuracy, efficiency, and effectiveness of operations.

External, independent third party auditors, such as the CPA/CA

The driver for external auditing is the external regulatory requirement for an independent certification that the financial information provided to stockholders and the financial community is reasonable and accurate. A financial audit is a formal engagement performed by an independent professional, such as a Certified Public Accountant or Chartered Accountant, and is an examination and verification of a company’s financial and accounting records and supporting documents for the purpose of providing an opinion on the fair presentation of the financial statements in accordance with generally acceptable accounting principles. The external auditor is looking for evidence that there are no material misstatements in the financial statement; the audit trail is an important part of that evidence. Other types of assurance engagements likewise require a reliable audit trail in order to support the opinion that provides the assurance on a particular subject matter.

Tax auditors

A tax administration has auditors that will examine the underlying information within a taxpayer’s business or organization in order to verify the accuracy of a corporation’s tax return.

In all of these cases, the electronic audit trail is a form of electronic evidence that allows the auditor to follow the history of a transaction from initial entry, through stages of summarization and aggregation, to final reporting. While the electronic audit trail is not the only form of electronic audit evidence
, it is an important one.

Tracing and Vouching are 2-directional tests we do of an audit trail

Auditors test management’s assertions (what is reported on financial statements or tax returns) by looking at some basic attributes of those assertions. These include, for account balances:

· Existence

· Ownership

· Completeness

· Valuation

Auditors want to make sure that all transactions have been recorded (completeness) and that all balances are made up of things that actually exist (existence). Two primary tests performed on business data to test for completeness and existence are “tracing” and “vouching” (respectively). See Figure 1.
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Figure 1: Tracing and vouching are tests on the audit trail
So what is the “seamless audit trail”?

In this sense of the audit and the audit trail, a seamless audit trail is one where tests like tracing and vouching can be performed reliably and efficiently across disparate systems and even across organizations where necessary. It may require crossing corporate boundaries for a number of reasons, including:

· Auditors themselves must be able to demonstrate that they have agreed or reconciled reported assertions to the underlying details

· Proof of transactions may lie in customers, vendors, banks or other parties

· Outsourcing, online applications/Application Service providers (ASPs) and Web services environments mean the books and records of an organization go outside the “firewall” of the company itself.

There are a number of ways the seamless audit trail may be realized, which we will touch on later in this document.
Challenges in the electronic environment

Managers, accountants, and auditors of all kinds must be able to follow the audit trails of data through the operational, business and accounting system.  If records are kept properly, an auditor should be able to trace from the source documents, through the journals, through the ledger, and then to the financial statements, as well as to vouch back from the financial statements through the ledgers through the journals and back to the source documents with its supporting documents. As we noted previously, by tracing forward from source documents, auditors can verify the completeness of the recording of accounts balances, and by vouching back from the assertion to the contributing source documents, auditors can better verify the existence of balances, such as assets claimed to be owned. 
The meticulous paper audit trail that controllers and accountants had established over generations for demonstrating that money was being handled properly (think of black, leather-bound ledgers and long ribbons of adding machine paper) disappeared into ERP systems and have slowly disappeared without a trace — or at least without being properly documented, and certainly not to the extent now required by the Sarbanes-Oxley Act of 2002. Audit procedures in an electronic environment have been morphing to focus instead on automated controls that relate to the integrity of transactions as they are captured and then immediately and automatically processed.

With the importance of a solid and reliable audit trail and its place in the financial statement assurance process, the casual observer might assume that market forces would have driven organizations to make the compromises and efforts necessary to keep the audit trail viable. However, a quick search of auditing pronouncements over the last few years have shown that terms like “loss of” and “lack of” appear not far from the term “audit trail” in virtually every case.

The electronic automation of business processes has meant that, amongst other challenges:

· There may not be any paper records for e-commerce transactions; the paper trail has given way to electronic bits

· Information has moved from living within the four walls of the company to virtual organizations and workflow systems, where systems reviews (SAS 70) become commonplace

· Local became global

· Documents became data

· Without appropriate controls, electronic records may be more easily destroyed or altered than paper records without leaving evidence of such destruction or alteration

· Without appropriate controls, electronic records are more easily “faked” than traditional paper documents, and their true origin more difficult to establish

· Discovering that appropriate approvals are in place requires more technical skills than examination of paper and hand signatures

· There is no standard way to put a “stamp” on an electronic transaction to note where or when it was imported into the corporate systems

· Results of processing may be highly summarized (for example, only totals from individual online data entry devices can be traced to subsequent processing)

· Cutoff, an important test in verifying balances, may be difficult to test in a real-time processing environment

· System failures and starting from a backup can bring major challenges to the reliability of the audit trail

· Informal systems may arise without proper design, documentation or controls (e.g.,  separation of duties, access control and authorization)  

· Web services, Service Oriented Architecture and Enterprise Services Bus take us from big tasks and milestones within one system becoming granular, mini-processes

There are many reasons for this sudden extinction of the audit trail. 

· The PC revolution in the early 1980’s took power from centrally controlled Information Services departments

· EDI and facsimile in the late 1980’s and email and Web front ends began making paper less popular 

· The Internet and the Web likewise broke down the walls of the corporation when it came to processing

· The desire for “access from anywhere” and the realization of lower costs from less handling of paper made checks and other paper documents even more obsolete

· Monolithic systems seemed to take over, but in actuality spurred on more informal systems (spreadsheets everywhere)

Case(s) in point

So how is this immediately relevant to OASIS Tax XML? As we work to promote interoperability in Tax-related XML standards development, we are working with numerous groups and have highlighted them in our position paper
. Two of the organizations we have highlighted are UBL and XBRL.

UBL

UBL says that their role is “Defining a common XML library of business documents (purchase orders, invoices, etc.)” Their outreach has specifically mentioned the importance of the audit trail.
 Yet, in discussions Tax XML has had with UBL leadership, issues related to the audit trail have largely been left to the market and to implementers. The Specification itself and any best practices guidance does not explicitly describe how UBL should fit into an audit trail. 

As illustrated in Figure 2, this leaves the question – how can the auditor find all of the transactions (many of which may now be represented electronically by UBL documents) and trace from the transaction reliably into the system?

In the traditional paper process (Figure 3), a stamp was put on the originating document, and information about where that document was entered into the system was provided. Often, all appropriate supporting documents were stapled or otherwise bound to the original document to make the review of proper entry, authorization, classification and other decisions simple. This is not a limitation specific to UBL; this is only the continuation of the erosion of the audit trail.

Commercial applications can be developed to properly maintain the original transactional representations and collect/store the information necessary to move from each transaction to its entry point in the corporate system. As we will see later, XBRL GL provides another option: generically representing UBL and other transactional formats, capturing the fingerprints of the transactions and providing the link between the external transaction and the system representation.


[image: image2] Figure 2: Electronic transactions - where is the “stamp” to follow it forward?
XBRL Financial Reporting

Moving down to the other end of the audit trail, XBRL used for financial reporting, tax returns, bank call reports and other end reporting has the attention of the world’s securities regulators
, banking regulators
, exchanges and the accounting profession. XBRL promotes the more efficient consumption and analysis of any type of reporting for which a standardized taxonomy is provided. XBRL “financial reporting” taxonomies do not include any special standardized tools for digging back into the underlying systems from which they were drawn. As with UBL, this is not a limitation specific to XBRL financial reports; without XBRL, these reports were still lovingly hand crafted in spreadsheets, word processors and desktop publishing applications, and not linked to the underlying systems.

Unlike UBL, XBRL does have another tool  that can be leveraged to link the end reporting assertions into the system – XBRL GL, the Journal Taxonomy. We will speak of the role of XBRL GL as a possible solution, bridging from underlying transactions to end reporting wherever possible.
In all of these cases, the questions remain:

· Is the trail available, clear, original/unaltered, verifiable, legal and accurate?

· Can vouching and tracing be automated?

· Is information available when needed?

· Is more information better?

· Can all approvals, authorization, authentication be tracked in the electronic environment?

· What are the risks, controls and evidence of effectiveness?

More than data

As powerful as we will say XBRL GL can be, it is only an important and necessary first step to a true solution. The audit trail requires more than standardized and accessible data. It also requires tracking and efficient/standardized access to:

· Supporting documents (see Figure 3)
· Processes

· Policies

· Interpretation, materiality
The barriers to the audit trail have led to the focus on reliable systems and systems audit rather than data substantiation. While this has served a purpose, the market is demanding more.
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Figure 3: Source and supporting documents important to the audit trail

Solutions for the seamless audit trail

Possible solutions:

· Recognizing it is more than data, evaluate all of the people, process, tools, technology, policy, regulator issues (including enforcement, encouragement and motivation opportunities)

· Change governmental and regulatory environment with rewards for increased transparency, availability of continuous reporting/assurance, mutual benefit, certified systems

· Encourage external, 3rd party, independent services

· Encourage all designers of electronic documents to have/define a unique identifier that can be passed forward as part of an audit trail (or otherwise agree on a common implementation) or

· alternatively, require all electronic transactional XML, EDI and similar files to be stored in a document management system

· Use XBRL GL (see Figure 4) as a generic audit trail to represent the key fields of different electronic transactional standards in a common format to assist in the audit process; XBRL GL can be used to bridge from transactional representations to reporting representations, useful as a tool for vouching and tracing.

· Mirror all externally and internally triggered transactions (using a standard like XBRL GL for ease of analysis) into inalterable repositories (write-once media, independent, certified third party services – see Figure 6) so that all transactions, end reports, and all representations in the middle can be analyzed in one common format.
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Figure 4: XBRL GL as enabler of seamless audit trail

XBRL GL can be 

· A generic representation of a trigger document

· A standard representation of the parties involved in transactions, including customers, vendors, employees, internal and external salespeople and contractors

· A standard representation of the resources used, consumed, tracked or exchanged, including products, services, supplies, fixed assets, metrics/statistics and intangible assets

· Journal entries

· Source journals

· Standard reports tying to account balances, like Aged Receivables, Aged Payables, Inventory Stock Status, and Job Costing

· Mappings between sets of accounts/books, from accounts to reporting taxonomies, and between reporting taxonomies

· And much more.

XBRL GL has a wide variety of data fields/representations at various levels of the instance document structure to assist in capturing the fingerprints and interrelationships necessary for the seamless audit trail.

At the instance document level:
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XBRL GL can point to an originating transaction, represent attributes of those transactions, and then self reference as information from those transactions are summarized and eventually reported upon.
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Figure 5: Seamless audit trail based on access to standard representations through the information chain
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Figure 6: Conversion into and inalterable storage of all information as XBRL GL
Conclusion

Tax auditors, financial auditors and even internal auditors are finding it difficult to manage in today’s electronic environment. OASIS Tax XML can serve the market and help meet the needs of its constituencies through influencing standards developers (like UBL and XBRL), software developers (ERP systems and document management software), regulators and companies to promote agreement, implementation guidance, systems and standards that can work to revive the audit trail and bring it back from near extinction.

Appendix

Additional definitions of Audit Trail

· The audit trail is a record left by the accounting information system of movements in individual transaction data. This record, in the form of references to the processing of the data, provides a trail of the processing of transactions and other events entered into by the entity. Note that while some accounting information systems provide a visible and complete audit trail, others may provide an invisible and/or incomplete trail.

· Depending on the accounting information system, the trail may start from the moment data about the event is first captured within the system to the time of its ultimate disposition in the financial statements. For example, the audit trail of a sales transaction may enable the tracing of the movement in data concerning the transaction from the time the order is placed by the customer until the time the transaction data is included in the appropriate general ledger accounts. The system records may also provide a link to other related transaction cycles. Continuing the example, the system may enable the linking of a particular sales transaction to related cash receipt transactions and inventory transactions. These related transaction cycles may have their own audit trail.

· An auditor may follow the audit trail of a transaction as part of a systems “walk-through”.

· A walk-through refers to the auditor selecting a particular transaction or economic event and tracing (or walking) it through the accounting information system from the time it was first captured and input as data to its final disposition in the financial statements. This is also referred to as following the audit trail.

· The purpose of the walk-through may be either for the auditor to identify specific control procedures or to confirm an existing understanding of control procedures in the accounting information system. The walk-through may be the tracing of an event, either part way through the system or entirely through the system, depending on the extent of the evidence or knowledge required by the auditor.
Glossary

Audit trail

Evidence

XBRL

XBRL GL

XML

XML Encryption

XML Signature

AUDIT					AUDIT OBJECTIVE


PROCEDURE						 ACHIEVED





Tracing	-------------------------------------------------->	 Completeness


		Asks “Are all transactions recorded?”





Vouching<--------------------------------------------------------	 Existence


		Asks “Are recorded transactions valid?”
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� http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=tax


� http://www.xbrl.org


� http://www.xbrl.org/GLTaxonomy


� Although the phrase “seamless audit trail” results in approximately 70 “hits” on Google, the scope and definition is usually far narrower in scope (e.g., the order number is illustrated on the invoice, creating a seamless audit trail) than what we mean here.


� "Compromised" in this alternate sense means, "An intrusion into a computer system where unauthorized disclosure, modification or destruction of sensitive information may have occurred."


� http://www.w3.org/Consortium/Points/


� http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ubl


� See audit guidance AU 326 and ISA 500 for SEC and IFAC engagements, respectively.


� As defined by the CICA Research Study, “Electronic Audit Evidence”; a summary can be found at http://www.cica.ca/index.cfm/ci_id/15496/la_id/1.htm


� http://www.theiia.org/download.cfm?file=52579


� The study of electronic audit evidence is not well documented. Andrée Lavigne, who did the primary research for the 2003 CICA study Electronic Audit Evidence, said that amount of pre-existing guidance for the study was very limited; our attempts to find useful guidance was similarly unsuccessful three years later. Additional thought for this paper came from a presentation “Electronic Audit Evidence” provided by Professor C. Delano Gray (cba.fiu.edu/depts/acg/graycd/) and available at http://cba.fiu.edu/depts/acg/graycd/cpe%20presentations-06-04/Electronic%20Evidence.ppt.


� PCAOB Auditing Standards #3 and ISA 230 are the US and IFAC standards for Audit Documentation that document this requirement.


� http://www.oasis-open.org/committees/download.php/14242/OASIS_XML_Position_Paper_for_Tax_Administrations_v2-01.pdf


� Jon Bosak has frequently mentioned the importance of the audit trail in his presentations on UBL. As part of the “Reasonable goals for B2B” he has included “Maintain a document-based audit trail understandable at both the Sarbanes-Oxley level and the level of a local civil court.” In his slides describing “The Universal Business Language (UBL)”, he lists as an attribute “Plugs directly into existing business, legal, auditing, and records management practices”. See http://www.xmlconference.org/xmlusa/2004/slides/bosak/UBL%20Ready%20for%20Prime%20Time.pdf


� The support of Chairman Cox of the US Securities and Exchange Commission is vocal, stating that the SEC will play a leadership role in encouraging XBRL usage - http://www.xbrl.org/us/.


� The FDIC in the US began XBRL filings in October 2005; the European Banking regulators are also pushing for XBRL (http://www.corep.info/).


� http://www.abrema.net/abrema/audit_trail_g.html
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