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1 Introduction

The OASIS DSS TC decided to carry out a number of interoperability tests among different implementations of its core protocol in order to assess its correctness. 

The present document contains a report of these tests. This document supersedes a formerly distributed with the title: “Interoperability tests specification”.
2 Scenarios
2.1 Cryptographic material
2.2 Exchange of messages
2.2.1 Email

2.2.2 TCP servers
2.2.3 Web service
3 Test cases for Signing Protocol
This section gives details on the tests that were considered worth to conduct on the DSS TC Core Signing Protocol.
3.1 Rules for tests

The following rules apply for the tests:

· If <dss:KeySelector> optional input within a <dss:SignRequest> is absent, the signing key is the one contained in the UPUSign files. The private keys will be stored in PKCS#12 files.
· The tests’ results must include some processing details. The data to be hashed base 64 encoded followed by the base 64 encoded hash result will be written in a file called trace-name_of_the_test. If there is more than one data to be hashed, they will be separated using a blank line.
3.2 Codes for tests cases
Test cases will be identified by codes that will summarize their most relevant details.

A test case code will consist of the concatenation of:

· A number of codes signaling basic details (see clause 3.2.1), separated by “-“ character.

· A number of codes signaling the use of optional inputs. These codes will be separated by “/” from the rest. As contents of optional inputs may be complex and different test cases may be defined depending of that, the details of these optional inputs may, in turn, to be formed by the concatenation of codes, each corresponding to certain part of their contents, separated by “-“ character.

Sub-clauses below show the details and their corresponding codes.

3.2.1 Codes for basic details.

3.2.1.1 DSS Protocol element

SR: for signing request.

VR: for validation request.

3.2.1.2 Type of signature
C: for CMS signatures.

X: for XML signatures.

3.2.1.3 Placement of the signature with respect what is signed

ENV: Enveloping.

ENVD: Enveloped.

DET: Detached.

3.2.1.4 Input document

DH: Document hash.

TD: Transformed data.

EXML: Escaped XML.

B64XML: Base64 XML

ILXML: In line XML.

B64D: Base64 data.

3.2.2 Codes for optional inputs.

3.2.2.1 Use of <Schemas> and <Schema>
SCH: Use of <Schema>.

SCHS: Use of <Schemas>.

3.2.2.2 Use of <KeySelector>

KS: use of <KeySelector> element.

3.2.2.3 Use of <IncludeObject>

IO: IncludeObject optional input is used.
When this happens, there are still a number of different test cases to explore.

3.2.2.3.1 Tests cases when using <IncludeObject>

OP: <ds:Object> element appears in the <SignRequest> as one of the <Document> children. Absence of this code means that the test case consists in a <SignRequest> that does not have such a <ds:Object> element.
REF: Attribute <createReference> is set to true. Absence of this code means that the test case consists in a <SignRequest> that has this element set to false.
3.2.2.4 Use of <SignaturePlacement>

SP: Denotes the usage of <SignaturePlacement> element.
As with <IncludeObject>, a number of different test cases may be built, depending on the values of certain children and attributes of this element.

3.2.2.4.1 Test cases when using < SignaturePlacement >

SENVD: Create enveloped signature.
AF: Use XpathAfter.

FC: Use of XpathFirstChildOf.

3.2.2.5 Use of <SignedReferences>

SIGREF: Denotes the usage of <SignedReferences> element.

As with <IncludeObject>, a number of different test cases may be built, depending on the values of certain children and attributes of this element.

3.2.2.5.1 Test cases when using < SignedReferences >

ID: Include the optional child <RefId> in the request.
URI: Include the optional child <RefURI> in the request for generation of a new <ds:Reference> element in the signature.

TR: Include the optional child <ds:Transforms> in the request for performing the indicated transformations before computing the signature.

3.3 Basic features tests. Detached signatures
This section enumerates a number of tests for assessing basic features of requests of signatures.
· SR-X-DET-DH. <dss:SignRequest> for a XML detached signature computed on the hash of the original document. Only one document.
· SR-X-DET-TD. <dss:SignRequest> for a XML detached signature computed on the result of transforming the original document. Only one document.

· SR-X-DET-B64D. <dss:SignRequest> for a XML detached signature computed on a binary document. Only one document.

· SR-X-DET-B64XML. <dss:SignRequest> for a XML detached signature computed on a XML document sent within the <dss:Base64XML> element. Only one document. 

· SR-X-DET-EXML. <dss:SignRequest> for a XML detached signature computed on a XML document sent within the <dss:Escaped64XML> element. Only one document. 

· SR-X-DET-ILXML. <dss:SignRequest> for a XML detached signature computed on a XML document sent within the <dss:Inline64XML> element. Only one document.

· SR-C-DET-DH. <dss:SignRequest> for a CMS detached signature computed on the hash of the original document. Only one document.

· SR-C-DET-B64D. <dss:SignRequest> for a CMS detached signature computed on a binary document. Only one document.

3.4 Additional features tests. Optional inputs.

This section enumerates a number of tests that include the management of certain optional inputs.
3.4.1 Test cases for <Schemas>

Below follows a list of tests for checking the correctness of <Schemas> specification:

· SR-X-DET-ILXML/ SCH. <dss:SignRequest> for a detached signature of a XML document present as in-line XML in the request. The request includes the <Schema> and instructs to check the corresponding schema. Only one document.

3.4.2 Test cases for <IncludeObject>

Below follows a list of tests for checking the correctness of <IncludeObject> specification:

· SR-X-ENV-B64XML/ IO-OP-REF. <dss:SignRequest> for an enveloping signature of a XML document present as base64 encoded. The request includes the <ds:Object> and instructs to create the corresponding <ds:Reference>. Only one document.
· SR-X-ENV-EXML/ IO-OP-REF. <dss:SignRequest> for an enveloping signature of a XML document present as escaped XML in the request. The request includes the <ds:Object> and instructs to create the corresponding <ds:Reference>. Only one document.
· SR-X-ENV-ILXML/IO-OP-REF. <dss:SignRequest> for an enveloping signature of a XML document present as in-line XML in the request. The request includes the <ds:Object> and instructs to create the corresponding <ds:Reference>. Only one document.
· SR-X-ENV-B64D/ IO-REF. <dss:SignRequest> for an enveloping signature of a binary document. The request includes DOES NOT include the <ds:Object> and instructs to create the corresponding <ds:Reference>. Only one document.
· SR-X-ENV- ILXML/IO-REF. <dss:SignRequest> for an enveloping signature of a XML document present as in-line XML in the request. The request includes DOES NOT include the <ds:Object> and instructs to create the corresponding <ds:Reference>. Only one document.
· SR-X-ENV- ILXML/IO. <dss:SignRequest> for an enveloping signature of a XML document present as in-line XML in the request. The request includes DOES NOT include the <ds:Object> and DOES NOT instructs to create the corresponding <ds:Reference>, just to insert the object within the signature. Only one document.
· SR-C-ENV-B64D/ IO. <dss:SignRequest> for a CMS enveloping signature of a binary document. Only one document.
3.4.3 Test cases for <SignaturePlacement>

Below follows a list of tests for checking the correctness of <SignaturePlacement> specification:
· SR-X-ENVD-B64XML/SP-SENVD-AF. <dss:SignRequest> for a XML enveloped signature of a XML document included as base64-encoded XML. Use of <XpathAfter> element to signal the exact placement of the signature. Only one document.
· SR-X-ENVD-EXML/ SP-SENVD-AF. <dss:SignRequest> for a XML enveloped signature of a XML document included as escaped XML. Use of <XpathAfter> element to signal the exact placement of the signature. Only one document.
· SR-X-ENVD-ILXML/SP-SENVD-AF. <dss:SignRequest> for a XML enveloped signature of a XML document included as in-line XML. Use of <XpathAfter> element to signal the exact placement of the signature. Only one document
· SR-X-ENVD-ILXML/SP-SENVD-FC. <dss:SignRequest> for a XML enveloped signature of a XML document included as in-line XML. Use of <XpathFirstChildOf> element to signal the exact placement of the signature. Only one document.
· SR-X-ENVD-B64XML/SP-AF. <dss:SignRequest> for a XML signature of a XML document included as base64-encoded XML. Use of <XpathAfter> element to signal the exact placement of the signature. Only one document. CreateEnvelopedSignature attribute set to false.
· SR-X-ENVD-ILXML/SP- FC. <dss:SignRequest> for a XML signature of a XML document included as in-line XML. Use of <XpathFirstChildOf> element to signal the exact placement of the signature. Only one document. CreateEnvelopedSignature attribute set to false.
3.4.4 Test cases for <SignedReferences>

Below follows a list of tests for checking the correctness of <SignedReferences> specification:

· SR-X-DET-B64XML/SIGREF-ID. <dss:SignRequest> for a XML detached signature of a XML document included as base64-encoded XML. Use of <RefId> element to signal the ID attribute for the corresponding <ds:Reference> element. Only one document.
· SR-X-DET-B64XML/SIGREF-URI. <dss:SignRequest> for a XML detached signature of a XML document included as base64-encoded XML.. Use of <RefURI> for generating a new ds:Reference element. Only one document.
· SR-X-DET-EXML/SIGREF-URI. <dss:SignRequest> for a XML detached signature of a XML document included as escaped XML.. Use of <RefURI> for generating a new ds:Reference element. Only one document.
· SR-X-DET-ILXML/SIGREF-URI. <dss:SignRequest> for a XML detached signature of a XML document included as in-line XML.. Use of <RefURI> for generating a new ds:Reference element. Only one document.
· SR-X-DET-ILXML/SIGREF-URI-TR. <dss:SignRequest> for a XML detached signature of a XML document included as in-line XML.. Use of <RefURI> for generating a new ds:Reference element. Use of some transformation to generate what will actually be indirectly signed by using this new <ds:Reference> element. Only one document.
· SR-X-DET-ILXML/SIGREF-URI-TR-XML#2. <dss:SignRequest> for a XML detached signature of a XML document included as in-line XML.. Use of <RefURI> for generating two new ds:Reference elements. Use of some transformation in each one to generate what will actually be indirectly signed by using those new <ds:Reference> elements. Only one document.
3.5 Test for advanced combination of Optional inputs.

Some of the advanced optional inputs may be combined for getting more complex processing features. In this section a number of test cases are identified for the following combination of advanced optional inputs:
· <IncludeObject> and <SignedReferences> for applying transforms to the XML object that has to be processed.
· <SignaturePlacement> and <SignedReferences> for applying transforms to the XML object the signature will be placed within, before signing.
Below follows the list of tests cases:

· SR-X-DET-ILXML/SP-SENVD-AF/SIGREF-TR. <dss:SignRequest> for a XML enveloping signature of a XML document included as in-line XML.. Use of <SignaturePlacement> element for enveloped signature. Use of XpathAfter for signalling the insertion place of the signature. Use of createReference attribute for actually signing it. Use of <SignedReferences> for ulterior processing. Use of some transformation to generate what will actually be indirectly signed by using this new <ds:Reference> element. Only one document.
3.6 Tests details
3.7 CONCLUSIONS

3.8 Successfully tested features

3.9 Found and solved problems

3.10 Outstanding problems

4 Test cases for Verifying Protocol

This section gives details on the tests that were considered worth to conduct on the DSS TC Core Verifying Protocol.

4.1 Rules for tests
The following rules apply for the tests:

· The tests’ results must include some processing details. The data to be hashed base 64 encoded followed by the base 64 encoded hash result will be written in a file called trace-name_of_the_test. If there is more than one data to be hashed, they will be separated using a blank line.
4.2 Codes for tests cases

Test cases will be identified by codes that will summarize their most relevant details.

A test case code will consist of the concatenation of:

· A number of codes signaling basic details (see clause 3.2.1), separated by “-“ character.

· A number of codes signaling the use of optional inputs. These codes will be separated by “/” from the rest. As contents of optional inputs may be complex and different test cases may be defined depending of that, the details of these optional inputs may, in turn, to be formed by the concatenation of codes, each corresponding to certain part of their contents, separated by “-“ character.

Sub-clauses below show the details and their corresponding codes.

4.2.1 Codes for basic details.

4.2.1.1 DSS Protocol element

SR: for signing request.

VR: for validation request.

4.2.1.2 Type of signature

C: for CMS signatures.

X: for XML signatures.

4.2.1.3 Placement of the signature with respect what is signed

ENV: Enveloping.

ENVD: Enveloped.

DET: Detached.

4.2.1.4 Input document

D: Document

DH: Document hash.

TD: Transformed data.

EXML: Escaped XML.

B64XML: Base64 XML

ILXML: In line XML.

B64D: Base64 data.

4.2.1.5 Type of signed data

XML: Document signed is XML

BIN: Document signed is binary

4.3 Basic features tests.

This section enumerates a number of tests for assessing basic features of requests of signature verification.

· VR-X-BF-ENV-BIN#1. Enveloping XML Signature. No dss:InputDocuments present. Null URI with barename XPointer. No XPath transformation. Barename XPointer pointing to the ds:Object element, which encloses a binary document.

· VR-X-BF-ENV-XML#1. Enveloping XML Signature. No dss:InputDocuments present. Null URI with barename XPointer No XPath transformation. Barename XPointer pointing to the ds:Object element, which encloses a XML tree.

· VR-X-BF-ENVPD-IXML-XML#1. Enveloped XML Signature. No dss:SignatureObject. Null URI without barename XPointer (all the enveloping document is signed). No XPath transformation. dss:InputDocument element contains the enveloping XML tree without escaping elements present.

· VR-X-BF-ENVPD-EXML-XML#1. Enveloped XML Signature. No dss:SignatureObject. Null URI without barename XPointer (all the enveloping document is signed). No XPath transformation. dss:InputDocument element contains the enveloping XML tree with escaped elements.

· VR-X-BF-ENVPD-B64XML-XML#1. Enveloped XML Signature. No dss:SignatureObject. Null URI without barename XPointer (all the enveloping document is signed). No XPath transformation. dss:InputDocument element contains the enveloping XML tree base 64 encoded.

· VR-X-BF-DETT-IXML-XML#1. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/Document/InlineXML without escaping elements present. No XPath transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.

· VR-X-BF-DETT-EXML-XML#1. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/Document/EscapedXML with escaped elements. No XPath transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.

· VR-X-BF-DETT-B64XML-XML#1. Dettached XML Signature. dss:SignatureObject/Signature and 1 base 64 encoded dss:InputDocuments/Document/Base64XML. No XPath transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.

· VR-X-BF-DETT-DH-XML#1. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/DocumentHash. No transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/DocumentHash element with the URI/Type attributes in ds:Reference element.

· VR-X-BF-DETT-TD-XML#1. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/TransformedData. No transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/TransformedData element with the URI/Type attributes in ds:Reference element.
· VR-X-BF-DETT-TD-XML#2. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/TransformedData. Some transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/TransformedData element with the URI/Type attributes in ds:Reference element.

· VR-X-BF-ENV-XML#2. Enveloping XML Signature. No dss:InputDocuments present. Null URI with barename XPointer. XPath transformation present selecting some node-set of the enveloped document. Barename XPointer pointing to the ds:Object element.

· VR-X-BF-ENVPD-IXML-XML#2. Enveloped XML Signature. No dss:SignatureObject. Null URI without barename XPointer (all the enveloping document is signed). XPath transformation selecting some node-set of the enveloping document. dss:InputDocument element contains the enveloping XML tree without escaping elements.
· VR-X-BF-ENVPD-EXML-XML#2. Enveloped XML Signature. No dss:SignatureObject. Null URI without barename XPointer (all the enveloping document is signed). XPath transformation selecting some node-set of the enveloping document. dss:InputDocument element contains the enveloping XML tree with escaped elements.
· VR-X-BF-ENVPD-B64XML-XML#2. Enveloped XML Signature. No dss:SignatureObject. Null URI without barename XPointer (all the enveloping document is signed). XPath transformation selecting some node-set of the enveloping document. dss:InputDocument element contains the enveloping XML tree base 64 encoded.
· VR-X-BF-DETT-IXML-XML#2. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/Document/InlineXML . XPath transformations present that select some node-set of the referenced document. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.
· VR-X-BF-DETT-EXML-XML#2. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/Document/EscapedXML . XPath transformations present that select some node-set of the referenced document. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.

· VR-X-BF-DETT-B64XML-XML#2. Dettached XML Signature. dss:SignatureObject/Signature and 1 dss:InputDocuments/Document/Base64XML . XPath transformations present that select some node-set of the referenced document. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.

· VR-C-BF-ENV-BIN#1. Enveloping CMS Signature. No dss:InputDocuments present.

· VR-C-BF-DETT-BIN#1. Detached CMS Signature with dss:InputDocuments/Document present. Binary document.

· VR-C-BF-DETT-HASH-BIN#1. Detached CMS Signature with dss:InputDocuments/DocumentHash present.

4.4 Additional features tests. Optional inputs.

Advanced features include the following categories:

· Usage of dss:InputDocuments/ Schema for dss/InputDocuments/DocumentXMLData.

· Usage of dss:SignatureObject/SignaturePtr.

· More than one Document/TransformedData/DocumentHash elements within dss:InputDocuments.

· Multi-signature verification.

4.4.1 Usage of SignaturePtr

· VR-X-AF-ENVPD-PTR-XML#1. Enveloped XML Signature. dss:SignatureObject/SignaturePtr with WhichDocument attribute present but NOT XPath attribute. Null URI without barename XPointer (all the enveloping document is signed). No XPath transformation. dss:InputDocument element contains the enveloping XML tree

· VR-X-AF-ENVPD-PTR-XML#2. Enveloped XML Signature. dss:SignatureObject/SignaturePtr with WhichDocument and XPath (pointing to the enveloped signature) attributes present. Null URI without barename XPointer (all the enveloping document is signed). No XPath transformation. dss:InputDocument element contains the enveloping XML tree.

4.4.2 Multi-signature verification

· VR-X-AF-MS-ENVPD-XML#1. Two enveloped XML Signatures in an InputDocument. No dss:SignatureObject. Null URI without barename XPointer. XPath transformation selecting some node-set.

· VR-X-AF-MS-ENVPD-PTR-XML#1. Two enveloped XML Signatures in an InputDocument. dss:SignatureObject/SignaturePtr pointing to the InputDocument without XPath attribute present. Null URI without barename XPointer. XPath transformation selecting some node-set.

4.4.3 More than one Document/TransformedData/DocumentHash

· XVR-AF-DD-DETT-IXML-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference and 2 dss:InputDocuments/Document/InlineXML. XPath transformations present that select some node-set of the referenced document. Full URI in both ds:Reference elements. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.
· XVR-AF-DD-DETT-EXML-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference and 2 dss:InputDocuments/Document/EscapedXML. XPath transformations present that select some node-set of the referenced document. Full URI in both ds:Reference elements. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.
· XVR-AF-DD-DETT-B64XML-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference and 2 dss:InputDocuments/Document/Base64XML. XPath transformations present that select some node-set of the referenced document. Full URI in both ds:Reference elements. Matching RefURI/RefType within the dss:InputDocuments/Document element with the URI/Type attributes in ds:Reference element.
· XVR-AF-DHDH-DETT-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference and 2 dss:InputDocuments/DocumentHash. One of the ds:Reference with XPath transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/DocumentHash element with the URI/Type attributes in ds:Reference element.

· XVR-AF-DDH-DETT-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference pointing to a dss:InputDocuments/Document/InlineXML and to a dss:InputDocuments/DocumentHash. XPath transformations present. Full URI in both ds:Reference elements. Matching RefURI/RefType within the dss:InputDocuments/Document or dss:InputDocuments/Document/InlineXML element with the URI/Type attributes in ds:Reference element.
· XVR-AF-TDTD-DETT-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference and 2 dss:InputDocuments/TransformedData. One of the ds:Reference with XPath transformations indicated. Full URI in the ds:Reference element. Matching RefURI/RefType within the dss:InputDocuments/TransformedData element with the URI/Type attributes in ds:Reference element.

· XVR-AF-DTD-DETT-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference pointing to a dss:InputDocuments/Document/InlineXML and to a dss:InputDocuments/TransformedData. XPath transformations present. Full URI in both ds:Reference elements. Matching RefURI/RefType within the dss:InputDocuments/Document or dss:InputDocuments/Document/InlineXML element with the URI/Type attributes in ds:Reference element.
· XVR-AF-TDDH-DETT-XML#1. Dettached XML Signature. dss:SignatureObject/Signature with 2 ds:Reference pointing to a dss:InputDocuments/TransformedData and to a dss:InputDocuments/DocumentHash. XPath transformations present. Full URI in both ds:Reference elements. Matching RefURI/RefType within the dss:InputDocuments/TransformedData element and within the dss:InputDocuments/DocumentHash with the URI/Type attributes in ds:Reference element.
4.4.4 Usage of dss:Schema element

TBD
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