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Abstract:
This document contains a list of errata against WSS Username Token Profile 1.0 that
have been approved by the WSS Technical Committee.

Status:
This version of the errata is a working draft of the committee. As such, it may change
prior to incorporation into a future OASIS Standard. Please send comments to the
editors. If you are on the wss@lists.oasis-open.org list for committee members, send
comments there. If you are not on that list, subscribe to the wss-comment@lists.oasis-
open.org list and send comments there. To subscribe, send an email message to wss-
comment-request@lists.oasis-open.org with the word "subscribe" as the body of the
message. For patent disclosure information that may be essential to the implementation
of this specification, and any offers of licensing terms, refer to the Intellectual Property
Rights section of the OASIS Web Services Security Technical Committee (WSS TC) web
page at http://www.oasis-open.org/committees/wss/ipr.php. General OASIS IPR
information can be found at http://www.oasis-open.org/who/intellectualproperty.shtml.
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1 Issues Addressed

The following issues have been addressed in this document:

ISSUE DESCRIPTION
259 Editorial comments on Username Token profile - post v1 review period.
461 Remove Key Derivation Section

2 Typographical Errors

None
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3 Normative Errors

3.1 Section 2.2 Namespaces

Add the following after line 81

URI fragments defined in WSS: Username Token Profile 1.0 are relative to a base URI of
http://docs.ocasis-open.org/wss/2004/01/0asis-200401l-wss-username-
token-profile-1.0

3.2 Section 3.1 Usernames and Passwords

Delete the following line (89):

Passwords of type wsse:PasswordText and wsse:PasswordDigest are not limited to
and replace it with:

Passwords of type PasswordText and PasswordDigest are not limited to

Delete the following lines (91-93):

Having a type of wsse:PasswordText, wsse:PasswordDigest merely implies that the
information held in the password is “in the clear”...

and replace it with:

Having a type of PasswordText merely implies that the information held in the password
is “in the clear” ...

Delete the following line (98):

Passwords of type wsse:PasswordText and wsse:PasswordDigest are defined as being
and replace it with:

Passwords of type PasswordDigest are defined as being

Delete the following line (101-102):

the digest offers no real additional security over use of wsse:PasswordText and
wsse:PasswordDigest.

and replace it with:

the digest offers no real additional security over use of PasswordText.

Delete the following line (132):

Note that wsse:PasswordDigest can only be used if the plain text password (or
password

and replace it with:

Note that PasswordDigest can only be used if the plain text password (or password

Delete the following line(235):

“ValueType attribute is not required. If specified, the value of <wsse:UsernameToken>
MUST”

and replace it with:

“ValueType attribute is not required. If specified, the value of #UsernameToken MUST"

3.3 Section 3.2 Token Reference

Delete the following line(235):

ValueType attribute is not required. If specified, the value of <wsse :UsernameToken>
MUST

and replace it with:
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ValueType attribute is not required. If specified, the value of #UsernameToken MUST

3.4 Section 4 Security Considerations

Add after line 282:

The security of keys derived from passwords is limited by the attacks available against
passwords themselves, such as guessing and brute force. Because of the limited size of
password that human beings can remember and limited number of octet values
represented by keys that can easily be typed, a typical password represents the
equivalent of an entropy source of a maximum of only about 50 bits. For this reason a
maximum key size of only 160 bits is supported. Longer keys would simply increase
processing without adding to security.

The key derivation algorithm specified here is based on one described in RFC 2898. It is
referred to in that document as PBKDF1. It is used instead of PBKDF2, because it is
simpler and keys longer than 160 bits are not required as discussed previously.

The purpose of the salt is to prevent the bulk pre-computation of key values to be tested
against distinct passwords. The Salt value is defined so that MAC and encryption keys
are guaranteed to have distinct values even when derived from the same password. This
prevents certain cryptanalytic attacks.

The iteration count is intended to increase the work factor of a guessing or brute force
attack, at a minor cost to normal key derivation. An iteration count of at least 1000 (the
default) SHOULD always be used.
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120 4 Non-Normative Errors
121 None
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5 Clarifications

The following table lists the full URI for each URI fragment referred to in the specification.

URI Fragment Full URI

#PasswordDigest http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-
token-profile-1.0#PasswordDigest

#PasswordText http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-
token-profile-1.0#PasswordText

#UsernameToken http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-
token-profile-1.0 #UsernameToken
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Appendix A: Revision History

Rev Date What
1 06/25/04 First Draft of Errata
2 07/06/04 Updated per comments on list

This section is non-normative.
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Appendix B: Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementers or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.
Copyright © OASIS Open 2002-2004. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
sSuccessors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

This section is non-normative.
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