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This document describes how to use X509 Certificates with the W S-Security
specification.

Status:
This is an interim draft. Please send comments to the editors.

Committee members should send comments on this specification to the wss@lists.oasis-
open.org list. Others should subscribe to and send comments to the wss-
comment@lists.oasis-open.org list. To subscribe, visit http://lists.oasis-
open.org/ob/adm.pl.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to
the Intellectual Property Rights section of the Security Services TC web page
(http://www.oasis-open.org/who/intellectualproperty.shtml).

WSS-X509-05 6th June 2003
Copyright © OASIS Open 2002, 2003. All Rights Reserved. Page 1 of 13



30

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51

Table of Contents

1 INEFOTUCTION L.ttt e e e e e e e nnee 3
2 Notations and TerMINOIOQY ........ccciiiiiiiiiii et e e e e e eebb e e e aaaeees 4
2.1 NOtatioNal CONVENTIONS ... . uuuutuitiiiiiiiitiieebbbeee bbb ebeeebe e bbeenreennenee 4
2.2 NBIMESPEACES ...veneieeti e eee et e et ettt e e e et e et et e e ettt e e e e ta e ettt e e eetaa e eeeta e e eeabaaeeeennaaaeernnnns 4
2.3 TOIMINOIOQY ..ttt ettt ettt e et ettt e e e e e e e et ettt e e e e e e e e ee bbb e e e e aeeeentbbnn e e aaaaaaenes 4

3 L0 1= (o [P P T TTPP PRSPPI 5
3.1 ProceSSING MOGEL ... ..ot e e e e e et aaaaeee 5
3.2 Attaching SECUILY TOKENS ......ciiiiiiiiiitie et e e e e e e et e e e aaaeees 5
3.3 1dentifying CertifiCALES ......... ittt e ettt e e e e e e nrbb e e aaaeeees 6
3.3.1 Identifying End Entity Certificates by Value .............oiiiiiiiiiiiiiiie e, 6
3.3.2 Identifying and Referencing Certificate Chains ............ccooviiiiiiiiiiiiiiieeii e, 6
3.3.3 Identifying End Entity Certificates by Reference............coooevuviiiiiiiiiiiiiiiiieeeeeeeiin, 7

3.4 AULNENTICAIION. .. .ttt n e 8
T =Yg o3 Y/ o] 1[0 o KOO PTPPTTRR PSSP 8
3.8 ETON COUBS ...ttt nnre 8
3.7 Threat Model and COUNTEMMIEASUIES .........uuuuuurrirrtiiiiriieirereeeeererererreeereseeeeerereereereeeererreerree 8

4 ACKNOWIEAGEMENTS ...ttt ettt ettt e e e e e e ettt b e e e e e e e e eebbba e e e eaaaaene 10
5 RO EIENCES .o 11
APPENiX Az REVISION HISTOMY ... .ttt e e e e et e e e e e eneaaanns 12
APPENTIX BI NOLICES ...ttt e e et e et et e e e e e e e e eetbba e e e e e e eeenenanns 13
WSS-X509-05 6th June 2003

Copyright © OASIS Open 2002, 2003. All Rights Reserved. Page 2 of 13



52

53
54

55
56
57
58

59
60
61

62

1 Introduction

This specification describes the use of X509 certificates with respect to the WS-Security
specification.

An X.509 Certificate specifies a binding between a public key and a set of attributes that include a
subject name, issuer hame, serial number and validity interval. This binding may be subject to
subsequent revocation advertised by mechanisms that include issue of CRLs, OCSP tokens or
mechanisms that are outside the X.509 framework such as XKMS.

An X.509 Certificate may be used to establish the authenticity of a public key used to authenticate
a W S-Security enhanced message or to identify the public key under which a W S-Security
enhanced message is encrypted.

Note that Section 1 is non-normative.
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2 Notations and Terminology

This section specifies the notations, namespaces, and terminology used in this specification.

2.1 Notational Conventions
This document uses the notational conventions defined in the W S-Security SOAP Message
Security document.

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC2119.

Readers are presumed to be familiar with the terms in the Internet Security Glossary.

2.2 Namespaces

The XML namespace URIs that MUST be used by implementations of this specification are as
follows (note that different elements in this specification are from different namespaces):

http://schemas. xm soap. or g/ ws/ 2002/ xx/ secext
htt p: // schemas. xm soap. or g/ ws/ 2002/ xx/ utility

The following namespaces are used in this document:

Prefix Namespace

S http://www.w3.0rg/2001/12/soap-envelope

ds http://www.w3.0rg/2000/09/xmldsig#

xenc http://www.w3.0rg/2001/04/xmlenc#

wsse http://schemas.xmlsoap.org/ws/2002/xx/secext

wsu http://schemas.xmlsoap.org/ws/2002/xx/utility

2.3 Terminology

This specification employs the terminology defined in the W S-Security Core Specification.
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3 Usage

This section describes the profile (specific mechanisms and procedures) for the X509
binding of WS-Security.

Identification: urn:oasis:names:tc:WSS:1.0:profiles: WSS-X509-token
Contact information: TBD

Description: Given below.

Updates: None.

3.1 Processing Model

The processing model for WS-Security with X509 certificates is no different from that
of WS-Security with other token formats as described in WS-Security .

3.2 Attaching Security Tokens

X.509 Certificates that are attached as security tokens within a WS-Security
enhanced message SHOULD be attached by means of the
<wsse: Bi narySecurityToken> element.

The WS-Security specification indicates that X.509 certificates MAY be described
inside of a <ds: Keyl nf 0> element, however, it is RECOMMENDED that they be
specified using a <wsse: Bi narySecurit yToken>. If, however, an implementation
needs to use <ds: Keyl nf 0>, it SHOULD place the <ds: Keyl nf 0> element as a child
of the <wsse: Security> header rather than embedded within the signature. This
allows receivers to have a single processing model.

The following values are defined for the ValueType attribute of the
<wsse: Bi narySecurit yToken>element.

QName Description

wsse: X509v3 X.509 v3 end entity certificate

wsse:PKIPath An X.509 certificate chain packaged in a PKIPATH wrapper

wsse:PKCS7 An X.509 certificate chain packaged in a PKCS#7 wrapper

The following example illustrates a SOAP message with an X509 Certificate.

<S: Envel ope xm ns: S="...">
<S: Header >
<wsse: Security xm ns:wsse="...">

<wsse: Bi narySecuri t yToken
xm ns: wsse="http://schemas. xnm soap. or d ws/ 2002/ 04/ secext "
| d=" myToken"
Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary" >
M | EZz CCA9CgAW BAgl QEnt JZcO. . .
</ wsse: Bi narySecurit yToken>
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</ws'sé; Security>
</ S: Header >
<S: Body>

</S: Bbdy>
</ S: Envel ope>

3.3 Identifying Certificates

3.3.1 Identifying End Entity Certificates by Value

An attached X.509 certificate that identifies an end entity is attached by means of
the wsse:BinarySecurityToken element and referenced by means of a
wsse:SecurityTokenReference element that contains a wsse:KeylIdentifier element.
The wsu:Id attribute of the wsse:Keyldentifier element references the value of the
wsu:Id attribute specified in the wsse:BinarySecurityToken.

The types of end entities that are authenticated by means of the Certificates is
outside the scope of this specification. WS-Security applications MAY require the use
of certificates that identify a particular type of end-entity such as a client or a
service.

The following example shows a SOAP message that contains an X509v3 Certificate as
a binary token:

Exanpl e TBS
<S: Envel ope xm ns: S="...">
<S: Header >
<wsse: Security xm ns:wsse="...">

<wsse: Bi narySecuri t yToken
xm ns: wsse="htt p://schemas. xm soap. or g/ ws/ 2002/ 04/ secext "
| d=" myToken"
Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary" >
M | EZz CCA9CgAW BAgl QEnt JZcO. . .
</ wsse: Bi narySecuri t yToken>

</ vvsse Security>
</ S: Header >
<S: Body>

</S: Bbdy>
</ S: Envel ope>

3.3.2 Identifying and Referencing Certificate Chains

An attached X.509 certificate that identifies an end entity is attached by means of
the wsse:BinarySecurityToken element and referenced by means of a
wsse:SecurityTokenReference element that contains a wsse:KeylIdentifier element.
The wsu:Id attribute of the wsse:KeyIdentifier element references the value of the
wsu:Id attribute specified in the wsse:BinarySecurityToken.

The wsse:BinarySecurityToken element contains a binary object that specifies a
certificate chain. It is RECOMMENDED that applications use the PKIPath object for
this purpose. The PKCS#7 SignedData object MAY be used instead, although as
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noted, this usage depends on the ordering of the certificates being preserved by the
processing of the PKCS#7 object.

If the ValueType wsse:PKIPath is specified the wsse:BinarySecurityToken element
contains an ASN.1 DER encoded sequence of certificates, as specified in [TBS]. The
PKIPath element is defined as follows:

PkiPath ::= SEQUENCE OF Certificate

Within the sequence, the order of certificates is such that the subject of the first
certificate is the issuer of the second certificate, etc. Each certificate in PkiPath shall
be unique. No certificate may appear more than once in a value of Certificate in
PkiPath.

If the ValueType wsse:PKCS7 is specified the wsse:BinarySecurityToken element
contains a PKCS#7 SignedData object, with the only significant field being
certificates. In particular, the signature and the contents are ignored. If no
certificates are present, a zero-length CertPath is assumed.

Warning: PKCS#7 does not maintain the order of certificates in a certification path.
This means that if a CertPath is converted to PKCS#7 encoded bytes and then
converted back, the order of the certificates may change, potentially rendering the
CertPath invalid. Users should be aware of this behavior. See [PKCS7] for more
information.

The following example shows a SOAP message that contains an X509v3 Certificate
chain encoded inside a PKCS#7 package:

Exanpl e TBS
<S: Envel ope xm ns: S="...">
<S: Header >
<wsse: Security xm ns:wsse="...">

<wsse: Bi narySecuri t yToken
xm ns: wsse="http://schemas. xnl soap. or g/ ws/ 2002/ 04/ secext "
| d=" myToken"
Val ueType="wsse: PKCS7"
Encodi ngType="wsse: Base64Bi nary" >
M | EZz CCA9CgAW BAgl QEnt JZcO. . .
</ wsse: Bi narySecurityToken>

</ vvsse Securi ty>
</ S: Header >
<S: Body>

</S: Bbdy>
</ S: Envel ope>

3.3.3 ldentifying End Entity Certificates by Reference

An X.509 certificate that identifies an end entity that is not attached to the message
payload is referenced by means of the Issuer Subject Name and Serial Number using
the XML Signature <X509IssuerSerial> element.

The following example shows a SOAP message that identifies an X.509v3 end entity
certificate by reference to the Issuer and serial number:
Exanpl e TBS

<S: Envel ope xmns: S&"...">
<S: Header >

WSS-X509-05 6th June 2003
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<wsse: Security xm ns:wsse="...">

<ds: Keyl nf 0>
<X509Dat a>
<X509I ssuer Seri al >
<X509] ssuer Name>CN=TAMJRA Kent, OU=TRL, O=I BM
L=Yamato-shi, ST=Kanagawa, C=JP</ X509l ssuer Nane>
<X509Ser i al Nunber >12345678</ X509Ser i al Nunber >
</ X509I ssuer Seri al >
<X509SKI >31d97bd7</ X509SKI >
</ X509Dat a>
</ ds: Keyl nf 0>

</ vvsse Security>
</ S: Header >
<S: Body>

</S: Bbdy>
</ S: Envel ope>

3.4 Authentication
When an X.509 certificate is used to specify a signature key, the signature algorithm
MUST be a digital signature algorithm.

The value of the signature key is the value of the public key specified in the
certificate.

3.5 Encryption

When an X.509 certificate is used to specify an encryption key, the encryption
algorithm MUST be a public key encryption algorithm.

The certificate that specifies the encryption key SHOULD be identified by reference
since the receiver only requires the use of the certificate to identify the
corresponding encryption key and does not require the certificate or the certificate
chain to authenticate the public key it holds.

The value of the encryption key is the value of the public key specified in the
certificate.

3.6 Error Codes
When using X509 Certificates the error codes defined in the WS-Security
specification MUST be used.

If an implementation requires the use of a custom error it is recommended that a
sub-code be defined as an extension of one of the codes defined in the WS-Security
specification.

3.7 Threat Model and Countermeasures
The use of X509 certificates with WS-Security introduces no new threats beyond
those identified for WS-Security with other types of security tokens.

Message alteration and eavesdropping can be addressed by using the integrity and
confidentiality mechanisms described in WS-Security. Replay attacks can be

WSS-X509-05 6th June 2003
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addressed by using message timestamps and caching, as well as other application-
specific tracking mechanisms. For X.509 certificates ownership is verified by use of

keys, man-in-the-middle attacks are generally mitigated.

It is strongly RECOMMENDED that all relevant and immutable message data be

signed.

It should be noted that transport-level security MAY be used to protect the message

and the security token.

WSS-X509-05
Copyright © OASIS Open 2002, 2003. All Rights Reserved.

6th June 2003
Page 9 of 13



266

267
268

269
270
271
272
273

4 Acknowledgements

This specification was developed as a result of joint work of many individuals from

the WSS TC including: TBD

The input specifications for this document were developed as a result of joint work
with many individuals and teams, including: Keith Ballinger, Microsoft, Bob Blakley,
IBM, Allen Brown, Microsoft, Joel Farrell, IBM, Mark Hayes, VeriSign, Kelvin
Lawrence, IBM, Scott Konersmann, Microsoft, David Melgar, IBM, Dan Simon,

Microsoft, Wayne Vicknair, IBM.

WSS-X509-05
Copyright © OASIS Open 2002, 2003. All Rights Reserved.

6th June 2003
Page 10 of 13



274

275

276
277

278

279
280
281

282
283

284
285

286
287

288
289
290

291

5 References

[DIGSIG]
[KEYWORDS]

[SOAP]
[URI]

[WS-Security]
[XML-ns]
[XML Signature]

[PKCS7]
[X509]
[PKIPATH]

W SS-X509-05

Informational RFC 2828, "Internet Security Glossary,” May 2000.

S. Bradner, "Key words for use in RFCs to Indicate Requirement Levels,"
RFC 2119, Harvard University, March 1997

W3C Note, "SOAP: Simple Object Access Protocol 1.1," 08 May 2000.

T. Berners-Lee, R. Fielding, L. Masinter, "Uniform Resource Identifiers
(URI): Generic Syntax,” RFC 2396, MIT/LCS, U.C. Irvine, Xerox
Corporation, August 1998.

TBS — point to the OASIS draft
W3C Recommendation, "Namespaces in XML," 14 January 1999.

W3C Recommendation, "XML Signature Syntax and Processing," 12
February 2002.

TBS http://mww.rsasecurity.com/rsalabs/pkcs/pkcs-7/index.html
TBS

TBS
ftp://fitp.bull.com/pub/OSldirectory/DefectResolution/TechnicalCorrigenda
/ApprovedTechnicalCorrigendaTo0X.509/8%7CX.509-TC1(4th).pdf.

6th June 2003

Copyright © OASIS Open 2002, 2003. All Rights Reserved. Page 11 of 13



292

293

Appendix A: Revision History

Rev Date What

01 18-Sep-02 Initial draft based on input documents and editorial
review

03 30-Jan-03 Changes in title

04 19-May-03 Added by reference and pkipath modes of cert
identification. Added section 1 introduction, changes
to formatting etc.

WSS-X509-05

6th June 2003

Copyright © OASIS Open 2002, 2003. All Rights Reserved. Page 12 of 13



294

295
296
297
298
299
300
301
302
303

304
305
306

307

308
309
310
311
312
313
314
315
316

317
318

319
320
321
322
323

324

Appendix B: Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright © OASIS Open 2002. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCESSOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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