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Introduction

A Vision and Goals
A Basic Terminology and Components
A Sample Federation Scenarios



Vision: Extend WS-Trust

A Flexible identity federation architecture

I Clean separation between trust mechanisms, security
token formats, and token protocol

I Infrastructure supports browser & SOAP requestors

A Simplified configuration

I Federation metadata to fill gaps in policy
I Federation partners can automate configuration

A Reusable token service model

I Common claims interface for attributes, pseudonyms
& authorization data



Promise: Finish the Roadmap

A Federation vision declared 5 years ago

A Web Services security stack roadmap

I Set of composable specifications to enable broad range
of secure Web Services solutions

I All specifications to be ratified by industry through open
standards process

A WS-Federation completes the promise to
finish the roadmap



Goals and Requirements

A Promote identity federation

I Enhance WS-Trust STS support for distributed authentication and
authorization across realm boundaries

I Make identity mapping optional (for privacy or personalization)
I Enable different levels of privacy for different types of personally
identifying information

A Reduce operational friction in federations
I Support mix & match of trust topologies and token types
I  Enable automated configuration using Federation Metadata
I Allow single infrastructure to serve both SOAP and Web requesters

A Reuse the WS-Trust STS model

I Offer common interface for broad range of federation services

I Allow identity, authentication, and authorization data to be shared

as claims without requiring a specific token type r



