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1 Introduction
The [Identity Metasystem Interoperability 1.0] specification prescribes a subset of the mechanisms defined in [WS-Trust 1.2], [WS-Trust 1.3], [WS-SecurityPolicy 1.1], [WS-SecurityPolicy 1.2], and [WS-MetadataExchange] to facilitate the integration of Digital Identity into an interoperable token issuance and consumption framework using the Information Card Model.  It documents the Web interfaces utilized by browsers and Web applications that utilize the Information Card Model.  Finally, it extends WS-Addressing’s endpoint reference by providing identity information about the endpoint that can be verified through a variety of security means, such as https or the wealth of WS-Security specifications. The profile it defines constrains the schema elements/extensions used by the Information Card Model, and behaviors for conforming Relying Parties, Identity Providers, and Identity Selectors.

This specification defines additional mechanisms to extend the capabilities defined in the 1.0 specification.

1.1 Notational Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC 2119].

This specification uses the following syntax to define outlines for assertions:
· The syntax appears as an XML instance, but values in italics indicate data types instead of literal values.

· Characters are appended to elements and attributes to indicate cardinality:

· "?" (0 or 1)

· "*" (0 or more)

· "+" (1 or more)

· The character "|" is used to indicate a choice between alternatives.

· The characters "(" and ")" are used to indicate that contained items are to be treated as a group with respect to cardinality or choice.

· The characters "[" and "]" are used to call out references and property names.

· Ellipses (i.e., "...") indicate points of extensibility. Additional children and/or attributes MAY be added at the indicated extension points but MUST NOT contradict the semantics of the parent and/or owner, respectively. By default, if a receiver does not recognize an extension, the receiver SHOULD ignore the extension; exceptions to this processing rule, if any, are clearly indicated below.

· XML namespace prefixes (see Table 2) are used to indicate the namespace of the element being defined.

Elements and Attributes defined by this specification are referred to in the text of this document using XPath 1.0 expressions. Extensibility points are referred to using an extended version of this syntax:

· An element extensibility point is referred to using {any} in place of the element name. This indicates that any element name can be used, from any namespace other than the namespace of this specification.

· An attribute extensibility point is referred to using @{any} in place of the attribute name. This indicates that any attribute name can be used, from any namespace other than the namespace of this specification.

Extensibility points in the exemplar may not be described in the corresponding text.
1.2 Namespaces

Table 1 lists the XML namespaces that are used in this document.

	Prefix
	XML Namespace
	Specification(s)

	ds
	http://www.w3.org/2000/09/xmldsig#
	XML Digital Signatures

	ic09
	http://docs.oasis-open.org/imi/ns/identity-200903
	This document

	ic
	http://schemas.xmlsoap.org/ws/2005/05/identity
	IMI 1.0

	ic07
	http://schemas.xmlsoap.org/ws/2007/01/identity
	Namespace for additional elements also defined by IMI 1.0

	ic08
	http://docs.oasis-open.org/imi/ns/identity-200810
	Namespace for additional elements also defined by IMI 1.0

	S
	May refer to either http://schemas.xmlsoap.org/soap/envelope or http://www.w3.org/2003/05/soap-envelope since both may be used
	SOAP

	S11
	http://schemas.xmlsoap.org/soap/envelope
	SOAP 1.1 [SOAP 1.1]

	S12
	http://www.w3.org/2003/05/soap-envelope
	SOAP 1.2 [SOAP 1.2]

	saml
	urn:oasis:names:tc:SAML:1.0:assertion
	SAML 1.0

	sp
	May refer to either http://schemas.xmlsoap.org/ws/2005/07/securitypolicy or http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 since both may be used
	WS-SecurityPolicy

	sp11
	http://schemas.xmlsoap.org/ws/2005/07/securitypolicy
	WS-SecurityPolicy 1.1 [WS-SecurityPolicy 1.1]

	sp12
	http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702
	WS-SecurityPolicy 1.2 [WS-SecurityPolicy 1.2]

	wsa
	http://www.w3.org/2005/08/addressing
	WS-Addressing [WS-Addressing]

	wsdl
	May refer to either http://schemas.xmlsoap.org/wsdl/ or http://www.w3.org/TR/wsdl20 since both may be used
	Web Services Description Language

	wsdl11
	http://schemas.xmlsoap.org/wsdl/
	Web Services Description Language [WSDL 1.1]

	wsdl20
	http://www.w3.org/TR/wsdl20
	Web Services Description Language [WSDL 2.0]

	wsid
	http://schemas.xmlsoap.org/ws/2006/02/addressingidentity
	Identity Extension for Web Services Addressing also defined by this document

	wsp
	http://schemas.xmlsoap.org/ws/2004/09/policy
	WS-Policy [WS-Policy]

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
	WS-Security Extensions [WS-Security]

	wst
	May refer to either http://schemas.xmlsoap.org/ws/2005/02/trust or http://docs.oasis-open.org/ws-sx/ws-trust/200512 since both may be used
	WS-Trust

	wst12
	http://schemas.xmlsoap.org/ws/2005/02/trust
	WS-Trust 1.2 [WS-Trust 1.2]

	wst13
	http://docs.oasis-open.org/ws-sx/ws-trust/200512
	WS-Trust 1.3 [WS-Trust 1.3]

	wsu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
	WS-SecurityUtility

	wsx
	http://schemas.xmlsoap.org/ws/2004/09/mex
	WS-MetadataExchange [WS-MetadataExchange]

	xs
	http://www.w3.org/2001/XMLSchema
	XML Schema [Part 1, 2]


It should be noted that the versions identified in the above table supersede versions identified in referenced specifications.
1.3 Schema

A copy of the XML Schemas for this document can be found at:
http://docs.oasis-open.org/imi/identity/200903/identity.xsd
1.4 Terminology
The following definitions establish the terminology and usage in this document.

Information Card Model – The “Information Card Model” refers to the use of Information Cards containing metadata for obtaining Digital Identity claims from Identity Providers and then conveying them to Relying Parties under user control.

Information Card – An Information Card provides a visual representation of a Digital Identity for the end user.  Information Cards contain a reference to an IP/STS that issues Security Tokens containing the Claims for that Digital Identity.
Digital Identity – A “Digital Identity” is a set of Claims made by one party about another party.

Claim – A “Claim” is a piece of information about a Subject that an Identity Provider asserts about that Subject.

Subject – A “Subject” is an individual or entity about whom claims are made by an Identity Provider.
Service Requester – The term “Service Requester” means software acting on behalf of a party who wants to obtain a service through a digital network.
Relying Party – The term “Relying Party” (RP) means a network entity providing the desired service, and relying upon Digital Identity.

Identity Provider – The term “Identity Provider” (IP) means a network entity providing the Digital Identity claims used by a Relying Party.
Security Token Service – The term “Security Token Service” (STS) refers to a WS-Trust endpoint.
Identity Provider Security Token Service – The term “Identity Provider Security Token Service” (IP/STS) refers to the Security Token Service run by an Identity Provider to issue tokens.
Relying Party Security Token Service – The term “Relying Party Security Token Service” (RP/STS) refers to a Security Token Service run by a Relying Party to accept and issue tokens.
Identity Selector – The term “Identity Selector” (IS) refers to a software component available to the Service Requester through which the user controls and dispatches her Digital Identities.

Trust Identity – A trust identity is a verifiable claim about a principal (e.g. name, identity, key, group, privilege, capability, etc).

Security Token – A security token represents a collection of claims.
Signed Security Token – A signed security token is a security token that is asserted and cryptographically endorsed by a specific authority (e.g. an X.509 certificate, a Kerberos ticket, or a self-issued Information Card).
Unsigned Security Token – An unsigned security token is a security token that is not cryptographically endorsed by a specific authority (e.g. a security token backed by shared secrets such as usernames and passwords).

Proof-of-Possession – The proof-of-possession information is data that is used in a proof process to demonstrate the sender's knowledge of information that SHOULD only be known to the claiming sender of a security token.

Integrity – Integrity is the process by which it is guaranteed that information is not modified in transit.

Confidentiality – Confidentiality is the process by which data is protected such that only authorized actors or security token owners can view the data

Digest – A digest is a cryptographic checksum of an octet stream.

Signature - A signature is a cryptographic binding of a proof-of-possession and a digest.  This covers both symmetric key-based and public key-based signatures.  Consequently, non-repudiation is not always achieved.
1.5 Normative References

[Identity Metasystem Interoperability 1.0]

OASIS Committee Draft, “Identity Metasystem Interoperability 1.0”, February 2009.  http://docs.oasis-open.org/imi/ns/identity-200810 
[DOM]

“Document Object Model (DOM)”, November 2000.  http://www.w3.org/DOM/
[EV Cert]

CA / Browser Forum, “Guidelines for the Issuance and Management of Extended Validation Certificates, Version 1.1”, April 2008.  http://cabforum.org/EV_Certificate_Guidelines_V11.pdf
[HTTP]

R. Fielding et al., “IETF RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1”, June 1999.  http://www.ietf.org/rfc/rfc2616.txt
[HTTPS]

E. Rescorla, “RFC 2818: HTTP over TLS”, May 2000.  http://www.ietf.org/rfc/rfc2818.txt
[RFC 1274]
P. Barker and S. Kille, “RFC 1274: The COSINE and Internet X.500 Schema”, November 1991.  http://www.ietf.org/rfc/rfc1274.txt
[RFC 2119]
S. Bradner, “RFC 2119: Key words for use in RFCs to Indicate Requirement Levels”, March 1997.  http://www.ietf.org/rfc/rfc2119.txt
[RFC 2256]
M. Wahl, “RFC 2256: A Summary of the X.500(96) User Schema for use with LDAPv3”, December 1997.  http://www.ietf.org/rfc/rfc2256.txt
[RFC 2459]
R. Housley, W. Ford, W. Polk, and D. Solo, “RFC 2459: Internet X.509 Public Key Infrastructure - Certificate and CRL Profile”, January 1999.  http://www.ietf.org/rfc/rfc2459.txt
[RFC 2898]
B. Kaliski, “PKCS #5: Password-Based Cryptography Specification, Version 2.0”, September 2000.  http://www.ietf.org/rfc/rfc2898.txt
[RFC 3066]
H. Alvestrand, “Tags for the Identification of Languages”, January 2001.  http://www.faqs.org/rfcs/rfc3066.html
[SOAP 1.1]
W3C Note, "SOAP: Simple Object Access Protocol 1.1," 08 May 2000.  http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
[SOAP 1.2]

M. Gudgin, et al., “SOAP Version 1.2 Part 1: Messaging Framework”, June 2003.  http://www.w3.org/TR/soap12-part1/
[URI]
T. Berners-Lee, R. Fielding, L. Masinter, "Uniform Resource Identifiers (URI): Generic Syntax," RFC 2396, MIT/LCS, U.C. Irvine, Xerox Corporation, August 1998.  http://www.ietf.org/rfc/rfc2396.txt
[WS-Addressing]

W3C Recommendation, “Web Service Addressing (WS-Addressing)”, 9 May 2006.  http://www.w3.org/TR/2006/REC-ws-addr-core-20060509/
[WS-MetadataExchange]

“Web Services Metadata Exchange (WS-MetadataExchange), Version 1.1”, August 2006.  http://specs.xmlsoap.org/ws/2004/09/mex/WS-MetadataExchange.pdf
[WSDL 1.1]

W3C Note, "Web Services Description Language (WSDL 1.1)," 15 March 2001.  http://www.w3.org/TR/wsdl 
 [WSDL 2.0]

“Web Services Description Language (WSDL) Version 2.0 Part 1: Core Language”, June 2007.  http://www.w3.org/TR/wsdl20
[WS-Policy]
“Web Services Policy Framework (WS-Policy), Version 1.2”, March 2006.  http://specs.xmlsoap.org/ws/2004/09/policy/ws-policy.pdf
[WS-Security]

A. Nadalin et al., “Web Services Security: SOAP Message Security 1.0”, May 2004.  http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf
 [WS-SecurityPolicy 1.1]

“Web Services Security Policy Language (WS-SecurityPolicy), Version 1.1”, July 2005.  http://specs.xmlsoap.org/ws/2005/07/securitypolicy/ws-securitypolicy.pdf
[WS-SecurityPolicy 1.2]

OASIS, “WS-SecurityPolicy 1.2”, July 2007.  http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.pdf
[WS-Trust 1.2]

“Web Services Trust Language (WS-Trust)”, February 2005.  http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf
[WS-Trust 1.3]

OASIS, “WS-Trust 1.3”, March 2007.  http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.pdf
[XML 1.0]

W3C Recommendation, “Extensible Markup Language (XML) 1.0 (Fourth Edition)”, September 2006.  http://www.w3.org/TR/xml/
[XMLDSIG]

Eastlake III, D., Reagle, J., and Solo, D., “XML-Signature Syntax and Processing”, March 2002.  http://www.ietf.org/rfc/rfc3275.txt
[XMLENC]

Imamura, T., Dillaway, B., and Simon, E., “XML Encryption Syntax and Processing”, August 2002.  http://www.w3.org/TR/xmlenc-core/
[XML Schema, Part 1]

H. Thompson et al., “XML Schema Part 1: Structures”, May 2001.  http://www.w3.org/TR/xmlschema-1/
[XML Schema, Part 2]

P. Biron et al., “XML Schema Part 2: Datatypes”, May 2001.  http://www.w3.org/TR/xmlschema-2/
1.6 Non-Normative References

None
2 Information Card Provisioning

This section defines a way to provision Information Cards where the client requests a collection of Information Cards from a provisioning server. The following goals are addressed below:

· Acquiring a collection of Information Cards directly by a SOAP client

· Acquiring a collection of Information Cards through a trusted proxy (OnBehalfOf pattern)

2.1 Versioning

The protocol version is assumed by the namespace. In the HTTP profile, where namespaces are not used, the action RequestInformationCard will have a suffix designating the version, for example:

?action=RequestInformationCard10
2.2 Requesting an Information Card

Client sends the RequestInformationCards request to receive Information Cards from the server. 

The request SHOULD be accompanied by requester’s credentials, or include wst13:OnBehalfOf element if the request is done on behalf of a third party.

Server SHOULD return only the cards that satisfy the filtering parameters sent with the request: ic:Issuer, ic:CardId, ic09:CardType. Filtering parameters are treated with AND semantics. If the intersection of these parameters is an empty set, then the server SHOULD return an empty card collection.

The syntax for this element is as follows:

<ic09:RequestInformationCards>

  <ic:Issuer> xs:anyURI </ic:Issuer> ?

  <ic:CardId> xs:anyURI </ic:CardId> ?

  <ic09:CardType> xs:anyURI </ic09:CardType> ?

  <wst13:OnBehalfOf>...</wst13:OnBehalfOf> ?

  <ic09:CardSignatureFormat>...</ic09:CardSignatureFormat> ?
</ic09:RequestInformationCards>
/ic09:RequestInformationCards

This element is the request to get cards based on criteria conveyed by parameters.

/ic09:RequestInformationCards/ic:Issuer

This OPTIONAL element is the issuer logical URI, for which the client requests the collection of cards. If this element is included, server MUST return only cards with the specified issuer or an empty collection if no cards exist that satisfy the filtering parameters.

/ic09:RequestInformationCards/ic:CardId

This OPTIONAL element is the CardId attribute of the card. If this element is included, the server MUST return only a single card with a matching CardId or empty collection if no card exists.

/ic09:RequestInformationCards/ic09:CardType

This OPTIONAL element is the CardType attribute of the card. If this element is included, the server MUST return only cards with a matching CardType or empty collection if no card exists.

/ic09:RequestInformationCards/wst13:OnBehalfOf

This OPTIONAL element has the same semantics as specified in WS-Trust specification – (WS-Trust 1.3 2007)
/ic09:RequestInformationCards/ic09:CardSignatureFormat

This OPTIONAL element can contain the following values: “None”, “Enveloping”, “Enveloped” according to the following schema:

  <xs:simpleType name="CardSignatureFormatType">

    <xs:restriction base="xs:token">

      <xs:enumeration value="None"/>

      <xs:enumeration value="Enveloping"/>

      <xs:enumeration value="Enveloped"/>

    </xs:restriction>

  </xs:simpleType>
The values signify whether and how returned Information Cards should be signed.

If “None” is passed the server SHOULD NOT sign the returned Information Cards.

Otherwise, the server should signed Information Cards either in “enveloped” or “enveloping” mode as described in (XML Signature Syntax and Processing (Second Edition) 2008).

If this element is not specified, then the default value is assumed to be “None”.

2.3 Returning an Information Card

The return value from the server is the ic09:RequestInformationCardsResponse that contains a collection of cards in a form of ic09:InformationCardCollection or wrapped in a signature element.

The syntax for this element is as follows:

<ic09:RequestInformationCardsResponse>

   (<ic:InformationCard>...</ic:InformationCard> | 

    <ds:Signature>...</ds:Signature>) *

   ...

 </ic09:RequestInformationCardsResponse>

/ic09:RequestInformationCardsResponse

This value is a collection of cards that are returned from the server in a response to ic09:RequestInformationCards request.

When no cards are returned, the return value is an empty collection.

/ic09:RequestInformationCardsResponse /ic:InformationCard

This OPTIONAL element holds the Information Card.

/ic09:RequestInformationCardsResponse /ds:Signature

This OPTIONAL element holds the Information Card wrapping in an enveloping signature.

2.4 Faults

The following faults can be returned by the server. These faults are in addition to other faults supported by the transport. The faults will be returned in a profile-specific format (i.e. SOAP fault for SOAP, HTTP status code for HTTP)

InternalErrorFault

This fault happens whenever there is an internal error and server cannot generate cards. Client MAY try again later.

UnauthorizedRequestFault

This fault happens when the request to obtain cards is denied. Specifically, this could be an authorization fault based on the data in the OnBehalfOf element.

InvalidInputFault

This fault happens when the request has invalid parameters.

UnsupportedSignatureFormat

This fault happens when the request for a specific signature format is not supported by the server.

3 X509 credential enhancements
The below additions are intended to improve the usability of X.509 certificates to back information cards.  By using these additions, proof of possession would not be required to specify the certificate in the Information Card.
<xs:element name="ic09:X509Principal" type="X509PrincipalType"/>

<xs:complexType name="X509PrincipalType">

  <xs:element name="PrincipalName" type="string" />

  <xs:element name="EKUPolicy" type="EKUPolicyType" minOccurs="0"/>

</xs:complexType>

ic:InformationCard\...\ic:X509V3Credential\ic09:X509Principal

X509 certificate reference based on the principal name in the certificate

<xs:element name="ic09:PrincipalName" type="string" />

ic:InformationCard\...\ic:X509V3Credential\ic09:X509Principal\ic09:PrincipalName

Principal name is the principal name that appears in the X509 cert under Subject Alternative Name/Other Names: Principal Name.

<xs:element name="ic09:X509SubjectAndIssuer" type="ic09:X509SubjectAndIssuerType"/>

<xs:complexType name="ic09:X509SubjectAndIssuerType">

  <xs:element name="ic09:X509Subject" type="string" />

  <xs:element name="ic09:X509Issuer" type="string" />

  <xs:element name="ic09:EKUPolicy" type="EKUPolicyType" minOccurs="0"/>

</xs:complexType>

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer

X509 certificate reference based on the subject name and issuer name in the certificate

<xs:element name="ic09:X509Subject" type="string" />

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer\X509Subject

Subject name from X509 certificate. Ex: CN=John Doe.

<xs:element name="ic09:X509Issuer" type="string" />

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer\X509Issuer

Issuer name from the X509 certificate. Ex: DC=com,DC=contoso,CN=contoso-CA

<xs:element name="ic09:EKUPolicy" type="ic09:EKUPolicyType" />

<xs:complexType name="ic09:EKUPolicyType">

  <xs:sequence>

    <xs:element name="ic09:OID" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>

  </xs:sequence>

</xs:complexType>

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer\ic09:EKUPolicy

ic:InformationCard\...\ic:X509V3Credential\ic09:X509Principal\ic09:EKUPolicy

ic09:EKUPolicy element is a set of Extended Key Usage (EKU) OID elements that specify the usage of the certificate. This element is used as a filter that goes with x509 certificate reference.
An absent or empty EKUPolicy element means that certificates with any EKU OID values would match.
<xs:element name="ic09:OID" type="xs:string" />

ic:InformationCard\...\ic09:EKUPolicy\ic09:OID

ic09:OID is a string element that contains the OID. Ex: <ic09:OID>1.3.6.1.4.1.311.42.2.1</ic09:OID>
4 New ic:InformationCard elements
This section defines new elements for use in the defined extensibility points in information cards.
4.1 Card Type

<xs:element name="CardType" type="xs:anyURI" />

ic:InformationCard\ic09:CardType
This OPTIONAL element, when present, is intended to be common to all card instances of a given card type issued by an identity provider.  It is anticipated that this field could be used in card provisioning solutions.  It is not intended that this value be used in WS-Trust exchanges.
4.2 Issuer Name
<xs:element name="IssuerName" type="xs:string" />

ic:InformationCard\ic09:IssuerName

This OPTIONAL element enables an issuer’s human-readable name to be directly set by the card issuer.  If present, this might be displayed in the user interface instead of the ic:IssuerName element, which is computed from the issuer’s certificate.
5 Conformance

An implementation conforms to this specification if it satisfies all of the MUST or REQUIRED level requirements defined within this specification for the portions of the specification implemented by that implementation.  Furthermore, when an implementation supports functionality in which there is a RECOMMENDED algorithm or set of parameter choices, conforming implementations MUST support the RECOMMENDED algorithm and parameter choices.  A SOAP Node MUST NOT use the XML namespace identifiers for this specification (listed in Section 1.2) within SOAP Envelopes unless it is compliant with this specification.
This specification references a number of other specifications.  In order to comply with this specification, an implementation MUST implement the portions of referenced specifications necessary to comply with the required provisions of the portions of this specification that it implements. Additionally, the implementation of the portions of the referenced specifications that are specifically cited in this specification MUST comply with the rules for those portions as established in the referenced specification.

Additionally, normative text within this specification takes precedence over normative outlines (as described in Section 1.1), which in turn take precedence over the XML Schema [XML Schema Part 1, Part 2] and WSDL [WSDL 1.1] descriptions. That is, the normative text in this specification further constrains the schemas and/or WSDL that are part of this specification; and this specification contains further constraints on the elements defined in referenced schemas.
If an OPTIONAL message is not supported, then the implementation SHOULD Fault just as it would for any other unrecognized/unsupported message. If an OPTIONAL message is supported, then the implementation MUST satisfy all of the MUST and REQUIRED sections of the message.
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