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Section 1, page 1 (Introduction), and Section 3, page 21 (Attributes): 
Answer: 

Since the specification not only defines objects and attributes exchanged, but also 
operations that affect such objects and attributes, the expected client and server 
behavior when operations are executed has to be defined otherwise 
interoperability cannot be achieved. The ways a server would implement an 
archive or communicate with a CA are outside the scope of KMIP and are 
therefore not defined. General concepts for a key management system belong to 
the Usage Guide. 

Proposed change: 
Add to the bullet list of aspects of the protocol for which this specification is 
normative: (Section 1, line 22): “The expected behavior of the server and client as 
a result of the operations”. 

 
Section 2.1.3, page 10 (Key Block):  
Answer: 

 When referring to Key Wrapping Data and Key Wrapping Specification, 
“Wrapping” could mean encrypt only, sign only, MAC only, encrypt and sign 
(and vice versa), encrypt and MAC (and vice versa), or any other wrapping 
method that may be supported by the server. Wrapping Method identifies the type 
of mechanisms that will be performed on the Key Value.  

Proposed change: 
Change sentence from “The Key Block may optionally contain a Key Wrapping 
Data structure, which indicates that the key is wrapped, or MAC'ed/signed, or 
both” 
to “The Key Block may optionally contain a Key Wrapping Data structure, which 
indicates that the key is encrypted, or MAC'ed/signed, or both” 
 

Section 2.1.3, page 11 (Key Block):  
Answer: 

The Crypto Algorithm in the Key Block is the algorithm with which the key in the 
key value field is used. The length of the key can be figured out by examining the 
key in the key value field, if it is provided - it is possible to register a key without 
the key material, in which case the Crypto Length field is required to determine 
the length of the key.  
 

Section 2.1.5, page 12 (Key Wrapping Data):  
Answer: 

The Crypto Parameters (see 3.6) specify the hashing algorithm and block cipher 
mode. The latter includes encryption mode such as CBC, MAC mode such as 



CMAC, authenticated encryption such as GCM, and AES key wrap. HMACs are 
specified by the Crypto Algorithm of the MAC/Signing key (identified by the 
Unique Identifier in the MAC/Signature Key Information structure). Signing a 
Key Value with RSA and SHA-256 requires the Cryptographic Algorithm of the 
specified MAC/Signing key to be RSA and the Crypto Parameters attribute to 
include SHA-256 under Hashing Algorithms. The Encryption Key and 
MAC/Signing Key must already be on the server in order to use them to wrap 
keys.  

Proposed change: 
Change the paragraph starting on line 123 from: 
“If wrapping is used, the whole Key Value structure is wrapped with the wrapping 
key material unless otherwise specified by the Wrapping Method. The algorithm is 
determined by the Cryptographic Algorithm attribute set for the key. Similarly, 
the Cryptographic Parameters attribute of the key will identify the mode of 
operation or hashing algorithm to be used.” 
to: 
“If wrapping is used, the whole Key Value structure is wrapped with the wrapping 
key material unless otherwise specified by the Wrapping Method. The algorithm is 
given by the Cryptographic Algorithm attribute set for the Encryption, MAC, or 
Signature key; the block-cipher mode, padding method, and hashing algorithm 
that were used are given by the Cryptographic Parameters in the Encryption, 
MAC, or Signature Key Information, or, if not present, from the Cryptographic 
Parameters attribute of the key.” 

Proposed change: 
.In the table describing Key Wrapping Data the content of the “Required Field”-
column for the “Encryption Key Information” will be changed from “No” to “No. 
Corresponds to the key that was used to encrypt the Key Value.” 
 

Section 2.1.5, page 13 (Key Wrapping Data):  
Answer: 

The serial number or subject name in a certificate containing the public key 
cannot be used to identify the MAC/Signature key. The Locate operation can be 
used to retrieve the Unique Identifier of the public key with the desired serial 
number or subject name of the certificate. To be used for wrapping, the Unique 
Identifier must be known.  
 

Section 2.1.7, page 13 (Transparent Key Structure):  
Answer: 

Vendor-specific extensions are the only possible way to add other key structure 
types (e.g. ECMQV) after the spec is finalized.  
 

Section 2.1.7.8 etc, page 16 (Transparent Key structures):  
Answer: 

The recommended curves are listed in 9.1.3.2.4.. Other curves need to be 
specified using vendor-specific extensions.  

Proposed change: 



A reference to NIST will be added for the recommended curves that are defined. 
 
Section 2.1.8, page 17 (Templates):  
Answer: 

Templates are used to facilitate the creation and registration of managed objects.  
 

Section 2.2.8, page 21 (Secret Data):  
Proposed change: 

Change the description from “A Managed Cryptographic Object containing a 
shared secret that is not a key or certificate, e.g., a password. The Key Block used 
to contain Secret Data should contain a (possibly wrapped) Key Value of the 
Opaque type.” 
to: “A Managed Cryptographic Object containing a shared secret value that is not 
a key or certificate, e.g. a password. The Key Block of the Secret Data object 
contains a (possibly wrapped) Key Value of the Opaque type.” 
 

Section 3.1, page 22 (Unique Identifier attribute):  
Answer: 

It is left up to the server implementation to decide how to handle enlarged 
environments and cases when Unique Identifier is not unique anymore.  
 

Section 3.2, page 22 (Name attribute):  
Answer: 

The difference between a name and an identifier is that the Name is meant to be 
interpreted by humans, the Unique Identifier not necessarily.  
 

Section 3.8, 3.9, page 25 (Certificate Issuer, Certificate Subject):  
Answer: 

Certificate Issuer and Subject as attributes allow clients to find them using a 
Locate command (there is no way to search inside the encoded certificate itself 
using KMIP). The values of these attributes are made known to the server in the 
Certify, Recertify and Register operations and specified by the client. By looking 
at the Certificate Type, we can determine if the Serial Number is required or not; 
if it is X.509, Serial Number is required – if PGP, it is not required. 
 

Section 3.11.2.1, page 29 (Operation Policy Name):  
Answer: 

Other policies may be defined beyond the recommended default ones listed here, 
such as extending from the creator to the creator’s organization in the future. 
 

Section 3.11.2, page 28 (Operation Policy Name):  
Answer: 

The Obtain Lease command is for obtaining a lease, see 4.16.  
 
Section 3.12, page 30 (Cryptographic Usage Mask):  
Answer: 



In this context, wrap corresponds to key encryption and unwrap to key decryption. 
Similarly, encrypt corresponds to data encryption and decrypt to data decryption. 
These functions map to the X.509 Key Usage Values as shown in the table in 
Section 3.12. 
 

Section 3.15, page 33 (State):  
Answer: 

The Process Start Date and Protect Stop Date handle the case where the use of a 
key for encryption (protecting) has been discontinued while still allowing it to be 
used for decryption (processing). For examples, see the Usage Guide. A client 
might want to set the Activation Date to a time in the past if it has created a key 
by itself and used it already, and later on decides to register it with the server – the 
Activation Date would then be in the past. The server is allowed to decide, based 
on server policy, whether to set the attribute value to the past or to the current 
time, hence the “may” used here and in the descriptions for the various time 
attributes.  
 

Section 3.23, page 38 (Compromise Date):  
Answer: 

The server is allowed to revoke an object (e.g. if it is notified of this out-of-band), 
and therefore set the Compromise Date also in cases when it does not receive a 
Revoke request from a client. 

Proposed change: 
Change sentence from “This attribute is set by the server when it receives a 
Revoke operation with a Revocation Reason of Compromised” 
to “This attribute is set by the server when it receives a Revoke operation with a 
Revocation Reason of Compromised, or due to server policy or out-of-band 
administrative action”. 
 

Section3.25, page 39 (Archive):  
Answer: 

The object may be Recovered, then used for whatever it is needed, then Archived 
again if the key needs to remain in archival storage. 
 

Section 3.26, page 39 (Object Group):  
Proposed change: 

Keep only the following description in the spec: “An object may be part of a 
group of objects. An object may belong to more than one group. To assign an 
object to a group, the group name should be set into this attribute”, 
and move the rest of the description into the Usage Guide: “The key management 
system may specify rules for the valid group names which may be created by the 
client. Clients will be informed of such rules by a mechanism which is not 
specified by this standard. In the protocol, the group names themselves are 
character strings of no specified format. Specific key management system 
implementations may choose to support hierarchical naming schemes or other 
syntax restrictions on the names. Groups may be used to associate objects for a 



variety of purposes. A set of keys used for a common purpose, but for different 
time intervals, may be linked by a common Object Group. Servers may create 
predefined groups and add objects to them independently of client requests.” 
 

Section 3.27, page 42 (Link):  
Proposed changes: 

Change the sentence (line 683) from “Note that a Managed Object may have a 
Link attribute which has multiple value” 
to “Note that a Managed Object may have multiple instances of the Link 
attribute” 
Change the sentences (line 686) from “As another example, a Certificate object 
may have a Link attribute value to both the public key and to the certificate of the 
certification authority which signed the certificate. It is also possible that a 
Managed Object does not have Link attribute values for associated cryptographic 
objects” 
to “As another example, a Certificate object may have links to both the public key 
and to the certificate of the certification authority which signed the certificate. 
It is also possible that a Managed Object does not have links to associated 
cryptographic objects.” 

Proposed changes: 
 Clarifications along the same lines as above to be made as follows: 

Replace every occurrence of “multi-valued attribute” to “multi-instance 
attribute”, and replace “single-value(d) attribute” with “single-instance attribute” 
to make it consistent with the rest of the specification that refers to attribute 
instances. 
Change the sentence in 4.13 (Add Attribute, line 1061) from “This request adds a 
new attribute (with possibly multiple values) and sets its value” 
to “This request adds a new attribute instance and sets its value”. 
Change the sentence in 4.14 (Modify Attribute, line 1073) from “This request 
modifies the value of an existing attribute” 
to This request modifies the value of an existing attribute instance”. 
 

Section 4, page 43 (Client-to-Server Operations):  
Answer: 

The ID placeholder does more than just simplify the operation descriptions in 
Section 4, so the proposed sentence is not correct. For examples regarding the 
rules for creating batches and the intended use of the ID placeholder, please see 
the Usage Guide. 
 

Section 4.1, page 45 (Create):  
Answer: 

"No" in the “Required Field” column for the Template-Attribute in the Response 
Payload means the server accepted the client's suggested attributes. If the client  
does not like the changes (refer to the on-going discussion on attribute mutation), 
it can Destroy the created key and create a new one with different attributes, or 
modify the attributes values that the server chose differently to something that is 



acceptable for the client.  
 

Section 4.2, page 46 (Create Key Pair):  
Answer: 

The “No”s mean that none of the Template-Attribute structures are always 
required. However, if no Common Template-Attribute structure is specified, then 
both Private and Public Key Template-Attribute structures must be defined (and 
vice versa).  
 

Section 4.2, page 46 (Create Key Pair):  
Answer: 

The Template-Attribute structure contains both Template names and Attributes  
(see Section 2.1.8). The server does not name either of the keys, only assigns 
them Unique Identifiers. The client does not “get a vote” on if the server is  
allowed to set attributes requested by the client to other values that the server 
deems more appropriate.  
 

Section 4.2, page 47 (Create Key Pair):  
Proposed change: 

Possibly change the table to allow different lengths for the public and private keys 
(i.e., remove the line regarding Cryptographic Length in the last table of Section 
4.2). 
 

Section 4.4, page 49 (Re-key):  
Answer: 

The use of the archive is up to the server to decide. On-line means the key is not  
archived, so key material and meta-data (attributes) are available (can be  
retrieved using Get and Get Attributes operations). Link attribute is defined in  
Section 3.27. Initial Date, Activation Date and Process Start Date are defined in  
Sections 3.16, 3.17, and 3.18, respectively.  
 

Section 4.5, page 51 (Derive Key):  
Answer: 

The bit is set in the Cryptographic Usage Mask attribute. The Crypto Algorithm 
and Crypto Length are specified as attributes in the Template-Attribute structure 
in the Derive Key request.  

Proposed change: 
Change the first sentence from “This request is used to derive a symmetric key 
using a key or secret that is already known to the key management system” to 
“This request is used to derive a symmetric key using a key or secret data that is 
already known to the key management system”  

 
Section 4.5, page 51 (Derive Key):  
Answer: 

HASH, HMAC, and ENCRYPT are not specified anywhere. There exist many 
different ways how these mechanisms can be used to derive keys. The spec uses 



these in their simplest form, i.e. encrypting, MACing, or hashing one string of    
data (client-provided Derivation Data or a Secret Data).  . 
 

Section 4.5, page 52 (Derive Key):  
Proposed change: 

Change "No, May be repeated" for the Template-Attribute in the Response 
Payload to "No".  

Proposed change: 
Along the same lines as above, change “Yes, May be repeated” to “Yes” for the 
Template-Attribute of the Request Payload of the Register operation (Section 4.3 
line 819) 
 

Section 4.5, page 53 (Derive Key):  
Answer: 

Algorithm is specified in the attribute of the key. The index that is set for attribute 
instances that are added is implementation dependent, but there is always a single 
instance that has the lowest index.  
 

Section 4.8, page 57 (Locate):  
Answer: 

Multiple attributes may be specified in a Locate request, as mentioned in the first 
sentence of the section. 

 
Section 4.9, page 58 (Check): 
Proposed change: 

Remove the word “policy-related” in the sentence “This operation requests that 
the server check for the use of a Managed Object according to policy-related 
values specified in the request”.  
Remove the word “policy” in the sentence “If the server determines that the client 
is allowed to use the object specified according to the given policy attributes,” 

Proposed change: 
Along the same lines as above, in the description of Put (Section 5.2), remove the 
word “policy” in the sentence “In particular, the server may include policy 
attributes with the object to specify how the object is to be used by the client.” 

 
Section 4.15, page 63 (Delete Attribute): 
Answer: 

The whole Attribute (Name, Index, Value) should be returned, not just the 
Attribute Name, so that the client can verify that what the value that was deleted 
was the one intended. 

 
Section 4.19, page 66 (Revoke): 
Answer: 

The special authentication and authorization required to issue a Revoke request is 
handled by out of band configuration and is out of scope for KMIP. 

Proposed change: 



In the descriptions of the Revoke, Destroy, Archive, Recover operations, change 
the sentences from “Special authentication and authorization is required to issue 
this request” to “It is recommended that special authentication and authorization 
are enforced to perform this request” 

 
Section 4.20, page 66 (Destroy): 
Answer: 

It is left up to the server implementation to decide what metadata should be 
retained or not. 

 
Section 4.21, page 67 (Archive): 
Answer: 

It is up to the server to decide the rules for placing an object in archival storage. 
 
Section 4.22, page 67 (Recover): 
Answer: 

Once recovered, an object is on-line until Archived again. There are no limits on 
the use of the object once it has been recovered. 

 
Section 4.23, page 68 (Validate): 
Answer: 

No capabilities are mandatory, everything is optional. The validity date could 
indeed be i.e. last year when a particular document was signed. Multiple 
certificates and/or identifiers can be provided, it is up to the server to construct a 
certificate chain from the given certificates and/or identifiers. 

 
Section 4.25, page 70 (Cancel): 
Proposed change: 

Include reference to the section where Asynchronous Correlation Value is 
defined. 

 
Section 5.2, page 72 (Put): 
Answer: 

If the object being sent to the client is wrapped, the Key Wrapping Data structure 
is included in the object (Symmetric Key, Private Key etc), and it specifies how 
the key was wrapped. The Key Wrapping Specification would have to be 
communicated to the server by the client if it wants to tell the server what kind of 
wrapping it wants/is able to handle, although this is not specified at the moment. 

 
Section 6.8, page 74 (Asynchronous Correlation Value): 
Answer: 

It is up to the server to decide which operations to perform synchronously and 
which asynchronously. 

 
Section 9.1.3.2.2, page 89 (Key Value Type Enumeration): 
Answer: 



AES and TDEA are already covered by the Raw and Transparent Symmetric Key 
Types.  Opaque Key Type is defined in Sec 2.1.3 as “encoding unknown to the 
key management system. It is encoded as a string of bytes” . 

Proposed change (needs to be defined): 
What should be the transparent key format for MQV (finite field an elliptic 
curve)? 

 
Section 9.1.3.2.7, page 91 (Secret Data Type Enumeration): 
Answer: 

The seed could be the seed for a random number generator.  
 
Section 9.1.3.2.11, page 92 (Cryptographic Algorithm Enumeration) 
Proposed change (needs to be defined): 

Possibly add MQV. What should be the transparent key format for MQV (finite 
field an elliptic curve)? 

 
Section 9.1.3.2.12, page 93 (Block Cipher Mode Enumeration) 
Proposed change (needs to be defined): 

Possibly add TDEA version. To AESKeyWrap. 
Possibly add ANSI X9.102’s wrapping mechanisms (AESKW, TDKW, AKW1, 
AKW2). 

 
Section 9.1.3.2.13, page 93 (Padding Method Enumeration): 
Proposed change (needs to be defined): 

Possibly add X9.31. 


