
Proposal for Conformance and Extension Registration 1 

All changes are proposed against the Specification draft revision 0.98 dated February 10, 2009, and the 2 
Usage Guide draft revision 0.98  dated February 10, 2009. 3 

This document consists of three separate proposals: 4 

1. Conformance Proposal 5 

a. Propose removing clause 5 (Conformance) of the KMIP Usage Guide. 6 

b. Propose adding a conformance clause (clause 13) to the KMIP Specification as 7 
documented in this proposal and to include three sub-clauses.  Sub-clauses include 8 
defining claim of conformance using current verbiage listed in Clause 13 (moved to sub-9 
clause 13.1) and defining a standard for using portions of KMIP without claiming 10 
conformance (sub-clause 13.2). 11 

2. Extensions Proposal 12 

a. Define extensions to KMIP objects, attributes, operations and profiles (sub-clause 13.3). 13 

b. Propose adding a sample extension request to the KMIP Usage Guide. 14 

3. Conformance Requirements Template Proposal 15 

a. Propose addition of a conformance requirements template in a KMIP Specification 16 
normative text appendix (Appendix A of this document). 17 

 18 

It may also be desirable to add a single line table to each object, attribute, operation and message that 19 
contains Client and Server requirements for the specific object, attribute, operation and message so there 20 
is no misunderstanding about what is required to claim conformance if conformance profiles are not used. 21 

 22 
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13 Conformance 28 

To ensure interoperability, there are expectations for server and client implementations that claim 29 
conformance to this standard. This standard defines profile tables and initially defines the base profile 30 
tables that clarify server and client elements that must be implemented for implementations claiming 31 
compliance. Implementations claiming compliance to a profile (e.g. the base profile) are expected to 32 
interoperate when using the elements associated with that profile. Profiles are not security levels. 33 
 34 
Profile tables indicate whether the element is required or optional for compliance with a specific profile or 35 
whether certain elements must be a particular values or otherwise restricted (e.g. not supported) for 36 
compliance with a specific profile.  What is not explicitly required or restricted in value is implicitly optional. 37 
 38 
In addition, there are other standards that may align with the KMIP standard and this standard describes 39 
the use of this standard without claiming conformance and describes expectations for registration of 40 
extensions to the KMIP standard with OASIS. 41 

13.1 Claiming Conformance with KMIP Standard 42 

Server implementations of the KMIP protocol must support objects, attributes, operations and profiles not 43 
specified as “optional” in a specific conformance profile in order to be conformant to the specification. 44 
Server implementations that do not support objects, attributes, operations and profiles defined as 45 
“optional” can claim KMIP conformance, though they may be limited in terms of interoperability with other 46 
KMIP implementations. 47 

Client implementations of the KMIP protocol may implement any subset of the KMIP protocol. For 48 
example, a client may implement only the Get and Locate operations for symmetric keys. In order to claim 49 
conformance, however, such a client must implement all aspects of any elements of the protocol (objects, 50 
attributes, operations, profiles) that it claims to support. In the example of Get/Locate support for 51 
symmetric keys, therefore, a conforming client implementation must support all required attributes for 52 
symmetric keys. 53 

For a complete list of conformance profile requirements see TBD 54 

13.2 Use of KMIP Standard Without Claiming Conformance 55 

When using a subset of elements of the KMIP Standard including objects, attributes, operations or 56 
profiles it is mandatory to support all required components (objects, attributes, operations and profiles) of 57 
the element being utilized. 58 

KMIP optional components may be required by other standards using KMIP at the discretion of the 59 
specific standard as long as it is noted that the component is not required for support in KMIP. 60 

In this case claiming conformance may not be an issue but in order to make use of any portion of KMIP 61 
attribution must be given to OASIS and the KMIP Technical Committee for all elements used. 62 

13.3 Registering Extensions to KMIP Standard 63 

Use of extensions is provided within the KMIP standard.  Extensions should be registered with OASIS if 64 
the system is to reside in an open environment (e.g. multiple key managers, multiple client types) versus 65 
a closed environment (e.g. no other key managers or client types). 66 

Defining extensions to KMIP for use by other OASIS technical committees, external consortiums, groups 67 
or other standards bodies requires an approval process by the OASIS KMIP Technical Committee or 68 
authorized sub-committee for inclusion into the KMIP extension registry. 69 

13.3.1 Requirements for initially defining extensions 70 

Registration of extensions requires conformance with one or more conformance profiles and all required 71 
objects, attributes and operations found in the supported profiles. 72 

The following list defines the process for defining extensions. 73 

Comment [BAR1]: What about the various 
types on the object, attribute or operation?  
Must all be supported?  Think carefully before 
you respond.  The temptation will be to be 
doctrinaire about this and quickly reply, “Yes”.  
Doing so would constrain the adoption of KMIP.  
For example, one interesting case is the batch 
mode failure options.  The client may specify 
that in the event of a failure of any of the 
operations in a batch, the server should roll 
back ALL of the completed operations prior to 
the error.  A server may not wish to offer such 
transactional semantics.  But it cannot say that 
it doesn’t support batch mode, as all requests 
are contained in a batch of at least one.  And 
there’s no way to say that my server only 
supports a batch size of 1.  None of the proof-
of-concept participants demonstrated any such 
rollback capability, so it seems that NONE were 
compliant with a profile that says that we 
support the ability to even have batched 
requests. 
Similar issues crop up with the “enumerated” 
types possible on a lot of the objects, attributes 
and operations.  Is it possible to support just 
some?  If so, how do we indicate which ones?  
It seems that the conformance tables would 
need to drop down to the level of the 
enumerated types to be able to accommodate 
this desired flexibility of implementation. 



1. Determine specific types of extensions to be requested 74 

a. Messages, tags and/or enumerations 75 

2. Submit request for a specific extension or a range of extensions 76 

a. Request should include the following items 77 

i. Extension request letter 78 

1. A sample extension request can be found in the KMIP Usage Guide 79 

2. Include the number and range of extensions requested, taking into 80 
consideration any future modifications or growth requirements 81 

ii. Documented extension requirements or proposed list of extensions 82 

1. Extension ranges must include an extension version tag for future 83 
requirements that are to be taken into consideration 84 

iii. List of supported conformance profile for server and/or client 85 

3. Approval by OASIS KMIP TC or authorized sub-committee to use a specific extension or range of 86 
extensions 87 

a. Individual extension or range of extension may be: 88 

i. Granted as requested 89 

ii. Modified based on provided information 90 

iii. Marked as pending and awaiting clarification or correction 91 

iv. Rejected by TC or authorized sub-committee based on provided reasons 92 

4. After approval, finalized extensions must be documented in OASIS format 93 

a. Documentation must be provided to OASIS technical editors 94 

b. Documentation may refer to external specification for specific definitions and usage of the 95 
extension 96 

i. External specifications may not be covered by OASIS IP policy and may have 97 
associated costs as long as the specification meets the OASIS IP usage 98 
guidelines for any OASIS IP used or items posted as part of the OASIS KMIP 99 
standard 100 

c. Documentation should mirror format of tag and enumeration listings found in TBD of the 101 
OASIS KMIP specification 102 

5. Approval for posting 103 

a. Technical editors will modify documents to meet editorial requirements of OASIS 104 
specifications 105 

b. KMIP TC or authorized sub-committee will approve final document for posting as a 106 
component of the standard 107 

13.3.2 Modification to Existing Extensions 108 

As both the KMIP standard changes and external standards change the need will arise to modify 109 
extensions.  Once an extension has been approved, as long as no additional extensions are needed an 110 
organization outside of the KMIP Technical Committee may request to update their extensions to meet 111 
new requirements by performing the following steps: 112 

1. Submit notice of intent to modify extensions 113 

a. Required to be included with the notice 114 

i. Letter of intent to modify 115 

ii. Revised extensions documentation 116 

b. Extensions may only be modified once in a 12 month period unless there are extenuating 117 
circumstances approved by the KMIP TC or authorized sub-committee 118 

i. Include justification for modification if within 12 month period 119 

Comment [BAR2]: What is the purpose of 
this?  I do not see a way in the protocol to 
express a version of an extension 



2. Approval by OASIS KMIP TC or authorized sub-committee to modify extension or range of 120 
extensions 121 

a. Modification to individual extension or range of extension may be: 122 

i. Granted as requested 123 

1. Modified based on provided information or other mitigating factors (e.g. 124 
requested range already assigned, etc…) 125 

ii. Marked as pending and awaiting clarification or correction 126 

iii. Rejected by TC or authorized sub-committee based on provided reasons 127 

3. Approval for posting 128 

a. Technical editors will modify documents to meet editorial requirements of OASIS 129 
specifications 130 

b. KMIP TC or authorized sub-committee will approve final document for posting as a 131 
component of the standard 132 

If additional extensions are needed outside of already provided range; the OASIS TC, organization, group 133 
or other standards body must submit a request for a new range after using all of existing range.  New 134 
ranges will not be granted until existing ranges are filled. 135 

Requests for new ranges can be accepted at the same time that a modification to an existing range is 136 
submitted.  Submissions of this type should leave the requested range blank as it will be assigned by the 137 
OASIS TC. 138 



A. Conformance Requirements Template 139 

A.1 Client and Server Conformance Profile Quick Reference 140 

The following table lists high level requirements for server and client for objects, attributes and operations 141 
required in order to claim full compliance with this OASIS KMIP profile.  For Object, Attribute and 142 
Operation element level requirements see server and client element specifics below or in referenced 143 
documents. 144 

Element (Object, Attribute or Operation) 
Specification 

Clause 

Required 

Server Client 

Attribute 2.1.1 Required1, 
Optional2, Not 
Supported3, 

Other 
restrictions. 

Required, 
Optional, Not 
Supported, 

Other 
restrictions. 

Credential 2.1.2 Required Required 

Key Block 2.1.3 Required Required 

Key Value 2.1.4 Required Required 

Key Wrapping Data 2.1.5 Not Supported Not Supported 

Key Wrapping Specification 2.1.6 Not Supported Not Supported 

Transparent Key Structure 2.1.7 Required Required 

Template-Attribute Structure 2.1.8 Required Required 

Certificate 2.2.1 Optional Optional 

Symmetric Key 2.2.2 Required Required 

Public Key 2.2.3 Required Required 

Private Key 2.2.4 Required Required 

Split Key 2.2.5 Not Supported Not Supported 

                                                      

 

 

 

 

 

 

1  Required means that some or all of the attribute, object or operation must be supported when claiming 
conformance with this profile 

2  Optional means that some or all of the attribute, object or operation can be implemented using this 
profile 

3  Not Supported means that the attribute, object or operation is not supported by this profile.  This does 
not disallow an implementation from using them 

4   Restrictions to certain values may also be defined if they make sense for a given profile. 



Element (Object, Attribute or Operation) 
Specification 

Clause 

Required 

Server Client 

Template 2.2.6 Required Optional 

Policy Template 2.2.7 Required Optional 

Secret Data 2.2.8 Not Supported Not Supported 

Opaque Object 2.2.9 Not Supported Not Supported 

Unique Identifier 3.1 Required Required 

Name 3.2 Required Required 

Object Type 3.3 Required Required 

Cryptographic Algorithm 3.4 Required Required 

Cryptographic Length 3.5 Required Required 

Cryptographic Parameters 3.6 Optional Optional 

Certificate Type 3.7 Optional Optional 

Certificate Issuer 3.8 Optional Optional 

Certificate Subject 3.9 Optional Optional 

Digest 3.10 Required Optional 

Operations outside of operation policy control 3.11.1 Optional Optional 

Default Operation Policy 3.11.2 Optional Optional 

Cryptographic Usage Mask 3.12 Optional Optional 

Lease Time 3.13 Required Required 

Usage Limits 3.14 Not Supported Not Supported 

State 3.15 Required Required 

Initial Date 3.16 Required Optional 

Activation Date 3.17 Required Optional 

Process Start Date 3.18 Required Optional 

Protect Stop Date 3.19 Required Optional 

Deactivation Date 3.20 Required Optional 

Destroy Date 3.21 Required Optional 

Compromise Occurrence Date 3.22 Required Optional 

Compromise Date 3.23 Required Optional 

Revocation Reason 3.24 Required Optional 

Archive Date 3.25 Not Supported Not Supported 

Object Group 3.26 Optional Optional 

Link 3.27 Required Optional 

Comment [BAR3]: No way to indicate which 
values are REQUIRED, OPTIONAL, NOT 
SUPPORTED 

Comment [BAR4]: Certificate-related 
attributes track with the associated object…if it’s 
OPTIONAL, they are OPTIONAL 

Comment [BAR5]: The policy was not 
demonstrated as part of the POC, so it’s unclear 
whether it’s NOT SUPPORTED or OPTIONAL 



Element (Object, Attribute or Operation) 
Specification 

Clause 

Required 

Server Client 

Application Specific Identification 3.28 Required Optional 

Contact Information 3.29 Required Optional 

Last Changed Date 3.30 Required Optional 

Custom Attribute 3.31 Required Required 

Create 4.1 Required Required 

Create Key Pair 4.2 Required Required 

Register 4.3 Required Required 

Re-key 4.4 Required Optional 

Derive Key 4.5 Optional Optional 

Certify 4.6 Not Supported Not Supported 

Re-certify 4.7 Not Supported Not Supported 

Locate 4.8 Required Optional 

Check 4.9 Optional Optional 

Get 4.10 Required Required 

Get Attributes 4.11 Required Required 

Get Attribute List 4.12 Required Required 

Add Attribute 4.13 Required Required 

Modify Attribute 4.14 Required Required 

Delete Attribute 4.15 Required Required 

Obtain Lease 4.16 Required Required 

Get Usage Allocation 4.17 Optional Optional 

Activate 4.18 Required Required 

Revoke 4.19 Required Required 

Destroy 4.20 Required Required 

Archive 4.21 Required Required 

Recover 4.22 Required Required 

Validate 4.23 Optional Optional 

Query 4.24 Required Required 

Cancel 4.25 Optional Optional 

Poll 4.26 Optional Optional 

Notify 5.1 Optional Optional 

Put 5.2 Optional Optional 

Comment [BAR6]: There are a lot of 
derivation techniques…must ALL be supported 
to claim compliance? 

Comment [BAR7]: No way to indicate which 
objects this action was REQUIRED to be 
implemented on 



Element (Object, Attribute or Operation) 
Specification 

Clause 

Required 

Server Client 

Protocol Version 6.1 Required Required 

Operation 6.2 Required Required 

Maximum Response Size 6.3 Required Required 

Unique Message ID 6.4 Required Required 

Time Stamp 6.5 Required Required 

Authentication 6.6 Required Required 

Asynchronous Indicator 6.7 Required Optional 

Asynchronous Correlation Value 6.8 Optional Optional 

Result Status 6.9 Required Required 

Result Reason 6.10 Required Required 

Result Message 6.11 Required Required 

Batch Order Option 6.12 Required Required 

Batch Error Continuation Option 6.13 Required Required 

Batch Count 6.14 Required Required 

Batch Item 6.15 Required Required 

Message Extension 6.16 Optional Optional 

A.2 Server Specific Requirements 145 

List specific requirements, options and not supported elements for each KMIP attribute, object and 146 
operation that a server shall support or optionally support or shall not support.  If information is referenced 147 
in an external document, include the full document name and clauses where information can be found. 148 

A.2.1 Attribute Requirements 149 

 150 

A.2.2 Object Requirements 151 

 152 

A.2.3 Operation Requirements 153 

 154 

A.3 Client Specific Requirements 155 

List specific requirements, options and not supported elements for each KMIP attribute, object and 156 
operation that a server shall support or optionally support or shall not support.  If information is referenced 157 
in an external document, include the full document name and clauses where information can be found. 158 

A.3.1 Attribute Requirements 159 

 160 

Comment [BAR8]: Now “Unique Batch Item” 

Comment [BAR9]: The indicator means the 
client is prepared to deal with asynchronous 
server behavior.  It doesn’t mean the server 
actually HAS to respond asynchrously. 

Comment [BAR10]: Server need not 
implement if it chooses to run everything 
synchronously.  Not sure how to capture this 
nuance in a conformance profile… 

Comment [BAR11]: May not support all the 
continuation options…how to indicate this in 
conformance? 



A.3.2 Object Requirements 161 

 162 

A.3.3 Operation Requirements 163 

 164 

A.4 Transport Requirements 165 

List specific requirements for communications transport or transports including connectivity, protocols and 166 
associated information.  If information is referenced in an external document, include the full document 167 
name, where it can be found and clauses where information can be found. 168 


