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New section for inclusion in the KMIP Specification 
Re-key Key Pair
This operation is used to generate a replacement key pair for an existing public/private key pair.  It is analogous to the Create Key Pair operation, except that attributes of the replacement key pair are copied from the existing key pair, with the exception of the attributes listed in Table yy.

As replacement of the key pair takes over the name attribute for the existing public/private key pair, Re-key Key Pair SHOULD only be performed once on a given key pair.

As a result of the Re-Key Key Pair operation the Link Attribute for both the public key and private key objects are updated to point to the replacement public and private key, respectively.

The server SHALL copy the Private Key Unique Identifier of the replacement private key returned by this operation into the ID Placeholder variable. 

An Offset MAY be used to indicate the difference between the Initialization Date and Activation Date of the replacement private key pair.  If the Offset is set and the dates exist for the existing private key, then the dates of the replacement private key pair SHALL be set based on the dates of the existing key pair as follows:

	Attribute in Existing Key
	Attribute in Replacement Key

	Initial Date (IT1)
	Initial Date (IT2) > IT1

	Activation Date (AT1)
	Activation Date (AT2) =  IT2+ Offset

	Deactivation Date (DT1)
	Deactivation Date = DT1+(AT2- AT1)


Table xx: Computing New Dates from Offset during Re-key Key Pair
Attributes that are not copied from the existing key pair and which are handled in a specific way are:
	Attribute
	Action

	Initial Date, see 3.18
	Set to the current time

	Destroy Date, see 3.23
	Not set

	Compromise Occurrence Date, see 3.24
	Not set

	Compromise Date, see 3.25
	Not set

	Revocation Reason, see 3.26
	Not set

	Private Key Unique Identifier, see 3.1
	New value generated

	Public Key Unique Identifier, see 3.1
	New value generated

	Usage Limits, see 3.16
	The Total Bytes/Total Objects value is copied from the existing key pair, while the Byte Count/Object Count values are set to the Total Bytes/Total Objects.

	Name, see 3.2
	Set to the name(s) of the existing public/private keys; all name attributes of the existing public/private keys are removed.

	State, see 3.17
	Set based on attributes values, such as dates, as shown in Table 113

	Digest, see 3.12
	Recomputed for both replacement public and private keys from the new public and private key values

	Link, see 3.29
	Set to point to the existing public/private keys as the replaced public/private keys

	Last Change Date, see 3.32
	Set to current time


Table yy: Re-key Key Pair Attribute Requirements

	Request Payload

	Object
	REQUIRED
	Description 

	Private Key Unique Identifier, see 3.1
	No
	Determines the existing Asymmetric key pair to be re-keyed.  If omitted, then the ID Placeholder is substituted by the server.

	Offset
	No
	An Interval object indicating the difference between the Initialization date and the Activation Date of the replacement key pair to be created.

	Common Template-Attribute, see 2.1.8
	No
	Specifies desired attributes in templates and/or as individual attributes that apply to both the Private and Public Key Objects.

	Private Key Template-Attribute, see 2.1.8
	No
	Specifies templates and/or attributes that apply to the Private Key Object. Order of precedence applies.

	Public Key Template-Attribute, see 2.1.8
	No
	Specifies templates and/or attributes that apply to the Public Key Object. Order of precedence applies.


Table zz: Re-Key Key Pair Request Payload

For multi-instance attributes, the union of the values found in the templates and attributes of the Common, Private, and Public Key Template-Attribute is used. For single-instance attributes, the order of precedence is as follows:

1. attributes specified explicitly in the Private and Public Key Template-Attribute, then

2. attributes specified via templates in the Private and Public Key Template-Attribute, then

3. attributes specified explicitly in the Common Template-Attribute, then

4. attributes specified via templates in the Common Template-Attribute

If there are multiple templates in the Common, Private, or Public Key Template-Attribute, then the subsequent value of the single-instance attribute takes precedence.

	Response Payload

	Object
	REQUIRED
	Description 

	Private Key Unique Identifier, see 3.1
	Yes
	The Unique Identifier of the newly created replacement Private Key object.

	Public Key Unique Identifier, see 3.1
	Yes
	The Unique Identifier of the newly created replacement Public Key object.

	Private Key Template-Attribute, see 2.1.8 
	No
	An OPTIONAL list of attributes, for the Private Key Object, with values that were not specified in the request, but have been implicitly set by the key management server.

	Public Key Template-Attribute, see 2.1.8 
	No
	An OPTIONAL list of attributes, for the Public Key Object, with values that were not specified in the request, but have been implicitly set by the key management server.


Table aa: Re-Key Key Pair Response Payload

Proposed Updates to the KMIP Specification 
Section to be completed in future revision – multiple references to the Re-Key Key Pair operation need to be added.  Other changes to select sections will be required – section 3.29 Link is currently included.
3.29 Link
The Link attribute is a structure (see Table 9) used to create a link from one Managed Cryptographic Object to another, closely related target Managed Cryptographic Object. The link has a type, and the allowed types differ, depending on the Object Type of the Managed Cryptographic Object. The Linked Object Identifier identifies the target Managed Cryptographic Object by its Unique Identifier. The link contains information associated between the Managed Cryptographic Objects (e.g., the private key corresponding to a public key; the parent certificate for a certificate in a chain; or for a derived symmetric key, the base key from which it was derived).

Possible values of Link Type in accordance with the Object Type of the Managed Cryptographic Object are:

· Private Key Link. For a Public Key object: the private key corresponding to the public key.
· Public Key Link. For a Private Key object: the public key corresponding to the private key. For a Certificate object: the public key contained in the certificate.
· Certificate Link. For Certificate objects: the parent certificate for a certificate in a certificate chain. For Public Key objects: the corresponding certificate(s), containing the same public key. 

· Derivation Base Object Link for a derived Symmetric Key object: the object(s) from which the current symmetric key was derived.
· Derived Key Link: the symmetric key(s) that were derived from the current object.

· Replacement Object Link. For a Symmetric Key, an Asymmetric Private Key or an Asymmetric Public Key object: the key that resulted from the re-key of the current key. For a Certificate object: the certificate that resulted from the re-certify. Note that there SHALL be only one such replacement object.

· Replaced Object Link. For a Symmetric Key, an Asymmetric Private Key or an Asymmetric Public Key object: the key that was re-keyed to obtain the current key. For a Certificate object: the certificate that was re-certified to obtain the current certificate.
The Link attribute SHOULD be present for private keys and public keys for which a certificate chain is stored by the server, and for certificates in a certificate chain.

Note that it is possible for a Managed Object to have multiple instances of the Link attribute (e.g., a Private Key has links to the associated certificate as well as the associated public key; a Certificate object has links to both the public key and to the certificate of the certification authority (CA) that signed the certificate).

It is also possible that a Managed Object does not have links to associated cryptographic objects. This MAY occur in cases where the associated key material is not available to the server or client (e.g., the registration of a CA Signer certificate with a server, where the corresponding private key is held in a different manner).

	Object
	Encoding
	REQUIRED

	Link
	Structure
	Yes

	Link Type
	Enumeration
	Yes

	Linked Object Identifier
	Text String
	Yes


Table 9: Link Attribute Structure

	SHALL always have a value
	No

	Initially set by
	Client or Server

	Modifiable by server
	Yes

	Modifiable by client
	Yes

	Deletable by client
	Yes

	Multiple instances permitted
	Yes

	When implicitly set
	Create Key Pair, Derive Key, Certify, Re-certify, Re-key, Re-Key Key Pair

	Applies to Object Types
	All Cryptographic Objects


Table 10: Link Attribute Structure Rules

Updates to the KMIP Usage Guide

Section to be completed in future revision – At a minimum the Certificate Renewal, Update and Rekey section needs to updated given support for rekeying of Asymmetric key pairs.
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