Proposal for Making Submission of a Certificate Request in the Certify and Re-Certify Operations Optional
Judy Furlong, EMC
Version 0.1

3 December 2009

Reference: KMIP Specification 1.0 Committee Draft 06, 09 November 2009

Issue Statement

In the KMIP v1.0 specification, inclusion of the certificate request is a mandatory field for the Certify and Re-certify operations.  This requirement means that the client must be in possession of the key pair in order to submit either the Certify or the Re-certify request.  While this is reasonable if the client has generated the key pair, it makes supporting a scenario where the assymetric key pair and associated certificate are generated by a key server more difficult.  The key pair would need to be transmitted from server to client so the client could compute the certificate request which would then be re-submitted to the server.  It would be more efficient if the client could make the Create Key Pair request and then submit the Certify request with only the unique identifier of the public key to be certified.  [Note:  These two operations could even be batched and let the server fill in the unique identifer once it creates the key pair.]  Client specific information for inclusion in the certificate (such as the subject DN) could be provided to the server via the Template-Attribute.
This proposal makes the inclusion of the Certificate Request attribute and the associated Certificate Request Type attribute in the Cerify and Re-certify operations as non-mandatory.  Instructions for when to include these attributes versus just the Unique Public Key Identifier can be specified in the Asymmetric Key Profile and potentially in the KMIP Usage Guide.

Proposed Updates to the KMIP Specification 
4.6 Certify
This request is used to generate a Certificate object for a public key. This request supports certification of a new public key as well as certification of a public key that has already been certified (i.e., certificate update). Only a single certificate SHALL be requested at a time. Server support for this operation is OPTIONAL, as it requires that the key management system have access to a certification authority (CA). If the server does not support this operation, an error SHALL be returned. 

Requests are passed as Byte Strings, which allow multiple certificate request types for X.509 certificates (e.g., PKCS#10, PEM, etc) or PGP certificates to be submitted to the server.

The generated Certificate object whose Unique Identifier is returned MAY be obtained by the client via a Get operation in the same batch, using the ID Placeholder mechanism.

As a result of Certify, the Link attribute of the Public Key and of the generated certificate SHALL be set to point at each other.

The server SHALL copy the Unique Identifier of the generated certificate returned by this operation into the ID Placeholder variable.

If the information in the Certificate Request conflicts with the attributes specified in the Template-Attribute, then the information in the Certificate Request takes precedence.

	Request Payload

	Object
	REQUIRED
	Description 

	Unique Identifier, see 3.1
	No
	The Unique Identifier of the Public Key being certified. If omitted, then the ID Placeholder is substituted by the server.

	Certificate Request Type, see 9.1.3.2.21
	No
	An Enumeration object specifying the type of certificate request.

	Certificate Request
	No
	A Byte String object with the certificate request.

	Template-Attribute, see 2.1.8
	No
	Specifies desired object attributes using templates and/or individual attributes.


Table 121: Certify Request Payload

	Response Payload

	Object
	REQUIRED
	Description 

	Unique Identifier, see 3.1
	Yes
	The Unique Identifier of the generated Certificate object.

	Template-Attribute, see 2.1.8
	No
	An OPTIONAL list of object attributes with values that were not specified in the request, but have been implicitly set by the key management server.


Table 122: Certify Response Payload

4.7 Re-certify
This request is used to renew an existing certificate with the same key pair. Only a single certificate SHALL be renewed at a time. Server support for this operation is OPTIONAL, as it requires that the key management system to have access to a certification authority (CA). If the server does not support this operation, an error SHALL be returned.

Requests are passed as Byte Strings, which allow multiple certificate request types for X.509 certificates (e.g., PKCS#10, PEM, etc) or PGP certificates to be submitted to the server.

The server SHALL copy the Unique Identifier of the new certificate returned by this operation into the ID Placeholder variable. 

If the information in the Certificate Request field in the request conflicts with the attributes specified in the Template-Attribute, then the information in the Certificate Request takes precedence.

As the new certificate takes over the name attribute of the existing certificate, Re-certify SHOULD only be performed once on a given certificate. 

The Link attribute of the existing certificate and of the new certificate are set to point at each other. The Link attribute of the Public Key is changed to point to the new certificate. 

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date of the new certificate. If Offset is set, then the dates of the new certificate SHALL be set based on the dates of the existing certificate (if such dates exist) as follows:

	Attribute in Existing Certificate
	Attribute in New Certificate

	Initial Date (IT1)
	Initial Date (IT2) > IT1

	Activation Date (AT1)
	Activation Date (AT2) =  IT2+ Offset

	Deactivation Date (DT1)
	Deactivation Date = DT1+(AT2- AT1)


Table 123: Computing New Dates from Offset during Re-certify

Attributes that are not copied from the existing certificate and that are handled in a specific way are:

	Attribute
	Action

	Initial Date, see 3.18
	Set to current time

	Destroy Date, see 3.23
	Not set

	Revocation Reason, see 3.26
	Not set

	Unique Identifier, see 3.2
	New value generated

	Name, see 3.2
	Set to the name(s) of the existing certificate; all name attributes of the existing certificate are removed.

	State, see 3.17
	Set based on attributes values, such as dates, as shown in Table 123

	Digest, see 3.12
	Recomputed from the new certificate value.

	Link, see 3.29
	Set to point to the existing certificate as the replaced certificate.

	Last Change Date, see 3.32
	Set to current time


Table 124: Re-certify Attribute Requirements

	Request Payload

	Object
	REQUIRED
	Description 

	Unique Identifier, see 3.1
	No
	The Unique Identifier of the Certificate being renewed. If omitted, then the ID Placeholder is substituted by the server. 

	Certificate Request Type, see 9.1.3.2.21
	No
	An Enumeration object specifying the type of certificate request.

	Certificate Request
	No
	A Byte String object with the certificate request.

	Offset
	No
	An Interval object indicating the difference between the Initialization Time of the new certificate and the Activation Date of the new certificate.

	Template-Attribute, see 2.1.8
	No
	Specifies desired object attributes using templates and/or individual attributes.


Table 125: Re-certify Request Payload

	Response Payload

	Object
	REQUIRED
	Description 

	Unique Identifier, see 3.1
	Yes
	The Unique Identifier of the new certificate.

	Template-Attribute, see 2.1.8
	No
	An OPTIONAL list of object attributes with values that were not specified in the request, but have been implicitly set by the key management server.


Table 126: Re-certify Response Payload
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