Comments on KMIP Specification 1.0, CD 07 (dated 4 February 2010):
Definition of “key derivation”: This is a definition that applies to key agreement. Another use is to derive additional keys from a pre-shared key, as discussed in SP 800-108. Since the KMIP refers to the X9.24 DUKPT, and Section 4.5 of the KMIP spec. refers to keys as possible input, the definition needs to be fixed. How about something like:

“A function in the lifecycle of keying material; the process by which one or more keys are derived from 1) either a shared secret from a key agreement computation or a pre-shared cryptographic  key, and 2) other information.”
MBJ comments 5 and 6: The reason for the original comment here and elsewhere was that it’s not always clear what error to return. For example, if different implementations return different error codes/messages, then the user or system (whichever needs to understand the problem) might not know what to do. If the errors codes/messages are given in only one place, then someone needs to review them to make sure that there are no ambiguities about which to use.
MBJ comments 42 and 43: Where is there a list of items that the security policy should address? Also, when there is no stated expectation about what the server will do (see MBJ 60 and 61, for example), how does the client (who may be from a different developer than the server) know what the situation is?
Section 3.2.1, para. 1: It looks like the cryptoperiod of a key (e.g., an encryption key) used to protect data could be extended by modifying the protect stop date (up to the limit of the deactivation date). For example, if the protect stop date for a symmetric key used for encryption is originally set to Feb. 25th, and the process stop date and deactivation date are set to two years from now, then the protect stop date could be modified to extend to two years from now as well. A lot more messages could be encrypted by the key than would be desirable. I can see making the protect stop date sooner than originally planned, but not later.

