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1 SAML Executive Overview

11 Introduction

Both browser & Web Services transactions blur the boundaries that separate business partners by the
flow of application data across them. So too must identity management mechanisms - identity must flow
across these boundaries as well, accompanying the fundamental transaction data.

Traditional authentication systems have required enterprises to maintain a one-to-one mapping of identity
within their business systems for their customers, suppliers, and partners. In this model of identity
management, customer identity data must be registered and maintained within the enterprise's electronic
authentication databases.

This model, with this relatively tight coupling of identity data between business partners, does not easily
scale to support today’s dynamic business relationships. To support today’s distributed transactions, what
is needed are standardized mechanisms and syntax for the communication of identity information
between business partners in a secure manner. The Security Assertion Markup Language (SAML) defines
just such a standard.

1.2 What is SAML?

The Security Assertions Markup Language (SAML), developed by the Security Services Technical
Committee of the Organization for the Advancement of Structured Information Standards (OASIS)., is an
XML-based framework for communicating user authentication, entitiements and attribute information. As
its name suggests, SAML will allow business entities to make assertions regarding the identity, attributes,
and entitlements of a subject to other entities, which may be a partner company, another enterprise
application etc.

SAML is a flexible and extensible protocol designed to be used by other by other standards.The Liberty
Alliance, the Internet?2 Shibboleth project, and OASIS Web Services Security (WS-Security) have all
adopted SAML as a technological underpinning to varying degrees.

SAML 1.0 became an OASIS standard in November 2002 (SAML 1.1 followed in September 2003) and

has seen significant success within industry.- gaining momentum in financial services, higher education,
government, and other verticals. SAML has been broadly implemented by all major Web access

management vendors. SAML is also supported in major application server products and SAML support
is also common among Web services management and security vendors.

SAML 2.0 builds on that success.

1.3 _What are the benefits of SAML?
The benefits of SAML include:

« Platform neutral — SAML abstracts the security framework away from particular vendor
implementations and architectures.

« Loose coupling of directories — SAML does not require user information to be maintained and
synchronized between directores.

- Improved Online Experience for end-users — SAML authentication assertions enables single sign-on
by allowing users to authenticate at an identity provider and then access services/resources at service
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providers without additional authentication

- Reduced administrative costs for service providers - use of SAML for federation between identity
domains can reduce the cost of maintaining account information (e.g. username & password).This

burden is placed on the identity provider.

« Risk transference — SAML can act to push responsibility for proper management of identities to the
identity provider, which is more often compatible with its business model than that of a service provider.

1.4 _How is SAML being applied?

As befits a general framework for communicating security and identity information, SAML is being applied
in a number of different manners, a number of which are presented here.

Web SSO

In Web Single Single-On, a user authenticates to one web site and then, without additional authentication,
is able to access some personalized or customized resources at another site. SAML enables Web SSO
through the communication of an authentication assertion from the first site to the second which, if
confident of the origin of the assertion, can choose to log in the user as if they had authenticated directly.

The basic SSO model is shown in the diagram below. A principal authenticates at the l{dentity provider
and is subsequently appropriately recognized as (and given corresponding access/service) at the Service
provider.

Identity
Provider
[
Login
Be Service
recognized Provider

Securing Web Services

SAML Assertions can be used as Security Tokens within SOAP Header blocks in order to carry security
and identity information between actors in web service transactions. The SAML Token Profile of the
OASIS WS-Security TC specifies how SAML assertions should be packaged into the WS-Security
<Security> element in an interoperable manner. The Liberty Alliance's ID-Web Service Framework also
uses SAML assertions as the base security token format for enabling secure & privacy respecting access
to identity-based web services.
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Attribute-based Authorization

Similar to the Web SSO scenario, the Attribute-based Authorization model has one web site
communicating identity information about a principal to another web site in support of some transaction
that principal is attempting to perform there. However, unlike the SSO scenario, the nature of the
information is not an authentication assertion (i.e. that the principal authenticated at a certain time) but
rather some other characteristic of the principal (e.g. their roles in a B2B scenario). The Attribute-based
authorization model is important when the individuals particular identity is either not important or should

not be shared (for privacy reasons).

1.5 What is new in SAML 2?

Federation & pseudonyms
Session management
Devices

Attribute Profiles

1.6 _What is SAML composed of?

SAML is composed of a number of distinct (but interrelated) components.

Assertions

An assertion is a package of information that supplies one or more statements made by a SAML authority.
SAML defines three different kinds of assertion statement that can be created by a SAML authority.

Authentication: The specified subject was authenticated by a particular means at a particular time.
Attribute: The specified subject is associated with the supplied attributes.

Authorization Decision: A request to allow the specified subject to access the specified resource has
been granted or denied.

The outer structure of an assertion is generic, providing information that is common to all of the
statements within it. Within an assertion, a series of inner elements describe the authentication, attribute,
authorization decision, or user-defined statements containing the specifics. The diagram below illustrates
the high-level structure of a SAML authentication assertion.

Issuer
Signature !
Subj 5
ERER! assertion
Conditions
AuthnStatement
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Protocols

SAML defines a number of different (generally) request/response protocols, including allowing providers
to:

« Request one or more assertions (includes a direct request of the desired assertions, as well as
querying for assertions that meet particular criteria)

« Request that a principal be authenticated with the corresponding assertion returned

« Request that a name identifier be registered

« Request that a federation be terminated

- Retrieve a protocol message that has been requested by means of an artifact

« Request a near-simultaneous logout of a collection of related sessions (“single logout”)
- Request a name identifier mapping

Bindings

Mappings from SAML request-response message exchanges into standard messaging or communication
protocols are called SAML protocol bindings. For instance, the SAML SOAP Binding defines how SAML
protocol messages can be communicated within SOAP messages whilst the SAML URI Binding defines
how SAML protocol messages can be communicated through URI resolution

Profiles

Generally, a profile of SAML defines constraints and/or extensions in support of the usage of SAML for a
particular application — the goal to enhance interoperability by removing some of the flexibility inevitable in
a general usage standard. For instance, the Web Browser SSO Profile specifies how SAML authentication
assertions are communicated between an identity provider and service provider to enable Single Sign-On
for a browser user. The web user authenticates (or has already authenticated) to the identity provider,
which then produces an authentication assertion which, on being delivered to the service provide, allows
that service provider to establish a security context for the web user.

The Web Brewser SSO Profile details how to use the SAML Authentication Request/Response protocol in
conjunction with different combinations of the HTTP Redirect, HTTP POST, HTTP Artifact, and SOAP
bindings. Two different combinations are shown in the diagram below. In the top diagram, both the
AuthnRequest and the subsequent response are sent using the HTTP POST Binding. In the bottom
diagram, the AuthnRequest is sent using the HTTP POST Binding, the Response however uses a
combination of the HTTP Artifact & SOAP Bindings.
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| Another type of profile are the Attribute profiles — definitions of specific rules for the allowed names and
syntax of attributes passed within SAML attribute assertions. An example of such an attribute profile is the
X.500/LDAP profile, describing how to carry X.500/LDAP attributes within SAML attribute assertions.
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190 | 1.8 How does SAML relate to other standards?

200 Liberty Alliance

201 The Liberty Alliance is an industry consortium defining standards for federated identity — including enabling
202 simplified sign-on through federated network identification using current and emerging network access

203 devices, and (ii) support and promote permission-based attribute sharing to enable a user's choice and
204  control over the use and disclosure of his/her personal identification.

205 Liberty had defined its ID-Federation Framework on the base provided by SAML 1, layering additional
206 functionality on top. Recognizing the value of a single standard for federated SSO, the Alliance submitted
207  v1.2 of the ID-FF 1.2 into the SAML TC as input for SAML 2.

208 | Liberty's ID-Web Services Framework, a platform for i securing web
209 | services, continues to evolve within the Liberty Alliance. Liberty ID-WSF uses SAML assertions as the
210  security token format by which the authentication & authorization information associated with the various
211 web service actors is communicated amongst them.

212 XACML

213 ?

214 WS-Security

215  WS-Security is a OASIS standard that specifies SOAP security extensions providing data integrity and
216  confidentiality. WS-Security defines a framework for securing SOAP messages- the specifics defined in
217 profiles determined by the nature of the security token used to carry identity information. So, for instance,
218 there are different profiles of WS-Security for the three different security token formats of X.509

219  certificates, Kerberos tickets, and SAML assertions.

220

221 SAML also points to WS-Security as an approved mechanism for securing SOAP messages carrying
222 SAML protocol messages and assertions.

223

224 | The following diagram illustrates the relationship between SAML and other components in the web
225 | services standards stack —

226 |

227
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1.9  Conclusions

A federated identity is one that is both portable and potable, ie it can be used and understood across
autonomous domains or business boundaries. Effective identity federation can benefits both users and
enterprises - providing principals with a smooth, cross-domain browsing experience through SSO and
allowing enterprises to make available its resources to a class of users without the associated
administrative costs.

SAML is the core standard for federated identity. By defining standardized mechanisms for the
communication of security & identity information between business partners, SAML makes federated
identity, and the cross-domain transactions that it enables, a reality.
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C. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it represent
that it has made any effort to identify any such rights. Information on OASIS's procedures with respect to
rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made
available for publication and any assurances of licenses to be made available, or the result of an attempt
made to obtain a general license or permission for the use of such proprietary rights by implementors or
users of this specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or
other proprietary rights which may cover technology that may be required to implement this specification.
Please address the information to the OASIS Executive Director.
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This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this paragraph are included on all such copies and derivative works. However, this document itself does
not be modified in any way, such as by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing OASIS specifications, in which case the procedures for copyrights
defined in the OASIS Intellectual Property Rights document must be followed, or as required to translate it
into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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