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What is the difference between JSR 168 and WSRP?

Contrary to a first impression and sometimes a misconception, JSR 168 and WSRP are not competing technologies as they address different aspects of Portlet functionality.
In the simplest terms, JSR 168 is a technology specific (Java) Portlet API designed to enable interoperability between Java Portlets and Java Portlet containers. These Portlets are “local” to the container in which they are managed. WSRP is a technology agnostic protocol designed to remote Portlets in a standard manner. These two are not orthogonal, but rather parallel. WSRP does not make any statements as to how the protocol should be implemented. These two specifications can be (and frequently are) used together with JSR 168 defining a Portlet and WSRP remoting that Portlet to remote containers/Consumers.

What is a WSRP Producer?

Producers are modeled as containers of Portlets. The Producer implements some set of WSRP defined web services that allow for producer and Portlet description, Portlet and consumer management, and Portlet markup.

What is a WSRP Consumer?

A Consumer is an intermediary system that communicates with presentation-oriented web services (i.e. Producers and the Portlets they host) on behalf of its users. It gathers and aggregates the markup delivered by the Portlets and presents the aggregation to the End-User. A typical Consumer is a portal, which mediates the markup and the interaction with this markup between End-Users and presentation-oriented web services. Since the Consumer is an intermediary, aggregating system, the markup sent for display to the End-User and most interactions with markup flow through the Consumer. This often results in situations where the End-User implicitly trusts the Consumer to respect their privacy and security concerns with regards to information flow.

How does a Consumer discover a Producer and the Portlets it offers?

A Consumer “discovers” a Producer by learning the URL of the web service end-point for the Producer and getting the Producer’s metadata with its description of registration requirements and possibly an indication of the Portlets the Producer is exposing
. Additionally, a Consumer may discover a Producer or Portlets by querying a registry service such as UDDI, or ebXML (see the UDDI, and ebXML tech notes).
What are the standard WSRP user categories supposed to mean in a real-world environment? Are there any generally accepted practices for assigning behavior to a user category?

To ease in the mapping of End-Users to user categories the WSRP specification provides three standard user category names along with abstract definitions of semantics associated with each
. The specific semantics of these categories are left to each Portlet’s implementation. Meaning, it is entirely implementation specific to define some real-world meaning within a Portlet for these standard user categories. Outside of the abstract semantics defined for each of the standard user category names, there are no prescribed best practices for assigning behavior to a user category.

What happens during the registration process?

If a Producer requires a Consumer to register it will indicate so in its ServiceDescription with the requiresRegistration flag set to “true.” Additionally, the Producer will specify any registration properties for which the Consumer must provide values during the registration process. Once the Consumer is ready to register with the Producer, it calls the register() method passing a RegistrationData structure that contains metadata about the Consumer as well as the required registration property values. If this call is successful, the Producer will return a RegistrationContext structure, which contains a registrationHandle and registrationState. The Consumer must then pass the RegistrationContext to the Producer on subsequent invocations where it is required. In the case where the Producer does not require registration, the Consumer may pass a null RegistrationContext to the Producer.

Is it valid for a Producer to change the set of required registration properties after Consumers have registered? If so, how does the Consumer learn of this change?

It is valid for a Producer to change the set of required registration properties for already registered Consumers. Signaling this change must currently be done out of band. It is expected that future versions of the WSRP specification will address this issue.

Should a Producer respond with an InvalidRegistrationFault when a modifyRegistration() invocation fails because the required registration properties have changed?

In this situation, one would not want to invalidate the Consumer’s RegistrationContext thus rendering all consumed Portlets inoperable (which MUST happen if an InvalidRegistrationFault is returned). Instead, the Producer should throw an OperationFailedFault when modifyRegistration() fails because registration properties have changed. If modifyRegistation() fails, the Consumer SHOULD try to re-get the ServiceDescription of the Producer with a null RegistrationContext (it is safer) to view the registration properties and then re-try the modifyRegistration() invocation.

It is recommended that the Consumer call getServiceDescription() after any invocation of modifyRegistration() whether successful or not.
How does a Consumer assert to a Producer an anonymous user (or that it does not know the user)? 

As a Consumer developer, what do I do when I don’t have a user from which to build a userContextKey? It is recommended that a consistent (constant) unique key be used. The Consumer is required (as always) to only assert a user category or categories that is supported by the Producer as advertised in the Producer’s ServiceDescription.

What does it mean to pass a null UserContext to operations that take it for the purpose of filtering the returned data on the user information in the context? 

A null UserContext means the Consumer is NOT telling the Producer anything about the user. In the case of the getPortletDescription() operation, passing a null UserContext means that the Producer SHOULD return a PortletDescription that is equal to that returned when getServiceDescription() is invoked. A non-null UserContext is meant to filter the response at the discretion of the Producer.
How does caching work with WSRP? Will my WSRP Producer be overwhelmed by requests?

WSRP 1.0 defines a validation-based caching scheme to aid with performance of both the Producer and the Consumer. Getting and generating markup for a Portlet is the most performance taxing interaction between a Producer and a Consumer. To minimize the number of times markup has to be requested by the Consumer and generated by the Producer, the Producer can pass information about the cacheability of markup in a structure returned with the markup. The CacheControl structure is contained in the MarkupContext structure, which is returned to the Consumer as a result of a request for markup
. The Consumer can infer from the information in the CacheControl when it may cache the markup and when the cached markup needs to be invalidated and updated by a new getMarkup() call. If the CacheControl contains data the Consumer MAY cache the markup. If it chooses to do so, it MUST adhere to the values provided in the CacheControl structure. If the CacheControl structure is empty, the Consumer MUST NOT cache the markup
.


The expires field of the CacheControl specifies a time duration during which it is valid for the Consumer to supply to the End-User markup from cache. Once this time has elapsed (starting from the point when the CacheControl was received by the Consumer), the Consumer can then use the value in the validateTag field of the MarkupParams structure when calling getMarkup() to query the Portlet as to whether the cached markup is still valid, as this potentially avoids the Portlet having to regenerate the same markup. If the Portlet indicates that the cached markup is still valid, a new CacheControl SHOULD be supplied with a new expiry time for the markup. Consumers should be aware that invoking performBlockingInteraction() may cause cached markup to become invalid. The 1.0 version of the WSRP protocol does not address how a Portlet can indicate that cached markup in invalid, but it is anticipated that future versions will address this issue
.

How can user Portlet preferences be saved? What are the typical patterns for preference storage?

Portlet state can be opaquely maintained and passed in the protocol, or can be transparently defined via Portlet Properties and implemented explicitly by an implementation of the PortletManagement interface. In the realm of WSRP Portlets “user Portlet preferences” would equate to “persistent Portlet state per user”. In modeling how a Portlet and a Consumer interact in order to update the persistent state of a Portlet, the following should be considered:

· Only the Portlet knows when such a state changed is desired. While it is expected that changes to persistent state will be relatively rare, they could occur on any interaction the Portlet has with the End-User.

· Only the Consumer knows whether or not a persistent state change would be safe. Reasons for this include whether the persistent state is shared among a group of users, the authorization level of the End-User to impact any shared persistent state and Consumer policies regarding whether the persistent state is modifiable.

This combination requires that all persistent Portlet state changes happen in a manner that has Consumer approval for the change to occur, while the Portlet decides both when the change is required and its exact character. The Consumer signals to the Producer whether or not it is safe for the Portlet to modify its persistent state by setting the portletStateChange flag in the InteractionParams structure.

There are several ways that a Producer can manage Portlet state. The Producer can choose to store state locally within a generated session (see: “What concept does WSRP have of sessions?”) and return an opaque reference to that session (i.e. a sessionID), which the Consumer returns on all subsequent invocations of the Portlet instance. Or, the Producer can choose to push the state to the Consumer opaquely within the portletState field of the PortletContext. This opaque binary field MUST be returned on subsequent calls using the same portletHandle. The Consumer should note that such uses can span multiple starting and stopping cycles of the Consumer and therefore this state MUST be persisted by the Consumer until successfully invoking destroyPortlets() with the related portletHandle
.

Additionally, the Portlet can transparently advertise PortletProperties through the PortletManagement interface.

Can WSRP Portlets be used with other devices like PDAs or cell phones?

Since the WSRP protocol does not specify a transport binding and allows for markup to be generated in any mime type a Producer chooses to support, it is thought that WSRP Portlets can indeed be used in PDAs and/or cell phones dependent on Producer and Consumer implementations.

How does WSRP address security?

WSRP is a protocol based on web services and is, therefore, exposed to the same security concerns as web services. Due to the abundance of emerging web services security standards, the WSRP specification specifically avoids defining generic web services security requirements.  Section 9 of the specification provides more detail about the standards currently being developed in the industry and the standard mechanisms that can be used currently to implement secure WSRP consumers and producers. In addition, some Consumer/Producer implementations provide proprietary solutions that address security when utilizing both a Consumer and Producer from the same vendor.

Can a WSRP Portlet introduce anything malicious into my portal?

No. Since the Producer hosts Portlets remotely, nothing is ever transferred to the Consumer except markup fragments and metadata through the transport binding. The Consumer should be aware though, that since it has little to no control over the contents of the markup fragments there should exist some level of trust between the Consumer and Producer which is most often accomplished during the registration process. In most cases, an HTTP transport binding is used, and XML is transferred across the wire between Producer and Consumer. This XML most often contains markup fragments of HTML, which in turn could contain client-side JavaScript. Due to inherent client-side JavaScript limitations (see: http://docs.sun.com/source/816-6409-10/sec.htm), it is not thought that this will be a big concern for Consumers. Additionally, markup fragments can optionally contain binary data instead of string data. Yet, it is up to the Consumer implementation to interpret this binary data and thus the Consumer has control over how the binary data is used.
      
What concept does WSRP have of sessions?

The protocol does not have an intrinsic concept of “sessions”. Because the protocol consists of a series of stateless web services, contexts constructs are used to pass the needed current context information to each WSRP operation. The protocol allows a Producer to implement its own idea of a “session”, modeling the state stored during the lifetime of a user’s interaction with a Portlet. The Portlet communcates its session information to a Consumer in the response of a markup or interaction invocation by returning a SessionContext object. The SessionContext consists of an opaque string (sessionID) the Portlet defines for referencing state that is stored locally on the Producer, and an expiry time (expires), which is the maximum number of seconds between invocations referencing the sessionID before the Producer will schedule releasing the related resources
. The sessionID should be passed (in the RuntimeContext structure) on all subsequent invocations of the Portlet. Failure by a Consmer to do so will make it so that the Portlet is unable to reference the state stored locally on a Producer and therefore not likely to generate a markup fragment meeting the End-User’s expectations.

How does a Consumer’s user sessions relate to sessions on a Producer?

In general, the Producer completely manages its own environment, including items such as the initialization of cookies when using the HTTP transport. There are cases when assistance from the Consumer in initializing these cookies is useful (i.e., cookies that are needed to manage distribution or requests within a load balanced environment
). If the Producer requires such support of Consumers, it MUST indicate so by setting the requiresInitCookie metadata to a value other than “none”. The Consumer MUST then invoke initCookie() and supply any returned cookies according to the semantics of the requiresInitCookie value in subsequent markup requests and/or invocations
. 

Or, if the Producer generates a session to store state, it returns a reference to that and the Consumer must return this reference on future invocations as described in section 6.1.2 of the WSRP Specification.

The Producer thus has three options. It can choose to use a value other than “none” for the requiresInitCookie flag forcing the Consumer to call initCookie() based on the value of the flag and pass the returned cookies on each subsequent markup request or invocation. Or, the Producer can return an opaque reference to a generated session to the Consumer, which the Consumer must then re-send on each subsequent markup request or invocation. Or lastly, the Producer can do both, meaning that not only would the Consumer need to forward cookies to the Producer but also any session reference (SessionContext) as well.
Can Portlet session state be shared between WSRP Portlets that are hosted on the same Producer?

While the implementation of this sharing is entirely Producer specific, Producers may implement a sharing mechanism through techniques such as a shared area within sessions for Portlets to use
. The Producer indicates which Portlets share such data areas via the groupID parameter in the Portlet metadata. Section 5.1.18 of the WSRP Specification details how the Consumer is to process the Producer’s grouping defined by the groupID parameters.

Are there any JavaScript conventions for use in URLs?

In both the cases of Consumer URL re-writing and Producer URL template processing, there can arise the possibility of nested JavaScript function calls, which is not valid JavaScript. Since neither the Producer (and thus its Portlets) nor the Consumer know how the other will handle URLs, it is impossible to determine as a Consumer or a Portlet if it is ok to use JavaScript within a URL template (Consumer), or in a re-write URL (Portlet). Because the committee feels that regulating one or the other to not use JavaScript would be very limiting, there is currently no best practice to avoid this situation
.

How do I generate Java building stubs, skeletons, and datatypes from the WSRP TC WSDL files?

Java stubs, skeletons and datatypes can be generated using the Apache Axis WSDL-to-Java tool
. It is important to not use the [-W] option so as to create the java stubs with wrapped parameters.

Client-side bindings

You'll find the Axis WSDL-to-Java tool in "org.apache.axis.wsdl.WSDL2Java". The basic invocation form looks like this:

% java org.apache.axis.wsdl.WSDL2Java (WSDL-file-URL)

This will generate only those bindings necessary for the client. Axis follows the JAX-RPC specification when generating Java client bindings from WSDL.

Server-side bindings

Just as a stub is the client side of a Web Service represented in Java, a skeleton is a Java framework for the server side. To make skeleton classes, you just specify the "--server-side --skeletonDeploy true" options to WSDL2Java. The basic invocation form looks like this:

% java org.apache.axis.wsdl.WSDL2Java --server-side

  --skeletonDeploy true (WSDL-file-URL)

� Web Services for Remote Portlets Specification, section 1.3


� Web Services for Remote Portlets Specification, Appendix B.1


� Web Services for Remote Portlets Specification, section 6.2.1


� Web Services for Remote Portlets Specification, section 6.2.1.1


� Web Services for Remote Portlets Specification, section 6.2.1.2


� Web Services for Remote Portlets Specification, section 6.3.2


� Web Services for Remote Portlets Specification, section 6.1.3


� Web Services for Remote Portlets Specification, section 6.1.1


� Web Services for Remote Portlets Specification, section 6.4


� Web Services for Remote Portlets Specification, section 5.1.18


� Web Services for Remote Portlets Specification, section 3.8


� For more information on URL Considerations, see section 10.2 of the Web Services for Remote Portlets Specification.


� http://ws.apache.org/axis/java/reference.html
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