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1. Introduction (non-normative)

1.1. Glossary

1.1.1 Preferred terms

Insert glossary here
1.1.2 Related terms

Insert additional terms here
1.2. Notation

This specification contains schema conforming to W3C XML Schema and normative text to describe the syntax and semantics of XML-encoded policy statements.
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC2119]
"they MUST only be used where it is actually required for interoperation or to limit behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application features and behavior that affect the interoperability and security of implementations. When these words are not capitalized, they are meant in their natural-language sense.

Listings of SPMLL schemas appear like this.

Example code listings appear like this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for their respective namespaces as follows, whether or not a namespace declaration is present in the example:

· The prefix saml: stands for the SAML assertion namespace [SAML].

· The prefix ds: stands for the W3C XML Signature namespace [DS].

· The prefix xs: stands for the W3C XML Schema namespace [XS].

This specification uses the following typographical conventions in text: <SPMLElement>, <ns:ForeignElement>, Attribute, Datatype, OtherCode.  Terms in italic bold-face are intended to have the meaning defined in the Glossary.

1.3. Schema organization and namespaces

The SPML ??? syntax is defined in a schema associated with the following XML namespace:

urn:oasis:names:tc:spml:1.0:???
2. Background (non-normative)

Short text that explains the need for open provisioning standards and where this effort came from.

2.1. Requirements

Insert requirements here.

3. Models (non-normative)

The data-flow model and language model of XACML are described in the following sub-sections.

3.1. Data-flow model

Define the major actors in the SPML domain in a data-flow diagram.
Figure 1 - Data-flow diagram
1. Describe the data flows here.

3.2. Overview Object Model

2. Insert here the basic object/domain model included with the use cases.

4. Examples (non-normative)

This section to include examples of the use of SPML possible taken froim the SPML business paper 

4.1. Example one
4.2. Example two

4.3. Exaqmple three 
5. SPML Operations (normative, with the exception of the schema fragments)
5.1. Element <xxxx>

Normative description of the operational elements.


<schema>


</schema>

5.2. Element <xxxx>

Normative description.


<schema>


</schema>
5. SPML Request / Response (normative, with the exception of the schema fragments)
5.1. Element <xxxx>

Normative description of the request/response protocol.

<schema>

</schema>

5.2. Element <xxxx>

Normative description.


<schema>


</schema>
7. Functional requirements (normative)

This section specifies certain functional requirements that are not directly associated with the production or consumption of a particular SPML elements but define the functioning nature of te SPML actors..

7.1. Requesting Authority
This section describes the requiremenst for the RA.

7.2. Provisioning Service Point
This section describes the requiremenst for the PSP.
7.3. Provisioning Service Target
This section describes the requiremenst for the PST.
7.4. Provisioning Service User
This section describes the requiremenst for the PSU.
8. SPML extensibility points (non-normative)

This section describes the points within the SPML model and schema where extensions can be added

8.1.   Extensible XML attribute types

The following XML attributes have values that are URIs or QNames.  These may be extended by the creation of new URIs or QNames associated with new semantics for these attributes.

Xyz
ABC

DEF

9.  Security and privacy considerations (non-normative)

This section identifies possible security and privacy compromise scenarios that should be considered when implementing an SPML-based system.  The section is informative only.  It is left to the implementer to decide whether these compromise scenarios are practical in their environment and to select appropriate safeguards.

This section is taken from the XACML threat models and forms a good refernce that can be expanded for our purposes.

9.1. Threat model

We assume here that the adversary has access to the communication channel between the SPML actors and is able to interpret, insert, delete and modify messages or parts of messages. 

9.1.1. Unauthorized disclosure

XACML does not specify any inherent mechanisms for confidentiality of the messages exchanged between actors.  Therefore, an adversary could observe the messages in transit.  Under certain security policies, disclosure of this information is a violation.  Disclosure of attributes or the types of decision requests that a subject submits may be a breach of privacy policy.  In the commercial sector, the consequences of unauthorized disclosure of personal data may range from embarrassment to the custodian to imprisonment and large fines in the case of medical or financial data.

Unauthorized disclosure is addressed by confidentiality mechanisms.

9.1.2. Message replay

A message replay attack is one in which the adversary records and replays legitimate messages between XACML actors.  This attack may lead to denial of service, the use of out-of-date information or impersonation.

Prevention of replay attacks requires the use of message freshness mechanisms.

Note that encryption of the message does not mitigate a replay attack since the message is just replayed and does not have to be understood by the adversary.

9.1.3. Message insertion

A message insertion attack is one in which the adversary inserts messages in the sequence of messages between XACML actors.

The solution to a message insertion attack is to use mutual authentication and a message sequence integrity mechanism between the actors.  It should be noted that just using SSL mutual authentication is not sufficient.  This only proves that the other party is the one identified by the subject of the X.509 certificate.  In order to be effective, it is necessary to confirm that the certificate subject is authorized to send the message.
9.1.4. Message deletion

A message deletion attack is one in which the adversary deletes messages in the sequence of messages between XACML actors.  Message deletion may lead to denial of service.  However, a properly designed XACML system should not render an incorrect authorization decision as a result of a message deletion attack.

The solution to a message deletion attack is to use a message integrity mechanism between the actors.  

9.1.5. Message modification

If an adversary can intercept a message and change its contents, then they may be able to alter an authorization decision.  Message integrity mechanisms can prevent a successful message modification attack.
9.1.6. Not-applicable results

A result of "Not-applicable" means that the PDP did not have a policy whose target matched the information in the decision request.  In general, we highly recommend using a "default-deny" policy, so that when a PDP would have returned "Not-applicable", a result of "Deny" is returned instead.

In some security models, however, such as is common in many Web Servers, a result of "Not-applicable" is treated as equivalent to "Permit".  There are particular security considerations that must be taken into account for this to be safe.  These are explained in the following paragraphs.
If "Not-applicable" is to be treated as "Permit", it is vital that the matching algorithms used by the policy to match elements in the decision request are closely aligned with the data syntax used by the applications that will be submitting the decision request.  A failure to match will be treated as "Permit", so an unintended failure to match may allow unintended access.

A common example of this is a Web Server.  Commercial http responders allow a variety of syntaxes to be treated equivalently.  The "%" can be used to represent characters by hex value.  The URL path "/../" provides multiple ways of specifying the same value.  Multiple character sets may be permitted and, in some cases, the same printed character can be represented by different binary values.  Unless the matching algorithm used by the policy is sophisticated enough to catch these variations, unintended access may be permitted.

It is safe to treat "Not-applicable" as "Permit" only in a closed environment where all applications that formulate a decision request can be guaranteed to use the exact syntax expected by the policies used by the PDP.  In a more open environment, where decision requests may be received from applications that may use any legal syntax, it is strongly recommended that "Not-applicable" NOT be treated as "Permit" unless matching rules have been very carefully designed to match all possible applicable inputs, regardless of syntax or type variations.

9.1.7. Negative rules

A negative rule is one that is based on a predicate not being "True".  If not used with care, negative rules can lead to policy violation, therefore some authorities recommend that they not be used.  However, negative rules can be extremely efficient in certain cases, so XACML has chosen to include them.  Nevertheless, it is recommended that they be used with care and avoided if possible.

A common use for negative rules is to deny access to an individual or subgroup when their membership in a larger group would otherwise permit them access.  For example, we might want to write a rule that allows all Vice Presidents to see the unpublished financial data, except for Joe, who is only a Ceremonial Vice President and can be indiscreet in his communications.  If we have complete control of the administration of subject attributes, a superior approach would be to define “Vice President” and “Ceremonial Vice President” as distinct groups and then define rules accordingly.  However, in some environments this approach may not be feasible.  (It is worth noting in passing that, generally speaking, referring to individuals in rules does not scale well.  Generally, shared attributes are preferred.)

If not used with care, negative rules can lead to policy violation in two common cases.  They are: when attributes are suppressed and when the base group changes.  An example of suppressed attributes would be if we have a policy that access should be permitted, unless the subject is a credit risk.  If it is possible that the attribute of being a credit risk may be unknown to the PDP for some reason, then unauthorized access may be permitted.  In some environments, the subject may be able to suppress the publication of attributes by the application of privacy controls, or the server or repository that contains the information may be unavailable for accidental or intentional reasons.

An example of a changing base group would be if there is a policy that everyone in the engineering department may change software source code, except for secretaries.  Suppose now that the department was to merge with another engineering department and the intent is to maintain the same policy.  However, the new department also includes individuals identified as administrative assistants, who ought to be treated in the same way as secretaries.  Unless the policy is altered, they will unintentionally be permitted to change software source code.  Problems of this type are easy to avoid when one individual administers all policies, but when administration is distributed, as XACML allows, this type of situation must be explicitly guarded against.

9.2. Safeguards

9.2.1. Authentication 

Authentication provides the means for one party in a transaction to determine the identity of the other party in the transaction.  Authentication may be in one direction, or it may be bilateral.

Given the sensitive nature of access control systems, it is important for a PEP to authenticate the identity of the PDP to which it sends decision requests.  Otherwise, there is a risk that an adversary could provide false or invalid authorization decisions, leading to a policy violation.

It is equally important for a PDP to authenticate the identity of the PEP and assess the level of trust to determine what, if any, sensitive data should be passed.  One should keep in mind that even simple "Permit" or "Deny" responses could be exploited if an adversary were allowed to make unlimited requests to a PDP.

Many different techniques may be used to provide authentication, such as co-located code, a private network, a VPN or digital signatures.  Authentication may also be performed as part of the communication protocol used to exchange the contexts.  In this case, authentication may be performed at the message level or at the session level.

9.2.2. Policy administration

If the contents of policies are exposed outside of the access control system, potential subjects may use this information to determine how to gain unauthorized access.

To prevent this threat, the repository used for the storage of policies may itself require access control.  In addition, the <Status> element should be used to return values of missing attributes only when exposure of the identities of those attributes will not compromise security.

9.2.3. Confidentiality   

Confidentiality mechanisms ensure that the contents of a message can be read only by the desired recipients and not by anyone else who encounters the message while it is in transit.  There are two areas in which confidentiality should be considered: one is confidentiality during transmission; the other is confidentiality within a <Policy> element.

9.2.3.1. Communication confidentiality 

In some environments it is deemed good practice to treat all data within an access control system as confidential.  In other environments, policies may be made freely available for distribution, inspection and audit.  The idea behind keeping policy information secret is to make it more difficult for an adversary to know what steps might be sufficient to obtain unauthorized access. Regardless of the approach chosen, the security of the access control system should not depend on the secrecy of the policy.

Any security concerns or requirements related to transmitting or exchanging XACML <policy> elements are outside the scope of the XACML standard.  While it is often important to ensure that the integrity and confidentiality of <policy> elements is maintained when they are exchanged between two parties, it is left to the implementers to determine the appropriate mechanisms for their environment.

Communications confidentiality can be provided by a confidentiality mechanism, such as SSL.  Using a point-to-point scheme like SSL may lead to other vulnerabilities when one of the end-points is compromised.

9.2.3.2. Statement level confidentiality 

In some cases, an implementation may want to encrypt only parts of an XACML <Policy> element.

The XML Encryption Syntax and Processing Candidate Recommendation from W3C can be used to encrypt all or parts of an XML document.  This specification is recommended for use with XACML.

It should go without saying that if a repository is used to facilitate the communication of cleartext (i.e., unencrypted) policy between the PAP and PDP, then a secure repository should be used to store this sensitive data.

9.2.4. Policy integrity

The XACML policy, used by the PDP to evaluate the request context, is the heart of the system.  Therefore, maintaining its integrity is essential.  There are two aspects to maintaining the integrity of the policy.  One is to ensure that <Policy> elements have not been altered since they were originally created by the PAP.  The other is to ensure that <Policy> elements have not been inserted or deleted from the set of policies.

In many cases, both aspects can be achieved by ensuring the integrity of the actors and implementing session-level mechanisms to secure the communication between actors.  The selection of the appropriate mechanisms is left to the implementers.  However, when policy is distributed between organizations to be acted on at a later time, or when the policy travels with the protected resource, it would be useful to sign the policy.  In these cases, the XML Signature Syntax and Processing standard from W3C is recommended to be used with XACML.

Digital signatures should only be used to ensure the integrity of the statements.  Digital signatures should not be used as a method of selecting or evaluating policy.  That is, the PDP should not request a policy based on who signed it or whether or not it has been signed (as such a basis for selection would, itself, be a matter of policy).  However, the PDP must verify that the key used to sign the policy is one controlled by the purported issuer of the policy.  The means to do this are dependent on the specific signature technology chosen and are outside the scope of this document.

9.2.5. Policy identifiers

Since policies can be referenced by their identifiers, it is the responsibility of the PAP to ensure that these are unique.  Confusion between identifiers could lead to misidentification of the applicable policy. This specification is silent on whether a PAP must generate a new identifier when a policy is modified or may use the same identifier in the modified policy.  This is a matter of administrative practice.  However, care must be taken in either case.  If the identifier is reused, there is a danger that other policies or policy sets that reference it may be adversely affected.  Conversely, if a new identifier is used, these other policies may continue to use the prior policy, unless it is deleted.  In either case the results may not be what the policy administrator intends.

9.2.6. Trust model

Discussions of authentication, integrity and confidentiality mechanisms necessarily assume an underlying trust model: how can one actor come to believe that a given key is uniquely associated with a specific, identified actor so that the key can be used to encrypt data for that actor or verify signatures (or other integrity structures) from that actor?  Many different types of trust model exist, including strict hierarchies, distributed authorities, the Web, the bridge and so on.

It is worth considering the relationships between the various actors of the access control system in terms of the interdependencies that do and do not exist.

· None of the entities of the authorization system are dependent on the PEP.  They may collect data from it, for example authentication, but are responsible for verifying it.

· The correct operation of the system depends on the ability of the PEP to actually enforce policy decisions.

· The PEP depends on the PDP to correctly evaluate policies.  This in turn implies that the PDP is supplied with the correct inputs. Other than that, the PDP does not depend on the PEP.
· The PDP depends on the PAP to supply appropriate policies.  The PAP is not dependent on other components.

9.2.7. Privacy

It is important to be aware that any transactions that occur with respect to access control may reveal private information about the actors.   For example, if an XACML policy states that certain data may only be read by subjects with “Gold Card Member” status, then any transaction in which a subject is permitted access to that data leaks information to an adversary about the subject's status.  Privacy considerations may therefore lead to encryption and/or to access control policies surrounding the enforcement of XACML policy instances themselves: confidentiality-protected channels for the request/response protocol messages, protection of subject attributes in storage and in transit, and so on.

Selection and use of privacy mechanisms appropriate to a given environment are outside the scope of XACML.  The decision regarding whether, how and when to deploy such mechanisms is left to the implementers associated with the environment.

10.  Conformance (normative)

10.1.  Introduction

The XACML specification addresses two aspects of conformance:

1. The OASIS procedure for ratification of a committee specification as an OASIS standard requires that three independent implementers attest that they are "successfully using" the committee specification, and

2.  The XACML specification defines a number of functions, etc. that have somewhat specialist application, therefore they are not required to be implemented in an implementation that claims to conform with the OASIS standard.

10.2.  Attestation

An implementer MAY attest to be "successfully using" the XACML committee specification provided the implementation successfully executes a set of test-cases.  The test cases are hosted by Sun Microsystems and can be located from the XACML web page.  The site hosting the test cases contains a full description of the test cases and how to execute them.

10.3.  Conformance tables

This section lists those portions of the specification that MUST be included in an implementation of a PDP that claims to conform with XACML v1.0.

Note: "M" means mandatory-to-implement.  "O" means optional.

10.3.1.  Schema elements

The implementation MUST support those schema elements that are marked “M”.

	Element name
	M/O

	xacml:Context:Action
	M

	xacml:Context:Attribute
	M

	xacml:Context:AttributeValue
	M

	xacml:Context:Decision
	M

	xacml:Context:Environment
	M

	xacml:Context:Obligations
	O

	xacml:Context:Request
	M

	xacml:Context:Resource
	M

	xacml:Context:ResourceContent
	O

	xacml:Context:Response
	M

	xacml:Context:Result
	M

	xacml:Context:Status
	O

	xacml:Context:StatusCode
	O

	xacml:Context:StatusDetail
	O

	xacml:Context:StatusMessage
	O

	xacml:Context:Subject
	M

	xacml:Policy:Action
	M

	xacml:Policy:ActionAttributeDesignator
	M

	xacml:Policy:ActionMatch
	M

	xacml:Policy:Actions
	M

	xacml:Policy:AnyAction
	M

	xacml:Policy:AnyResource
	M

	xacml:Policy:AnySubject
	M

	xacml:Policy:Apply
	M

	xacml:Policy:AttributeAssignment
	O

	xacml:Policy:AttributeSelector
	O

	xacml:Policy:AttributeValue
	M

	xacml:Policy:Condition
	M

	xacml:Policy:Description
	M

	xacml:Policy:EnvironmentAttributeDesignator
	M

	xacml:Policy:Function
	M

	xacml:Policy:Obligation
	O

	xacml:Policy:Obligations
	O

	xacml:Policy:Policy
	M

	xacml:Policy:PolicyIdReference
	M

	xacml:Policy:PolicySet
	M

	xacml:Policy:PolicySetDefaults
	O

	xacml:Policy:PolicySetIdReference
	M

	xacml:Policy:Resource
	M

	xacml:Policy:ResourceAttributeDesignator
	M

	xacml:Policy:ResourceMatch
	M

	xacml:Policy:Resources
	M

	xacml:Policy:Rule
	M

	xacml:Policy:Subject
	M

	xacml:Policy:SubjectMatch
	M

	xacml:Policy:Subjects
	M

	xacml:Policy:Target
	M

	xacml:Policy:XpathVersion
	M


10.3.2. Identifier Prefixes

The following identifier prefixes are reserved by XACML.  

	Identifier

	Urn:oasis:names:tc:xacml:1.0

	Urn:oasis:names:tc:xacml:1.0:conformance-test

	Urn:oasis:names:tc:xacml:1.0:context

	Urn:oasis:names:tc:xacml:1.0:example

	Urn:oasis:names:tc:xacml:1.0:function

	Urn:oasis:names:tc:xacml:1.0:policy

	Urn:oasis:names:tc:xacml:1.0:subject

	Urn:oasis:names:tc:xacml:1.0:resource

	Urn:oasis:names:tc:xacml:1.0:action


10.3.3.  Algorithms

The implementation MUST include the rule- and policy-combining algorithms associated with the following identifiers that are marked "M".

	Algorithm
	M/O

	urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides
	M

	urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides
	M

	urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides
	M

	urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:permit-overrides
	M

	urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable
	M

	urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:first-applicable
	M

	urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:only-one-applicable
	M


10.3.4.  Status Codes

Implementation support for the urn:oasis:names:tc:xacml:1.0:context:status element is optional, but if the element is supported, then the following status codes must be supported and must be used in the way XACML has specified.

	Identifier
	M/O

	Urn:oasis:names:tc:xacml:1.0:status:missing-attribute
	M

	Urn:oasis:names:tc:xacml:1.0:status:ok
	M

	Urn:oasis:names:tc:xacml:1.0:status:processing-error
	M

	Urn:oasis:names:tc:xacml:1.0:status:syntax-error
	M


10.3.5.  Attributes

The implementation MUST support the attributes associated with the following attribute identifiers as specified by XACML.  The value for these attributes MUST be provided by the PDP, so, unlike most other attributes, their semantics are not transparent to the PDP implementation.

	Identifier
	M/O

	Urn:oasis:names:tc:xacml:1.0:environment:current-time
	M

	Urn:oasis:names:tc:xacml:1.0:environment:current-date
	M

	Urn:oasis:names:tc:xacml:1.0:environment:current-dateTime
	M

	Urn:oasis:names:tc:xacml:1.0:subject:subject-category      
	M


10.3.6.  Identifiers

The implementation MUST use the attributes associated with the following identifiers in the way XACML has defined.  This requirement pertains primarily to implementations of a PAP or PEP that use XACML, since the semantics of the attributes are transparent to the PDP.

	Identifier
	M/O

	Urn:oasis:names:tc:xacml:1.0:subject:authn-locality:dns-name
	O

	Urn:oasis:names:tc:xacml:1.0:subject:authn-locality:ip-address
	O

	Urn:oasis:names:tc:xacml:1.0:resource:resource-location
	O

	Urn:oasis:names:tc:xacml:1.0:resource:resource-id
	O

	Urn:oasis:names:tc:xacml:1.0:resource:scope
	O

	Urn:oasis:names:tc:xacml:1.0:resource:simple-file-name
	O

	Urn:oasis:names:tc:xacml:1.0::action:action-id
	M

	Urn:oasis:names:tc:xacml:1.0::action:implied-action
	M

	Urn:oasis:names:tc:xacml:1.0:subject:authentication-method
	O

	Urn:oasis:names:tc:xacml:1.0:subject:authentication-time
	O

	Urn:oasis:names:tc:xacml:1.0:subject:key-info
	O

	Urn:oasis:names:tc:xacml:1.0:subject:request-time
	O

	Urn:oasis:names:tc:xacml:1.0:subject:session-start-time
	O

	Urn:oasis:names:tc:xacml:1.0:subject:subject-id
	O

	Urn:oasis:names:tc:xacml:1.0:subject:subject-id-qualifier
	O

	Urn:oasis:names:tc:xacml:1.0:subject-category:access-subject
	M

	Urn:oasis:names:tc:xacml:1.0:subject-category:codebase
	O

	Urn:oasis:names:tc:xacml:1.0:subject-category:intermediary-subject
	O

	Urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject
	O

	Urn:oasis:names:tc:xacml:1.0:subject-category:requesting-machine
	O


10.3.7.  Data Types

The implementation MUST support the data types associated with the following identifiers marked "M".

	Data-type
	M/O

	http://www.w3.org/2001/XMLSchema#string
	M

	http://www.w3.org/2001/XMLSchema#boolean
	M

	http://www.w3.org/2001/XMLSchema#integer
	M

	http://www.w3.org/2001/XMLSchema#double
	M

	http://www.w3.org/2001/XMLSchema#date
	M

	http://www.w3.org/2001/XMLSchema#dateTime
	M

	http://www.w3.org/2001/XMLSchema#anyURI
	M

	http://www.w3.org/2001/XMLSchema#hexBinary
	M

	http://www.w3.org/2001/XMLSchema#base64Binary
	M

	http://www.w3.org/TR/xquey-operaqtors:dayTimeDuration
	M

	http://www.w3.org/TR/xquey-operaqtors:yearMonthDuration
	M

	Urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name
	M

	Urn:oasis:names:tc:xacml:1.0:data-type:x500Name
	M


10.3.8.  Functions

The implementation MUST properly process those functions associated with the identifiers marked with an "M".

xmlns:function=”urn:oasis:names:tc:xacml:1.0:function”

	Function
	M/O

	function:string-equal
	M

	function:boolean-equal
	M

	function:integer-equal
	M

	function:double-equal
	M

	function:date-equal
	M

	function:time-equal
	M

	function:dateTime-equal
	M

	function:anyURI-equal
	M

	function:x500Name-equal
	M

	function:rfc822name-equal
	M

	function:hexBinary-equal
	M

	function:base64Binary-equal
	M

	function:integer-add
	M

	function:double-add
	M

	function:integer-subtract
	M

	function:double-subtract
	M

	function:integer-multiply
	M

	function:double-multiply
	M

	function:integer-divide
	M

	function:double-divide
	M

	function:integer-mod
	M

	function:integer-abs
	M

	function:double-abs
	M

	function:round
	M

	function:floor
	M

	function:string-normalize-space
	M

	function:string-normalize-to-lower-case
	M

	function:double-to-integer
	M

	function:integer-to-double
	M

	function:or
	M

	function:and
	M

	function:n-of
	M

	function:not
	M

	function:present
	M

	function:integer-greater-than
	M

	function:integer-greater-than-or-equal
	M

	function:integer-less-than
	M

	function:integer-less-than-or-equal
	M

	function:double-greater-than
	M

	function:double-greater-than-or-equal
	M

	function:double-less-than
	M

	function:double-less-than-or-equal
	M

	function:dateTime-add-dayTimeDuration
	M

	function:dateTime-add-yearMonthDuration
	M

	function:dateTime-subtract-dayTimeDuration
	M

	function:dateTime-subtract-yearMonthDuration
	M

	function:date-add-yearMonthDuration
	M

	function:date-subtract-yearMonthDuration
	M

	function:string-greater-than
	M

	function:string-greater-than-or-equal
	M

	function:string-less-than
	M

	function:string-less-than-or-equal
	M

	function:time-greater-than
	M

	function:time-greater-than-or-equal
	M

	function:time-less-than
	M

	function:time-less-than-or-equal
	M

	function:dateTime-greater-than
	M

	function:dateTime-greater-than-or-equal
	M

	function:dateTime-less-than
	M

	function:dateTime-less-than-or-equal
	M

	function:date-greater-than
	M

	function:date-greater-than-or-equal
	M

	function:date-less-than
	M

	function:date-less-than-or-equal
	M

	function:string-one-and-only
	M

	function:string-bag-size
	M

	function:string-is-in
	M

	function:string-bag
	M

	function:boolean-one-and-only
	M

	function:boolean-bag-size
	M

	function:boolean-is-in
	M

	function:boolean-bag
	M

	function:integer-one-and-only
	M

	function:integer-bag-size
	M

	function:integer-is-in
	M

	function:integer-bag
	M

	function:double-one-and-only
	M

	function:double-bag-size
	M

	function:double-is-in
	M

	function:double-bag
	M

	function:date-one-and-only
	M

	function:date-bag-size
	M

	function:date-is-in
	M

	function:date-bag
	M

	function:dateTime-one-and-only
	M

	function:dateTime-bag-size
	M

	function:dateTime-is-in
	M

	function:dateTime-bag
	M

	function:anyURI-one-and-only
	M

	function:anyURI-bag-size
	M

	function:anyURI-is-in
	M

	function:anyURI-bag
	M

	function:hexBinary-one-and-only
	M

	function:hexBinary-bag-size
	M

	function:hexBinary-is-in
	M

	function:hexBinary-bag
	M

	function:base64Binary-one-and-only
	M

	function:base64Binary-bag-size
	M

	function:base64Binary-is-in
	M

	function:base64Binary-bag
	M

	function:dayTimeDuration-one-and-only
	M

	function:dayTimeDuration-bag-size
	M

	function:dayTimeDuration-is-in
	M

	function:dayTimeDuration-bag
	M

	function:yearMonthDuration-one-and-only
	M

	function:yearMonthDuration-bag-size
	M

	function:yearMonthDuration-is-in
	M

	function:yearMonthDuration-bag
	M

	function:x500Name-one-and-only
	M

	function:x500Name-bag-size
	M

	function:x500Name-is-in
	M

	function:x500Name-bag
	M

	function:rfc822Name-one-and-only
	M

	function:rfc822Name-bag-size
	M

	function:rfc822Name-is-in
	M

	function:rfc822Name-bag
	M

	function:any-of
	M

	function:all-of
	M

	function:any-of-any
	M

	function:all-of-any
	M

	function:any-of-all
	M

	function:all-of-all
	M

	function:map
	M

	function:x500Name-match
	M

	function:rfc822Name-match
	M

	function:xpath-node-count
	O

	function:xpath-node-equal
	O

	function:xpath-node-match
	O
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