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Introduction to the PSTC Use Cases
The following use cases have been compiled by the PSTC to represent an outline of the service level requirements for SPML.  It is recommended that the reader be fully familiar on convergent with the terms outlined in the use case glossary below.  There are also some outline model concepts that the use case team and working sessions have found useful to adopt.  These are explained in the introductory sections below.

It should be noted that the SPML v1.0 use cases do not cover the semantics of batch operations and some of the more esoteric applications of a Service Provisioning markup language.  These will be left to future enhancements to the specification.

Overview Object Model
The ERD in Figure 1 depicts the basic relationships between an RA’s, PSP’s and a PST’s.  The 
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Figure 1.  Basic High-level system entities

An Introduction to PSTD-ID’s

During F2F#1 the working group introduced the concept of a Provisioning Service Target Data Identifier or PSTD-ID.  A PSTD-ID was the unique identifier for a data set (aka account) on a PST.  An example of a PSTD-ID on a UNIX/Linux server would be the UID; an example of a PSTD-ID for a directory entry would be a Distinguished Name (DN).  It was agreed that in some cases PSTD-ID’s could be requested by the RA or PSP and in others the PSTD-ID would be set by the PST as a functioning service or native resource.

PSTD-ID’d would be unique to a PST (if not implemented by the native resource then implemented by the functioning PST/PSP implementation through custom namespace mechanism.
The simple ERD shown in Figure 2 shows some of the possible relationships between a RA, PSP, PSO-ID, PST and PSTD-ID.

An Introduction to PSO-ID’s
During F2F#1 the working group introduced the concept of a Provisioning Service Object Identifier (PSO-ID).  A PSO-ID represented a unique identifier for a collection of individual provisioning requests.  An example explains this best.  
Consider the provisioning of IT resource accounts for a new corporate user.  The new user requires an account on a Windows NT domain, a Lotus Notes server, a corporate directory server and a UNIX file server.  In this example the RA would present the PSP with it’s own unique identifier for the “corporate user”, say a full name, a list of the PSTD-ID’s it would like to create on the target systems (see below) and the set of attributes required to complete the provisioning request.  In this example, the PSO-ID would be the full name specified by the RA.  The PSO-ID would be used to relate the created PSTD-ID’s together.  This relationship could be maintained by both the RA and the PSP, the details of which is deliberately left un-defined at this stage.

The F2F#1 WG estimated that PSO-ID’s could be RA defined and scoped by the PSP through it’s unique identification of each participating RA and that conversely,  a PSP could generate a PSO-ID representative of a collection of PSTD-ID’s and notify the RA of the generated PSO-ID.
The important thing is that a PSO-ID represents the unique identification for a set of provisioned data (aka accounts) throughout the life cycle of that data.  A PSO-ID should not be confused with a transaction (or like) identifier associated with say an update/modify request.  In this example transaction ID “123” would represent a request to update/modify PSO-ID “John Doe”, and to say change a provisioned attribute on 4 provisioned PSTD-ID’s.

The simple ERD shown in Figure 2 shows some of the possible relationships between a RA, PSP, PSO-ID, PST and PSTD-ID. 
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Figure 2.  High-level relationships
Use Case 1:  RA-PSP:  Create PSO
(RA generates PSO-ID)


Description

A Requesting Authority (RA) wants to add a PSO to an available PSP.  Creating a PSO involves the creation of a unique PSO-ID.  The PSO-ID allows the RA to request provisioning actions that result in the generation of PSTD-ID’s.  An example would be an RA requesting the creation of “John Doe” in order to then request an account “jdoe” on an NT domain and an account john.doe in a directory server.
In this example the RA requests the creation of a new PSO and supplies the PSO-ID.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust relationship
Steps

1. 
2. 
3. 
4. 
5. 
a. 
6. 
7. The RA sends “create PSO-ID” request to PSP specifying the following:

a. Valid Provisioning Request ID (PR-ID)

b. Desired PSO-ID
c. Valid PSO data (known data set)
8. PSP creates new PSO identified by PSO-ID
9. PSP notifies RA of success using PR-ID
Post-Conditions

· A PSO-ID has been added to the PSP

Use Case 2:  RA-PSP: Create PSO
(PSP generates PSO-ID)


Description

A Requesting Authority (RA) wants to add a PSO to an available PSP.  Creating a PSO involves the creation of a unique PSO-ID.  

In this example the RA requests the creation of a new PSO and the PSP generates the PSO-ID.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust model
Steps

10. 
11. 
12. 
13. 
14. 
a. 
15. 
16. The RA sends “create PSO” request to PSP specifying the following:

a. Valid Provisioning Request ID (PR-ID)
b. Valid PSO data (known data set)

17. PSP generates a new PSO-ID and creates PSO
18. PSP notifies RA of success referencing:

a. PR-ID

b. Generated PSO-ID
Post-Conditions

· A PSO has been added to the PSP


Use Case 3: RA-PSP:  Modify PSO 
A Requesting Authority wants to modify a previously created PSO.  An example iteration of this use case would be an RA wishing to update some of the basic data relative to a given PSO’s known data.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
· RA knows about PSO and the attributes required/stored about that PSO
Steps

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. RA sends “modify PSO” request to PSP specifying:

a. PR-ID

b. PSO-ID

c. Updated PSO attributes
9. PSP modifies attributes for PSO
10. PSP sends status message to RA of operation success quoting PR-ID
Post-Conditions

· A PSO has been modified on the PSP
Use Case 4:  RA – PSP:  Delete PSO
Description

A Requesting Authority (RA) wants to delete a Provisioning Service User.  

An example iteration of this use case would be an employee leaving company X.  The RA requests the deletion of the PSO.  This use case does not make any assumptions on what the PSP does in the case where the PSO has associated PSTD-ID’s.  A possible implementation value added service could be the ability to cascade the removal of the associated data on the PST’s.

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP
· RA has an established trust relationship with the PSP 

· PSO-ID exists on requested PSP
Steps

1. 
2. 
3. 
4. 
5. 
a. 
6. 
7.  RA sends operation (delete PSO) to PSP specifying
a. Provisioning Request ID (PR-ID)

b. PSO-ID to be removed
8. PSP deletes PSO
9. PSP notifies RA of status quoting PR-ID
Post-Conditions

· The requested PSO has been deleted from the PSP
Use Case 5:  RA-PSP:  Add PSTD 

(RA generates PSTD-ID)

Description

RA requests the creation of PSTD (e.g. an account) on a known PST, relative to a known PSO-ID.  In this use case the RA defines the PSTD-ID (account identifier) for the new PSTD (account details). 

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists an RA and a PSP
· RA has an established trust relationship with the PSP 

· PSO-ID exists in the PSP
· RA knows about target PST and the PSTD requirements and restrictions
Steps

1. RA sends operation request (add) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. PSO-ID that the new PSTD-ID will be related to
c. Valid PST

d. RA generated PSTD-ID

e. Valid PSTD (known data set) 
2. PSP sends add request to managed PST as per use case 9 
3. PSP sends response to RA of operation success quoting PR-ID
Post-Conditions

· PSTD added to PST with unique PSTD-ID

· PSP updates record mapping PSTD-ID to PSO-ID
Use Case 6:  RA-PSP: Add PSTD 

(PST generates PSTD-ID)

Description

Creation or addition of data onto a PST (e.g., create a mail account on mail host PST).  In this use case the target PST defines the PSTD-ID. 
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts
Pre-Conditions

· There exists an RA and a PSP
· RA has an established trust relationship with the PSP 

· PSO-ID exists on the PSP
· RA knows about target PST and the PSTD requirements and restrictions
Steps

1. RA sends operation request (add) with the following data:

a. Valid Provisioning Request ID (PR-ID)
b. Valid PSO
c. Valid PST

d. Valid PSTD (known data set)
2. PSP generates a PSTD-ID and performs operation (add) as per use case 9
3. PSP sends response to RA of operation success quoting PR-ID and generated PSTD-ID
Post-Conditions

· PSTD added to PST with unique PSTD-ID

· PSP updates internal model to map PSTD-ID to PSO
Use Case 7:  RA-PSP: Add PSTD 

(Pass-through PSO Create)

Description

This use case is very much like UC 6, in that it covers the creation or addition of data onto a PST (e.g., create a mail account on mail host PST), but incorporates the creation of the PSO at the same time.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· RA has an established trust relationship with the PSP 

· RA knows about target PST and the PSTD requirements and restrictions
Steps

4. RA sends operation request (add) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. Valid new PSO information as per Use Case 2

c. Valid PST

d. Valid PSTD (known data set)

5. PSP generates a PSTD-ID and performs operation (add) as per use case 9
6. PSP sends response to RA of operation success quoting PR-ID and generated PSTD-ID
Post-Conditions

· PSO data added to the PSP 

· PSTD added to PST with unique PSTD-ID

· PSP updates internal model to map PSTD-ID to PSO
Use Case 8:  RA–PSP:  Modify PSTD

Description

In this use case a RA requests the modification of PSTD for a specific PSO on a given PST.  An example iteration of this use case would be the modification of the available size limit on a user’s mail account.

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA PSP and managed PST.

· RA has an established  trust relationship with the PSP 
· RA knows about the PSO-ID, PST and the PSTD requirements and restrictions
Steps

1. RA sends operation request (modify) to the PSP with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. PSO-ID

c. PST

d. PSTD-ID

e. PSTD to be modified (known data set)
2. PSP issues modify request to PST as per use case 10
3. PSP sends response to RA of operation success quoting PR-ID 

Post-Conditions
· PSTD have been modified on the PST based on the PSP request.

Use Case 9:  PSP-PST:  Add PSTD 
(PSP generate PSTD-ID)

Description

PSP requests the creation of data (aka an account) on a managed or known PST (aka  NT domain controller).  In this use case the PSP defines the unique PSTD-ID (aka account ID). 
Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established  with the target 
· PSP knows about PST and the PSTD requirements and restrictions
Steps

4. PSP sends operation request (add) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. PSTD (known data set)
c. PSP generated PSTD-ID 
5. PST performs operation (add) (e.g. create domain account)
6. PST sends response to PSP of operation success quoting PR-ID
Post-Conditions

· PSTD added to PST with a PSTD-ID that is unique to the PST
Use Case 10:  PSP-PST: Add PSTD 

(PST generates PSTD-ID)

Description

PSP requests the creation of data (aka an account) onto a managed or known PST (aka NT domain controller).  In this use case the PST defines the PSTD-ID. 

Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established  with the PST 
· PSP knows about PST and the PSTD requirements and restrictions
Steps

7. PSP sends operation request (add) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. PSTD (known data set)

8. PST generates a PSTD-ID and performs operational create
9. PST sends  response to PSP of operation success quoting PR-ID and generated PSTD-ID
Post-Conditions
· PSTD added to PST with unique PSTD-ID

· PSP updates internal model to map PSTD-ID to PSO
Use Case 11  PSP–PST:  Modify PSTD
Description

In this use case a PSP requests the modification of PSTD on a given PST.  An example iteration of this use case would be the modification of the available size limit on a user’s mail account.

Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established trust relationship with the PST 
· PSP knows about PSTD-ID it wished to modify and the PSTD requirements and restrictions
Steps

4. PSP sends operation request (modify) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. PSTD-ID

c. PSTD to be modified

5. PST updates PSTD for PSTD-ID (e.g., updates mailbox size)
6. PST sends  response to PSP of operation success quoting PR-ID 

Post-Conditions

· PSTD have been modified on the PST based on the PSP request.

Use Case 12  PSP – PST: Delete PSTD
Description

This use case shows a PSP requesting the deletion of existing data on PST.  A sample iteration of this use case would be a PSP deleting an account on a UNIX server.
Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established  with the PST 

· PSP knows the PSTD-ID it wished to delete
Steps

7. PSP sends operation request (delete) with the following data:

d. Valid Provisioning Request ID (PR-ID)

e. PSTD-ID

8. PST deletes PSTD-ID (e.g. deletes user)
9. PST sends  response to PSP of operation success quoting PR-ID 

Post-Conditions

· PSTD removed as per request 
Use Case 13  RA – PSP or PSP - PST: Query Status of Request

Description

The requestor of a PSML action wants to know the status of a specific request.  For this use case the same operational flow exists for a RA-to-PSP status query and a PSP-to-PST status query.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists an RA PSP and PST operating in the exchange
· s exist between the operating parties
Steps

1. RA/PSP sends “query request status” request to PSP/PST specifying
a. Provisioning Request ID (PR-ID) for new query request
b. PR-ID for status check

2. PSP/PST with 

a. PR-ID for new query request

b. PR-ID for the request whose status is being checked
c. Operation type (eg.  RA-PSP Add)
d. Time/date information

e. Status from the following 

i. Not started

ii. Processing

iii. Failed

iv. Successfully completed

v. Unknown PR-ID

f. Originally data supplied with request (where ACL’s allow i.e. I can’t see the request data for transactions that are not within my pre-defined ACL or scope)
Post-Conditions

· None.
Use Case 14  RA – PSP: Query Available PSO’s
Description

In this use case a RA requests a list of the PSO-ID’s that it is allowed to see.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PSO-ID’s
Steps

1. RA sends “query available PSO-ID’s” to PSP specifying
a. Provisioning Request ID (PR-ID) for query request
b. Filtering semantics to constrain the PSO list

c. Filtering semantics to constrain the PSO schema data set returned 

2. PSP responds with:

a. PR-ID for query request

b. Constrained list of PSO-ID’s and PSO schema data as defined in query semantics 
Post-Conditions

· None
Use Case 15  RA – PSP: Query PSO Schema
Description

In this use case a RA requests a description of the schema elements required for the given RA to create a PSO on the specified PSP.  The use case does not assume any particular implementation.  One possible implementation is the PSP publishing its schema information via WSDL.  In this case the RA would be querying a WSDL repository and not the PSP.  Another implementation option is the RA directly querying the PSP, which responds with an XML schema document.  

Implementation is outside the scope of this use case so it assumes a neutral syntax and refers to the exchange as “Schema directives”.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PSO schema
Steps

3. RA sends “query available PSO Schema” to the PSP specifying
d. Provisioning Request ID (PR-ID) for query request
4. PSP responds with:

a. PR-ID for query request

b. PSO schema directive 
Post-Conditions

· None.

Use Case 16  RA – PSP: Query Available PST’s
Description

In this use case a RA requests a list of the PST’s that can be provisioned under the established .  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PST’s
Steps

5. RA sends “query available PSTs” to PSP specifying
e. Provisioning Request ID (PR-ID) for query request
f. Filtering semantics to constrain the PST’s

6. PSP responds with:

a. PR-ID for query request

b. List of PST’s 
Post-Conditions

· None.

Use Case 17  RA – PSP: Query PST Schema
Description

In this use case a RA requests a description of the schema elements required for the given RA to create PSTD on a given PST.  The use case does not assume any particular implementation.  One possible implementation is the PSP publishing its schema information via WSDL.  In this case the RA would be querying a WSDL repository and not the PSP.  Another implementation option is the RA directly querying the PSP, which responds with an XML schema document.  

Implementation is outside the scope of this use case so it therefore assumes a neutral syntax and refers to the exchange as “Schema directives”.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PST schema
Steps

7. RA sends “query available PST Schema” to the PSP specifying
g. Provisioning Request ID (PR-ID) for query request
h. PST to query schema for

8. PSP responds with:

a. PR-ID for query request

b. PST schema directive 
Post-Conditions
· None
Use Case 18  RA – PSP: Query PSTD-ID’s for a Given PSO-ID
Description

In this use case a RA requests information on PSTD-ID’s for a given PSO-ID. 
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PSTD-ID’s for a given PSO-ID
Steps

1. RA sends “query available PSTD-ID’s” to PSP specifying
a. Provisioning Request ID (PR-ID) for query request
b. Valid PSO-ID

c. Filtering semantics to constrain the PSTD-ID list returned
2. PSP responds with:

c. PR-ID for query request

d. Constrained list of PSTD-ID’s with indication of which PST they came from 
Post-Conditions

· None.
Use Case 19:  RA–PSP:  Delete PSTD

Description

In this use case a RA requests the deletion of PSTD for a specific PSO on a given PST.  An example iteration of this use case would be the removal of a user account on a Solaris server.

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts
· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists an RA PSP and managed PST.

· RA has an established trust relationship with the PSP

· PSP has an established trust relationship with the PST 
· RA knows about the PSO-ID, PST and the PSTD requirements and restrictions
Steps

10. RA sends operation request (delete) to the PSP with the following data:

f. Valid Provisioning Request ID (PR-ID)

g. PSO-ID

h. PST

i. PSTD-ID

11. PSP issues operation request (delete) to PST and manages response as per use case 12
12. PSP sends response to RA of operation success quoting PR-ID 

Post-Conditions

· PSTD have been deleted on the PST based on the RA request.
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	          Account
	The set of attributes that together define a user’s access to a given service. Each service may define a unique set of attributes to define an account.  An account defines user or systems access to a resource or service.



	             Actor
	An entity (i.e. person or system entity) involved in a provisioning use case. Examples of actors include application programs, security services, any computing or non-computing services, etc. Actor may be seen as effectively synonymous with system or person.

	Administrative Domain
	An environment or context that is defined by some combination of administrative policies, Internet Domain Name registration(s), civil legal entity(ies) (e.g. individual(s), corporation(s), or other formally organized entity(ies)), plus a collection of hosts, network devices and the interconnecting networks (and possibly other traits), plus (often various) network services and applications running upon them. An Administrative Domain may contain or define one or more security domains. An administrative domain may encompass a single site or multiple sites. The traits defining an Administrative Domain may, and in many cases will, evolve over time. Administrative Domains may interact and enter into agreements for providing and/or consuming services across Administrative Domain boundaries.

	Administrator
	A person who installs or maintains a system (e.g. a SPML-based provisioning system) or who uses it to manage system entities, users, and/or content (as opposed to application purposes. See also End User). An administrator is typically affiliated with a particular administrative domain and may be affiliated with more than one administrative domain. 

	Attribute
	A distinct characteristic of an object. An object’s attributes are said to describe the object. Objects’ attributes are often specified in terms of their physical traits, such as size, shape, weight, and color, etc., for real-world objects. Objects in cyberspace might have attributes describing size, type of encoding, network address, etc. Which  attributes of an object are salient is decided by the beholder. 

	Authentication
	To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence.

	Authorization
	The process of determining which types of activities is permitted. Usually, authorization is in the context of authentication. Once you have authenticated an entity, the entity may be authorized different types of access or activity.   The (act of) granting of access rights to a subject (for example, a user, or program). 

	Authorized
	A system entity or actor is “authorized” if it is granted a right or a

permission or a capability to access a system resource

	Credential
	Data that is transferred to establish a claimed principal identity.

	End User
	A natural person who makes use of resources for application purposes (as opposed to system management purposes. See Administrator, User).

	External Enterprise
	Environment which may contain many or all of the following:

Managed Services, contractors, temporary employees, multiple organizations, private to

public registry systems.

	Identity
	The unique identifier for a person, resource or service.

	Identity
	A representation uniquely mapped to an entity (e.g., Organization or Party). 

	Managed Resource
	An abstraction of a product or service that users are provisioned which is controlled

	Organization
	A body of users and resources, which is fairly independent.  An organization may be a group, company, affiliation, or an exchange

	Operating System Account
	An example of a Resource. 

	Party
	Refers to any person who interacts with the system and/or the network the system is managing. 

	Person
	Represents an individual person

	Principal
	A system entity whose identity can be authenticated

	Provisioning
	The process of managing attributes and accounts within the scope of a defined business process or interaction.  Provisioning an account or service may involve the Creation, modification, deletion, suspension, and restoration of a defined set or accounts or attributes. 

The process of provisioning an account or service may involve the execution of a defined business or system process.

	Provisioning service
(PS)
	Any system entity that supports the receipt and processing of SPML artifacts

	Provisioning Service Point 
(PSP)
	A Provisioning Service is any system entity that supports the receipt and processing of SPML artifacts.  A Provisioning Service Point is a reference to a Provisioning Service.
In many cases a PSP will be a purpose built service responsible for managing incoming SPML requests from defined RA’s and managing provisioning to downstream PST’s. A PSP and a PST could implemented in the same physical service  In this case, all communications with the RA would be carried out in the context of an operating PSP.
A PSP may manage multiple RA request/response flows and may communicate with and manage multiple PST’s.  

	Provisioning

Service Target 
(PST)
	A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering,  appliances or any provisioning target.

	Provisioning Service User 
(PSO)
	A PSO is a uniquely identifiable system element from which multiple sets of provisioned data (often accounts) are related.  A example of a PSO would be "John Doe" an enterprise user at Provisioning Inc.  A specific Requesting Authority then requests accounts for this user on specific Provisioning Service Targets (PST's).  



	Provisioning Service User Identifiers 
(PSO-ID)
	A PSTID is the system wide global namespace identifier for a Provisioning Service User.  A PSP maintains a unique namespace for each PSO.  This has thus far been referred to as a Virtual Identifier.



	Provisioning Service Target Data 
(PST-D)
	PSTD refers to the physical data created, modified or deleted on a PST as a result of a provisioning activity.  In most cases PSTD is the attributes and data that makes up an account.



	Provisioning Service Target Data Identifier (PSTD-ID)
	A PSTDID is the unique identifier for a PSTD element.  PSTDID's are assumed unique within a given PST.



	Provisioning Service Point Identifier

(PSP-ID)
	Provisioning Service Point ID – Unique Identifier for each PSP

	PST-ID
	Provisioning Service Target ID – Unique Identifier for each PST

	Requesting Authority
(RA)
	Party or system that is authorized to request a resource for the party.
To expand on this, an RA could be any other system component that is making SPML requests to a PSP.  If a PSP is communicating with another PSP, the PSP initiating the dialog would be operating as an RA.  An good example of an RA would be a component of the IT infrastructure querying a corporate PSP for details of users provisioned to a particular corporate resource.  
A requesting authority may initiate request flows with many PSP’s.  A PSP always associates an SPML dialog with a uniquely identifiable RA.

	Resource
	An abstraction of a product or service that users are provisioned.

	Security
	Security refers to a collection of safeguards that ensure the confidentiality of information, protect the system(s) or network(s) used to process it, and control access to it (them). Security typically encompasses the concepts/topics/themes of secrecy, confidentiality, integrity, and availability.  It is intended to ensure that a system resists potentially correlated attacks.

	Service
	A specific type of resource that is not physically obtained by a user, but is accessed periodically by the user. A user will be provisioned a service and their profile for using that service will be represented as an account. The service could be provided locally by the customer or could be leased by an external service provider. 

	SPML
	Service Provisioning Markup Language.  The name for the XML framework proposed by the OASIS PSTC

	Subject
	A principal, in the context of a security domain, about which a given

provisioning request is made or requested.

	System
	An active element of a computer/network system--e.g., an automated

process or set of processes, a subsystem, a person or group of persons--that

incorporates a distinct set of functionality. 

	User
	A natural person that makes use of a system and its resources for any purpose.  See also Administrator, End User.

	XML                         (Extensible Markup Language)
	Extensible Markup Language, abbreviated XML, describes a class of data objects called XML documents and partially describes the behavior of computer programs which process them. XML is an application profile or restricted form of SGML, the Standard Generalized Markup Language [ISO 8879]
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