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Executive Summary

This document contains two sections. Section 1 contains the text proposed by the Core
Assxrtions & Protocol group for the Core Assertions section of the SAML. Section 2
contains references to the materid cited in the text.

1 XML Assertion and Request Syntax

Each SAML protocol exchange consdts of arequest and response. The embedding of
these requests and responses in pecific protocolsis described in detail in the section on
Bindings

The syntax of requests and responses are closdly related and so both are described here.
11 Namepaces

For darity, some examples of XML are not complete documents and namespace
declarations may be omitted from XML fragments. In this document, certain namespace

prefixes represent certain namespaces.

All SAML protocol dements are defined usng XML schema [ XM L-Schemal][XML-
Schema2]. For darity unqudified dementsin schema definitions are in the XML schema

namespace:
xmins="ht t p: / / www. w8. or g/ 2000/ 10/ XM_Scherma ."

References to Security Assartion Markup Language schema defined herein use the prefix
“d0” and are in the namespace:

XxminssO="ht t p: / / www. oasi s. org/ t bs/ 1066- 12- 25/ "
This namespace is dso used for unqudified dements in message protocol examples.

The SAML schema specification uses some dements dreedy defined in the XML
Sgnaure namespace. The “ XML Sgnature namespace’ is represented by the prefix ds
and isdeclared as.

Xxminsds='ht t p: / / www. w3. or g/ 2000/ 09/ xm dsi g#"

The“XML Signature schemd’ isdefined in [XML-SG-XSD] and the<ds: Keyl nf 0>
eement (and dl of its contents) are defined in [XM L-S G| 84.4.

12 SAML Assertion
SAML specifies severd different types of assertion for different purposes, these are:

Authentication Assartion
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Attribute Assartion
Decison Aszrtion

The different types of SAML assertion are encoded in a common XML package which a
aminimum condgs of:

Basic Information.
Each assertion MUST specify a unique identifier that serves as anamefor the
assertion. In addition an assartion MAY specify the date and time of issue and the
timeinterva for which the assartion isvdid.

Claims.

The dlams made by the assartion. This document describes the use of assertions
to make daims for Authorization and Key Delegation applications.

In addition an assartion MAY contain the following additiond dements. An SAML
client isnot required to support processing of any dement contained in an additiond
eement with the sole exception that an SAML client MUST regect any assertion
containing a Conditions element that is not supported.

Conditions.
The assartion atus MAY  be subject to conditions. The status of the assartion
might be dependent on additiond information from avaidaion sarvice. The
assertion may be dependent on other assartions being vdid. The assartion may
only bevdid if the relying party isa member of a particular audience.

Advice.
AszrtionsMAY contain additiond information as advice. The advice dement

MAY be usad to specify the assertions that were used to make a policy decison.

The SAML assartion package is designed to facilitate reuse in other specifications. For
this reason XML dements specific to the management of authentication and
authorization data are expressed as claims. Possible additiond gpplications of the
assertion package format include management of embedded trust roots [XTASY and
authorization policy information [ XACML].

1.2.1 Element <Asserti on>

The<Asserti on> dement is Spedified by the following schema

<el ement nane="Assertion">
<conpl exType>
<sequence>

<!-- Basic Information -->
<el ement nanme="Version" type="string"/>
<el ement name="Assertionl D' type="s0: AssertionlD'/>
<el ement nanme="I|ssuer" type="string"/>
<el ement nane="I|ssuelnstant” type="DateTi me”/>
<el ement nanme="Validitylnterval" type="s0:Validitylnterval"/>
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<l-- Data -->

<el ement nanme="C ai ns" type="s0:C ai ns"/>

<el enent name="Conditi ons" type="s0: Conditions"/>
<el enent name="Advi ce" type="s0: Advi ce"/>

</ sequence>
</ conpl exType>
</ el enent >

13 SAML Request

SAML Assations may be generated and exchanged using avariety of protocols. The
bindings section of this document describes specific means of trangporting SAML
assertions using existing widdy deployed protocols.

SAML aware dients may in addition use the request protocol defined by the
<SAMLQuer y> and <SAM_Quer yResponse> dements described in this section.

1.3.1 Element <SAM.Quer y>

The query specifies the principa and the resources for which access is requested by use
of the daim dement syntax. The information requested in the response is gpecified by
means of the <Respond> dement described in section 1.3.3.

The <SAM_Quer y> dement is defined by the following schema:

<el ement nane="SAM.Query" >
<conpl exType>
<sequence>
<l-- Basic Information -->
<el ement nanme="Request| D' type="s0: AssertionlD"'/>
<el ement nanme="Assertionl D' type="s0: AssertionlD'/>
<el ement nane="Validitylnterval" type="s0:Validitylnterval"/>

<!-- Data -->

<el ement nanme="Query" type="s0: Cl ai ns"/ >
<el ement name="Conditions" type="s0: Conditions"/>
<el ement name="Advi ce" type="s0: Advi ce"/ >
<el ement nanme="Respond" type="s0: Respond"/ >

</ sequence>
</ conpl exType>
</ el enent >
1.3.2 Element <Request | D>
The Request | D dement defines a unique identifier for the assartion requedt. If an

assartion query pecifiesaRequest | Dvaue the same vaue MUST be returned in the
regponse unless a Respond dement of St at i ¢ is specified.

The<Request | D> dement is defined by the following schema:
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<el ement nane=“Request| D’ type="string"/>

1.3.3 Element <Respond>

The <Respond> dement in the request specifies one or more sringsincluded in the
request that specify data eements to be provided in the response.

The Service SHOULD return arequested data dement if it is available. The Service

MAY return additiona data dements that were not requested. In particular, the service
MAY return data € ements specified in the request with the response.

Defined identifiersinclude:

| dentifier Description

Deci si on Return the result of the Query (Trueg/Fae).

Static Specifies that the response may return any data
element thus dlowing the responder to return a
datic pre-sgned assartion.

Assertion Return any assartion eement.

Val i dityl nterval
Condi ti ons

d ains

A ains/hject/Attribute

d ai ns/ (oj ect/ Rol e

d ai ns/ (oj ect/ Resour ce

Advi ce

Resour ceW| dcard

XM. Schena UR

Return the Vdiditylnterva dement
Return the assartion conditions

Return dl assertion dlaims matching the query.

Return dl assartion dams matching the query
whose object is an dtribute.

Return dl assartion dams matching the query
whose object isarole.

Return dl assartion clams matching the query
whose object isaresource.

Return additiond advice dements

Responses MAY identify a set of resources by
means of a restricted wildcard.

If aURI is specified the response may contain
Claims, Conditions and Advice dements
specified by the corresponding XML schema

The <Respond> dement is defined by the following schema
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<el ement nane="Respond" >
<conpl exType>
<sequence>
<el ement nanme="string" type="string"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >

1.3.4 Element <SAM_Quer yResponse>

Theresponseto a<SAMLQuer y> isa<SAM_Quer yResponse> dement. Thisreturns
the <Request | D> specified in the response together with a<Deci si on> dement
and/or an <Asser ti on> dement. Theinformation returned in the reponseis

controlled by the <Respond> eement of the request.

The <SAM_Quer yResponse> dement is defined by the following schema

<el ement nane=" SAMLQuer yResponse" >
<conpl exType>

<sequence>
<l-- Basic Information -->
<el enment nanme="Request| D" type="s0: Assertionl D'/ >
<el ement name="Deci si on" type="s0: Deci si on"/ >
<el ement nanme="Assertion" type="s0: Assertion"/>

</ sequence>
</ conpl exType>
</ el enent >

1.3.5 Element <Deci si on>

The<Deci si on>dement in the request specifies an authorization decison and has
three possblevaues Per m t, Deny and | ndet er m nat e.

The<Respond> dement is defined by the following schemea:

<si npl eType nane="Deci si on" base="string">
<enuneration value="Permt"/>
<enumer ati on val ue="Deny"/ >
<enumer ati on val ue="Indeterm nate"/>

</ si npl eType>

14 Basic Information

Four badc information dements are defined; a unique identifier, the issuer, the time
indant of issue, the vaidity interva and the assertion gatus.

1.4.1 Element <\er si on>

Each assartion MUST specify the SAML verson identifier. The identifier for this verson
of SAML is"1. 0".

The following schema definesthe <Ver si on> dement:
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<el ement nanme="Version" type="string"/>

1.4.2 Element<Asserti onl D>

Each assertion MUST specify exactly one unique assertion identifier. All identifiers are
encoded as a Uniform Resource Identifier (URI) and are specified in full (use of rdative
identifiersis not permitted).

The URI isused as aname for the assertion and not as alocator. It isonly necessary to
ensure that no two assertions share the same identifier. Provison of a service to resolve
an identifier into an assertion is not a requirement.

The following schemadefinesthe<Asser t i onl D> dement:
<el ement nanme="Assertionl D' type="string"/>

1.4.3 Element<| ssuer >

Thel ssuer dement specifiestheissuer of the assartion by meansof aURI. Itis
defined by the following XML schema

Thefollowing schema definesthe <l ssuer > dement:

<el ement nane="I|ssue" type="string"/>

1.4.4 Element<I ssuel nst ant >
Thetimeingant of issue.

Thefollowing schema definesthe <Ver si on> dement.The <l ssuel nst ant >
element is defined by the following schema

<el ement nanme="Issuel nstant" type="tinelnstant"/>

145 Element<Validitylnterval >

The<Val i di tyl nt er val > dructure specifies limits on the validity of the assertion.
It contains the following dements

Member Type Description
Not Bef or e Dat eTi me  Timeindant & which the vaidity
interva begins

Not OnOr After DateTine Timeindant a which the vdidity
interva has ended

The Dat eTi e indant MUST fully specify the date.

The Not Bef or e and Not OnOr Af t er dements are optiond. If the vaue is either
omitted or equd to the Sart of the epoch it is unspecified. If the Not Bef or e dement is
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unspecified the assertion is vaid from the start of the epoch (0000-01-01T00:00.00) until
the Not OnQr Af t er dement. If the Not OnOr Af t er dement is ungpecified the
assertion isvalid from the Not Bef or e dement with no expiry. If neither dement is
specified the assartion isvdid at any time.

In accordance with the XML Schemas Specification, dl time instances are interpreted in
Universd Coordinated Time unless they explicitly indicate atime zonelmplementations
MUST NOT generate time instances that specify legp seconds.

For purposes of comparison, thetimeinterval Not Bef or e to Not OnOr Af t er begins
a the earliest time ingtant compatible with the pecification of Not Bef or e and has
ended & the earliest time ingtant compatible with the specification of Not OnQr Af t er .

For exampleif thetime interval specifiedisday T12: 03: 02 todayT12: 05: 12 the
times12: 03: 02. 00 and 12: 05: 11. 9999 are within thetimeinterva. Thetime
12: 05: 12. 0000 isoutgde the timeinterval.

Thefollowing schemadefinesthe<Val i di t yI nt er val > dement:

<conpl exType name="Validitylnterval ">
<sequence>
<el enent nanme="Not Bef ore" type="timelnstant"/>
<el ement nanme="Not OnOr After" type="timelnstant"/>
</ sequence>
</ conpl exType>

15 Conditions

Assartion Conditions are contained in the<Condi t i ons> dement. SAML gpplications
MAY define additional eements using an extenson schema. If an gpplication encounters

an dement contained within a<Condi t i ons> dement that is not understood the status
of the Condition MUST be congdered Indeterminate.

Thefollowing conditions are defined:
[dentifier Type Description
Audi ences UR [] Specifies the set of audiencesto which the

asartion is addressed.

Thefollowing schema definesthe <Condi t i ons> dement:

<el emrent nane="Conditi ons">
<conpl exType>
<sequence>
<el ement nane="Audi ences" >
<conpl exType >
<sequence>
<el ement nanme="string" type=“string"
m nOccur s="0" maxCccur s="unbounded"/ >
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</ sequence>
</ compl exType>
</ el enent >
<el ement nane="Val i di t yDependsUpon" >
<conpl exType >
<sequence>
<el ement nanme="string" type=“string"

m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ compl exType>
</ el enent >
</ sequence>
</ conpl exType>
</ el enent >

15.1 Element <Audi ences>

Assartions MAY be addressed to a specific audience. Although a party thet is outsde the
audience specified is cgpable of drawing condusions from an assartion, the issuer
explicitly makes no representation as to accuracy or trustworthiness to such a party.

Require users of an assartion to agree to specific terms (rule book, lighility cgps,
relying party agreement)

Prevent clientsinadvertently relying on data that does not provide a sufficient
warranty for a particular purpose

Enable sde of per-transaction insurance services.

An audienceisidentified by a URI that identifies to a document that describes the terms
and conditions of audience membership.

Each client is configured with a set of URIsthat identify the audiences thet the client isa
member of, for example:

http://cp.verisign.test/cps-2000
Client accepts the VeriSign Certification Practices Statement

http://rul e. bi zexchange. t est/ bi zexchange_r uebook
Client accepts the provisons of the bizexchange rule book.

An assartion MAY specify a set of audiences to which the assertion is addressed. If the
set of audiencesisthe empty set thereis no redtriction and dl audiences are addressed.
Otherwise the client is not entitled to rely on the assertion unless it is addressed to one or
more of the audiences that the dlient isamember of. For example:

http://cp.verisign.test/cps-2000/partl

Assertion is addressed to clients that accept the provisons of a specific part of the
VeiSgn CPS.
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In this case the client accepts a superset of the audiences to which the assartion is
addressed and may rely on the assertion.

Thefollowing schema definesthe <Audi ences > dement:

<el enment nane="Audi ences" >
<conpl exType >
<sequence>
<el ement nanme="string" type=“string"
m nCccurs="0" maxOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >

1.6 Claims

The<d ai ns> dement contains one or more SAML assartion clams. At present only
one type of daim is defined, the <Aut hor i t y> dement. Additiond types of dams
may be defined in future revisons of the SAML specification or by meansof an
extenson schema

In each case if more than one assartion dlaim dement is specified the vaidity of each
clam is asserted jointly and severdly, that is the semantics of a Sngle assartion
containing two daims are identica to the semantics of two separate assertions each of
which contain one of the daims.

Thefollowing schema definesthe<d ai s> dement:

<el ement nane="dC ai ns" >
<conpl exType>
<sequence>
<el ement nanme="Authority" type="so: Authority"
m nOccurs="0" maxCOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >

1.6.1 Element <Bi ndi ng>

The<Bi ndi ng> dement asserts a reaionship between a specified subject and one or
more objects.

The following schema definesthe <Bi ndi ng> eement:

<el enent nane="Bi ndi ng">
<conpl exType>
<sequence>
<l-- Basic Information -->
<el ement name="Subj ect” type="s0: Subject"/>
<el ement nanme="Obj ect" type="s0: Object"/>
</ sequence>
</ conpl exType>
</ el enent >
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1.6.2 Element <Subj ect >

The <Subj ect > dement goecifies the subject of the binding. In every case the subject
of aSAML assertion binding isaprincipd. A principa MAY beidentified by name
and/or by reference to authentication credentias.

Two forms of subject name are supported:

<ConmmonNane> An ungtructured text gtring, for example “Alice Aardvark”.
<Narrel D> A URI that pecifiesthe principa by means of amachine
readable atom.

In addition the principd MAY be specified by reference to authentication credentias by
means of the <Aut hent i cat or > dement.

The following schema definesthe <Subj ect > dement:

<el enent nane="Subj ect">
<conpl exType>

<sequence>
<el ement nanme=" CommonNane” type="string"/>
<el enent nane="“ Nanel D’ type="uri Ref erence"/ >

<el ement nane="Aut henticator” type="s0: Authenticator"/>
</ sequence>
</ conpl exType>
</ el enent >

1.6.3 Element <Aut hent i cat or >

The<Aut hent i cat or > dement specifies ameans of identifying the subject of the
binding by means of their authentication credentids.

The authentication credentilsSMAY  be specified ether by means of the XML Digitid
Sgnature <ds: Keyl nf 0> dement or by means of the <Aut hdat a> dement.
Applications SHOULD make use of the <ds: Key| nf 0> dement for credentids that it
upports. ApplicationsMA'Y usethe <Aut hdat a> eement to specify other types of
authentication credentia's, including passwords.

The<Aut hent i cat or > dement MAY specify one or more <Pr ot ocol > eements.

If present the<Pr ot ocol > dements specify the authentication agorithms with which
the authentication credentids MAY  be used to obtain an acceptable authentication.

Thefollowing schema definesthe <Aut hent i cat or > dement:

<el ement nanme="Aut henti cator ">
<conpl exType>
<sequence>
<el ement nanme="Protocol" type="string"

<el ement nanme="Aut hdata" type="string"/>
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<el ement name="Keyl nfo" type="ds: Keyl nfo"/>
</ sequence>
</ conpl exType>
</ el enent >

1.6.4 Element<(j ect >

The<(hj ect > dement specifies the doject(s) of the binding and the relationship of the
subject to the object. The object may be an attribute, arole or aresource. All objects are
referenced by means of URIs A binding MAY specify multiple objects in which case the
binding is assarted between the subject and each of the objects as if separate assartions
had been issued for each case.

The relationship between the subject and the object isimplicit for attributes and roles. In
the case of an attribute the rdationship is that the subject has the specified object. In the
case of arole the reaionship is that the subject has the specified role.

In the case where the object is a resource the relaionship between the subject and object
isthe set of permissons assgned to the subject over the specified resource. Multiple

permissions and multiple resources MAY  be specified in the same binding in which case
it is assarted that the subject is authorized to perform any of the specified actions on any
of the specified resources.

These relaionships are summarized in the following teble:

Element Reationship of Subject to Object

Attribute Subject has the specified attribute
Has

Rode Subject is assgned the specified role
I's

Authorizetion  As specified by the <Per mi ssi on> dement(s).
Read,Wi t e, Execut e,Del et e,Cont r ol , or by URI

Thefollowing schema definesthe <Chj ect > dement:

<el ement name="(Obj ect">
<conpl exType>
<sequence>
<el ement name="Attribute" type="string"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<sequence>
<el ement name="Rol e" type="string"
m nQccur s="0" maxCOccur s="unbounded"/ >
</ sequence>
<sequence>
<el ement name="Aut hori zati on" type="s0: Aut hori zati on"
m nOccur s="0" maxOccur s="unbounded"/ >
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</ sequence>
</ conpl exType>
</ el enent >

1.6.5 Element <Resour ce>

Thefollowing schemadefinesthe <Act i on> dement:

<el emrent nane="Aut hori zati on" >
<conpl exType>
<sequence>

<el ement name="Resource" type="uri Reference"
m nCccur s="0" maxQOccur s="unbounded"/ >
<el ement name="Perm ssion" type="string"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >

1.6.6 Structured Entitlement

SAML gpplications MAY specify highly sructured authority datain an <Aut hori t y>
clam by means of an extenson schema. The details of such schemas are outside the
scope of SAML.

1.7 Advice

The Advice dement isagenerd container for any additiond information that does not
affect the sementics or vdidity of the assertion itsdlf.

1.7.1 Element <Advi ce>

The<Advi ce> dement permits evidence supporting the assertion daimsto be cited,
ether directly (through incorporating the claims) or indirectly (by reference to the
Supporting assartions.

Thefollowing schema definesthe <Advi ce> dement:

<el ement nane="Advi ce">
<conpl exType>
<sequence>

<el ement name="Assertion" type="Assertion"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >

[An dterndtive use for the Advice dement that is exploited in XTASS 1.0aisfor
pecifying reissue information. Thisis not employed in SAML but is the reason for the
change of name since the last version in case people were wondering.]
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