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s1 1 XML Assertion Syntax

82 SAML specifies several different types of assertion for different purposes, these are:

83 Authentication Assertion

84 An authentication assertion is an assertion by the issuer that the subject was

85 authenticated by a particular means at a particular time.

86 Authorization Decision Assertion

87 An authorization decision assertion is an assertion by the issuer that the request
88 for access by the specified subject to the specified object has resulted in the

89 specified decision on the basis of some optionally specified evidence.

90 Attribute Assertion

91 An attribute assertion asserts that the specified subject is associated with the

92 specified attribute(s).

93 The different types of SAML assertion are encoded in a common XML package, which at
94  a minimum consists of:

95 Basic Information.

96 Each assertion MUST specify the version of the SAML assertion syntax, a unique
97 identifier that serves as a name for the assertion, a unique identifier for the issuer
98 and the time instant of issue.

99 The Asserted Statement
100 The statement that is asserted by the issuer of the assertion.

101 In addition an assertion MAY contain the following additional elements. An SAML
102 client is not required to support processing of any element contained in an additional
103 element with the sole exception that an SAML client MUST reject any assertion
104  containing a Conditions element that is not supported.

105 Conditions.

106 The assertion status MAY be subject to conditions. The status of the assertion
107 might be dependent on additional information from a validation service. The

108 assertion may be dependent on other assertions being valid. The assertion may
109 only be valid if the relying party is a member of a particular audience.

110 Advice.

111 Assertions MAY contain additional information as advice. The advice element
112 MAY be used to specify the assertions that were used to make a policy decision.

113 The SAML assertion package is designed to facilitate reuse in other specifications. For
114 this reason XML elements specific to the management of authentication and
115 authorization data are expressed as claims. Possible additional applications of the
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assertion package format include management of embedded trust roots [XTASS] and
authorization policy information [XACML].

@ [Class diagram to be inserted][pHB2]

1.1 Namespaces

In this document, certain namespace prefixes represent specific XML namespaces.

All SAML protocol elements are defined using XML schema [XML-Schemal][XML-
Schemaz2]. For clarity unqualified elements in schema definitions are in the XML schema
namespace:

xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema "[PHB3]

References to Security Assertion Markup Language schema defined herein use the prefix
saml : and are in the namespace:

@xmlns :saml="http://www.oasis.org/tbs/1066-12-25/" [PHB4]
This namespace is also used for unqualified elements in message protocol examples.

The SAML schema specification uses some elements already defined in the XML
Signature namespace. The “XML Signature namespace” is represented by the prefix ds
and is declared as:

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

The “XML Signature schema” is defined in [XML-SIG-XSD] and the <ds :KeyInfo>
element (and all of its contents) are defined in [ XML-SIG]§4.4.

The following schema defines the XML namespaces for the assertion schema:

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.ocasis.org/tbs/1066-12-25/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsd="http://www.w3.0rg/2000/10/XMLSchema"
xmlns:saml="http://www.ocasis.org/tbs/1066-12-25/"
xmlns="http://www.w3.0rg/2000/10/XMLSchema"
elementFormDefault="unqualified">
<import namespace=" http://www.w3.0rg/2000/09/xmldsig#"
schemalLocation="xmldsig-core-schema.xsd"/>
<annotations>
<documentation>draft-schema-consensus-10.xsd</documentation>
</annotations>

1.1.1 Basic Types

The types defined in this section define XML types that are considered part of the schema
as a whole rather than a component of a particular element. This allows for greater
consistency and avoids the need for extension schemas to redefine the same types.

draft-sstc-core-12.doc 5
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1.1.11  Simple Type IDType

The IDType type is used for any data element that is an identifier for a specific data
object that is opaque to the SAML application. In the SAML specification the IDType
type is used declare and reference identifiers to assertions, requests and responses.

IDType identifiers MUST satisfy the following properties:

e Any party that assigns an IDType identifier to a data object MUST ensure that
there is negligible probability that that party or any other party will assign the
same identifier to a different data object.

e Where a data object specifies an IDType identifier that is to be an identifier for
that object there MUST be exactly one such declaration.

The mechanism by which the application ensures that the identifier is unique is left to the
implementation. In the case that a pseudorandom technique is employed the probability
of two randomly chosen identifiers being identical MUST be less than 27'** and
SHOULD be less than 2%,

An IDType identifier MAY or MAY NOT be resolvable. In the case that the identifier is
resolvable (e.g. the identifier is a URL) the identifier MAY or MAY NOT resolve to the
data object identified.

The <AssertionIDs> element is used to specify an identifier that references a SAML
assertion.

The following schema specifies the <AssertionID> element and IDType type:

<element name="AssertionID" type="saml:IDType"/>
<simpleType name="IDType">

<restriction base="string"/>
</simpleType>

11.1.2 Simple Type DecisionType

The DecisionType type reports the status of an authorization decision with respect to
a specific resource.

Permit
The specified action is permitted.

Deny
The specified action is denied.

Indeterminate
No statement is made as to whether the specified action is permitted or denied.

The following schema specifies the DecisionType type:

<simpleType name="DecisionType">
<restriction base="string">

draft-sstc-core-12.doc 6
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<enumeration value="Permit"/>
<enumeration value="Deny"/>
<enumeration value="Indeterminate"/>
</restrictions>
</simpleType>

1.2 SAML Assertion

A SAML Assertion is specified by a single XML element whose type is derived from the
abstract XML type AssertionType.[puBs] The abstract AssertionType specifies
the basic information that is common to all SAML assertions. Instances of SAML
assertions have concrete types that are extensions of the base AssertionType.

1.2.1 Abstract Element <Assertion>

The element <Assertions> of abstract type AssertionType is used to specify a
SAML assertion.

Following [ XML-Schema] each instance of an <Assertion> element MUST specify
the specific concrete type using the xsiType attribute:

<Assertion xsiType=AttributeAssertionTypes>

The following schema specifies the <Assertion> element and AssertionType
abstract type:

<element name="Assertion" type="saml:AssertionType"/>
<complexType name="AssertionType" abstract="true">
<sequence>
<element name="Conditions" type="saml:ConditionsType" minOccurs="0"/>
<element name="Advice" type="saml:AdviceType" minOccurs="0"/>
</sequence>
<attribute name="Version" type="string" use="required"/>
<attribute name="AssertionID" type="saml:IDType" use="required"/>
<attribute name="Issuer" type="string" use="required"/>
<attribute name="Issuelnstant" type="timelnstant" use="required"/>
</complexType>

The following basic information attributes are defined; a protocol version identifier, a
unique assertion identifier, an issuer identifier and the time instant of issue.

1.211 Attribute Version

Each assertion MUST specify the SAML version identifier. The identifier for this version
of SAML is the string "1.0".

1.21.2 Attribute AssertionID
The AssertionID attribute specifies the assertion identifier.
1.21.3 Attribute Issuer

The Issuer attribute specifies the issuer of the assertion by means of a string[pHBe]. @
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1.21.4 Attribute IssueInstant

The IssueInstant attribute specifies the time instant of issue in Universal
Coordinated Time (UTC).

1.2.2 Element <AssertionSpecifiers

The <AssertionSpecifiers element specifies an assertion either by reference or
by value. An assertion is specified by reference to the value of its AssertionID attribute.
An assertion is specified by value by including the entire assertion.

The following schema specifies the <AssertionSpecifiers element:

<element name="AssertionSpecifier" type="saml:AssertionSpecifierType"/>
<complexType name="AssertionSpecifierType">
<choice>
<element ref="saml:AssertionID" />
<element ref="saml:Assertion"/>
</choice>
</complexType>

1.3  Subject Assertion

A Subject Assertion is an assertion by the issuer that concerns a SAML subject specified
by a <Subject> element.

1.3.1 Abstract Type SubjectAssertionType

The SubjectAssertionType type is an abstract type that extends the
AssertionType to include a <Subject > element.

The following schema defines the SubjectAssertionType abstract type:

<complexType name="SubjectAssertionType" abstract="true'">
<complexContent>
<extension base="saml:AssertionType">
<sequence>
<element ref="saml:Subject"/>
</sequence>
</extension>
</complexContent >
</complexType>

1.3.2 Element <Subject>

The <Subject> element specifies a party by one of the following means:
e A name.
e By information that allows the party to be authenticated.

e By reference to another assertion or by containment of another assertion.

draft-sstc-core-12.doc 8
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Ifa <Subject> element contains more than one subject specification the issuer is
asserting that all the subject specifications present specify the same subject. For example
if both a <NameIdentifiers> and a <Authenticator> element are present the
issuer is asserting that the authentication data authenticates the party with the specified
name.

The following schema defines the <Subject > element:

<element name="Subject" type="saml:SubjectType"/>
<complexType name="SubjectType">
<choice maxOccurs="unbounded" >
<element ref="saml:NameIdentifier"
minOccurs="0" maxOccurs="unbounded"/>
<element ref="gaml:Authenticator"
minOccurs="0" maxOccurs="unbounded"/>
<element ref="saml:AssertionSpecifier"
minOccurs="0" maxOccurs="unbounded"/>
</choice>
</complexType>

1.3.21 Element <Authenticator>

The <Authenticator> element specifies a subject by specifying data that authenticates the
subject.

<Protocol> [Required]
Each <Protocol> element specifies a URI that identify a protocol that may be
used to authenticate the subject.

<AuthData> [Optionall]
Each <AuthDatas> element specifies additional authentication information used
by a specific authentication protocol.

<ds:KeyInfo> [Optionall
An XML Signature <ds : KeyInfo> element that specifies a cryptographic key
held by the subject.

URIs identifying common authentication protocols are specified in Section 4 .

The following schema defines the <Authenticator> element:

<element name="Authenticator" type="saml:AuthenticatorType"/>
<complexType name="AuthenticatorType">
<sequence>
<element name="Protocol" type="uriReference"
maxOccurs="unbounded" />
<element name="Authdata" type="string" minOccurs="0"/>
<element ref="ds:KeyInfo" minOccurs="0"/>
</sequence>
</complexType>

1.3.2.2 Element <NameIdentifier>

The Nameldentifier type specifies a subject by a combination of a name and a security
domain.

draft-sstc-core-12.doc 9
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307 The interpretation of the security domain and the name are left to individual
308  implementations.[PHB7] @

309  The following schema defines the <NameIdentifier> element:

310 <element name="NameIdentifier" type="saml:NameIdentifierType"/>
311 <complexType name="NameIdentifierType">

312 <sequence>

313 <element name="SecurityDomain" type="string"/>

314 <element name="Name" type="string"/>

315 </sequence>

316 </complexType>

317 14 Authentication Assertion

318 An authentication assertion is an assertion by the issuer that the subject was authenticated
319 by a particular means at a particular time.[PHBS] @

320 1.4.1 Assertion Type AuthenticationAssertionType

321 The AuthenticationAssertionType extends the SubjectAssertionType
322 with the addition of the following elements:

323 <AuthenticationCode> [Required]

324 The <AuthenticationCode> element specifies the type of Authentication
325 that took place.

326 <AuthenticationInstant> [Required]

327 The <AuthenticationInstant> element specifies the time at which the
328 authentication took place.

329 <AuthenticationLocale> [Optional]

330 The <AuthenticationLocale> element specifies the DNS domain name
331 and IP address for the system entity that performed the authentication.

332 The following schema defines the <AuthenticationAssertions> assertion type:

333 <complexType name="AuthenticationAssertionType">

334 <complexContent>

335 <extension base="saml:SubjectAssertionType">

336 <sequence>

337 <element ref="saml:AuthenticationCode"/>

338 <element name="AuthenticationInstant" type="timeInstant"/>
339 <element name="AuthLocale"

340 type="saml:AuthLocaleType" minOccurs="0"/>
341 </sequence>

342 </extension>

343 </complexContent>

344 </complexType>

345 1.411 Element <AuthenticationCode>

346 The <AuthenticationCode> element specifies the type of Authentication that took

347  place.[PHBY] @
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The following schema defines the <AuthenticationCode> element:

<element name="AuthenticationCode" type="saml:AuthenticationCodeType"/>
<simpleType name="AuthenticationCodeType">

<restriction base="string"/>
</simpleType>

14.1.2 Type AuthLocale

The <AuthenticationCode> element specifies the DNS domain name and IP
address for the system entity that performed the authentication.

Note: This element is entirely advisory, since both these fields are quite easily “spoofed”
but current practice appears to require its inclusion.

The following schema defines the <AuthLocale> type:

<complexType name="AuthLocaleType">
<sequence>
<element name="IP" type="string" minOccurs="0"/>
<element name="DNS Domain" type="string" minOccurs="0"/>
</sequence>
</complexType>

1.5 Authorization Decision Assertion

An authorization decision assertion is an assertion by the issuer that the request for access
by the specified subject to the specified object has resulted in the specified decision on
the basis of some optionally specified evidence.

1.5.1 Assertion Type AuthorizationDecisionAssertionType

The AuthorizationDecisionAssertionType extends the
SubjectAssertionType with the addition of the following elements:

<Object> [Required]
The <Object> element specifies a set of actions on a specified resource

<Answer> [Required]
The <Answer> element specifies the decision with respect to the specified
object.

<Evidence> [Optional]
The <Evidence> element specifies a set of assertions that the issuer relied upon
in making the decision.

The following schema defines the <AuthorizationDecisionAssertionType >
type:

<complexType name="AuthorizationDecisionAssertionType">
<complexContent>
<extension base="saml:SubjectAssertionType">
<sequence>
<element ref="saml:Object"/>

draft-sstc-core-12.doc 1
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<element name="Answer" type="saml:DecisionType"/>
<element name="saml:Evidence"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</extension>
</complexContent>
</complexType>

1.5.11 Element <Object>

The <Object > element specifies an authorization object that consists of a set of actions
on a specified resource. The <Object > element contains the following elements:

<Resource> [Required]
The <Resource> element specifies the resource by means of a URI.

<Namespace> [Optional]
The <Namespace> element specifies the namespace in which the specified
action elements are to be interpreted.

<Action> [One or more]
The <Action> element specifies the set of actions on the specified resource.

If the <Namespace> element is not specified the namespace specified in section 4.2.1 is
specified by default.

The following schema defines the <Object > element:

<element name="Object" type="saml:ObjectType"/>
<complexType name="ObjectType">
<sequence>
<element name="Resource" type="xsd:uriReference"/>
<element name="Namespace" type="uriReference" minOccurs="0"/>
<element name="Action" type="string" maxOccurs="unbounded"/>
</sequence>
</complexType>

1.5.1.2 Element <Evidence>

The <Evidences> element specifies a set of assertions that the issuer relied upon in
issuing the assertion.

The statement of an assertion as evidence MAY affect the reliance agreement between
the client and service. For example in the case that the client presented an assertion to the
service in a request the service MAY use that assertion as evidence in making its
response without endorsing the assertion as valid either to the client or any third party.

The following schema defines the <Evidencex> element:

<element name="Evidence" type="saml:AssertionSpecifierType"/>

draft-sstc-core-12.doc 12
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1.6  Attribute Assertion

An attribute assertion asserts that the specified subject is associated with the specified
attribute(s)

1.6.1 Assertion Type AttributeAssertionType

The AttributeAssertionType extends the SubjectAssertionType with the
addition of the following element:

<Attribute> [One or More]
The <Attributes> element specifies an attribute of the assertion subject.

The following schema defines the AttributeAssertionType assertion type:

<complexType name="AttributeAssertionType">
<complexContent>
<extension base="saml:SubjectAssertionType">
<sequence>
<element ref="saml:Attribute" maxOccurs="unbounded"/>
</sequence>
</extensions>
</complexContent >
</complexType>

1.6.1.1 Element <Attribute>

The <Attributes> element specifies an attribute of the assertion subject. An attribute
is identified by a name that is interpreted within a particular namespace. The
<Attribute> element contains the following elements:

<AttributeNamespace> [Optional]
The <AttributeNamespace> element specifies the namespace in which the
<AttributeName> elements are interpreted.

<AttributeName> [Required]
The <AttributeName> element specifies the name of the attribute.

<AttributeValue> [Any number]
Each <AttributeValue> element specifies a value of the attribute.

Ifno <AttributeNamespaces> element is specified the interpretation of
<AttributeName> elements is left to the implementation.

The following schema defines the <Attribute> element:

<element name="Attribute" type="saml:AttributeType"/>
<complexType name="AttributeType">
<sequence>
<element name="AttributeName" type="string"/>
<element name="AttributeNamespace"
type="uriReference" minOccurs="0"/>
<element name="AttributeValue" type="saml:AttributeValueType"
minOccurs="0" maxOccurs="unbounded"/>

draft-sstc-core-12.doc 13
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464 </sequence>
465 </complexType>

466 1.6.1.2 Type AttributeValueType

467 An <AttributeValues> elementis of type AttributeValueType. The
468 AttributeValueType allows the inclusion of any element in any namespace.[PHB10] @

469  The following schema defines the At tributeValueType type:

470 <complexType name="AttributeValueType">

471 <sequences>

472 <any namespace="#f#any" processContents="lax"
473 minOccurs="0" maxOccurs="unbounded"/>
474 </sequence>

475 </complexType>

476 1.7 Conditions

477 The validity of an assertion MAY be subject to a set of conditions. Each condition

478  evaluates to a value that is Valid, Invalid or Indeterminate. The validity status
479  of an assertion is the conjunction of the validity of each of the assertion conditions as

480  follows:

481 If any condition evaluates to Invalid.

482 The assertion status is Invalid

483 If no condition evaluates to Invalid and one or more conditions evaluate to
484 Indeterminate.

485 The assertion status is Indeterminate

486 If no conditions are specified or all the specified assertions evaluate to Valid.
487 The assertion status is Valid

488 1.7.1 Element <Conditions>

489 Assertion Conditions are contained in the <Conditions> element. SAML applications
490  MAY define additional elements using an extension schema. If an application encounters
491  an element contained within a <Conditions> element that is not understood the status
492 of the Condition MUST be considered Indeterminate.

493 The following schema defines the <Conditions> element:

494 <complexType name="ConditionsType">

495 <sequence>

496 <element name="Condition" type="saml:AbstractConditionType"

497 minOccurs="0" maxOccurs="unbounded"/>

498 </sequence>

499 <attribute name="NotBefore" type="timeInstant" use="optional"/>
500 <attribute name="NotOnOrAfter" type="timelnstant" use="optional"/>
501 </complexType>

502

503 <complexType name="AbstractConditionType" abstract="true"/>
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1.711 Attributes NotBefore and NotOnOrAfter

The NotBefore and NotOnOrAfter attributes specify limits on the validity of the
assertion.

The NotBefore attribute specifies the time instant at which the validity interval begins.
The NotOnOrAfter attribute specifies the time instant at which the validity interval
has ended

The NotBefore and NotOnOrAf ter attributes are optional. If the value is either
omitted or equal to the start of the epoch it is unspecified. If the Not Before attribute is
unspecified the assertion is valid at any time before the time instant specified by the
NotOnOrAfter attribute. If the Not OnOrAf ter attribute is unspecified the assertion
is valid from the time instant specified by the Not Before attribute with no expiry. If
neither attribute is specified the assertion is valid at any time.

In accordance with the XML Schemas Specification, all time instances are interpreted in
Universal Coordinated Time unless they explicitly indicate a time zone.

Implementations MUST NOT generate time instances that specify leap seconds.
1.7.2 Condition Type AudienceRestrictionConditionType

e A <Condition> element of type
AudienceRestrictionConditionType states that the assertion is
addressed to one or more specific audience(s). Although a party that is outside the
audience(s) specified is capable of drawing conclusions from an assertion, the
issuer explicitly makes no representation as to accuracy or trustworthiness to such

a party.

An audience is identified by a URI namespace. The URI MAY identify a document that
describes the terms and conditions of audience membership.

The following schema defines the AudienceRestrictionConditionType
condition type:

<complexType name="AudienceRestrictionConditionType">
<complexContent>
<extension base="saml:AbstractConditionType">
<sequence>
<element name="Audience" type="xsd:uriReference"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</extension>
</complexContent >
</complexType>
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1.8 Advice

The Advice element is a general container for any additional information that does not
affect the semantics or validity of the assertion itself.

1.8.1 Element <Advices>

The <Advices> element permits additional information to be included in an assertion
that MAY be ignored by applications without affecting either the assertion semantics or
validity. Advice elements MAY be specified in an extension schema. The advice element
MAY be used to:

e Include evidence supporting the assertion claims to be cited, either directly
(through incorporating the claims) or indirectly (by reference to the supporting
assertions.

e State a proof of the assertion claims.
e Specify the timing and distribution points for updates to the assertion.

The following schema defines the <Advice> element:

<element name="Advice" type="saml:AdviceType"/>
<complexType name="AdviceType">
<sequence>
<any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</schema>

1.9 Schema Extension

The SAML schema is designed to support extensibility by means of XML abstract types.
Extension schemas should specify the purpose of extension elements by defining them as
extensions of the appropriate abstract types.

The following abstract types are defined in the schema:

Abstract Type Purpose
AssertionType Define new SAML Assertion
SubjectAssertionType Define new SAML Assertion that takes a

single SAML Subject as the subject.

AbstractConditionType Define a new SAML Condition

In addition the <Advice> element permits arbitrary elements to be included without
type restriction. An application is not required to understand or process any information
contained within an <Advice> element however.[pHBI11] @
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2 SAML Protocol

SAML Assertions may be generated and exchanged using a variety of protocols. The
bindings section of this document describes specific means of transporting SAML
assertions using existing widely deployed protocols.

SAML aware clients may in addition use the request protocol defined by the
<SAMLRequest> and <SAMLResponse> elements described in this section. A
<SAMLRequest > from the client is followed by a <SAMLResponse> from the service

Figure 1.
SAMLRequest? I SAMLResponse!
Q Process Request > ‘

Figure 1: SAML Request/Response Protocol

v

21 Namespaces

The namespaces of the protocol schema are the same as those of the assertion schema
defined in section 1.1 with the addition of the namespace for the protocol schema itself:.

xmlns:samlp=http://www.ocasis.org/tbs/1066-12-25/protocol/

The following schema defines the XML namespaces for the assertion schema:

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.oasis.org/tbs/1066-12-25/protocol/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsd="http://www.w3.0rg/2000/10/XMLSchema"
xmlns:saml="http://www.oasis.org/tbs/1066-12-25/"
xmlns:samlp="http://www.ocasis.org/tbs/1066-12-25/protocol/"
xmlns="http://www.w3.0rg/2000/10/XMLSchema"
elementFormDefault="unqualified">
<import namespace="http://www.oasis.org/tbs/1066-12-25/"
schemalocation="draft-schema-assertion-10.xsd"/>
<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalLocation="xmldsig-core-schema.xsd"/>
<annotations>
<documentation>draft-schema-protocol-10.xsd</documentation>
</annotations>

2.1.1 Basic Types

The types defined in this section define XML types that are considered part of the schema
as a whole rather than a component of a particular element. This allows for greater
consistency and avoids the need for extension schemas to redefine the same types.

2111 Simple Type CompletenessSpecifierType

The CompletenessSpecifierType type is used in a request to specify how a
service should respond in cases where a client makes a request and the client is not
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608  authorized to receive part of the response. The CompletenessSpecifierType type
609  defines two possible values ”Any” and "A11”.

610 If Any is specified:

611 The response contains the parts of the response that the client is authorized to
612 receive.

613 If A11 is specified:

614 The response is empty.

615 The following schema specifies the <CompletenessSpecifierType> type:

616 <simpleType name="CompletenessSpecifierType">
617 <restriction base="string">

618 <enumeration value="Any"/>

619 <enumeration value="All"/>

620 </restriction>

621 </simpleType>

622 21.1.2 Simple Type StatusCodeType

623  The type StatusCodeType in a response specifies the status of the request. Four
624  status values are defined:

625 Success

626 The request succeeded.

627 Failure

628 The request could not be performed by the service.

629 Error

630 An error in the request prevented the service from processing it.
631 Unknown

632 The request failed for unknown reasons[pHB12]

633  The following schema specifies the <StatusCodeType> type:

634 <simpleType name="StatusCodeType">
635 <restriction base="string">

636 <enumeration value="Success"/>
637 <enumeration value="Failure"/>
638 <enumeration value="Error"/>
639 <enumeration value="Unknown"/>
640 </restrictions>

641 </simpleType>

642 2.2 Request

643 2.2.1 Abstract Type SAMLAbstractRequestType

644  [puB13]JAll SAML requests are extensions of the SAMLAbstractRequestType @
645  abstract type. The SAMLAbstractRequestType requires that all SAML requests
646  specify the version number of the SAML protocol and a request identifier.
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647  The following schema defines the SAMLAbstractRequestType abstract type:

648 <complexType name="SAMLAbstractRequestType" abstract="true'">

649 <attribute name="RequestID" type="saml:IDType" use="required"/>
650 <attribute name="Version" type="string" use="required"/>

651 </complexType>

652 2.21.1  Attribute RequestID

653  The RequestID attribute defines a unique identifier for the assertion request. The
654 RequestID element in a request MUST match the InResponseTo element in the
655  corresponding response.

656 2.2.1.2 Attribute Version

657  Each request MUST specify the SAML protocol version identifier. The identifier for this
658  version of SAML is the string "1.0".

659 2.2.2 Element <SAMLRequest>

660  The <SAMLRequest > element specifies a SAML request. This may contain either a
661  query or a request for a specific assertion identified by AssertionID.

662  The following schema defines the <SAMLRequest > element:

663 <element name="SAMLRequest" type="samlp:SAMLRequestType"/>

664 <complexType name="SAMLRequestType">

665 <complexContent >

666 <extension base="samlp:SAMLAbstractRequestType">

667 <choice>

668 <element name="Query" type="samlp:SAMLQueryType"/>

669 <element ref="saml:AssertionID" maxOccurs="unbounded"/>
670 </choice>

671 </extension>

672 </complexContent>

673 </complexType>

674  2.2.3 Abstract Type SAMLQueryType

675 EPHBM]T}IG SAMLQueryType abstract type is the base type from which all SAML
676  request query elements are derived. The abstract type contains no elements or attributes.

677  The following schema defines the SAMLQueryType abstract type:

678 <complexType name="SAMLQueryType" abstract="true"/>

679 2.2.4 Abstract Type SubjectQueryType

680 @PHBIS]T]’IG SubjectQueryType type extends the SAMLQuery type to specify a query
681  with a specific subject as its principal.

682 The following schema defines the SubjectQueryType abstract type:

683 <complexType name="SubjectQueryType" abstract="true"s>
684 <complexContent>
685 <extension base="samlp:SAMLQueryType" >
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<sequence>
<element ref="saml:Subject"/>
</sequence>
</extensions>
</complexContent >
</complexType>

2.3 Authentication Query

The AuthenticationQueryType makes the query “What authentication assertions are
available for this Subject?”

The response will be in the form of an Authentication assertion.

2.3.1 Subject Query Type AuthenticationQueryType

An AuthenticationQuery contains all the elements and attributes of a
SubjectQuery and extends them as follows:

<AuthenticationCode> [Optional]
The <AuthenticationCode> element if present can be used to as a filter for
possible responses. This supports the query “What authentication assertions do
you have for this Subject with the following AuthenticationCode?”

A SAML processor will return a certain number of Authentication Assertions in response
to a SAMLQuery of type AuthenticationQueryType. The <Subject> and
<AuthenticationCode> of the returned assertions MUST be identical to the subject
(and optional <AuthenticationCode>) fields of the SAMLQuery. There is no
implication that all such assertions must be returned.

The following schema defines the AuthenticationQueryType type:

<complexType name="AuthenticationQueryType">
<complexContent>
<extension base="samlp:SubjectQueryType">
<sequences
<element ref="saml:AuthenticationCode" minOccurs="0"/>
<!l--do we want more than one of these?-->
</sequence>
</extension>
</complexContent>
</complexType>

24  Attribute Query

An Attribute Query makes the query “Return all of the attributes for this Subject (that I
am allowed to see)?”

The response will be in the form of an Attribute Assertion.
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2.4.1 Subject Query Type SAMLAttributeQueryType

An SAMLAttributeQueryType contains all the elements and attributes of a
SubjectQueryType and extends them as follows:

<Attribute> [Any number]
Each <Attributex> element specifies an attribute that is to be returned. If no
attributes are specified the scope of the query is implicit.

<CompletenessSpecifiers> [Required]
The <CompletenessSpecifiers> element specifies the desired behavior in
the case that access to some of the requested attributes is not authorized using the
CompletenessSpecifier.

The following schema defines the <SAMLAttributeQueryTypes> type:

<complexType name="AttributeQueryType">
<complexContent>
<extension base="samlp:SubjectQueryType">
<sequence>
<element ref="saml:Attribute"
minOccurs="0" maxOccurs="unbounded"/>
<element name="CompletenessSpecifier"
type="samlp:CompletenessSpecifierType" default="All"/>
</sequence>
</extension>
</complexContent >
</complexType>

2.5 Authorization Query

An Authorization Query makes the query : “Should action(s) Y on resource Z be allowed
for subject S given evidence E?”

The answer comes in the form of an Authorization Decision assertion. The action(s) and
resource are optionally namespace-scoped..

2.5.1 Subject Query Type AuthorizationQueryType

An AuthorizationQuery contains all the elements and attributes of a
SubjectQueryType and extends them as follows:

<Object> [Required]
The <Object > element specifies the resource and action(s) for which
authorization is requested.

<Evidence> [Any number]
Each <Evidences> element specifies an assertion that the service may rely upon
in making its response.
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761

762 The following schema defines the AuthorizationQueryType type:

763 <element name="AuthorizationQuery" type="samlp:AuthorizationQueryType"/>
764 <complexType name="AuthorizationQueryType">

765 <complexContent >

766 <extension base="samlp:SubjectQueryType">

767 <sequence>

768 <element ref="saml:Evidence"

769 minOccurs="0" maxOccurs="unbounded"/>
770 <element ref="saml:Object"/>

771 </sequence>

772 </extension>

773 </complexContent>

774 </complexType>

775 2.6 Response

776 ~ 2.6.1 Abstract Type SAMLAbstractResponseType

777 The response to a SAMLRequest is of a type that extends the

778  SAMLAbstractResponseType abstract type. The

779 ~ SAMLAbstractResponseType specifies information that is common to all SAML
780  responses, the SAML protocol version, the identifier of the response and the identifier of
781  the request that is responded to.

782 The following schema defines the SAMLAbstractResponseType abstract type:

783 <complexType name="SAMLAbstractResponseType" abstract="true">

784 <attribute name="ResponseID" type="saml:IDType" use="required"/>
785 <attribute name="InResponseTo" type="saml:IDType" use="required"/>
786 <attribute name="Version" type="string" use="required"/>

787 </complexType>

788  2.6.1.1  Attribute ResponseID
789  The ResponseID attribute specifies an identifier of type IDType for the response.
790 2.6.1.2 Attribute InResponseTo

791  The ResponseID attribute specifies the identifier of type IDType specified in the
792 RequestID attribute in the SAML Request to which it is a response.

793  2.6.1.3 Attribute Version

794  Each response MUST specify the SAML version identifier. The identifier for this version
795 of SAML is the string "1 . 0".[PHB16] @

796 2.6.2 Element <SAMLResponse>

797  The <SAMLResponse> element is extends the SAMLAbstractResponseType and
798  specifies the status of the corresponding SAML Request and a list of zero or more
799  assertions that answer the request.
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The following schema defines the <SAMLResponse > element:

<element name="SAMLResponse" type="samlp:SAMLResponseType"/>
<complexType name="SAMLResponseType'>
<complexContent>
<extension base="samlp:SAMLAbstractResponseType">
<sequences>
<element ref="saml:Assertion"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute name="StatusCode" type="samlp:StatusCodeType"
use="required"/>
</extensions>
</complexContent >
</complexType>
</schemas>

2.7 Schema Extension

The SAML schema is designed to support extensibility by means of XML abstract types.
Extension schemas should specify the purpose of extension elements by defining them as
extensions of the appropriate abstract types.

The following abstract types are defined in the schema:[puB17] | =

Abstract Type Purpose

SAMLAbstractRequestType Specity a new SAML request other than a
query.

SAMLQueryType Specitfy a new SAML request that is a
query.

SubjectQueryType Specitfy a new SAML request that is a

query concerning a single subject.

SAMLAbstractResponseType Specity a new SAML response.

In addition the <Advice> element permits arbitrary elements to be included without
type restriction.
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867 5 Appendix

868 5.1 Assertion Schema

869 <?xml version="1.0" encoding="UTF-8"?>

870 <schema targetNamespace="http://www.oasis.org/tbs/1066-12-25/"

871 xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

872 xmlns:xsd="http://www.w3.0rg/2000/10/XMLSchema"

873 xmlns:saml="http://www.oasis.org/tbs/1066-12-25/"

874 xmlns="http://www.w3.0rg/2000/10/XMLSchema"

875 elementFormDefault="unqualified">

876 <import namespace=" http://www.w3.0rg/2000/09/xmldsig#"

877 schemalocation="xmldsig-core-schema.xsd"/>

878 <annotation>

879 <documentation>draft-schema-consensus-10.xsd</documentation>
880 </annotations>

881

882 <element name="AssertionID" type="saml:IDType"/>

883 <simpleType name="IDType">

884 <restriction base="string"/>

885 </simpleType>

886 <simpleType name="DecisionType">

887 <restriction base="string">

888 <enumeration value="Permit"/>

889 <enumeration value="Deny"/>

890 <enumeration value="Indeterminate"/>

891 </restriction>

892 </simpleType>

893

894 <element name="Assertion" type="saml:AssertionType" />

895 <complexType name="AssertionType" abstract="true'"s>

896 <sequence>

897 <element name="Conditions" type="saml:ConditionsType" minOccurs="0"/>
898 <element name="Advice" type="saml:AdviceType" minOccurs="0"/>
899 </sequence>

900 <attribute name="Version" type="string" use="required"/>

901 <attribute name="AssertionID" type="saml:IDType" use="required"/>
902 <attribute name="Issuer" type="string" use="required"/>

903 <attribute name="Issuelnstant" type="timeInstant" use="required"/>
904 </complexType>

905

906 <element name="AssertionSpecifier" type="saml:AssertionSpecifierType"/>
907 <complexType name="AssertionSpecifierType">

908 <choice>

909 <element ref="saml:AssertionID" />

910 <element ref="saml:Assertion"/>

911 </choice>

912 </complexType>

913

914 <complexType name="SubjectAssertionType" abstract="true">

915 <complexContent >

916 <extension base="saml:AssertionType">

917 <sequence>

918 <element ref="saml:Subject"/>

919 </sequence>

920 </extension>

921 </complexContent>

922 </complexType>

923

924 <element name="Subject" type="saml:SubjectType"/>

925 <complexType name="SubjectType">
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<choice maxOccurs="unbounded">
<element ref="gsaml :NameIdentifier"
minOccurs="0" maxOccurs="unbounded"/>
<element ref="saml:Authenticator"
minOccurs="0" maxOccurs="unbounded"/>
<element ref="saml:AssertionSpecifier"
minOccurs="0" maxOccurs="unbounded"/>
</choice>
</complexType>

<element name="Authenticator" type="saml:AuthenticatorType"/>
<complexType name="AuthenticatorType">
<sequence>
<element name="Protocol" type="uriReference"
maxOccurs="unbounded" />
<element name="Authdata" type="string" minOccurs="0"/>
<element ref="ds:KeyInfo" minOccurs="0"/>
</sequence>
</complexType>

<element name="NameIdentifier" type="saml:NameIdentifierType"/>
<complexType name="NameIdentifierType">
<sequence>
<element name="SecurityDomain" type="string"/>
<element name="Name" type="string"/>
</sequence>
</complexType>

<complexType name="AuthenticationAssertionType">
<complexContent>
<extension base="saml:SubjectAssertionType">
<sequence>
<element ref="saml:AuthenticationCode"/>
<element name="AuthenticationInstant" type="timeInstant"/>
<element name="AuthLocale"
type="saml:AuthLocaleType" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

<element name="AuthenticationCode" type="saml:AuthenticationCodeType"/>
<simpleType name="AuthenticationCodeType">

<restriction base="string"/>
</simpleType>

<complexType name="AuthLocaleType">
<sequence>
<element name="IP" type="string" minOccurs="0"/>
<element name="DNS Domain" type="string" minOccurs="0"/>
</sequence>
</complexType>

<complexType name="AuthorizationDecisionAssertionType">
<complexContent>
<extension base="saml:SubjectAssertionType">
<sequence>
<element ref="saml:Object"/>
<element name="Answer" type="saml:DecisionType"/>
<element name="saml:Evidence"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</extension>
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</complexContent >
</complexType>

<element name="Object" type="saml:ObjectType"/>
<complexType name="ObjectType">
<sequences>
<element name="Resource" type="xsd:uriReference"/>
<element name="Namespace" type="uriReference" minOccurs="0"/>
<element name="Action" type="string" maxOccurs="unbounded"/>
</sequence>
</complexType>

<element name="Evidence" type="saml:AssertionSpecifierType"/>

<complexType name="AttributeAssertionType">
<complexContent>
<extension base="saml:SubjectAssertionType">
<sequence>
<element ref="saml:Attribute" maxOccurs="unbounded"/>
</sequence>
</extensions>
</complexContent >
</complexType>

<element name="Attribute" type="saml:AttributeType"/>
<complexType name="AttributeType">
<sequence>
<element name="AttributeName" type="string"/>
<element name="AttributeNamespace"
type="uriReference" minOccurs="0"/>
<element name="AttributeValue" type="saml:AttributeValueType"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="AttributeValueType">
<sequences>
<any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<element name="Conditions" type="saml:ConditionsType"/>
<complexType name="ConditionsType">

<sequence>

<element name="Condition" type="saml:AbstractConditionType"
minOccurs="0" maxOccurs="unbounded"/>

</sequence>

<attribute name="NotBefore" type="timeInstant" use="optional"/>

<attribute name="NotOnOrAfter" type="timeInstant" use="optional"/>
</complexType>

<complexType name="AbstractConditionType" abstract="true"/>

<complexType name="AudienceRestrictionConditionType">
<complexContent>
<extension base="saml:AbstractConditionType">
<sequence>
<element name="Audience" type="xsd:uriReference"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</extension>
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</complexContent >
</complexType>

<element name="Advice" type="saml:AdviceType"/>
<complexType name="AdviceType">
<sequence>
<any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</schema>

5.2 Protocol Schema

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.oasis.org/tbs/1066-12-25/protocol/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsd="http://www.w3.0rg/2000/10/XMLSchema"
xmlns:saml="http://www.oasis.org/tbs/1066-12-25/"
xmlns:samlp="http://www.ocasis.org/tbs/1066-12-25/protocol/"
xmlns="http://www.w3.0rg/2000/10/XMLSchema"
elementFormDefault="unqualified">
<import namespace="http://www.oasis.org/tbs/1066-12-25/"
schemal.ocation="draft-schema-assertion-10.xsd"/>
<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalLocation="xmldsig-core-schema.xsd"/>
<annotation>
<documentation>draft-schema-protocol-10.xsd</documentation>
</annotations>

<simpleType name="CompletenessSpecifierType">
<restriction base="string">
<enumeration value="Any"/>
<enumeration value="All"/>
</restrictions>
</simpleType>

<simpleType name="StatusCodeType">
<restriction base="string"s>
<enumeration value="Success"/>
<enumeration value="Failure"/>
<enumeration value="Error"/>
<enumeration value="Unknown"/>
</restrictions>
</simpleType>

<complexType name="SAMLAbstractRequestType" abstract="true">
<attribute name="RequestID" type="saml:IDType" use="required"/>
<attribute name="Version" type="string" use="required"/>
</complexType>

<element name="SAMLRequest" type="samlp:SAMLRequestType"/>
<complexType name="SAMLRequestType">
<complexContent>
<extension base="samlp:SAMLAbstractRequestType">
<choice>
<element name="Query" type="samlp:SAMLQueryType"/>
<element ref="saml:AssertionID" maxOccurs="unbounded"/>
</choice>
</extension>
</complexContent>
</complexType>
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<complexType name="SAMLQueryType" abstract="true"/>

<complexType name="SubjectQueryType" abstract="true">
<complexContent>
<extension base="samlp:SAMLQueryType">
<sequence>
<element ref="saml:Subject"/>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="AuthenticationQueryType">
<complexContent>
<extension base="samlp:SubjectQueryType">
<sequence>
<element ref="saml:AuthenticationCode" minOccurs="0"/>
<!l--do we want more than one of these?-->
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="AttributeQueryType">
<complexContent>
<extension base="samlp:SubjectQueryType">
<sequence>
<element ref="saml:Attribute"
minOccurs="0" maxOccurs="unbounded"/>
<element name="CompletenessSpecifier"
type="samlp:CompletenessSpecifierType" default="All"/>
</sequence>
</extension>
</complexContent >
</complexType>

<element name="AuthorizationQuery" type="samlp:AuthorizationQueryType"/>
<complexType name="AuthorizationQueryType">
<complexContent >
<extension base="samlp:SubjectQueryType">
<sequence>
<element ref="saml:Evidence"
minOccurs="0" maxOccurs="unbounded"/>
<element ref="saml:Object"/>
</sequence>
</extension>
</complexContent >
</complexType>

<complexType name="SAMLAbstractResponseType" abstract="true'">
<attribute name="ResponseID" type="saml:IDType" use="required"/>
<attribute name="InResponseTo" type="saml:IDType" use="required"/>
<attribute name="Version" type="string" use="required"/>
</complexType>

<element name="SAMLResponse" type="samlp:SAMLResponseType"/>
<complexType name="SAMLResponseType">
<complexContent>
<extension base="samlp:SAMLAbstractResponseType">
<sequences>
<element ref="saml:Assertion"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
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1175 <attribute name="StatusCode" type="samlp:StatusCodeType"
1176 use="required"/>

1177 </extension>

1178 </complexContent >

1179 </complexType>

1180

1181 </schema>
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Page: 1
[pml]

Page: 5
[PHB2] Insert the class diagram here

Page: 5
[PHB3]This schema is actually to the previous version since that is what Spy 3.5 accepts.

Page: 5
[PHB4] We have to align with the OASIS convention here.

Page: 7
[PHB5]Here we need to redo the diagram to express the inheritance mechanism we choose in the end.

Page: 7
[PHB6] Need some better text here n’est pas?

Page: 10
[PHB7]Yikes! maybe we should put an IDType in here so that the security domain is at least unique!

Page: 10
[PHB8]But by whom? It may not have been the issuer of the assertion!

Page: 10
[PHB9] Where are these codes defined? Do we reuse the protocol elements of section 4, I think we should but in that
case the schema should specify a URI.

Page: 14
[PHB10]But the current definition does not give a ground case, how about a string?

Page: 16
[PHB11]Add in here the substitution group issue.

Page: 18
[PHB12]Need to have text for these, how exactly does failure differ from error?

Page: 18
[PHB13] asking for it to be created.

Page: 19
[PHB14] asking for it to be created.

Page: 19
[PHB15] asking for it to be created.

Page: 22
[PHB16] Other options here include specifying the highest version number that the server can supply. I suspect
however that in the web services context that is unnecessary since it will be taken care of by WSDL.

Page: 23
[PHB17]If we use substitution groups add in the text to specify the requirement
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