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1. Introduction

This specification defines the syntax and semantics for XML-encoded SAML assertions, protocol
requests, and protocol responses. These constructs are typically embedded in other structures for
transport, such as HTTP form POSTs and XML-encoded SOAP messages. The SAML specification
for bindings and profiles [SAMLBIind] provides frameworks for this embedding and transport. Files
containing just the SAML assertion schema [SAML-XSD] and protocol schema [SAMLP-XSD] are
available.

The following sections describe how to understand the rest of this specification.

1.1. Notation

This specification uses schema documents conforming to W3C XML Schema [Schemal] and
normative text to describe the syntax and semantics of XML-encoded SAML assertions and
protocol messages.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be
interpreted as described in IETF RFC 2119 [RFC2119]:

"they MUST only be used where it is actually required for interoperation or to limit
behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over
protocol and application features and behavior that affect the interoperability and security of
implementations. When these words are not capitalized, they are meant in their natural-language
sense.

Li stings of SAML schemas appear |ike this.

| Exanpl e code |istings appear like this. |

Conventional XML namespace prefixes are used throughout the listings in this specification to
stand for their respective namespaces (see Section 1.2) as follows, whether or not a namespace
declaration is present in the example:

?? The prefix sanl : stands for the SAML assertion namespace.
?? The prefix sanl p: stands for the SAML request-response protocol namespace.
?? The prefixds: stands for the W3C XML Signature namespace.

?? The prefix xsd: stands for the W3C XML Schema namespace in example listings. In
schema listings, this is the default namespace and no prefix is shown.

This specification uses the following typographical conventions in text: <SAMLEI enent >,
<ns: For ei gnEl ement >, Attri but e, Datatype, O her Code.

1.2. Schema Organization and Namespaces

The SAML assertion structures are defined in a schema [SAML-XSD] associated with the following
XML namespace:

http://ww. oasi s-open. or g/ conmi tt ees/ security/docs/draft-sstc-schena-assertion 22. xsd

The SAML requestresponse protocol structures are defined in a schema [SAMLP-XSD]
associated with the following XML namespace:

http://ww:. oasi s-open. or g/ conmi tt ees/ security/docs/draft-sstc-schema-protocol -22. xsd
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Note: The SAML namespace names are temporary and will change when
SAML 1.0 is finalized.

The assertion schema is imported into the protocol schema. Also imported into both schemas is the
schema for XML Signature [ XML Sig-XSD], which is associated with the following XML namespace:

htt p: //ww. w3. or g/ 2000/ 09/ xm dsi g#

The XML Signature element <ds: Keyl nf 0>, defined in [XMLSig] 8§4.4, is of particular interest in
SAML.

1.3. SAML Concepts (Non-Normative)

This section is informative only and is superseded by any contradicting information in the normative
text in Sections 1.2 and following. A glossary of SAML terms and concepts [SAMLGIloss] is
available.

1.3.1. Overview

domarn A tvprcal example of a subrect is a person |dent|f|ed bv h|s or her email address in a

particular Internet domain.

Assertions can convev information about authentication acts performed by subjects, attributes of

produce and consume SAML assertrons without usrnq the SAML protocol aIthouqh mteroperabrlrtv
is likely to be harmed in this case.

SAML authorities can use various sources of information such as external policy stores and

alwavs consume assertions, SAML authorltres can be both producers and consumers of assertions.

The following model is conceptual only; for example, it does not account for real-world information

i ihilitv of combining of nal
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Figure 1 The SAML Domain Model

One malor design center for SAML is Single Slqn On (SSO) the ab|I|tv of a user to authenticate in

in the conformance SDeC|f|cat|on [SAMLConform] Securltv issues are d|scussed ina seDarate

security and privacy considerations specification [SAML Secure].

1.3.2. SAML and URI-Based ldentifiers

For examole the SAML defined |dent|f|er for the Kerberos subject conﬂrmatlon method is as

follows:
urn:ietf:rfc:1510

For another example, the SAML -defined identifier for the set of possible actions on a resource
— : . - f -

http://www.oasisopen.org/committees/security/docs/draft-sstccore-24/rwedc

These identifiers are defined as Uniform Resource Identifiers (URIs) but they are not necessarilv

extent
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326 J
327 sense of an XML namespace) SAML uses this namespace mechanlsm to manaqe the unlverse of
328  possible types of actions and possible names of attributes.

329 See 7 for a list of SAML-defined identifiers.

330 1.3.3. SAML and Extensibility

331 The XML formats for SAML assertions and protocol messages have been designed to support
332 extension.

333 However, it is possible that the use of extensions will harm interoperability and the use of

334  extensions SHOULD be carefully conS|dered FLBDJN@@d—G@%@p&u&Lma&@n&Hme—B@pm
335

336
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w7 2. SAML Assertions

338  An assertion is a package of information that supplies one or more statements made by an issuer.
339 SAML allows issuers to make three different kinds of assertion statement:

340 ?? Authentication: The specified subject was authenticated by a particular means at a

341 particular time.

342 ?? Authorization Decision: A request to allow the specified subject to access the specified
343 | objectresource has been granted or denied.

344 ?? Attribute: The specified subject is associated with the supplied attributes.

345  Assertions have a nested structure. A series of inner elements representing authentication
346 statements, authorization decision statements, and attribute statements contains the specifics,

347  while an outer generic assertion element provides information that is common to all the statements.

s 2.1. Schema Header and Namespace Declarations

349 The following schema fragment defines the XML namespaces and other header information for the
350 assertion schema:

351 <schema

352 t ar get Nanmespace="htt p: // ww. oasi s- open. org/ conmi tt ees/ security/docs/draft-
353 sstc-schema- asserti on-24. xsd"

354 xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"

355 xm ns: sam =" http://ww. oasi s-open. org/ conm ttees/security/docs/draft-sstc-
356 schema- assertion- 24. xsd"

357 xm ns="http://ww.w3. org/ 2001/ XM_Schena"

358 el ement For nDef aul t =" unqual i fi ed" >

359 <inport nanespace="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"

360 schemalocat i on="xm dsi g- core-schema. xsd"/ >

361 <annot at i on>

362 <docunent at i on>dr aft - sst c- schenmsa asserti on-24. xsd</ docunent ati on>

363 </ annot ati on>

364

365 </ schema>

366 2.2. Simple Types

367  The following sections define the SAML assertion-related simple types.

368 2.2.1. Simple Type IDType

369 The IDType simple type is used to declare and reference identifiers to assertions, requests, and
370 responses.

371  Values of attributes declared to be of type IDType MUST satisfy the following properties:

372 ?? Any party that assigns an identifier MUST ensure that there is negligible probability that that
373 party or any other party will assign the same identifier to a different data object.

374 ?? Where a data object declares that is has a particular identifier, there MUST be exactly one
375 such declaration.

376  The mechanism by which the application ensures that the identifier is unique is left to the

377 implementation. In the case that a pseudorandom technique is employed, the probability of two
378 randomly chosen identifiers being identical MUST be less than 21?8 and SHOULD be less than
379 277,
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It is OPTIONAL for an identifier based on IDType to be resolvable in principle to some resource. In
the case that the identifier is resolvable in principle (for example, the identifier is in the form of a

URI reference), it is OPTIONAL for the identifier to be dereferenceable.

The following schema fragment defines the IDType simple type:

<si npl eType nane="| DType" >
<restriction base="string"/>
</ si npl eType>

2.2.2. Simple Type DecisionType

The DecisionType simple type defines the possible values to be reported as the status of an
authorization decision statement.

Perm t
The specified action is permitted.

Deny
The specified action is denied.

I ndeterm nate
No assessment is made as to whether the specified action is permitted or denied.

The following schema fragment defines the DecisionType simple type:
<si npl eType nane="Deci si onType" >
<restriction base="string">

<enuneration val ue="Permt"/>
<enurerati on val ue="Deny"/ >

<enuneration val ue="I ndetermn nate"/>
</restriction>

</ si npl eType>
2.3. Assertions

The following sections define the SAML constructs that contain assertion information.

2.3.1. Element <AssertionSpecifier>

The <AssertionSpeci fi er > element specifies an assertion either by reference or by value. It
contains one of the following elements:

<Assertionl D>
Specifies an assertion by reference to the value of the assertion’s Assert i onl D attribute.

<Assertion>
Specifies an assertion by value.

The following schema fragment defines the <Asserti onSpeci fi er > element and its
AssertionSpecifierType complex type:
<el enent name="AssertionSpecifier" type="sam :AssertionSpecifierType"/>
<conpl exType name="AssertionSpecifierType">
<choi ce>
<el ement ref ="sanl: Assertionl D"/ >
<el enent ref ="samnl : Assertion"/>
</ choi ce>
</ conpl exType>

2.3.2. Element <AssertionID>

The <Asserti onl D> element makes a reference to a SAML assertion by means of the value the
assertion’s Asser ti onl D attribute.

draft-sstc-core-24 15 January 9th 2002Jdanuar-9th-2002
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The following schema fragment defines the <Asserti onl D> element:
<el enent name="Assertionl D' type="sam :|DType"/>

2.3.3. Element <Assertion>

The <Asserti on>element is of AssertionType complex type. This type specifies the basic

information that is common to all assertions, including the following elements (in order) and
attributes:

Maj or Ver si on [Required]
The major version of this assertion. The identifier for the version of SAML defined in this
specification is 1. Processing of this attribute is specified in Section 3.4.23-5-2.

M nor Ver si on [Required]
The minor version of this assertion. The identifier for the version of SAML defined in this
specification is 0. Processing of this attribute is specified in Section 3.4.23.5-2.

Asserti onl D[Required]
The identifier for this assertion. It is of type IDType, and MUST follow the requirements
specified by that type for identifier uniqueness.

| ssuer [Required]

The issuer of the assertion. The name of the issuer is provided as a string. The issuer
name SHOULD be unambiguous to the intended relying parties. SAML applications may
use an identifier such as a URI that is designed to be unambiguous regardless of context.

I ssuel nst ant [Required]
The time instant of issue. It has the type dateTime, which is built in to the W3C XML
Schema Datatypes specification [Schemaz2].

<Condi ti ons> [Optional]
Conditions that MUST be taken into account in assessing the validity of the assertion.

<Advi ce> [Optional]
Additional information related to the assertion that assists processing in certain situations
but which MAY be ignored by applications that do not support its use.

One or more of the following statement elements:

<St at enent >
A statement defined in an extension schema.

<Subj ect St at enent >
A subject statement defined in an extension schema.

<Aut henti cati onSt at enent >
An authentication statement.

<Aut hori zat i onDeci si onSt at enent >
An authorization decision statement.

<AttributeStatenent>
An attribute statement.

The following schema fragment defines the <Asserti on>element and its AssertionType
complex type:
<conpl exType nanme="AssertionType">
<sequence>

<el ement ref ="saml : Condi ti ons" m nCccurs="0"/>
<el enent ref ="sanml : Advi ce" m nCccurs="0"/>

<el enent ref="sanl : St atenment"/>
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<el enent ref="sanl : Subj ect St at enent "/ >
<el enent ref="sam : Aut henti cati onSt atenent"/>
<el enent ref="samnl : Aut hori zati onDeci si onSt at enent "/ >
<el enent ref="sam : Attri buteStatenment"/>
</ choi ce>
<el ement ref="ds: Signature” m nCccurs="0" maxQccurs="unbounded”/ >
</ sequence>
<attribute nane=" Mpj or Versi on" type="integer" use="required'/>
<attribute nanme="M nor Version" type="integer" use="required'/>
<attribute nane=" Assertionl D" type="samnl :|DType" use="required"/>
<attribute nane="I|ssuer" type="string" use="required'/>
<attribute nane="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>

2.3.3.1. Element <Conditions>

If an assertion contains a <Condi t i ons> element, the validity of the assertion is dependent on the
conditions provided. Each condition evaluates to a status of Val i d, | nval i d, or

I ndet er mi nat e. The validity status of an assertion is the conjunction of the validity of each of the
conditions it contains, as follows:

?? If any condition evaluates to | nval i d, the assertion status is | nval i d.

?? If no condition evaluates to | nval i d and one or more conditions evaluate to
I ndet er mi nat e, the assertion status is | ndet er ni nat e.

?? If no conditions are supplied or all the specified conditions evaluate to Val i d, the assertion
status is Val i d.

The <Condi ti ons> element MAY be extended to contain additional conditions. If an element
contained within a <Condi t i ons> element is encountered that is not understood, the status of the
condition MUST be evaluated to | ndet er ni nat e.

The <Condi t i ons> element contains the following element and attributes:

Not Bef or e [Optional]
Specifies the earliest time instant at which the assertion is valid.

Not OnOr Af t er [Optional]
Specifies the time instant at which the assertion has expired.

<Condi ti on> [Zero or more]
Provides an extension point allowing extension schemas to define new conditions.

<Audi enceRestri cti onCondi ti on>[Any Number]
Specifies that the assertion is addressed to a particular audience.

<Target Restricti onCondi ti on> [Any Number]
The <TargetRestriction> condition is used to limit the use of the assertion to a particular
relying party.

The following schema fragment defines the <Condi ti ons> element and its ConditionsType
complex type:

<el enent name="Condi tions" type="sanl : ConditionsType"/>
<conpl exType nanme="Condi ti onsType" >
<choi ce m nCccurs="0" maxCccurs="unbounded" >
<el enent ref ="sanl : Condi tion"/>
<el enent ref ="saml : Audi enceRestrictionCond tion"/>
<el enent ref ="sanl : Target Restricti onCondi tion"/>
</ choi ce>
<attribute nane="Not Before" type="dateTi ne" use="optional"/>
<attribute name="Not OnOr After" type="dateTi ne" use="optional "/>
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</ conpl exType>

2.3.3.1.1 Attributes NotBefore and NotOnOrAfter
The Not Bef or e and Not OnOr Af t er attributes specify time limits on the validity of the assertion.

The Not Bef or e attribute specifies the time instant at which the validity interval begins. The
Not OnOr Af t er attribute specifies the time instant at which the validity interval has ended.

If the value for either Not Bef or e or Not OnOr Af t er is omitted or is equal to the start of the epoch,
it is considered unspecified. If the Not Bef or e attribute is unspecified (and if any other conditions
that are supplied evaluate to Val i d), the assertion is valid at any time before the time instant
specified by the Not OnOr Af t er attribute. If the Not OnOr Af t er attribute is unspecified (and if any
other conditions that are supplied evaluate to Val i d), the assertion is valid from the time instant
specified by the Not Bef or e attribute with no expiry. If neither attribute is specified (and if any other
conditions that are supplied evaluate to Val i d), the assertion is valid at any time.

The Not Bef or e and Not OnOr Af t er attributes are defined to have the dateTime simple type that
is built in to the W3C XML Schema Datatypes specification [Schemaz2]. All time instants are
interpreted to be in Universal Coordinated Time (UTC) unless they explicitly indicate a time zone.

Implementations MUST NOT generate time instants that specify leap seconds.

2.3.3.1.2 Element <Condition>

The <Condi t i on> element serves as an extension point for new conditions. Its
ConditionAbstractType complex type is abstract; extension elements MUST use the xsi : type
attribute to indicate the derived type.

The following schema fragment defines the <Condi ti on> element and its
ConditionAbstractType complex type:

<el ement name="Condi ti on" type="sanl:ConditionAbstractType"/>
<conpl exType nane="Condi ti onAbstract Type" abstract="true"/>

2.3.3.1.3 Elements <AudienceRestrictionCondition> and <Audience>

The <Audi enceRestri cti onCondi ti on> element specifies that the assertion is addressed to
one or more specific audiences. Although a party that is outside the audiences specified is capable
of drawing conclusions from an assertion, the issuer explicitly makes no representation as to
accuracy or trustworthiness to such a party.

An audience is identified by a URI. The URI MAY identify a document that describes the terms and
conditions of audience membership.

The condition evaluates to Val i d if and only if the relying party is a member of one or more of the
audiences specified.

The issuer of an assertion cannot prevent a party to whom it is disclosed from making a decision on
the basis of the information provided. However, the <Audi enceRestri cti onCondi ti on>
element allows the issuer to state explicitly that no warranty is provided to such a party in a
machine- and human -readable form. While there can be no guarantee that a court would upholding
such a warranty exclusion in every circumstance, the probability of upholding the warranty
exclusion is considerably improved.

The following schema fragment defines the <Audi enceRestri cti onCondi ti on> element and
its AudienceRestrictionConditionType complex type:
<el ement name="Audi enceRestri ctionCondition"
type="saml : Audi enceRestri ctionConditionType"/>
<conpl exType name="Audi enceRestri ctionConditi onType" >
<conpl exCont ent >
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<ext ensi on base="sanl : Condi ti onAbstract Type" >
<sequence>
<el enent ref ="samnl : Audi ence"
m nCccurs="1" naxCccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Audi ence" type="anyURI"/>

2.3.3.1.4 Condition Type Target Restricti onType

The <TargetRestriction> element is used to limit the use of the assertion to a particular relying
party. This is useful to prevent malicious forwarding of assertions to unintended recipients.

The target is identified by a URI. The condition evaluates to true if one or more URIs identify the
recipient or a resource managed by the recipient.

The following schema fragment defines the <Tar get Restri cti onCondi ti on> element and its
TargetRestrictionConditionType complex type:

<el ement name="Tar get Restri cti onCondition"
type="sanl : Target Restricti onCondi ti onType"/ >
<conpl exType nane="Target RestrictionConditionType">
<conpl exCont ent >
<ext ensi on base="sanl : Condi ti onAbstract Type" >
<sequence>

<el enent ref ="saml : Target"
m nCccurs="1" maxQOccur s="unbounded"/ >

</ sequence>
</ ext ensi on>

</ conpl exCont ent >

</ conpl exType>
<el enent name="Target" type="anyURl"/>

2.3.3.2. Elements <Advice> and <AdviceElement>

The <Advi ce> element contains any additional information that the issuer wishes to provide. This
information MAY be ignored by applications without affecting either the semantics or the validity of
the assertion.

The <Advi ce> element contains a mixture of zero or more <Asserti onSpeci fi er > elements,
<Advi ceEl ement > elements, and elements in other namespaces, with lax schema validation in
effect for these other elements.

Following are some potential uses of the <Advi ce> element:

?? Include evidence supporting the assertion claims to be cited, either directly (through
incorporating the claims) or indirectly (by reference to the supporting assertions).

?? State a proof of the assertion claims.
?? Specify the timing and distribution points for updates to the assertion.

The following schema fragment defines the <Advi ce> element and its AdviceType complex type,
along with the <Advi ceEl enent > element and its AdviceAbstractType complex type:

<el enent name="Advi ce" type="sanl : Advi ceType"/ >
<conpl exType nane="Advi ceType" >
<sequence>
<choi ce m nCccurs="0" nmaxCccurs="unbounded">
<el enent ref="sam : AssertionSpecifier"/>
<el enent ref="saml : Advi ceEl enent"/>
<any nanespace="##ot her" processContents="lax"/>
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</choi ce>
</ sequence>
</ conpl exType>

<el ement name="Advi ceEl ement" type="sanl : Advi ceAbstract Type"/ >
<conpl exType nanme="Advi ceAbst ract Type"/ >

2.4. Statements

The following sections define the SAML constructs that contain statement information.

2.4.1. Element <Statement>

The <St at ement > element is an extension point that allows other assertion-based applications to

reuse the SAML assertion framework. Its StatementAbstractType complex type is abstract;
extension elements MUST use the xsi : t ype attribute to indicate the derived type.

The following schema fragment defines the <St at ement > element and its
StatementAbstractType complex type:

<el enent name="Statenment" type="sanl: Statenent Abstract Type"/>
<conpl exType nanme="St at ement Abstract Type" abstract="true"/>

2.4.2. Element <SubjectStatement>

The <Subj ect St at enent > element is an extension point that allows other assertion-based
applications to reuse the SAML assertion framework. It contains a <Subj ect > element that allows
an issuer to describe a subject. Its SubjectStatementAbstractType complex type, which extends
StatementAbstractType, is abstract; extension elements MUST use the xsi : t ype attribute to
indicate the derived type.

The following schema fragment defines the <Subj ect St at enent > element and its
SubjectStatementAbstractType abstract type:
<el ement name="Subj ect St at ement” type="samnl : Subj ect St at enment Abstract Type"/>
<conpl exType nanme="Subj ect St at ement Abstract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sanl : St at ement Abstr act Type" >
<sequence>
<el ement ref ="sanl : Subj ect"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

2.4.2.1. Element <Subject>

The <Subj ect > element specifies one or more subjects. It contains either or both of the following
elements:

<Nanel denti fier>
An identification of a subject by its name and security domain.

<Subj ect Confi rmati on>
Information that allows the subject to be authenticated.

Ifa <Subj ect > element contains more than one subject specification, the issuer is asserting that

the surrounding statement is true for all of the subjects specified. For example, if both a
<Nanel denti fi er> and a <Subj ect Confi r mat i on> element are present, the issuer is

asserting that the statement is true of both subjects being identified. A <Subj ect > element
SHOULD NOT identify more than one principal.
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The following schema fragment defines the <Subj ect > element and its SubjectType complex
type:
<el enent nanme="Subj ect" type="sanl : Subj ect Type"/ >
<conpl exType nane="Subj ect Type" >
<choi ce maxCccur s="unbounded" >
<sequence>
<el enent ref="sam : Namel dentifier"/>

<el enent ref="sam : Subj ect Confirmation" m nCccurs="0"/>
</sequence>
<el enent ref ="sanl : Subj ect Confirmati on"/ >
</ choi ce>
</ conmpl exType>

2.4.2.2. Element <Nameldentifier>

The <Nanel denti fi er > element specifies a subject by a combination of a name and a security
domain. It has the following attributes:

SecurityDomai n
The security domain governing the name of the subject.

Nane
The name of the subject.

The interpretation of the security domain and the name are left to individual implementations,
including issues of anonymity, pseudonymity, and the persistence of the identifier with respect to
the asserting and relying parties.

The following schema fragment defines the <Nanel denti fi er > element and its
NameldentifierType complex type:

<el enent name="Nanel dentifier" type="samn : Nanel dentifierType"/>
<conpl exType nanme="Nanel dentifier Type">

<attribute nane="SecurityDomai n" type="string"/>

<attribute nane=" Nane" type="string"/>
</ conpl exType>

2.4.2.3. Elements <SubjectConfirmation>, <ConfirmationMethod>, and
<SubjectConfirmationData>

The <Subj ect Conf i r mat i on> element specifies a subject by supplying data that allows the
subject to be authenticated. It contains the following elements in order:

<Conf i r mat i onMet hod> [One or more]

A URI that identifies a protocol to be used to authenticate the subject. URIs identifying
common authentication protocols are listed in Section 7.

<Subj ect Conf i r mat i onDat a> [Zero or more]
Additional authentication information to be used by a specific authentication protocol.

<ds: Keyl nf o> [Optional]
An XML Signature [XMLSig] element that specifies a cryptographic key held by the
subject.

The following schema fragment defines the <Subj ect Confi r mat i on> element and its
SubjectConfirmationType complex type, along with the <Subj ect Confi r mat i onDat a>
element and the <Conf i r mat i onMet hod> element:

<el enent name="Subj ect Confirmati on" type="sanl : Subj ect ConfirmationType"/>

<conpl exType nane="Subj ect Confirmati onType">
<sequence>

<el ement ref ="saml : Confirmati onMet hod'" nmaxCQccur s="unbounded"/ >
<el ement ref ="samnl : Subj ect Confi rmati onData' ni nOccurs="0"/>
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<el enent ref ="ds: Keyl nfo" m nCccurs="0"/>
</ sequence>
</ conpl exType>

<el ement name="Subj ect Confi rmati onData" type="string" m nQccurs="0"/>
<el ement name="Confirmati onMet hod" type="anyURI"/>

2.4.3. Element <AuthenticationStatement>

The <Aut hent i cati onSt at enent > element supplies a statement by the issuer that its subject
was authenticated by a particular means at a particular time. It is of type
AuthenticationStatementType, which extends SubjectStatementAbstractType with the addition
of the following element and attributes:

Aut henti cati onMet hod [Required]

A URI that specifies the type of authentication that took place. URIs identifying common
authentication protocols are listed in Section 7.

Aut henti cati onl nst ant [Required]
Specifies the time at which the authentication took place.

<Aut henti cati onLocal i t y> [Optional]

Specifies Ihs_DNS_deam_name_and_LP_addLess_tQLthe_smgm_emuthﬂms

authenticated.
theauthentication-
The following schema fragment defines the <Aut henti cati onSt at ement > element and its
AuthenticationStatementType complex type:

<el ement nanme="Aut henti cati onSt at enent "
type="sani : Aut henti cati onSt at ement Type"/ >

<conpl exType nane="Aut henti cati onSt at enent Type" >
<conpl exCont ent >
<extensi on base="saml : Subj ect St at ement Abst r act Type" >
<sequence>
<el enent ref ="sanl: Aut henticati onLocality"” m nCccurs="0"/>
<el ement ref ="saml : Aut hori t yBi ndi ng"
nm nQccur s="0" maxQccur s="unbounded"/ >

</ sequence>

<attribute nane="Aut henticati onMet hod" type="anyURI "/>
<attribute nanme="Aut henticationlnstant" type="dateTi ne"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

2.4.3.1. Element <AuthenticationLocality>

The <Aut hent i cati onLocal i t y> element specifies the DNS domain name and IP address for
the system entity that was authenticated. It has the following attributes:

| PAddr ess [Optional]
The IP address of the system entity that was authenticated.

DNSAddr ess [Required]
The DNS address of the system entity that was authenticated.

This element is entirely advisory, since both these fields are quite easily “spoofed” but current
practice appears to require its inclusion.

The following schema fragment defines the <Aut henti cati onLocal i t y> element and its
AuthenticationLocalityType complex type:

<el enent name="Aut henti cati onLocality"
type="sanl : Aut henti cati onLocal i tyType"/>
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<conpl exType nane="Aut henti cati onLocal i tyType" >
<attribute nane="|PAddress" type="string" use="optional "/>
<attribute name=" DNSAddress' type="string" use="optional "/>
</ conpl exType>

2.4.3.2. Element <AuthorityBinding>

The <Aut hori t yBi ndi ng> element specifies the type of authority (authentication, attribute,
authorization) that performed the authenticationand points to it via URI:

Aut hori t yKi nd [Optional]
The type of authority that performed the authentication.

Bi ndi ng [Optional]

The address of the authority.
The following schema fragment defines the <Aut hori t yBi ndi ng> element and its
Auth orityBindingType complex type and AuthorityKindType simple type:

<el enent name="Aut horityBi ndi ng" type="sani : Aut hori tyBi ndi ngType"/>
<conpl exType nanme="Aut hori tyBi ndi ngType">
<attribute nane=" Aut horityKi nd" type="sanl : AuthorityKi ndType"/>
<attribute nane="Bi nding" type="anyURlI"/>
</ conpl exType>
<si npl eType nane="Aut horityKi ndType" >
<restriction base="string">
<enuneration val ue="aut hentication"/>
<enuneration value="attribute"/>
<enuneration val ue="aut hori zati on"/>
<Jrestriction>
</ si npl eType>

2.4.4. Element <AuthorizationDecisionStatement>

The <Aut hori zati onDeci si onSt at enent > element supplies a statement by the issuer that the
request for access by the specified subject to the specified resource has resulted in the specified
decision on the basis of some optionally specified evidence. It is of type
AuthorizationDecisionStatementType, which extends SubjectStatementAbstractType with the
addition of the following elements (in order) and attributes:

Resour ce [Optional]
A URI identifying the resource to which access authorization is sought.

Deci si on [Optional]
The decision rendered by the issuer with respect to the specified resource. The value is of
the DecisionType simple type.

<Act i ons> [Required]
The set of actions authorized to be performed on the specified resource.

<Evi dence> [Zero or more]
A set of assertions that the issuer relied on in making the decision.

The following schema fragment defines the <Aut hori zat i onDeci si onSt at enent > element
and its AuthorizationDecisionStatementType complex type:

<el enent name="Aut hori zati onDeci si onSt at enent "
type="sam : Aut hori zat i onDeci si onSt at enent Type"/ >
<conpl exType nane="Aut hori zati onDeci si onSt at enent Type" >
<conpl exCont ent >

<ext ensi on base="sanl : Subj ect St at enent Abst ract Type" >
<sequence>

<el enent ref ="sam : Actions"/ >
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<el enent ref ="sanml : Evi dence" m nCccurs="0"
maxCccur s =" unbounded"/ >
</ sequence>

<attribute name="Resource" type="anyURI" use="optional"/>
<attribute name="Deci sion" type="san : Deci si onType"
use="optional "/ >
</ ext ensi on>
</ conpl exCont ent >
</ conmpl exType>

2.4.4.1. Elements <Actions> and <Action>

The <Act i ons> element specifies the set of actions on the specified resource for which permission
is sought. It has the following element and attribute:

Nanespace [Optional]
A URI representing the namespace in which the names of specified actions are to be
interpreted. If this element is absent, the namespace http://www.oasis-
open.org/committees/security/docs/draft-sstc-core-24/rwedc-negation specified in section
7.2.2is in effect by default.

<Act i on> [One or more]
An action sought to be performed on the specified resource.

The following schema fragment defines the <Act i ons> element, its ActionsType complex type,
and the <Act i on> element:
<el enent name="Acti ons" type="samnl : Acti onsType"/>
<conpl exType nane="Acti onsType">
<sequence>
<el enent ref ="sam : Acti on" maxCccur s="unbounded"/>
</ sequence>
<attribute nane=" Nanespace" type="anyURlI" use="optional "/>

</ conpl exType>
<el enent name="Action" type="string"/>

2.4.4.2. Element <Evidence>

The <Evi dence> element contains an assertion that the issuer relied on in issuing the
authorization decision. It has the AssertionSpecifierType complex type.

The provision of an assertion as evidence MAY affect the reliance agreement between the client
and the service. For example, in the case that the client presented an assertion to the service in a
request, the service MAY use that assertion as evidence in making its response without endorsing

the assertion as valid either to the client or any third party.

The following schema fragment defines the <Evi dence> element:
<el enent name="Evi dence" type="sanl: AssertionSpecifierType"/>

2.4.5. Element <AttributeStatement>

The <At tri but eSt at enent > element supplies a statement by the issuer that the specified
subject is associated with the specified attributes. It is of type AttributeStatementType, which
extends SubjectStatementAbstractType with the addition of the following element:
<Attri but e>[One or More]

The <At t ri but e> element specifies an attribute of the subject.

The following schema fragment defines the <At t ri but eSt at ement > element and its
AttributeStatementType complex type:

<el enent name="AttributeStatenent" type="sam :AttributeStatenentType"/>
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854 <conpl exType nanme="Attri buteStat ement Type" >

855 <conpl exCont ent >

856 <ext ensi on base="samnl : Subj ect St at enment Abst r act Type" >

857 <sequence>

858 <el enent ref ="sam : Attri bute" nmaxCccurs="unbounded"/ >
859 </ sequence>

860 </ ext ensi on>

861 </ conpl exCont ent >

862 </ conpl exType>

863 2.4.5.1. Elements <AttributeDesignator> and <Attribute>

864  The <Attri but eDesi gnat or > element identifies an attribute name within an attribute

865 namespace. It has the AttributeDesignatorType complex type. It is used in an attribute assertion
866  query to request that attribute values within a specific namespace be returned (see 3.3.43-4-4 for
867 more information). The <At t ri but eDesi gnhat or > element contains the following XML attributes:

868  AttributeNanmespace [Required]

869 The namespace in which the At t ri but eNanme elements are interpreted.
870  Attri but eName [Required]
871 The name of the attribute.

872  The following schema fragment defines the <At t ri but eDesi gnat or > element and its
873  AttributeDesignatorType complex type:

874 <el enent name="Attri but eDesi gnator" type="sanl :AttributeDesignatorType"/>
875 <conpl exType nanme="Attri but eDesi gnat or Type" >

876 <attribute nanme="AttributeNane" type="string"/>

877 <attribute nane="AttributeNanespace" type="anyURl "/>

878 </ conpl exType>

879  The <Attri but e>element supplies the value for an attribute of an assertion subject. It has the
880  AttributeType complex type, which extends AttributeDesignatorType with the addition of the
881  following element:

882 <At tri but eVal ue> [Required]
883 The value of the attribute.

884  The following schema fragment defines the <At t ri but e>element and its AttributeType complex
885 type:

886 <el ement name="Attribute" type="sanl:AttributeType"/>
887 <conpl exType nane="Attri buteType">

888 <conpl exCont ent >

889 <ext ensi on base="sanl : Attri but eDesi gnat or Type" >
890 <sequence>

891 <el ement ref ="samnl : Attri but eVal ue"/>

892 </ sequence>

893 </ ext ensi on>

894 </ conpl exCont ent >

895 </ conpl exType>

896 2.45.1.1 Element <AttributeValue>

897 The <Attri but eVal ue> element supplies the value of the specified attribute. It is of the
898  AttributeValueType complex type, which allows the inclusion of any element in any namespace
899 and specifies that lax schema validation is in effect.

900 If the data content of an AttributeValue element |s of a XML Schema S|mple type (e.q. |nterqer
901
902
903
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The following schema fragment defines the <At t ri but eVal ue> element and its

AttributeValueType complex type:

<el ement name="Attri but eval ue"

<conpl exType nanme="Attri but eVal ueType">

<sequence>

<any nanespace="##tany" processContents="]ax"

m nCccurs="0"

</ sequence>
</ conpl exType>
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3. SAML Protocol

SAML assertions MAY be generated and exchanged using a variety of protocols. The bindings and
profiles specification for SAML [SAMLBind] describes specific means of transporting assertions
using existing widely deployed protocols.

SAML-aware clients MAY in addition use the SAML request-response protocol defined by the
<Request > and <Response> elements. The client sends a <Request > element to a SAML

service, and the service generates a <Response> element, as shown in Eigure 2Figure—+.

SAMLRequest SAMLResponse!
O » | Process Request I > .

Figure 21: SAML Request-Response Protocol

3.1. Schema Header and Namespace Declarations

The following schema fragment defines the XML namespaces and other header information for the
protocol schema:

<schema
t ar get Nanmespace="htt p: // ww. oasi s- open. org/ conmi tt ees/ security/docs/draft-
sst c- schema- pr ot ocol - 24. xsd"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: sani p="http://ww. oasi s- open. org/ comi ttees/security/docs/draft- sstc-
schena- pr ot ocol -24. xsd"
xm ns: sam =" http://ww. oasi s- open. org/ conmi ttees/security/docs/draft-sstc-
schenma- assertion- 24. xsd"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xnl dsi g#"
el enent For nDef aul t =" unqual i fi ed" >
<import nanespace="http://ww. oasi s- open. org/ conmi ttees/security/docs/draft-
sstc-schemm- assertion-24. xsd"
schemalLocati on="dr aft - sstc-schema- assertion-24. xsd"/ >
<i mport nanespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemalLocat i on="xm dsi g- core-schema. xsd"/ >
<annot at i on>
<docunent ati on>draft - sst c- schemsa prot ocol - 24. xsd</docunent ati on>
</ annot ati on>

</ schema>
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3.2. Requests

The following sections define the SAML constructs that contain request information.

3.2.1. Complex Type RequestAbstractType

All SAML requests are of types that are derived from the abstract RequestAbstractType complex
type. This type defines common attributes that are associated with all SAML requests:

Request | D [Required]
An identifier for the request. It is of type IDType, and MUST follow the requirements
specified by that type for identifier uniqgueness. The values of the Request | Dattribute in a
request and the | nResponseTo attribute in the corresponding response MUST match.

Maj or Ver si on [Required]
The major version of this request. The identifier for the version of SAML defined in this
specification is 1. Processing of this attribute is specified in Section 3.4.23-52.

M nor Ver si on [Required]
The minor version of this request. The identifier for the version of SAML defined in this
specification is 0. Processing of this attribute is specified in Section 3.4.23.5-2.

<RespondW t h> [Any Number]

Each <RespondW t h> element specifies a type of response that is acceptable to the
requestor.

The following schema fragment defines the RequestAbstractType complex type:
<conpl exType nanme="Request Abstract Type" abstract="true">
<sequence>
<el enent ref ="sanl p: RespondWth"

m nCccurs="0" maxCOccur s="unbounded"/ >
<el enent ref = “ds: Signature” m nCccurs="0" maxOccur s="unbounded"/ >
</ sequence>
<attribute nanme=" Request| D" type="san :|DType" use="required"/>
<attribute nane=" Mpj or Versi on" type="integer" use="required'/>
<attribute nane=" M norVersi on" type="integer" use="required"/>
</ conpl exType>

3.2.1.1. Element <RespondWith>

The <RespondW t h> element specifies a type of response that is acceptable to the requestor. If
no <RespondW t h> element is specified the default is Si ngl eSt at enent . Acceptable values for
the <RespondW t h> element are:

Si ngl eSt at enent
An assertion carrying exactly one statement element.
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Mul ti pl eSt at enent
An assertion carrying at least one statement element.

Aut henti cati onSt at ement
An assertion carrying an Authentication statement.

Aut hori zati onDeci si onSt at enent
An assertion carrying an Authorization Decision statement.

AttributeStatement
An assertion carrying an Attribute statement.

Schema URI
An assertion containing additional elements from the specified schema.

The following schema fragment defines the <RespondW t h> element:
<el enent name="RespondWth" type="anyURI"/>

3.2.2. Element <Request>

The <Request > element specifies a SAML request. It provides either a query or a request for a
specific assertion identified by <Asserti onl D> or <Asserti onArti fact >. It has the complex
type RequestType, which extends RequestAbstractType by adding a choice of one of the
following elements:

<Query>
An extension point that allows extension schemas to define new types of query.

<Subj ect Query>
An extension point that allows extension schemas to define new types of query that specify
a single SAML subiject.

<Aut henti cati onQuery>
Makes a query for authentication information.

<AttributeQuery>
Makes a query for attribute information.

<Aut hori zati onDeci si onQuery>
Makes a query for an authorization decision.

<Assertionl D> [One or more]
Requests an assertion by reference to its assertion identifier.

<AssertionArtifact>[One or more]
Requests an assertion by supplying an assertion artifact that represents it.

The following schema fragment defines the <Request > element and its RequestType complex
type:
<el enent name="Request" type="sam p: Request Type"/>
<conpl exType nane="Request Type">
<conpl exCont ent >
<ext ensi on base="sanl p: Request Abstract Type"'>
<choi ce>
<el enent ref ="sam p: Query"/>
<el enent ref ="saml p: Subj ect Query"/ >
<el enent ref ="sam p: Aut henti cati onQuery"/ >
<el enent ref ="sam p: AttributeQuery"/>
<el enment ref ="sam p: Aut hori zati onDeci si onQuery"/ >
<el ement ref ="sam : Assertionl D' maxCccurs ="unbounded"/>
<el ement ref ="sam p: AssertionArtifact" nmaxCccurs="unbounded"/ >
</ choi ce>
</ ext ensi on>
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</ conpl exCont ent >
</ conpl exType>
<el enent name="AssertionArtifact" type="string"/>

3.3. Queries

The following sections define the SAML constructs that contain query information.

3.3.1. Element <Query>

The <Quer y> element is an extension point that allows new SAML queries to be defined. Its
QueryAbstractType is abstract; extension elements MUST use the xsi : t ype attribute to indicate
the derived type. QueryAbstractType is the base type from which all SAML query elements are
derived.

The following schema fragment defines the <Quer y> element and its QueryAbstractType
complex type:

<el enent name="Query" type="sam p: Quer yAbstract Type"/>
<conpl exType nanme="QueryAbstract Type" abstract="true"/>

3.3.2. Element <SubjectQuery>

The <Subj ect Quer y> element is an extension point that allows new SAML queries that specify a
single SAML subject. Its SubjectQueryAbstractType complex type is abstract; extension elements
MUST use the xsi : t ype attribute to indicate the derived type. SubjectQueryAbstractType adds
the <Subj ect > element.

The following schema fragment defines the <Subj ect Quer y> element and its
SubjectQueryAbstractType complex type:
<el enment name="Subj ect Query" type="sam p: Subj ect Quer yAbstract Type"/>
<conpl exType nanme="Subj ect Quer yAbst ract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sam p: Quer yAbstract Type" >
<sequence>
<el enent ref ="sam : Subj ect"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.3.3. Element <AuthenticationQuery>

The <Aut henti cati onQuery> element is used to make the query “What authentication
assertions are available for this subject?” A successful response will be in the form of an assertion
containing an authentication statement. This element is of type AuthenticationQueryType, which
extends SubjectQueryAbstractType with the addition of the following element:

<Confirmati onMet hod> [Optional]

A filter for possible responses. If it is present, the query made is “What authentication
assertions do you have for this subject with the supplied confirmation method?”

In response to an authentication query, a responder returns assertions with authentication
statements as follows: The <Subj ect > element in the returned assertions MUST be identical to
the <Subj ect > element of the query. If the <Conf i r mat i onMet hod> element is present in the
guery, at least one <Confi r mat i onMet hod> element in the response MUST match. It is
OPTIONAL for the complete set of all such matching assertions to be returned in the response.
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The following schema fragment defines the <Aut hent i cati onQuer y> type and its
AuthenticationQueryType complex type:
<el ement name="Aut henti cati onQuery" type="sanl p: Aut henti cati onQueryType'/>
<conpl exType nane="Aut henti cati onQueryType">
<conpl exCont ent >
<ext ensi on base="saml p: Subj ect Quer yAbst ract Type" >
<sequence>

<el enent ref ="sanl : Confi rmati onMet hod" m nCccurs="0"/>
</ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.3.4. Element <AttributeQuery>

The <At tri but eQuer y> element is used to make the query “Return the requested attributes for
this subject.” The response will be in the form of an assertion containing an attribute statement.
This element is of type AttributeQueryType, which extends SubjectQueryAbstractType with the
addition of the following element and attribute:

<At tri but eDesi gnat or > [Zero or more] (see Section 2.4.5.1)
Each <At t ri but eDesi gnat or > element specifies an attribute whose value is to be
returned. If no attributes are specified, the list of desired attributes is implicit and
application-specific.

The following schema fragment defines the <At t ri but eQuer y> element and its
AttributeQueryType complex type:

<el ement name="Attri buteQuery" type="sam p: AttributeQueryType"/>
<conpl exType nanme="Attri buteQueryType">
<conpl exCont ent >
<ext ensi on base="sanl p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="sanl : Attri but eDesi gnator"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>

cattribute QBQFE_"GGQQE eteqesagaae'f's:u

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.3.5. Element <AuthorizationDecisionQuery>

The <Aut hori zat i onDeci si onQuer y> element is used to make the query “Should these
actions on this resource be allowed for this subject, given this evidence?” The response will be in
the form of an assertion containing an authorization decision statement. This element is of type
AuthorizationDecisionQueryType, which extends SubjectQueryAbstractType with the addition
of the following elements and attribute:

Resour ce [Required]
A URI indicating the resource for which authorization is requested.

<Act i ons> [Required]
The actions for which authorization is requested.

<Evi dence> [Zero or more]
An assertion that the responder MAY rely on in making its response.

The following schema fragment defines the <Aut hori zat i onDeci si onQuer y> element and its
AuthorizationDecisionQueryType complex type:
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<el enment name="Aut hori zati onDeci si onQuery "
type="sanl p: Aut hori zati onDeci si onQueryType"/>
<conpl exType nane="Aut hori zati onDeci si onQueryType" >
<conpl exCont ent >
<ext ensi on base="sanl p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="sam : Actions"/>
<el enent ref ="sanl : Evi dence"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyURI"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.4. Responses

The following sections define the SAML constructs that contain response information.

3.4.1. Complex Type ResponseAbstractType

All SAML responses are of types that are derived from the abstract ResponseAbstractType
complex type. This type defines common attributes that are associated with all SAML responses:

Responsel D[Required]

An identifier for the response. It is of type IDType, and MUST follow the requirements
specified by that type for identifier uniqueness.

I nResponseTo [Required]
A reference to the identifier of the request to which the response corresponds. The value of
this attribute MUST match the value of the corresponding Request | D attribute.

Maj or Ver si on [Required]
The major version of this response. The identifier for the version of SAML defined in this
specification is 1. Processing of this attribute is specified in Section 3.4.23.5.2.

M nor Ver si on [Required]

The minor version of this response. The identifier for the version of SAML defined in this
specification is 0. Processing of this attribute is specified in Section 3.4.23.5-2.

The following schema fragment defines the ResponseAbstractType complex type:

<conpl exType nane="ResponseAbstract Type" abstract="true">

<sequence>
<element ref = “ds:Signature” m nQccurs="0" maxQccur s="unbounded"/ >

</ sequence>
<attribute nane=" Responsel D type="sam :|DIype" use="required"/>
<attribute nanme="I|nResponseTo" type="sanl :|DType" use="required"'/>
<attribute name=" Maj or Versi on" type="integer" use="required'/>
<attribute nane=" M norVersi on" type="integer" use="required'/>

</ conpl exType>

3.4.2. Element <Response>

The <Response> element specifies the status of the corresponding SAML request and a list of

zero or more assertions that answer the request. It has the complex type ResponseType, which
extends ResponseAbstractType by adding the following elements (in an unbounded mixture) and

attribute:

<St at us>Cede [Required] (see Section 3.4.33-2-1)
A code representing the status of the corresponding request.
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<Asserti on> (see Section 2.3.3)
Specifies an assertion by value.

: :
SR e;ﬁs_eﬁ_lt or : - : b value.
. .
bt a,_:srsa ens . o) | .

The following schema fragment defines the <Response> element and its ResponseType complex
type:
<el enent name="Response" type="sanl p: ResponseType"/ >
<conpl exType nane="ResponseType">
<conpl exCont ent >
<ext ensi on base="sanl p: ResponseAbst ract Type" >
<sequence>
<el enent ref ="sanl p: St at us"/ >
<el enent ref ="sanl : Assertion"
m nQccurs="0" maxQccur s="unbounded"/ >

</ sequence>

</ext ensi on>—————<extension—base="sam pResponseAbstractFype >

saauence

/| avt anci on
</ conpl exCont ent >
</ conpl exType>

3.4.3. Element <Status>

The <St at us> element :

<St at usCode> [Required]
A code representing the status of the corresponding request.

<St at usMessage> [Any Number]
A message which MAY be returned to an operator.

<St at usDet ai | > [Optional]
Specifies additional information concerning an error condition.

The following schema fragment defines the <St at us> element and its StatusType complex type:

<el ement name="Status" type="sanml p: StatusType"/>
<conpl exType nane="St at usType" >
<sequence>
<el enent ref ="sanl p: St at usCode" / >
<el enent ref ="samnl p: St at usMessaqge"”
m nOccurs="0" maxOccur s="unbounded"/ >
<el enent ref ="sanl p:StatusDetail" m nCccurs="0"/>
</ sequence>
</ conpl exType>

3.4.3.1. Element <StatusCode>

The <St at usCode> element specifies a code representing the status of the corresponding request
and an option sub code providing more specific information concerning a particular error status:
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Val ue [Required]
The status code value as defined below.

SubSt at us Code [Optional]
An optional status code value that provides more specific information on an error condition.

The following StatusCode values are defined:

sSuccess
The request succeeded.

Ver si onM smat ch
The receiver could not process the request because the version was incorrect.

Reci ever

he following

9 1D Staty ode
versions of the SAML spec

ification:

Request Ver si onTooHi gh
The protocol version specified in the request is a major upgrade from the highest protocol

version supported by the responder.

Request Ver si onTooLow
The responder cannot respond to the particular request using the SAML version specified
in the request because it is too low.

Request Ver si onDepr ecat ed

TooManyResponses
The response would contain more elements than the responder will return.

The following schema fragment defines the <St at usCode> element and its StatusCodeType
complex type and the StatusCodeEnumType simple type:
<el ement nanme="St at usCode" type="sanl p: St at usCodeType"/ >
<conpl exType nanme="St at usCodeType" >
<attri bute nane="Val ue" type="sanl p: St at usCodeEnuniype" / >
<attribute name="SubStat usCode" type="ONane" use="optional "/>
</ conpl exType>
<si npl eType nane="St at usCodeEnunType " >
<restriction base="QNane" >
<enuneration val ue="sanl p: Success"/ >
<enuneration val ue="saml p: Ver si onM smatch"/>
<enuner ation val ue="sanl p: Recei ver "/ >
<enuneration val ue="sam p: Sender"/ >
</restriction>
</ si npl eType>

3.4.3.2. Element <StatusMessage>

The <St at usMessage> element specifies a message that MAY be returned to an_operator:

The following schema fragment defines the <St at usMessage> element and its
StatusMessageType complex type:

<el enent _name="St at usMessage" type="string"/>
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3.4.3.3. Element <StatusDetail>

The <St at usDet ai | > element MAY be used to specify additional information concerning an error

complex type:

<el enment name="StatusDetail" type="sam p: StatusDetailType"/>
<conpl exType nane="St at usDet ai | Type" >
<sequence>

<any nanespace="##any"
processCont ent s="lax" m nCccurs="0" maxQccur s="unbounded"/>

</ sequence>
</ conpl exType>

caused the response to be generated. The tvpe enumerates the followmq DOSSIb|e values

sSuccess
The request succeeded.

Failure
The request could not be performed by the service.

Error
. i ice f .

Unknown

<S|aneType nane= StatustdeType >

<restriction base="string">
<enuneration val ue="Success"/>
<enuneration val ue="Fail ure"/>
<enuneration value="Error"/>
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1335 </restriction>
1336 </ si npl eType>
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4. SAML Versioning

SAML version information appears in the following elements:
?? <Assertion>
?? <Request >
?? <Response>

The version numbering of the SAML assertion is independent of the version number of the SAML
request-response protocol. The version information for each consists of a major version number
and a minor version number, both of which are integers. In accordance with industry practice a

version number SHOULD be presented to the user in the form Major. Minor. This document defines
SAML Assertions 1.0 and SAML Protocol 1.0.

The version number Majorg.Minorg is higher than the version number Majora. Minor, if and only if:
Majorg > Majora ? (( Majors = Majora) ? Minors = Minora )

Each revision of SAML SHALL assign version numbers to assertions, requests, and responses that
are the same as or higher than the corresponding version number in the SAML version that

immediately preceded it.

New versions of SAML SHALL assign new version numbers as follows:

?? Documentation change: ( Majorg = Majora ) ? ( Minors = Minora)
If the major and minor version numbers are unchanged, the new version B only introduces
changes to the documentation that raise no compatibility issues with an implementation of
version A.

?? Minor upgrade: ( Majorg = Majora ) ? ( Minorg > Minora)
If the major version number of versions A and B are the same and the minor version
number of B is higher than that of A, the new SAML version MAY introduce changes to the

SAML schema and semantics but any changes that are introduced in B SHALL be
compatible with version A.

?? Major upgrade: Majors > Majora
If the major version of B number is higher than the major version of A, Version B MAY
introduce changes to the SAML schema and semantics that are incompatible with A.

4.1. Assertion Version

A SAML application MUST NOT issue any assertion whose version number is not supported.
A SAML application MUST reject any assertion whose major version number is not supported.

A SAML application MAY reject any assertion whose version number is higher than the highest
supported version.

4.2. Request Version

A SAML application SHOULD issue requests that specify the highest SAML version supported by
both the sender and recipient.

If the SAML application does not know the capabilities of the recipient it should assume that it
supports the highest SAML version supported by the sender.
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4.3. Response Version

A SAML application MUST NOT issue responses that specify a higher SAML version nhumber than
the corresponding request.

A SAML application MUST NOT issue a response that has a major version number that is lower

than the major version number of the corresponding request except to report the error
Request Ver si onTooHi gh.

Incompatible protocol versions MAY cause the following errors to be reported:

Request Ver si onTooHi gh

The protocol version specified in the request is a major upgrade from the highest protocol
version supported by the responder.

Request Ver si onTooLow

The responder cannot respond to the particular request using the SAML version specified
in the request because it is too low.

Request Ver si onDepr ecat ed
The responder does not respond to any requests with the protocol version specified in the
request.
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5. SAML & XML-Signature Syntax 4.q
Processing

SAML Assertions, Request and Response messages may be signed, with the following benefits:

?? An Assertion signed by the issuer (AP). This supports :
(1) Message integrity
(2 Authentication of the issuer to a relying party

(3) If the signature is based on the issuer's public-private key pair, then it also
provides for non-repudiation of origin.

?? A SAML request or a SAML response message signed by the message originator. This
supports :
(1) Message integrity
(@) Authentication of message origin to a destination

(3) If the signature is based on the originator's public-private key pair, then it also
provides for non-repudiation of origin.

Note :

?? SAML documents may be the subject of signatures from in many different packaging
contexts. [SIG] provides a framework for signing in XML and is the framework of choice.
However, signing may also take place in the context of S/IMIME or Java objects that
contain SAML documents. One goal is to ensure compatibility with this type of "foreign”
digital signing.

?? Itis useful to characterize situations when a digital signature is NOT required in SAML.

{Assertions: asserting party has provided the assertion to the relying party,
authenticated by means other than digital signature and the channel is secure. In
other words, the RP has obtained the assertion from the AP directly (no

intermediaries) thru a secure channel and the AP has authenticated to the RP.

2yRequest/Response messages: the originator has authenticated to the destination

and the destination has obtained the assertion directly from the originator (no
intermediaries) thru secure channel(s).

Many different techniques are available for "direct" authentication and secure
channel between two parties. The list includes SSL, HMAC, password-based
login etc. Also the security requirement depends on the communicating

applications and the nature of the assertion transported.

?? All other contexts require the use of digital signature for assertions and request and
response messages. Specifcally:
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(1) An assertion obtained by a relying party from an entity other than the asserting
party MUST be signed by the issuer.

{2} SAML message obtained arriving at a destination from an entity other than the
originating site MUST be signed by the origin site.

5.1. Signing Assertions

All SAML assertions MAY be signed using the XML Signature. This is reflected in the assertion
schema — Section 2.3.3.

5.2. Request/Response Signing

All SAML requests and responses MAY be signed using the XML Signature. This is reflected in the
schema — Section 3.3.1 & 3.5.1.

5.3. Signature Inheritance (a.k.a. super-signatures & sub-
messages)

5.3.1. Rationale

SAML assertions may be embedded within request or response messages or other XML
messages, which may be signed. Request or response messages may themselves be contained
within other messages that are based on other XML messaging frameworks (e.g., SOAP) and the
composite object may be the subject of a signature. Another possibility is that SAML assertions or
request/response messages are embedded within a non-XML messaging object (e.g., MIME
package) and signed.

In such a case, the SAML sub-message (Assertion, request, response) may be viewed as inheriting
a signature from the "super-signature" over the enclosing object, provided certain constraints are
met.

(1) An assertion may be viewed as inheriting a signature from a super signature, if the super
signature applies all the elements within the assertion.

{2)A SAML request or response may be viewed as inheriting a signature from a super
signature, if the super signature applies to all the elements within the response.

5.3.2. Rules for SAML Signature Inheritance

Signature inheritance: occurs when SAML message (assertion/request/response) is not signed but
is enclosed within signed SAML such that the signature applies to all of the elements within the
message. In such a case, the SAML message is said to inherit the signature and may be
considered equivalent to the case where it is explicitly signed. The SAML message inherits the
"closest enclosing signature”.
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But if SAML messages need to be passed around by themselves, or embedded in other messages,
they would need to be signed as per section 2.1

5.4. XML Signature Profile

The XML Signature [XML Sig]fSiG] specification calls out a general XML syntax for signing data
with many flexibilities and choices. This section details the constraints on these facilities so that
SAML processors do not have to deal with the full generality of [SKGJML Signature processing.

5.4.1. Signing formats

XML Signature has three ways of representing signature in a document viz: enveloping, enveloped
and detached.

SAML assertions and protocols MUST use the enveloped signatures for signing assertions.

5.4.2. CanonicalizationMethod

XML Signature—fSigl REQUIRES the Canonical XML (omits canments)
(http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315). SAML implementations SHOULD use
Canonical XML with no comments.

5.4.3. Transforms

[Sig] REQUIRES the enveloped signature transform
http://www.w3.0rg/2000/09/xmldsig#enveloped-signature

5.4.4. KeylInfo

SAML does not restrict or impose any restrictions in this area. Therefore following [SIG] keyInfo
may be absent.

5.4.5. Binding between statements in a multi-statement assertion

Use of signing does not affect semantics of statements within assertions in any way, as stated in
this document Sections 1 thru 4.

5.4.6. Security considerations

5.4.6.1. Replay Attack

The mechanisms stated here-in does not offer any counter measures against a replay attack. Other
mechanisms like sequence numbers, time stamps, expiration et al need to be explored to prevent a
replay attack.
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0. SAML Extensions

The SAML schemas support extensibility. An example of an application that extends SAML
assertions is the XTAML system for management of embedded trust roots [XTAML]. The following
sections explain how to use the extensibility features in SAML to create extension schemas.

Note that elements in the SAML schemas are not blocked from substitution, so that all SAML
elements MAY serve as the head element of a substitution group. Also, types are not defined as

fi nal , so that all SAML types MAY be extended and restricted. The following sections discuss
only elements that have been specifically designed to support extensibility.

6.1. Assertion Schema Extension

The SAML assertion schema is designed to permit separate processing of the assertion package
and the statements it contains, if the extension mechanism is used for either part.

The following elements are intended specifically for use as extension points in an extension
schema; their types are set to abst r act, so that the use of an xsi : t ype attribute with these

elements is REQUIRED:
?? <Assertion>
?? <Condition>
?? <Statenent >
?? <Subj ect St at enrent >
?? <Advi ceEl enent >

In addition, the following elements that are directly usable as part of SAML MAY be extended:

2<SingleAssertion=>
<Aut henti cati onSt at enent >

<Aut hori zat i onDeci si onSt at enent >

N33

<At tri buteStatenent>

?? <Audi enceRestrictionCondition>

Finally, the following elements are defined to allow elements from arbitrary namespaces within
them, which serves as a built-in extension point without requiring an extension schema:

?? <AttributeVal ue>

?? <Advi ce>

6.2. Protocol Schema Extension

The following elements are intended specifically for use as extension points in an extension
schema; their types are set to abst r act, so that the use of an xsi : t ype attribute with these
elements is REQUIRED:

?7? <Query>

?? <Subj ect Query>
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In addition, the following elements that are directly usable as part of SAML MAY be extended:
?? <Request >
?? <Aut henti cati onQuery>
?? <Aut hori zationDeci si onQuery>
?? <AttributeQuery>

?? <Response>

6.3. Use of Type Derivation and Substitution Groups

W3C XML Schema [Schemal] provides two principal mechanisms for specifying an element of an
extended type: type derivation and substitution groups.

For example, a <St at ement > element can be assigned the type NewStatementType by means of
the xsi : t ype attribute. For such an element to be schema-valid, NewStatementType needs to be
derived from StatementType. The following example of a SAML assertion assumes that the
extension schema (represented by the new. prefix) has defined this new type:

<saml : Assertion ..>
<sam : Stat ement xsi :type="new. NewSt at enment Type" >

</ sam : St at ement >
</ sanl : Asserti on>
Alternatively, the extension schema can define a <NewSt at enent > element that is a member of a
substitution group that has <St at enent > as a head element. For the substituted element to be
schema-valid, it needs to have a type that matches or is derived from the head element’s type. The
following is an example of an extension schema fragment that defines this new element:

<xsd: el enent "NewStatenent" type="new: NewSt at enent Type"
substitutionG oup="sanl: Statenent"/>

The substitution group declaration allows the <NewSt at enent > element to be used anywhere the

SAML <St at enent > element can be used. The following is an example of a SAML assertion that

uses the extension element:

<sanl : Assertion ..>
<new. NewSt at enent >

</ new. NewSt at enent >
</ sanl : Asserti on>

The choice of extension method has no effect on the semantics of the XML document but does
have implications for interoperability.

The advantages of type derivation are as follows:

?? A document can be more fully interpreted by a parser that does not have access to the
extension schema because a “native” SAML element is available.

?? At the time of writing, some W3C XML Schema validators do not support substitution
groups, whereas the xsi : type attribute is widely supported.

The advantage of substitution groups is that a document can be explained without the need to
explain the functioning of the xsi : t ype attribute.
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7. SAML-Defined Identifiers

The following sections define URI-based identifiers for common authentication protocols and
actions.

Where possible an existing URN is used to specify a protocol. In the case of IETF protocols the
URN of the most current RFC that specifies the protocol is used. URIs created specifically for

SAML have the initial stem:
http://ww. oasi s- open. org/ conmi ttees/ security/docs/draft-sstc-core-24/

7.1. Confirmation Method Identifiers

The following identifiers MAY be used in the <Confi r mat i onMet hod> element (see Section
2.4.2.3) to refer to common authentication protocols.

7.1.1. SAML Artifact:
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-24/artifact
<Subj ect Confirmati onDat a>: Base64 ( Artifact)

The subject of the assertion is the party that can present the SAML Artifact value specified in
<Subj ect Confirmati onDat a>.

7.1.2. SAML Artifact (SHA-1):

URI: http://lwww.oasis-open.org/committees/security/docs/draft sstc-core-24/artifact-shal

<Subj ect Confi r mat i onDat a>: Base64 ( SHAL ( Artifact ))

The subject of the assertion is the party that can present a SAML Artifact such that the SHA1 digest
of the specified artifact matches the value specified in <Subj ect Conf i r mat i onDat a>.

7.1.3. Holder of Key:

URI: http://lwww.oasis-open.org/committees/security/docs/draft sstc-core-24/Holder-Of-Key

<ds: Keyl nf o>: Any cryptographic key

The subject of the assertion is the party that can demonstrate that it is the holder of the private

component of the key specified in <ds: Keyl nf 0>.

7.1.4. Sender Vouches:
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-24/sender-vouches

Indicates that no other information is available about the context of use of the assertion. The
Relying party SHOULD utilize other means to determine if it should process the assertion further.

7.1.5. Password (Pass-Through):
URI: http://www.oasis-open.org/committees/security/docs/draft-sstc-core-24/password

<Subj ect Confirmati onDat a>: Base64 ( Password )
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The subject of the assertion is the party that can present the password value specified in
<Subj ect Confirmati onDat a>.

The username of the subject is specified by means of the <Nanel denti f i er > element.

7.1.6. Password (One-Way-Function SHA-1):
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-24/password-shal

<Subj ect Confi r mat i onDat a>: Base64 ( SHAL ( Password ))

The subject of the assertion is the party that can present the password such that the SHA1 digest of
the specified password matches the value specified in <Subj ect Confi r mat i onDat a>.

The username of the subject is specified by means of the <Nanel denti f i er > element.

7.1.7. Kerberos [Kerberos]

URI: urn:ietf:rfc:1510
<Subj ect Confi rmat i onDat a>: A Kerberos Ticket

The subject is authenticated by means of the Kerberos protocol [RFC 1510], an instantiation of the
Needham-Schroeder symmetric key authentication mechanism [Needham78].

7.1.8. SSL/TLS Certificate Based Client Authentication:
URI: urn:ietf:rfc:2246

<ds: Keyl nf o>: Any cryptographic key

7.1.9. Object Authenticator (SHA-1):

URI: http://www.oasis-open.org/committees/security/docs/draft -sstc-core-24/object-shal
<Subj ect Conf i rmat i onDat a>: Base64 ( SHAL ( Object ))

This authenticator element is the result of computing a digest, using the SHA -1 hash algorithm. It is
used when the subject can be represented as a binary string, for example when it is an XML
document or the disk image of executable code. Any preprocessing of the subject prior to
computation of the digest is out of scope. The name of the subject should be conveyed in an
accompanying Nameldentifier element.

7.1.10. pPkcs#7
URI: urn:ietf:rfc:2315

<Subj ect Confi r mat i onDat a>: Base64 ( PKCS#7 ( Object ))

This authenticator element is signed data in PKCS#7 format [PKCS#7]. The posited identity of the
signer must be conveyed in an accompanying Nameldentifier element. This subject type may be
included in the subject field of an authentication query, in which case the corresponding response
indicates whether the posited signer is, indeed, the signer. It may be included in an attribute query,
in which case, the requested attribute values for the subject authenticated by the signed data are
returned. It may be included in an authorization query, in which case, the access request
represented by the signed data shall be identified by the accompanying object element, and the
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1656  corresponding authorization decision assertion indicates whether the signer is authorized for the
1657  access request represented by the object element.

1658 7.1.11. Cryptographic Message Syntax
1659 URI: urn:ietf:rfc:2630
1660 <Subj ect Confi r mat i onDat a>: Base64 ( CMS ( Object ))

1661  This authenticator element is signed data in CMS format [CMS]. See also 7.1.10

1662 7.1.12. xmL Digital Signature
1663 URI: urn:ietf:rfc:2630

1664 <Subj ect Confi r mat i onDat a>: Base64 ( XML-SIG ( Object ))
1665 <ds: Keyl nf 0>: A cryptographic signing key

1666  This authenticator element is signed data in XML Signature format. See also 7.1.10

1667 (.2. Action Namespace ldentifiers

1668  The following identifiers MAY be used in the Act i onNamespace attribute (see Section 2.4.4.1) to
1669 refer to common sets of actions to perform on resources.

1670 (.2.1. Read/Write/Execute/Delete/Control:

1671 URI: http://www.oasis-open.org/committees/security/docs/draft -sstc-core-24/rwedc

1672 Defined actions:
1673 Read Wit e Execut e Del et e Contr ol

1674 These actions are interpreted in the normal manner, i.e.

1675 Read

1676 The subject may read the resource

1677 Wite

1678 The subject may modify the resource

1679 Execut e

1680 The subject may execute the resource

1681 Del et e

1682 The subject may delete the resource

1683 Cont r ol

1684 The subject may specify the access control policy for the resource

1685  7.2.2. Read/Write/Execute/Delete/Control with Negation:
1686 URI: http://www.oasis-open.org/committees/security/docs/draft -sstc-core-24/rwedc-negation

1687 Defined actions:
1688 Read Wit e Execute Del et e Control ~Read ~W it e ~Execut e ~Del et e ~Cont r ol
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The actions specified in section 7.2.1are interpreted in the same manner described there. Actions
prefixed with a tilde ~ are negated permissions and are used to affirmatively specify that the stated

permission is denied. Thus a subject described as being authorized to perform the action ~Read is
affirmatively denied read permission.

An application MUST NOT authorize both an action and its negated form.

7.2.3. Get/Head/Put/Post:

URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-24/ghpp
Defined actions:

GET HEAD PUT PCST

These actions bind to the corresponding HTTP operations. For example a subject authorized to
perform the GET action on a resource is authorized to retrieve it.

The GET and HEAD actions loosely correspond to the conventional read permission and the PUT
and POST actions to the write permission. The correspondence is not exact however since a HTTP
GET operation may cause data to be modified and a POST operation may cause modification to a
resource other than the one specified in the request. For this reason a separate Action URI
specifier is provided.

7.2.4. UNIX File Permissions:
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-24/unix

The defined actions are the set of UNIX file access permissions expressed in the numeric (octal)
notation.

The action string is a four digit numeric code:
extended user group world
Where the extended access permission has the value
+2 if sgid is set
+4 if suid is set
The user group and world access permissions have the value
+1 if execute permission is granted
+2 if write permission is granted
+4 if read permission is granted

For example 0754 denotes the UNIX file access permission: user read, write and execute, group
read and execute and world read.
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8. SAML Schema Listings

The following sections contain complete listings of the assertion and protocol schemas for SAML.

8.1. Assertion Schema

Following is a complete listing of the SAML assertion schema [SAML-XSD].

<?xm version="1.0" encodi ng="UTF-8"?>
<l-- edited with XM. Spy v3.5 NT (http://ww. xnhspy.com) by Phill Hallam Baker
(VeriSign Inc.) -->
<schema
t arget Nanmespace="htt p://ww. oasi s-open. org/ conmi ttees/security/docs/draft-
sstc-schenmm- assertion-24. xsd"
xm ns="http://ww.w3. org/ 2001/ XM_Schema" xnl ns: sam ="http://ww. oasi s-
open. org/conmttees/security/docs/draft-sstc-schema-assertion-24. xsd"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#
el enment For mDef aul t="unqual i fied" >
<i nport nanespace="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
schemalLocat i on="xmnl dsi g- core-schema. xsd"/ >
<annot at i on>
<docunent ati on>draft - sstc- schema asserti on-24. xsd</ docunent ati on>
</ annot ati on>
<si npl eType nane="| DType" >
<restriction base="string"/>
</ si npl eType>
<si npl eType nane="Deci si onType" >
<restriction base="string">
<enuneration val ue="Permt"/>
<enurerati on val ue="Deny"/ >
<enureration val ue="I ndeterm nate"/>
</restriction>
</ si npl eType>
<el ement name="AssertionSpecifier" type="sanl:AssertionSpecifierType"/>
<conpl exType nane="AssertionSpecifierType">
<choi ce>
<el enent ref ="sam : Assertionl D"/ >
<el enent ref ="sanl : Assertion"/>
</ choi ce>
</ conpl exType>
<el enent name="Assertionl D' type="san:|DType"/>
<el enent name="Assertion" type="sanl:AssertionType"/>
<conpl exType name="AssertionType">
<sequence>
<el enent ref ="sam : Condi ti ons" m nCccurs="0"/>
<el enent ref ="sam : Advi ce” m nCccurs="0"/>
<choi ce m nCccurs="0" nmaxCccurs="unbounded" >
<el enent ref="saml : Statenment"/>
<el enent ref="sanl : Subj ect St at enent "/ >
<el enent ref="saml : Aut henti cati onSt atenent"/>
<el ement ref="sam : Aut hori zati onDeci si onSt at enent "/ >
<el enent ref="saml : AttributeStatenent"/>
</choi ce>
<element ref = “ds:Signature” m nCccurs="0" maxCOccur s="unbounded"/ >
</ sequence>
<attribute name=" Maj or Versi on" type="integer" use="requi red'/>
<attribute nanme="M nor Version" type="integer" use="required'/>
<attribute nane=" Assertionl D" type="sanl :|DType" use="required"/>
<attribute name="1ssuer" type="string" use="required/>
<attri bute nane="I|ssuelnstant" type="dateTi ne" use="required"/>
</ conpl exType>
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<el enent name="Condi ti ons" type="sanl : ConditionsType"/>
<conpl exType nanme="Condi ti onsType" >
<choi ce m nCccurs="0" nmaxCccurs="unbounded" >
<el ement ref ="sam : Condition"/>
<el enent ref ="saml : Audi enceRestricti onCondition"/>
</ choi ce>
<attribute nane=" Not Before" type="dateTi me" use="optional"/>
<attribute name=" Not OnOr After" type="dateTi me" use="optional "/>
</ conpl exType>
<el enent name="Condi tion" type="sanm : Conditi onAbstract Type"/>
<conpl exType nanme="Condi ti onAbstract Type" abstract="true"/>
<el enent name="Audi enceRestricti onCondition"
type="samnl : Audi enceRestri ctionConditionType"/>
<conpl exType nanme="Audi enceRestri ctionConditionType">
<conpl exCont ent >
<ext ensi on base="sanl : Condi ti onAbstract Type" >
<sequence>
<el enent ref ="sam : Audi ence" nmaxCccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement name="Audi ence" type="anyURI"/>
<el enent name="Target RestrictionCondition"
type="sam : Target Restri ctionConditionType"/>
<conpl exType nane="Target Restri cti onCondi ti onType">
<conpl exCont ent >
<ext ensi on base="sam : Condi ti onAbstract Type" >
<sequence>
<el enent ref ="sanl : Target"
m nCccurs="1" maxCccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Target" type="anyURI"/>
<el ement name="Advi ce" type="sam : Advi ceType"/ >
<conpl exType nane="Advi ceType">
<sequence>
<choi ce m nCccurs="0" nmaxCccurs="unbounded" >
<el ement ref="sam : Asserti onSpecifier"/>
<el enent ref="saml : Advi ceEl enent"/>
<any namespace="##ot her" processContents="lax"/>
</choi ce>
</ sequence>
</ conpl exType>
<el enent name="Advi ceEl ement" type="sanl: Advi ceAbstract Type"/ >
<conpl exType nanme="Advi ceAbstract Type"/ >
<el ement name="Statenment" type="sanl: Statenent Abstract Type"/>
<conpl exType nanme="St at ement Abstract Type" abstract="true"/>
<el ement name="Subj ect St at enent" type="sanl : Subj ect St at enent Abst r act Type"/ >
<conpl exType nane="Subj ect St at enent Abst ract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sanl : St at ement Abstr act Type" >
<sequence>
<el ement ref ="sanl : Subj ect"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Subj ect" type="sanl : Subj ect Type"/>
<conpl exType nanme="Subj ect Type" >
<choi ce maxCccur s="unbounded" >
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<sequence>
<el enent ref="sam : Namel dentifier"/>
<el enent ref="sam : Subj ect Confirmation" m nCccurs="0"/>
</sequence>
<el enent ref ="samnl : Subj ect Confirmati on"/>
</ choi ce>
</ conpl exType>
<el enent name="Nanel dentifier" type="sam : Nanel dentifierType"/>
<conpl exType nane="Nanel dentifier Type">
<attribute nane=" SecurityDomain" type="string"/>
<attribute name=" Nane" type="string"/>
</ conpl exType>
<el enment name="Subj ect Confirmati on" type="samnl : Subj ect Confirnmati onType"/>
<conpl exType nanme="Subj ect Confirmati onType">
<sequence>
<el ement ref ="sam : Confi rmati onMet hod" maxCccur s="unbounded"/ >
<el enent ref ="saml : Subj ect Confirmati onData' m nOccurs="0"/>
<el enent ref ="ds: Keyl nfo" m nCccurs="0"/>
</ sequence>
</ conpl exType>
<el enent name="Subj ect Confi rmati onData" type="string" m nCccurs="0"/>
<el ement name="Confirmati onMet hod" type="anyURI"/>
<el enent name="Aut henti cati onSt at enent "
t ype="saml : Aut henti cati onSt at ement Type"/ >
<conpl exType nane="Aut henti cati onSt at enment Type" >
<conpl exCont ent >
<ext ensi on base="sanl : Subj ect St at ement Abst r act Type" >
<sequence>
<el enent ref ="sanl : Aut henti cati onLocality" m nCccurs="0"/>
<el enent ref ="sani : Aut hori t yBi ndi ng"

m nQccurs="0" maxQOccur s="unbounded"/>

</ sequence>
<attribute name="Aut henticationMethod" type="anyURI "/>
<attribute nane="Aut henticationlnstant" type="dateTi ne"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement name="Aut henti cati onLocality"

type="sanl : Aut henti cati onLocal ityType"/>
<conpl exType nanme="Aut henti cati onLocal ityType" >

<attribute nane="1|PAddress" type="string" use="optional "/>
<attribute nane=" DNSAddress' type="string" use="optional "/>

</ conpl exType>
<el ement name="Aut hori tyBi ndi ng" type="samni : Aut hori tyBi ndi ngType"/>

<conpl exType nanme="Aut hori tyBi ndi ngType">

<attribute nane=" Aut horitvyKi nd" type="sam : Aut horityKi ndType"/ >

<attribute nane="Binding" type="anyURl"/>

</ conpl exType>

<si npl eType nane="Aut horityKi ndType" >

<restriction base="string">

<enuneration val ue="aut hentication"/>

<enuneration value="attribute"/>

<enuneration val ue="aut hori zation"/>

</restriction>

</si npl eType>

<el ement nanme="Aut hori zati onDeci si onSt at enent "
t ype="saml : Aut hori zat i onDeci si onSt at ement Type" / >
<conpl exType nanme="Aut hori zati onDeci si onSt at enent Type" >
<conpl exCont ent >
<ext ensi on base="saml : Subj ect St at ement Abst r act Type" >
<sequence>
<el ement ref ="sanl : Actions"/>
<el ement ref ="sanm : Evi dence"
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m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyURlI" use="optional"/>
<attribute nane="Deci si on"
type="sanl : Deci si onType" use="optional "/ >
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Actions" type="saml :Acti onsType"/>
<conpl exType nanme="ActionsType">
<sequence>
<el enent ref ="sam : Acti on" maxCccur s="unbounded"/>
</ sequence>
<attribute name=" Namespace" type="anyURI " use="optional "/>
</ conpl exType>
<el enent name="Action" type="string"/>
<el enent name="Evi dence" type="sanl: AssertionSpecifierType"/>
<el ement name="AttributeStatenent" type="sam :AttributeStatenentType"/>
<conpl exType nanme="Attri buteStatenment Type">
<conpl exCont ent >
<ext ensi on base="sanl : Subj ect St at ement Abst r act Type" >
<sequence>
<el ement ref ="sam : Attri bute" nmaxCccurs="unbounded"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Attri but eDesi gnator" type="samnl :AttributeDesignatorType"/>
<conpl exType nane="Attri but eDesi gnat or Type" >
<attribute nane="Attribut eNane" type="string"/>
<attribute name="AttributeNanespace" type="anyURl"/>
</ conpl exType>
<el enent name="Attribute" type="sanl :AttributeType"/>
<conpl exType nane="Attri buteType">
<conpl exCont ent >
<ext ensi on base="sanl : Attri but eDesi gnat or Type" >
<sequence>
<el enent ref ="sanm : Attri but eVal ue"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Attri buteVal ue" type="sam : Attri buteVal ueType"/>
<conpl exType nanme="Attri buteVal ueType">
<sequence>
<any nanespace="##any" processContents="|ax"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ schema>

8.2. Protocol Schema

Following is a complete listing of the SAML protocol schema [SAMLP-XSD].

<?xm version="1.0" encodi ng="UTF-8"?>
<l-- edited with XML Spy v3.5 NT (http://ww.xm spy.com) by Phill Hall am Baker
(VeriSign Inc.) -->
<schema

tar get Nanespace="htt p: // ww. oasi s- open. org/ conmmni tt ees/ security/docs/draft-
sstc- schema- pr ot ocol - 24. xsd"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

draft-sstc-core-24 51 January 9th 2002Jdanuar-9th-2002



xm ns: sam =" http://ww. oasi s-open. org/ commi ttees/security/docs/draft-sstc-
schema- assertion- 24. xsd"
xm ns: sanml p="http://ww. oasi s-open. org/ conmi ttees/security/docs/draft-sstc-
schema- pr ot ocol -24. xsd"
xm ns="http://ww. w3. org/ 2001/ XM_Schema" el enent For nDef aul t =" unqual i fied">
<i nport
nanmespace="http://ww. oasi s-open. org/ comm ttees/security/docs/draft-sstc-
schenma- assertion- 24. xsd"
schenmalLocat i on="draft-sstc-schema-asserti on-24. xsd"/ >
<inport nanespace="http://ww.w3. org/ 2000/ 09/ xn dsi g#"
schemalLocat i or="xnl dsi g- core-schema. xsd"/ >
<annot at i on>
<docunent at i on>dr aft - sst c- schenma prot ocol - 24. xsd</docunent ati on>
</ annot ati on>

o AN

: g )
<enuner ation val ue="Unknown"/>
— < restriction=
—=lsinpleees
<conpl exType name="Request Abstract Type" abstract ="true">
<sequence>
<el enent ref ="sam p: RespondWth"
m nCOccur s="0" nmaxCccur s="unbounded" />
<el ement ref = “ds:Signature” m nQccurs="0" maxQccurs="unbounded"/ >
</ sequence>
<attri bute nane=" Request| D" type="sanl : | DType" use="required"/>
<attribute nane=" Mpj orVersi on" type="integer" use="required'/>
<attribute name="M nor Version" type="integer" use="required'/>
</ conpl exType>
<el enent name="RespondWth" type="anyURI"/>
<el ement name="Request" type="sanm p: Request Type"/>
<conpl exType nane="Request Type">
<conpl exCont ent >
<ext ensi on base="saml p: Request Abst ract Type">
<choi ce>
<el enent ref ="sam p: Query"/>
<el enent ref ="sam p: Subj ect Query"/>
<el enent ref ="sanl p: Aut henti cati onQuery"/ >
<el ement ref ="sam p: AttributeQuery"/>
<el enment ref ="sam p: Aut hori zati onDeci si onQuery"/ >
<el enent ref ="sam : Assertionl D' maxCccurs="unbounded"/ >
<el ement ref ="sam p: AssertionArtifact" maxCccurs="unbounded"/ >
</ choi ce>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="AssertionArtifact" type="string"/>
<el enment name="Query" type="samnl p: QueryAbstract Type"/>
<conpl exType nanme="QueryAbstract Type" abstract="true"/>
<el ement name="Subj ect Query" type="saml p: Subj ect Quer yAbstract Type"/>
<conpl exType name="Subj ect Quer yAbst ract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sam p: Quer yAbstract Type" >
<sequence>
<el enent ref ="sanml : Subj ect"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Aut henti cati onQuery" type="samn p: Aut henti cati onQueryType"/>
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<conpl exType nanme="Aut henti cati onQueryType">
<conpl exCont ent >
<ext ensi on base="saml p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="saml : Confirmati onMet hod" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="AttributeQuery" type="sam p: AttributeQueryType"/>
<conpl exType nanme="Attri buteQueryType">
<conpl exCont ent >
<ext ensi on base="sam p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="sanl : Attri but eDesi gnat or"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enment name="Aut hori zati onDeci si onQuery "
t ype="sam p: Aut hori zati onDeci si onQueryType"/>
<conpl exType nane="Aut hori zati onDeci si onQueryType">
<conpl exCont ent >
<ext ensi on base="sanl p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="sam : Actions"/>
<el enent ref ="sanl : Evidence"
m nCccurs="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute nanme="Resource" type="anyURl"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="ResponseAbstract Type" abstract="true">
<sequence>
<el enent ref = “ds:Signature” m nCccurs="0" maxOccur s="unbounded"/ >
</ sequence>
<attri bute nane=" Responsel D' type="sanl :|DType" use="required"/>
<attribute nane="I|nResponseTo" type="saml :|DType" use="required"/>
<attribute nane=" Maj or Versi on" type="integer" use="required'/>
<attribute name="M nor Version" type="integer" use="required'/>
</ conpl exType>

<el enent name="Response" type="sanl p: ResponseType"/ >
<conpl exType nanme="ResponseType" >
<conpl exCont ent >
<ext ensi on base=" sanl p: ResponseAbstract Type" >
<seguence>
<el enent ref ="sanl p: St atus"/>
<el enent ref ="saml : Assertion"
m nQccurs="0" maxQccur s="unbounded"/ >

</ sequence>

</ext ensi on>—— <extension—base="sam p-Responselbstract Type'=

Sl ovrovatt oofl oD el mo Ry e nnals T

</ sequence>
: —n g Code”
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2089 </ conpl exCont ent >

2090 </ conpl exType>

2091 <el enent name="Status" type="sanl p: StatusType" />

2092 <conpl exType nane="St at usType">

2093 <seguence>

2094 <el ement _ref ="sanl p: St at usCode" / >

2095 <el enent ref ="sanl p: St at usMessage”

2096 m nOccurs="0" nmaxOccur s="unbounded"/>

2097 <el enent ref ="sam p: StatusDetai l" m nCccurs="0"/>

2098 </ sequence>

2099 </ conpl exType>

2100 <el enent name="St at usCode" type="sanl p: St at usCodeType"/ >
2101 <conpl exType nanme="St at usCodeType" >

2102 <attribute nane="Val ue" type="sanl p: St at usCodeEnunilype" / >
2103 <attribute nane="SubSt at usCode" type="ONane" use="optional"/>
2104 </ conpl exType>

2105 <el enent name="St at usMessage" type="string"/>

2106 <si npl eType nane="St at usCodeEnunType" >

2107 <restriction base="QNane">

2108 <enuneration val ue="sanl p: Success"/>

2109 <enuneration val ue="samn p: Versi onM smat ch"/>

2110 <enuneration val ue="sani p: Recei ver "/ >

2111 <enuneration val ue="sam p: Sender"/>

2112 </restriction>

2113 </si npl eType>

2114 <el enent name="StatusDetail" type="sam p: St atusDetai |l Type'/>
2115 <conpl exType nane="StatusDetail Type" >

2116 <sequence>

2117 <any nanespace="##any"

2118 processCont ent s="lax" m nCccurs="0" maxQccurs="unbounded"/>
2119 </ sequence>

2120 </ conpl exType>——<eterent—hare="StatusReasen—type="st+nrg—+>
2121 </ schenma>

2122
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