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Executive Summary

We present concrete ‘ bits on the wire€ examples of usng SAML assartions to contrd
access to network resources.

1 Example Messages

In the following examples
1.1 Web Browser Password Access

Aliceisacustomer of the business exchange; she needs to access aresource a Carol’s
store that is restricted to members of the exchange.

BizEx Hub (4] Carol’s Store
[Issuer] < > [Relying]
(5]
\ //
Alice
[Client]

Figure 1: Web Server Log In

Message Format Data

O Logn HTTP/SSL Request Username, Password

® Response HTTP/SSL Response, Ticket = Acocount, Vdidity,
Ticket (ss HTML URL) Assartion |D Authenticator

© Access HTTP/SSL Request Ticket

O RPull Assrtion  XP Request Assartion ID

O Assrtion XP Response Asrtion (see below)
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Message Format Data
® Resource HTTP/SSL Response Resource Data
111 ©Logn

Thelogin datais pogted in response to the following HTML form:

<f orm met hod="POST" action="https://|ogin.bizex.test/I| ogin.asp">
<p>User nane <input type="text" nanme="usernanme" size="20"><br>
Password <i nput type="password" nane="Password" size="20"><br>
<i nput type="submt" value="Subm t" nanme="Bl"><i nput type="reset"
val ue="Reset" nane="B2"></p>

</fornmp
] =10] %]
File Edit ‘iew Favortes Tools ”“
=
Logn

Tzernatne |f-“'~|iEE

FPaszword |

Subirmit | Feset |

2

@ [lane E—!J by Computer

Alice enters“Alice’ as her username and “ secret” as her password. This datais encoded
asfollows

user nane=Al i ce&passwor d=secr et

1.1.2 @ Response

The business exchange service authenti cates the username and password [resented by
Alice and issues the ticket. The ticket contains the following datax

Item Sze Daa

Assrtion ID  7+2 [10.20.1.123] AE 02 21

Vdidity 442  10-Mar-2001 12: 00 for 24 hours
Account 52 “Aice”

Authentication  20+#2 HVAC- SHAL (Assertion_ ID, Validity, Account)

M
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Usng base64 encoding this results in a 60 byte string which is passed to Carol encoded
asaURL:

<% Response. Redi r ect
"https://store.carol.test/finance/bizex.asp?ticket=j ubaf OgQNEpcwR3RdFsT7
bCqgnXPBe5ELh5u4VEYy 19Mzxk XRgr MravzyBpVR==" %>

<htm >

<head><title>Carol’s Store</title</head>

<body>

<p>Logi n Successful. Your browser should automatically redirect you to
Carol's store. If your browser does not support this feature <a
href="https://store.carol.test/finance/bizex.asp?ticket=jubaf OQNEpcwR3R
dFsT7bCqnXPBe5ELh5u4VEy 19Mexk XRgr MravzyBpVR==">cl i ck

here</ a>. </ p>

</ body>
</ htm >
€] ~=[0] x|
File Edit “iew Favortes Tools * “
=

Logn Buccessfil. ¥our browser
should automatically redirect you to
Carol's store. If your browser does
not support this feature click here.

@ [lane g by Computer

1.1.3 © Access

Alice sWeb browser is redirected to Carol’s Web Ste. The accessticket is encoded in the
URL:

https://store.carol.test/finance/bi zex.asp?ti cket=j ubaf OQQNEpcwR3RdFsT7b
CqnXPBe5ELh5u4VEy 19Mzxk XRgr MvavzyBpVR==

1.1.4 O Pull Assertion

Caral’s sore recaives the URL and decodes the ticket. This tdlls the server that:

Theissuer of theticket belongsto the domain 10. 20. 1. 123. The security
policy of Carol’s sore recognizes this domain identifier as ‘' Bob's Business
Exchange’

The HMAC vdue of the ticket agrees with the vaue caculated from a shared
symmetric key exchanged out of band with Bob’s Business Exchange' .
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Theticket was issued to a party that the issuing server authenticated as“Alice’.
The current time is within the vaidity interva of the ticket.
More information may be obtained from the specified assertion.

In this case the assertion reference can be resolved directly since it encodesthe [Pv4
address of the assertion server and a unique assertion reference.

Alternate means of identifying the assertion
* Compact Locator: 1Pv4 Address + serid number
*  Compact Locator: IPv6 Address + serid number
*  Compressed URI [Use 6hit->8hit compresson on ASCII URL]
e Compact Name: Large pseudo-unique number
e Searid number done [does not work across domaing]

Carol’ sstore has a palicy of accepting aticket from Bob's Business Exchange as proof

that a person is a member of the Business Exchange. Certain pages on Carol’sste MAY
be accessible using localy managed authorization data and the authorization ticket.

Theticket isan assartion in its own right, typicaly the ticket encodes a subset of the data
encoded in the full assertion.

Access to the resource requested by Alice in this instance requires specific authorization.
Cardl’s gore therefore requests that the issuer supply the full assertion.

http://10.20.1. 123/ ?asserti on=AE0221

Alternatively the ticket might not be bound to a specific assertion and specify only the
authenticated account (possibly pseudornymous).
<AssertionQuery>
<Resour ces>
<string>http://store.carol.test/finance

<Subj ect >
<Account >Al i ce

This mode of interaction is ussful when the number of resources to which accessis
controlled is large and the Policy Enforcement Point (in this case Carol’ s store) does not
upport de-referencing of higher-level aostractions such asrights.
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1.1.5 © Assertion

The assertion specifies the authorizations attached to the Alice account:

<SAM._>
<Assertionl D>http://ww. bi zexchange. t est/ asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Validitylnterval >
<Not Bef or e>
<Not OnCOr Aft er >
<Condi ti ons>
<Audi ence>ht t p: / / ww. bi zexchange. test/rul e_book. ht m
<Subj ect >
<Account >Al i ce
<Resour ces>
<string>http://store.carol.test/finance
<stri ng>URN: dns- dat e: wwv. bi zexchange. t est: 2001- 01-
04:right:finance

This assartion specifiesthat Alice is authorized to access two resources.
Theweb pagesinthetreeht t p: // store. carol .test/fi nance
Resources mapped to the domain spedific rights identifier “finance’

The assertion dso pecifiesthat it is addressed to a specific audience — informdly
members of the business exchange, more specificaly it isthe parties that agree to be
bound by the exchange rule book.

1.1.6 O Resource

Carol’ s store receives back the assertion and authenticates it. The assertion may be

authenticated by means of a secure trangport layer, by and XML Signeture Digital
Sgnaure or MAC, or other means.

The mgpping from the resources specified in the assartion is under control of the resource
owner. In this case the resource owner amply performs a direct mapping from the first
resource identified in the assertion to the Ste. For amore comprehendve authorization
decison see Section 1.3.

To amplify further accesses Carol’ s store issues two cookies to Alice' s browser marked
as ‘ephemerd’, i.e. not to be saved to disk.

1. Theticket issued by Bob's Busness Exchange

2. Anadditiond authenticated cookie issued by Carol that specifies authorizations
extracted or derived from the assertion.
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1.2 SSL Certificate Based Client Authentication

In this scenario Alice authenticates herself by means of a public key mechaniam, this
avoids the need to perform an initid authentication exchange with the business exchange
prior to vigting Carol’s sore.

BizEx Hub 2] Carol’s Store
[Issuer] < S [Relying]

Alice
[Client]

Figure 2: Certificate Based Client Auth

Message Format Data
O Reguest HTTP/SSL Request Certificate, Resource
(with certificate based
dient authentication)
® Pull Assrtion  XP Request Certificate
© Assrtion XP Response Assartion (see below)
O Resource HTTP/SSL Response Resource Data

1.2.1 O Request

The client authenticates itself to Carol’s store using a public key based chdlenge
regponse scheme, in this case SSL certificate based client authentication. The details of
this protocol are not visible to the SAML layer which recaives only the result of the
authentication, the resource request itsdlf and the credentid under which it was
authenticated (in this case the certificate).

1.2.2 @ Pull Assertion
Caradl’s gore requests authorization information from Bob's Busness Exchange:

9
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<AssertionQuery>
<Resour ces>
<string>http://store.carol.test/finance
<Subj ect >
<ds: Keyl nf 0>
<ds: X509Dat a>. . .

1.2.3 © Assertion

The business exchange responds thet any party authenticating itsdf with the specified
credentias is authorized to access the specified resources:

<SAM_>
<Assertionl D>http://ww. bi zexchange. t est/asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Val idi tyl nterval >
<Not Bef or e>
<Not OnOr Af t er >
<Condi ti ons>
<Audi ence>htt p: / / ww. bi zexchange. test/rul e_book. htm
<Subj ect >
<ds: Keyl nf o>
<ds: X509Dat a>. . .
<Resour ces>
<string>http://store.carol.test/finance
<stri ng>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance

1.2.4 O Resource

Theresourceisreturned to Alice.
1.3  Server Authorization Delegation

In this example Carol’s gore uses SAML for interna exchange of authorization data
Authorization decisons are controlled by a centrd Policy Decison Point (PDP) which is
consulted by the store server that receives the access request from Alice, the Policy
Enforcement Point.

In the interests of completeness the Policy Decison Point consults a separate Policy Store
to obtain the access policy for the resource in question. Thisis however, an extreme
example. Few gpplications would require this degree of granularity. In amoretypicd
example the functions of the Policy Decision Point would be combined with those of

ether the Policy Store or the Policy Enforcement Point.

1C
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Policy Store
[Issuer]

(3) T l (4]
Policy
Decision Point

BizEx Hub (5]

[Issuer]

>
(2] T i (7]
Policy
Enforcement
Point
(1) (8]

Alice
[Client]

Figure 3: Delegated Decision Point

1.3.1 O Request
Alice requests a resource from Carol’s store. Alice authenticates hersdf, either by means
of public key or asin this case by aticket issued by Bob's Business Exchange.

https://store.carol.test/finance/bi zex.asp?ti cket=j ubaf OQNEpcwR3RdFsT7b
CqnXPBe5ELh5u4VEy 19Mz xk XRgr Mvavzy BpVR==

1.3.2 @ Request Access Decision

The server receiving the access request delegates authorization decison processing to a
Policy Decison Point.

<AssertionQuery>

<Resour ces>
<string>http://store.carol.test/finance

11



Printed on Wednesday, March 14, 2001

<Subj ect >
<Ti cket >j ubaf OQNEpcWR3RdAFs T7bCgnXPBe5ELh5u4VEYy 19Mz xk XRgr MrvavzyBpVR

<Respond>
<string>Resul t

Note that responghility for authenticating the authentication ticket MAY be placed on
ether the Policy Enforcement Point or the Policy Decison Point or both under loca
configuration control.

Depending on circumstances the Policy Enforcement point may require the PDP to return
an assartion or just the result of the decison. In thisingtance only the result is required.

1.3.3 © Request Access Policy

The Policy Decison Point makes arequest for an access control policy for the specified
resource from the Policy Issuing Server. The format in which the access palicy is
requested is outside the scope of SAML. A typicd policy request might be:

<AssertionQuery>
<Resour ces>
<string>http://store.carol.test/finance

1.3.4 O Access Policy

The format in which the access palicy is specified is outsde the scope of SAML. A
typica policy request might be:

<TASS- ACL>
<Assertionl D>http://policy.carol.test/assertion/
<l ssuer>URN: dns-dat e: policy. carol .test: 2001-03-03: 1204
<Validitylnterval >
<Not Bef or e>
<Not OnCOr Aft er >
<Resour ces>
<string>http://store.carol.test/finance
<ACL>
<ACE>
<Subj ect >
<Ri ght >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance
<Per m t >RWED
<ACE>
<Deny>ED
<Subj ect >
<Ri ght >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01-
04:right: ops
<Perm t >R
<ACE>

12
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1.3.5 @ Request Authorization Assertion

The Policy Decison Point does not wish to disclose the pecific resource request to the
business exchange. Instead the resource rights identifiers specified inthe ACL are
Specified:
<AssertionQuery>
<Resour ces>
<stri ng>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance
<stri ng>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01- 04: ri ght : ops
<Subj ect >
<Account >Al i ce

1.3.6 O Authorization Assertion

The SAML authorization assertion is Smilar to thet in the example of section 1.1 .In this
ca= however the Business Exchange only returns the specific information requested:

<SAM._>
<Assertionl D>http://ww. bi zexchange. test/ asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Val i di tyl nterval >
<Not Bef or e>
<Not OnCOr Aft er >
<Condi ti ons>
<Audi ence>ht t p: / / ww. bi zexchange. t est/rul e_book. ht m
<Subj ect >
<ds: Keyl nf o>
<ds: X509Dat a>. .
<Resour ces>
<stri ng>URN: dns- dat e: wwv. bi zexchange. t est: 2001- 01-
04:right:finance

1.3.7 @ Access Decision

The access decison done is returned to the dient. No vdidity interva, conditions or
resource data was requested.

<SAM_>
<Status>Valid

1.3.8 © Response
The dataiis returned to the client.
14 SAML Aware Client

An SAML aware dlient can optimize requests by usng the information in an assartion to
present the correct datain arequest. In addition the need to exchange data between the

Issuer and Relying servers directly is avoided.
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BizEx Hub Carol’s Store
[Issuer] [Relying]
(1) (2] //
Alice
[Client]

Figure 4: SAML Aware Client

Message Format Data

O Logn HTTP/SSL Request Username, Password
® Response HTTP/SSL Response Assertion

© Access HTTP/SSL Request Resource 1D, Assertion
O Response HTTP/SSL Response Data

14.1 ©Logn

Alice authenticates hersdf to the server using either a password or public key based
authentication.

142 @ Response

Bob's Busness Exchange returns the assertion to Alice. In this particular configuration
the assartion itsdlf is an authentication ingrument and presentation of the assertion done
will grant authorization to the “Alicg’ account:

<SAM_>

<Assertionl D>http://ww. bi zexchange. test/ asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Validitylnterval >

<Not Bef or e>

<Not OnOr Af t er >
<Condi ti ons>

<Audi ence>ht t p: / / ww. bi zexchange. test/rul e_book. ht m
<Subj ect >

<Account >Al i ce
<Resour ces>

14
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<string>http://store.carol.test/finance
<stri ng>URN: dns- dat e: wwv. bi zexchange. t est: 2001- 01-
04:right:finance
<ds: Si gnat ure>. .

1.4.3 © Access

Alice presents the assartion to Carol’ s store;

<SAM_>
<Assertionl D>http://ww. bi zexchange. test/ asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Val iditylnterval >
<Not Bef or e>
<Not OnOr Af t er >
<Condi ti ons>
<Audi ence>htt p: // ww. bi zexchange. t est/ rul e_book. ht n
<Subj ect >
<Account >Al i ce
<Resour ces>
<string>http://store.carol.test/finance
<stri ng>URN: dns- dat e: wwv. bi zexchange. t est: 2001- 01-
04:right:finance
<ds: Si ghature>. ..

144 @O Response

The requested datais returned to Alice.
1.4.5 Using Public Key

One disadvantage of the SAML aware dlient approach is that the client may not have
enough information to determine the gpplicability of a pedific rights identifier. If the
assartion itsdlf is the authentication token the consegquences of sending the assertion to
the wrong location are a severe security failure.

A more robust gpproach isto use an assertion bound to a public key. The corresponding
private key may be along-term private key held by the assertion subject or may be
generated ephemerdly and established with the assertion issuer through a password based
key exchange scheme.

2 Open Issues

2.1  Resource Encoding

IsaURI enough? At present the encoding of resourcesis amply an array of URIswith
no indication of the permitted access modes ec.

<Resour ces>
<string>http://store.carol.test/finance

This syntax can be extended to dlow more specific satements:

<Resour ces>
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<Resour ce>
<URI >http://store.carol .test/finance

<Mode>RWED
If multiple resources are specified it may be convenient to alow the default access mode
to be specified:
<Resour ces>
<Mbde>RW

<Resour ce>
<URI >http://store.carol.test/finance

<Resour ce>
<URI >http://store. carol .test/goods

2.2 Pairing of Requests & Responses

Thisisredly abindingsissue rather than an assartion issue. It is however implicit thet
there is ameans of unambiguoudy and securely binding requests and responses.

1€



