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P
ro

to
co

ls

M
o

d
el

T
he

m
odelcontains

eightelem
ents:

T
he

P
rincipal,

T
he

P
rim

ary
D

om
ain,

T
he

S
econdary

D
om

ain,

T
he

A
uthentication

A
uthority,

T
he

A
uthorization

A
uthority,

T
he

S
ession

A
uthority,

T
he

P
olicy

E
nforcem

entP
oint,and

T
he

P
olicy

D
ecision

Point.

T
he

P
rincipal

is
an

entity
that

requires
controlled

access
to

resources
in

a
S

econdary
D

om
ain.

T
he

P
rim

ary
D

om
ain

is
an

adm
inistrative

dom
ain

in
w

hich
the

P
rincipal

can
be

authenticated
w

ithoutassistance
from

any
other

dom
ain.

T
he

Secondary
D

om
ain

is
an

adm
inistrative

dom
ain

in
w

hich
the

P
rincipal

cannot
be

authenticated
exceptw

ith
assistance

from
a

P
rim

ary
D

om
ain.

T
he

P
rincipal

has
at

least
one

nam
e

in
a

nam
espace

sub-tree
adm

inistered
by

the
A

uthentication
A

uthority
in

the
P

rim
ary

D
om

ain.
T

he
A

uthentication
A

uthority
binds

the
P

rincipal's
nam

e
to

an
authentication

m
echanism

in
a

"nam
e

assertion".

T
he

P
rincipal

m
ay

have
one

or
m

ore
entitlem

ents
in

an
entitlem

ent-space
sub-tree

adm
inistered

by
the

A
uthorization

A
uthority

in
the

P
rim

ary
D

om
ain.

T
he

A
uthorization

A
uthority

binds
the

P
rincipal's

nam
e

to
a

nam
e

assertion
in

an
"entitlem

ent
assertion".

T
he

P
rincipal

m
ay

have
a

session
state

in
a

session
state-space

sub-tree
adm

inistered
by

the
Session

A
uthority.

T
he

Session
A

uthority
binds

the
P

rincipal's
session

state
to

a
nam

e
assertion

in
a

"session
assertion".

T
he

P
olicy

E
nforcem

ent
P

oint
authenticates

the
P

rincipalw
ith

the
assistance

of
a

P
olicy

D
ecision

P
ointand

controls
its

access
to

resources
in

the
S

econdary
D

om
ain.
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T
he

P
olicy

D
ecision

P
oint

authenticates
the

P
rincipal

and
determ

ines
its

eligibility
to

access
resources

in
the

S
econdary

D
om

ain
on

the
basis

of
the

assertions.

Figure
1

indicates
w

hich
elem

ents
of

the
m

odelcom
m

unicate
w

ith
w

hich
other

elem
ents.

A
uthentication
A

uthority

S
ession

A
uthority

Principal

A
uthorization
A

uthority

Policy
D

ecision
P

oint

Policy
E

nforcem
ent

P
oint

Prim
ary

D
om

ain
Secondary
D

om
ain

F
igure

1
-

M
odel

T
here

are
seven

authentication
data

structures:

A
uthnN

otification,

A
uthnA

cknow
legm

ent,

A
uthnR

equest,

A
uthnR

esponse,

A
uthnQ

uery,

A
uthnR

esultand

R
ef(A

uthnN
otification).

T
here

are
seven

authorization
data

structures:

A
uthzN

otification,

A
uthzA

cknow
legm

ent,

A
uthzR

equest,

A
uthzR

esponse,
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A
uthzQ

uery,

A
uthzR

esultand

R
ef(A

uthzN
otification).

T
here

are
seven

session
data

structures:

SessionN
otification,

SessionA
cknow

legm
ent,

SessionR
equest,

SessionR
esponse,

SessionQ
uery,

SessionR
esultand

R
ef(SessionN

otification).

For
the

purpose
of

explaining
the

m
odel,

only
the

authentication
protocols

w
ill

be
described;

the
authorization

and
session

data
structures

are
used

in
an

analogous
fashion.

In
the

authorization
variants,

the
P

olicy
D

ecision
Point

is
responsible

for
obtaining

the
authorization

policy
definition

appropriate
to

the
specified

action
and

the
environm

ental
variables

appropriate
to

the
policy.

T
hese

tw
o

data
structures

are
out

of
scope

for
the

currentversion
of

the
specification.

T
he

R
ef(A

uthnN
otification)

data
structure

is
defined

in
the

B
indings

section
of

the
specification,

not
in

this,
the

Protocols,
section.

T
he

step
in

w
hich

the
P

rincipal
authenticates

itself
to

the
Policy

E
nforcem

ent
P

oint
is

not
defined

in
this

specification.
H

ow
ever,

it
is

a
requirem

ent
of

this
step

that
it

provide
a

posited
nam

e
for

the
P

rincipal
and

an
authenticator.

T
he

posited
nam

e
shall

include
a

dom
ain

nam
e,

identifying
the

A
uthentication

A
uthority

in
the

P
rincipal's

Prim
ary

D
om

ain,
and

a
P

rincipal
nam

e.
T

he
authenticator

m
ay

be
in

any
one

of
a

num
ber

of
form

s,
including

a
passw

ord,
a

sym
m

etric-key
challenge/response

pair,
an

asym
m

etric-key
challenge/response

pair
or

a
docum

ent/signature
pair.

D
iscovery

of
services

in
a

rem
ote

dom
ain

is
outside

the
scope

of
this

specification.

P
ro

to
co

lexch
an

g
es

P
rincipal-centered

directprotocol

T
his

protocol
m

ay
be

used
w

hen
the

Principal
is

capable
of

relaying
m

essages
of

unlim
ited

length
betw

een
the

P
rim

ary
D

om
ain

and
the

Secondary
D

om
ain,and

w
hen

the
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Secondary
D

om
ain

is
not

capable
of

com
m

unicating
w

ith
the

P
rim

ary
D

om
ain

directly
at

the
tim

e
atw

hich
the

Principalcom
m

unicates
w

ith
the

S
econdary

D
om

ain.

Figure
2

show
s

the
Principal-centered

directprotocol.

Principal
A

uthentication
A

uthority
Policy

E
nforcem

ent
Point

Policy
D

ecision
P

oint

A
uthnN

otification
1.2.3.4.5.

A
uthnN

otification

A
uthnQ

uery

A
uthnR

esult

authenticate

F
igure

2
-

P
rincipal-centered

direct
protocol

Itproceeds
by

the
follow

ing
steps.

1.
T

he
P

rincipal
obtains

a
nam

e
assertion

from
an

A
uthentication

A
uthority

in
the

Prim
ary

D
om

ain
in

an
A

uthnN
otification

m
essage.

T
he

authentication
of

the
Principalby

the
A

uthentication
A

uthority
is

outside
the

scope
of

this
specification.

2.
T

he
P

rincipal
conducts

an
authentication

exchange
w

ith
the

P
olicy

E
nforcem

ent
Point.

H
ow

ever,
the

P
olicy

E
nforcem

ent
P

oint
is

not
capable

of
com

pleting
the

authentication
w

ithoutthe
help

of
the

Policy
D

ecision
Point.

3.
T

he
P

rincipalprovides
the

nam
e

assertion
in

an
A

uthnN
otification

m
essage.

4.
T

he
P

olicy
E

nforcem
entP

ointsends
the

posited
nam

e,the
authenticator

and
the

nam
e

assertion
to

the
Policy

D
ecision

Pointin
an

A
uthnQ

uery
m

essage.

5.
T

he
P

olicy
D

ecision
Point

authenticates
the

P
rincipal

using
the

posited
nam

e,
authenticator

and
nam

e
assertion

provided
in

step
4

and
returns

the
result

to
the

Policy
E

nforcem
entP

ointin
an

A
uthnR

esultm
essage.

P
rincipal-centered

indirectprotocol

T
his

protocol
m

ay
be

used
w

hen
the

Principal
is

only
capable

of
relaying

m
essages

of
lim

ited
size

from
the

Prim
ary

D
om

ain
to

the
S

econdary
D

om
ain

and
the

Secondary
D

om
ain

is
capable

of
com

m
unicating

w
ith

the
P

rim
ary

D
om

ain
at

the
tim

e
at

w
hich

the
Principalcom

m
unicates

w
ith

the
S

econdary
D

om
ain.

Figure
3

show
s

the
Principal-centered

indirectprotocol.
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Principal
A

uthentication
A

uthority
Policy

E
nforcem

ent
Point

Policy
D

ecision
P

oint

R
ef(A

uthnN
otification)

1.2.3.4.5.6.7.

R
ef(A

uthnN
otification)

A
uthnR

equest

A
uthnR

esponse

authenticate

A
uthnQ

uery

A
uthnR

esult

F
igure

3
-

P
rincipal-centered

indirect
protocol

Itproceeds
by

the
follow

ing
steps.

1.
T

he
P

rincipal
obtains

a
reference

to
a

nam
e

assertion
from

an
A

uthentication
A

uthority
in

the
P

rim
ary

D
om

ain
in

the
R

ef(A
uthnN

otification)
m

essage.
A

s
in

the
previous

protocol,the
authentication

of
the

Principal
by

the
A

uthentication
A

uthority
is

outof
scope.

2.
T

he
P

rincipal
conducts

an
authentication

exchange
w

ith
the

P
olicy

E
nforcem

ent
Point.

A
s

before,
the

Policy
E

nforcem
ent

P
oint

is
not

capable
of

com
pleting

the
authentication

w
ithoutthe

help
of

the
Policy

D
ecision

Point.

3.
T

he
P

rincipal
provides

the
reference

to
the

nam
e

assertion
in

the
R

ef(A
uthnN

otification)
m

essage.

4.
T

he
P

olicy
E

nforcem
ent

P
oint

sends
the

posited
nam

e,
the

authenticator
and

the
reference

to
the

nam
e

assertion
to

the
Policy

D
ecision

Point
in

the
A

uthnQ
uery

m
essage.

5.
T

he
P

olicy
D

ecision
Point

sends
a

request
for

the
nam

e
assertion

to
the

A
uthentication

A
uthority

in
the

P
rim

ary
D

om
ain

in
the

A
uthnR

equestm
essage.

6.
T

he
A

uthentication
A

uthority
sends

the
nam

e
assertion

in
an

A
uthnR

esponse
m

essage.

7.
T

he
P

olicy
D

ecision
Point

authenticates
the

P
rincipal

and
returns

the
result

to
the

Policy
E

nforcem
entP

ointin
an

A
uthnR

esultm
essage.

P
ullprotocol

T
his

protocol
m

ay
be

used
w

hen
the

Principalcom
m

unicates
w

ith
the

S
econdary

D
om

ain
w

ithoutbeing
directed

by
the

P
rim

ary
D

om
ain.

Figure
4

show
s

the
pullprotocol.
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P
rincipal

A
uthentication
A

uthority
Policy

E
nforcem

ent
P

oint

Policy
D

ecision
Point

1.2.3.4.5.

A
uthnQ

uery

A
uthnR

esponse

A
uthnR

equest

authenticate

A
uthnR

esult

F
igure

4
-

P
ullprotocol

Itproceeds
by

the
follow

ing
steps.

1.
T

he
P

rincipal
conducts

an
authentication

exchange
w

ith
the

P
olicy

E
nforcem

ent
Point.

A
s

before,
the

Policy
E

nforcem
ent

P
oint

is
not

capable
of

com
pleting

the
authentication

w
ithoutthe

help
of

the
Policy

D
ecision

Point.

2.
T

he
P

olicy
E

nforcem
ent

P
oint

sends
the

posited
nam

e
and

the
authenticator

to
the

Policy
D

ecision
Pointin

the
A

uthnQ
uery

m
essage.

3.
T

he
P

olicy
D

ecision
Point

sends
a

request
for

the
nam

e
assertion

to
the

A
uthentication

A
uthority

in
the

P
rim

ary
D

om
ain.

4.
T

he
A

uthentication
A

uthority
sends

the
nam

e
assertion

in
an

A
uthnR

esponse
m

essage.

5.
T

he
P

olicy
D

ecision
Point

authenticates
the

P
rincipal

using
the

posited
nam

e
and

authenticator
obtained

from
the

Policy
E

nforcem
ent

P
oint

in
step

2
and

the
nam

e
assertion

obtained
from

the
A

uthentication
A

uthority
in

step
4

and
returns

the
result

to
the

P
olicy

E
nforcem

entP
ointin

the
A

uthnR
esultm

essage.

P
ush

protocol

T
his

protocol
m

ay
be

used
w

hen
the

Principalcom
m

unicates
w

ith
the

S
econdary

D
om

ain
under

the
direction

of
the

P
rim

ary
D

om
ain.

B
ecause

itrequires
the

P
olicy

D
ecision

P
oint

to
m

aintain
state

betw
een

com
m

unication
sessions

w
ith

the
A

uthentication
A

uthority
and

the
P

rincipal,itis
less

favoured
than

the
P

rincipal-centered
protocols.

Figure
5

show
s

the
Push

protocol.
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Principal
A

uthentication
A

uthority
Policy

E
nforcem

ent
Point

P
olicy

D
ecision
P

oint

1.2.3.4.5.
A

uthnQ
uery

A
uthnN

otification

A
uthnA

cknow
ledgm

ent

authenticate

A
uthnR

esult

F
igure

5
-

P
ush

P
rotocol

Itproceeds
by

the
follow

ing
steps.

1.
T

he
A

uthentication
A

uthority
sends

a
nam

e
assertion

in
an

A
uthnN

otification
m

essage
to

the
P

olicy
D

ecision
Pointin

the
Secondary

D
om

ain.

2.
T

he
P

olicy
D

ecision
Point

sends
an

acknow
ledgm

ent
for

the
nam

e
assertion

to
the

A
uthentication

A
uthority

in
the

P
rim

ary
D

om
ain

in
an

A
uthnA

cknow
ledgm

ent
m

essage.

3.
T

he
P

rincipal
conducts

an
authentication

exchange
w

ith
the

P
olicy

E
nforcem

ent
Point.

A
s

before,
the

Policy
E

nforcem
ent

P
oint

is
not

capable
of

com
pleting

the
authentication

w
ithoutthe

help
of

the
Policy

D
ecision

Point.

4.
T

he
P

olicy
E

nforcem
ent

P
oint

sends
the

posited
nam

e
and

the
authenticator

to
the

Policy
D

ecision
Pointin

an
A

uthnQ
uery

m
essage.

5.
T

he
P

olicy
D

ecision
Point

authenticates
the

P
rincipal

using
the

nam
e

assertion
obtained

in
step

2
and

the
posited

nam
e

and
authenticator

obtained
in

step
4

and
returns

the
resultto

the
P

olicy
E

nforcem
entP

ointin
an

A
uthnR

esultm
essage.

P
rim

ary
dom

ain
session-close

protocol

T
his

protocol
m

ay
be

used
to

notify
S

econdary
D

om
ains

w
hen

a
Principal

logs
off

in
the

Prim
ary

D
om

ain.

Figure
6

show
s

the
Prim

ary
D

om
ain

session-close
protocol.

Principal
A

uthentication
A

uthority
P

olicy
E

nforcem
ent

P
oint

Policy
D

ecision
Point

1.2.3.
SessionN

otification

SessionA
cknow

ledgm
ent

S
ession

close

F
igure

6
-

P
rim

ary
dom

ain
session

close
protocol

14
Feb

2001
8

Itproceeds
by

the
follow

ing
steps.

1.
T

he
P

rincipalcloses
the

existing
session

w
ith

the
A

uthentication
A

uthority.

2.
T

he
A

uthentication
A

uthority
sends

a
S

essionnN
otification

m
essage

to
the

P
olicy

D
ecision

Point
in

the
Secondary

D
om

ain
indicating

that
the

Principal
has

closed
the

session.

3.
T

he
P

olicy
D

ecision
Point

sends
an

acknow
ledgm

ent
to

the
A

uthentication
A

uthority
in

the
P

rim
ary

D
om

ain
using

the
SessionA

cknow
ledgm

entm
essage.

N
ote:

the
Policy

E
nforcem

ent
P

oint
should

confirm
the

session
status

of
the

P
rincipal

w
ith

the
P

olicy
D

ecision
P

oint
before

processing
each

exchange
betw

een
itself

and
the

Principal.
In

this
w

ay,the
session

closure
w

illbe
effective

im
m

ediately.

S
econdary

dom
ain

session-close
protocol

T
his

protocolm
ay

be
used

w
hen

the
Principallogs

off
in

the
S

econdary
D

om
ain.

Figure
7

show
s

the
Secondary

D
om

ain
session-close

protocol.

P
rincipal

A
uthentication
A

uthority
P

olicy
E

nforcem
ent

Point

P
olicy

D
ecision
Point

1.2.3.4.
SessionN

otification

SessionA
cknow

ledgm
ent

SessionN
otification

Session
close

F
igure

7
-

Secondary
dom

ain
session

close
protocol

Itproceeds
by

the
follow

ing
steps.

1.
T

he
P

rincipalcloses
the

existing
session

w
ith

the
P

olicy
E

nforcem
entP

oint.

2.
T

he
P

olicy
E

nforcem
ent

P
oint

notifies
the

Policy
D

ecision
Point

in
a

SessionN
otification

m
essage.

3.
T

he
P

olicy
D

ecision
Point

sends
a

S
essionnN

otification
m

essage
to

the
A

uthentication
A

uthority
in

the
P

rim
ary

D
om

ain,
indicating

that
the

Principal
has

closed
the

session.

4.
T

he
A

uthentication
A

uthority
sends

a
S

essionA
cknow

ledgm
entm

essage
to

the
P

olicy
D

ecision
Pointin

the
Secondary

D
om

ain.
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D
ata

stru
ctu

res

N
ote:

there
are

separate
data

structures
for

authentication,
authorization

and
session

exchanges.
If

an
entity

needs
inform

ation
on

any
com

bination
of

nam
e,entitlem

ents
and

session
status,

it
m

ust
conduct

separate
protocols

for
each.

H
ow

ever,
these

separate
protocols

m
ay

proceed
in

parallel.

Schem
a

for
the

data
structures

can
be

found
in

the
S

chem
a

section
of

this
specification.

A
uthnN

otification

T
he

A
uthnN

otification
m

essage
is

used
in

the
P

rincipal-centered
direct

authentication
protocol

to
send

the
nam

e
assertion

from
the

A
uthentication

A
uthority

to
the

P
rincipal

and
from

the
Principal

to
the

Policy
E

nforcem
ent

P
oint.

It
is

also
used

in
the

Push
protocol

to
send

the
nam

e
assertion

from
the

A
uthentication

A
uthority

to
the

P
olicy

D
ecision

Point.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

notification-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
A

uthnN
otification

m
essages.

nam
e-assertion

-
the

nam
e

assertion.

sender
-

the
nam

e
of

the
sender,as

agreed
betw

een
the

sender
and

receiver
during

initialization.
It

m
ust

be
unique

am
ong

all
the

sender
nam

es
recognized

by
the

receiver.

intended-receiver
-

the
nam

e
of

the
receiver,

as
agreed

betw
een

the
sender

and
receiver

during
initialization.

It
m

ust
be

unique
am

ong
all

the
receiver

nam
es

recognized
by

the
sender.

N
ote:

the
nam

e
assertion

contains
identifiers

for
the

A
uthentication

A
uthority

and
the

Principal.
It

also
includes

validity
dates

and
authentication

inform
ation

(e.g.
a

public
key).

A
uthnA

cknow
legm

ent

T
he

A
uthnA

cknow
legm

ent
m

essage
is

used
in

the
P

ush
protocol

for
the

P
olicy

D
ecision

P
oint

to
acknow

ledge
receipt

of
the

nam
e

assertion
from

the
A

uthentication
A

uthority.
It

contains
the

follow
ing

inform
ation.

version
-

this
specification

version
num

ber.

notification-identifier
-

the
notification

identifier
supplied

in
the

corresponding
A

uthnN
otification

m
essage.

14
Feb

2001
10

success-indicator
-

an
indication

of
w

hether
the

receiver
w

as
able

to
process

the
A

uthnN
otification

m
essage.

error-code
-

error
code.

T
he

follow
ing

error
codes

shallbe
supported.

U
nsupported

version

U
nsupported

authentication
m

ethod

A
uthnR

equest

T
he

A
uthnR

equest
m

essage
is

used
in

the
P

rincipal-centered
indirect

protocol
and

the
Pull

protocol
for

the
Policy

D
ecision

Point
to

request
the

nam
e

assertion
from

the
A

uthentication
A

uthority.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

request-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
A

uthnR
equestm

essages.

posited-nam
e

-
the

Prim
ary

D
om

ain
and

P
rincipalnam

es
claim

ed
by

the
Principal.

O
ptional.

reference
to

nam
e

assertion
-

a
reference

to
the

nam
e

assertion.
O

ptional,
if

the
posited

nam
e

is
notpresent,then

this
field

m
ustbe

present.

sender
-

the
nam

e
of

the
sender,as

agreed
betw

een
the

sender
and

receiver
during

initialization.
It

m
ust

be
unique

am
ong

all
the

sender
nam

es
recognized

by
the

receiver.

intended-receiver
-

the
nam

e
of

the
receiver,

as
agreed

betw
een

the
sender

and
receiver

during
initialization.

It
m

ust
be

unique
am

ong
all

the
receiver

nam
es

recognized
by

the
sender.

N
ote:

the
A

uthentication
A

uthority
receives

no
evidence

that
the

P
rincipal

has
correctly

authenticated
to

the
P

olicy
E

nforcem
entP

oint.

A
uthnR

esponse

T
he

A
uthnR

esponse
m

essage
is

used
in

the
P

rincipal-centered
indirect

protocol
and

the
Pull

protocol
for

the
A

uthentication
A

uthority
to

return
the

nam
e

assertion
to

the
Policy

D
ecision

Point.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.
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request-identifier
-

the
request

identifier
supplied

in
the

corresponding
A

uthnR
equestm

essage.

nam
e-assertion

-
the

nam
e

assertion.

success
indicator

error
code

A
uthnQ

uery

T
his

protocol
is

used
in

the
P

rincipal-centered
direct

and
indirect

protocols
and

the
P

ull
and

P
ush

protocols
for

the
Policy

E
nforcem

ent
P

oint
to

request
the

P
olicy

D
ecision

Point
to

perform
the

authentication
of

the
Principal.

version
-

this
specification

version
num

ber.

request-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
A

uthnQ
uery

m
essages.

posited
nam

e
-

the
nam

e
claim

ed
by

the
Principal.

authenticator
-

the
data

used
in

the
authentication

exchange
betw

een
the

P
olicy

E
nforcem

ent
P

oint
and

the
Principal.

T
his

m
ay

be
a

user-nam
e/passw

ord
com

bination,
a

sym
m

etric-key
challenge/response

com
bination,

an
asym

m
etric-

key
challenge

response
com

bination
or

a
docum

ent/signature
com

bination.

nam
e-assertion

-
the

nam
e

assertion.
O

ptional.

reference
to

nam
e

assertion
-

a
reference

to
a

nam
e

assertion.
O

ptional,
at

least
one

of
"posited

nam
e","nam

e
assertion"

or
"reference

to
nam

e
assertion"

m
ust

be
present.

A
uthnR

esult

T
his

protocol
is

used
in

the
P

rincipal-centered
direct

and
indirect

protocols
and

the
P

ull
and

P
ush

protocols
for

the
Policy

D
ecision

Point
to

return
the

result
of

the
authentication

of
the

P
rincipalto

the
P

olicy
E

nforcem
entP

oint.

version
-

this
specification

version
num

ber.

request-identifier
-

the
request

identifier
from

the
corresponding

A
uthnQ

uery
m

essage.

success
indicator

error
code

14
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A
uthzN

otification

T
he

A
uthzN

otification
m

essage
is

used
in

the
P

rincipal-centered
direct

authorization
protocol

to
send

the
entitlem

ent
assertion

from
the

A
uthorization

A
uthority

to
the

Principal
and

from
the

Principal
to

the
Policy

E
nforcem

ent
P

oint.
It

is
also

used
in

the
Push

protocol
to

send
the

entitlem
ent

assertion
from

the
A

uthorization
A

uthority
to

the
Policy

D
ecision

Point.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

notification-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
A

uthzN
otification

m
essages.

entitlem
ent-assertion

-
the

entitlem
entassertion.

sender
-

the
nam

e
of

the
sender,as

agreed
betw

een
the

sender
and

receiver
during

initialization.
It

m
ust

be
unique

am
ong

all
the

sender
nam

es
recognized

by
the

receiver.

intended-receiver
-

the
nam

e
of

the
receiver,

as
agreed

betw
een

the
sender

and
receiver

during
initialization.

It
m

ust
be

unique
am

ong
all

the
receiver

nam
es

recognized
by

the
sender.

N
ote:

the
entitlem

ent
assertion

contains
an

identifier
for

the
A

uthorization
A

uthority
and

a
reference

to
the

associated
P

rincipalnam
e-assertion.

Italso
contains

validity
dates.

A
uthzA

cknow
legm

ent

T
he

A
uthzA

cknow
legm

ent
m

essage
is

used
in

the
P

ush
protocol

for
the

P
olicy

D
ecision

Point
to

acknow
ledge

receipt
of

the
entitlem

ent
assertion

from
the

A
uthorization

A
uthority.

Itcontains
the

follow
ing

inform
ation.

version
-

this
specification

version
num

ber.

notification-identifier
-

the
notification

identifier
supplied

in
the

corresponding
A

uthzN
otification

m
essage.

success-indicator
-

an
indication

of
w

hether
the

receiver
w

as
able

to
process

the
A

uthzN
otification

m
essage.

error-code
-

error
code.

A
uthzR

equest

T
he

A
uthzR

equest
m

essage
is

used
in

the
P

rincipal-centered
indirect

protocol
and

the
Pull

protocol
for

the
Policy

D
ecision

Point
to

request
the

entitlem
ent

assertion
from

the
A

uthentication
A

uthority.
Itcontains

the
follow

ing
inform

ation.
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version
-

this
specification

version
num

ber.

request-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
A

uthzR
equestm

essages.

posited
nam

e
-

the
posited

nam
e

of
the

Principal.
O

ptional.

reference
to

entitlem
ent

assertion
-

reference
to

an
entitlem

ent
assertion.

O
ptional.

If
the

posited
nam

e
is

absent,then
this

field
m

ustbe
present.

sender
-

the
nam

e
of

the
sender,as

agreed
betw

een
the

sender
and

receiver
during

initialization.
It

m
ust

be
unique

am
ong

all
the

sender
nam

es
recognized

by
the

receiver.

intended-receiver
-

the
nam

e
of

the
receiver,

as
agreed

betw
een

the
sender

and
receiver

during
initialization.

It
m

ust
be

unique
am

ong
all

the
receiver

nam
es

recognized
by

the
sender.

N
ote:

the
A

uthorization
A

uthority
receives

no
evidence

that
the

P
rincipal

correctly
authenticated

to
the

P
olicy

E
nforcem

ent
P

oint.
In

the
Pull

protocol,
all

suitable
entitlem

entassertions
are

requested.

A
uthzR

esponse

T
he

A
uthzR

esponse
m

essage
is

used
in

the
P

rincipal-centered
indirect

protocol
and

the
Pull

protocol
for

the
A

uthorization
A

uthority
to

return
the

entitlem
ent

assertion
to

the
Policy

D
ecision

Point.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

request-identifier
-

the
request

identifier
supplied

in
the

corresponding
A

uthzR
equestm

essage.

entitlem
entassertion

-
the

entitlem
entassertion.

success
indicator

error
code

A
uthzQ

uery

T
his

protocol
is

used
in

the
P

rincipal-centered
direct

and
indirect

protocols
and

the
P

ull
and

P
ush

protocols
for

the
Policy

E
nforcem

ent
P

oint
to

request
the

P
olicy

D
ecision

Point
to

confirm
the

authorization
of

the
Principal.

version
-

this
specification

version
num

ber.
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request-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
A

uthzQ
uery

m
essages.

action
-

a
com

pound
variable

com
prising

the
nam

e
of

the
object

m
ethod

and
a

sensitivity
value

for
the

objectthatthe
P

rincipalis
attem

pting
to

access.

principal
nam

e
-

the
authenticated

or
claim

ed
nam

e
of

the
Principal.

O
ptional.

M
ustbe

identicalto
the

posited
nam

e
in

any
accom

panying
A

uthnQ
uery

m
essage.

entitlem
ent-assertion

-
the

entitlem
entassertion.

O
ptional.

reference
to

the
entitlem

ent
assertion

-
a

reference
to

the
entitlem

ent
assertion.

O
ptional,it

should
be

present
if

the
entitlem

ent
assertion

is
absent.

O
ptional.

A
t

least
one

of
"principal

nam
e",

"ntitlem
ent

assertion"
or

"reference
to

entitlem
ent

assertion"
m

ustbe
present.

A
uthzR

esult

T
his

protocol
is

used
in

the
P

rincipal-centered
direct

and
indirect

protocols
and

the
P

ull
and

P
ush

protocols
for

the
Policy

D
ecision

Point
to

return
the

result
of

the
authorization

of
the

P
rincipalto

the
P

olicy
E

nforcem
entP

oint.

version
-

this
specification

version
num

ber.

request-identifier
-

the
request

identifier
supplied

in
the

corresponding
A

uthzR
equestm

essage.

success
indicator

error
code

S
essionN

otification

T
he

S
essionN

otification
m

essage
is

used
in

the
P

rincipal-centered
direct

session
protocol

to
send

the
session

assertion
from

the
Session

A
uthority

to
the

P
rincipal

and
from

the
Principalto

the
Policy

E
nforcem

entP
oint.

Itis
also

used
in

the
Push

protocolto
send

the
session

assertion
from

the
Session

A
uthority

to
the

P
olicy

D
ecision

Point.
It

is
also

used
in

the
P

rim
ary

D
om

ain
session

close
and

Secondary
D

om
ain

session
close

protocols
to

indicate
that

the
session

w
ith

the
P

rincipal
has

been
closed.

It
contains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

notification-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
SessionN

otification
m

essages.

session-assertion
-

the
session

assertion.
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sender
-

the
nam

e
of

the
sender,as

agreed
betw

een
the

sender
and

receiver
during

initialization.
It

m
ust

be
unique

am
ong

all
the

sender
nam

es
recognized

by
the

receiver.

intended-receiver
-

the
nam

e
of

the
receiver,

as
agreed

betw
een

the
sender

and
receiver

during
initialization.

It
m

ust
be

unique
am

ong
all

the
receiver

nam
es

recognized
by

the
sender.

N
ote:

the
session

assertion
identifies

the
Principal

either
directly

or
by

reference
to

a
nam

e
assertion.

Italso
contains

an
indication

of
the

Principal's
session

state
(e.g."session

closed").

S
essionA

cknow
legm

ent

T
he

S
essionA

cknow
legm

entm
essage

is
used

in
the

P
ush

protocolfor
the

P
olicy

D
ecision

P
oint

to
acknow

ledge
receipt

of
the

session
assertion

from
the

S
ession

A
uthority.

It
is

also
used

in
the

P
rim

ary
D

om
ain

session
close

and
Secondary

D
om

ain
session

close
protocols

to
acknow

ledge
that

the
session

w
ith

the
P

rincipal
has

been
closed.

It
contains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

notification-identifier
-

the
notification

identifier
supplied

in
the

corresponding
SessionN

otification
m

essage.

success-indicator
-

an
indication

of
w

hether
the

receiver
w

as
able

to
process

the
SessionN

otification
m

essage.

error-code
-

error
code.

T
he

follow
ing

error
codes

shallbe
supported.

U
nsupported

version

S
essionR

equest

T
he

S
essionR

equest
m

essage
is

used
in

the
P

rincipal-centered
indirect

protocol
and

the
Pull

protocol
for

the
Policy

D
ecision

Point
to

request
the

session
assertion

from
the

Session
A

uthority.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

request-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
SessionR

equestm
essages.

principalnam
e

-
the

nam
e

of
the

Principal.
O

ptional.

14
Feb

2001
16

reference
to

session
assertion

-
reference

to
the

session
assertion.

O
ptional,is

the
principalnam

e
field

is
absent,then

this
field

m
ustbe

present.

sender
-

the
nam

e
of

the
sender,as

agreed
betw

een
the

sender
and

receiver
during

initialization.
It

m
ust

be
unique

am
ong

all
the

sender
nam

es
recognized

by
the

receiver.

intended-receiver
-

the
nam

e
of

the
receiver,

as
agreed

betw
een

the
sender

and
receiver

during
initialization.

It
m

ust
be

unique
am

ong
all

the
receiver

nam
es

recognized
by

the
sender.

N
ote:

the
S

ession
A

uthority
receives

no
evidence

that
the

P
rincipal

correctly
authenticated

to
the

P
olicy

E
nforcem

entP
oint.

S
essionR

esponse

T
he

S
essionR

esponse
m

essage
is

used
in

the
P

rincipal-centered
indirect

protocol
and

the
Pull

protocol
for

the
Session

A
uthority

to
return

the
session

assertion
to

the
Policy

D
ecision

Point.
Itcontains

the
follow

ing
inform

ation.

version
-

this
specification

version
num

ber.

request-identifier
-

the
notification

identifier
supplied

in
the

corresponding
SessionR

equestm
essage.

session-assertion
-

the
session

assertion.

success
indication

error
code

S
essionQ

uery

T
his

protocol
is

used
in

the
P

rincipal-centered
direct

and
indirect

protocols
and

the
P

ull
and

P
ush

protocols
for

the
Policy

E
nforcem

ent
P

oint
to

request
the

P
olicy

D
ecision

Point
to

confirm
the

session
status

of
the

P
rincipal.

version
-

this
specification

version
num

ber.

request-identifier
-

an
identifier

assigned
by

the
m

essage
originator.

It
m

ust
be

unique
am

ong
allthe

outstanding
SessionQ

uery
m

essages.

principal
nam

e
-

the
authenticated

or
claim

ed
nam

e
of

the
Principal.

O
ptional.

M
ustbe

identicalto
the

posited
nam

e
in

any
associated

A
uthnQ

uery
m

essage.

session
assertion

-
a

session
assertion.

O
ptional.
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reference
to

session
assertion

-
a

reference
to

a
session

assertion.
O

ptional,
at

least
one

of
"principal

nam
e",

"session
assertion"

or
"reference

to
session

assertion"
m

ustbe
present.

S
essionR

esult

T
his

protocol
is

used
in

the
P

rincipal-centered
direct

and
indirect

protocols
and

the
P

ull
and

P
ush

protocols
for

the
Policy

D
ecision

Point
to

return
the

result
of

the
status

evaluation
of

the
Principalto

the
Policy

E
nforcem

entP
oint.

version
-

this
specification

version
num

ber.

request-identifier
-

the
identifier

from
the

corresponding
SessionQ

uery
m

essage.

session
assertion

success
indicator

error
code

N
ote:

the
session

assertion
returned

in
the

SessionR
esult

m
essage

m
ay

be
integrity-

protected
by

m
eans

other
than

X
M

L
D

igitalS
ignature.

A
lternatively,itm

ay
protected

by
the

X
M

L
D

igitalS
ignature

m
echanism

,signed
by

the
P

olicy
D

ecision
Point.

S
ecu

rity
co

n
sid

eratio
n

s

W
ith

the
exception

of
the

session
assertion

in
the

SessionR
esult

m
essage,

all
assertions

m
ust

be
protected

for
integrity

and
authenticity

using
the

X
M

L
D

igital
S

ignature
m

echanism
.

In
addition,

all
protocol

exchanges
m

ust
be

protected
for

integrity
and

authenticity.
M

echanism
s

other
than

X
M

L
D

igital
S

ignature
m

ay
be

used
for

this
latter

purpose.

T
he

exchange
of

A
uthority

keys,
certificates

and
certificate

status
inform

ation
betw

een
dom

ains
is

outof
scope

for
this

specification.
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