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Purpose

This document catalogs issues for the Security Assertions Markup Language (SAML) developed
the Oasis Security Services Technical Committee.

Introduction

The issues list presented here documents issues brought up in response to draft documents as
well as other issues mentioned on the security-use and security mailing lists, in conference calls,
and in other venues.

Each issue is formatted according to the proposal of David Orchard to the general committee:

ISSUE:[Document/Section Abbreviation-Issue Number: Short name] Issue long description.
Possible resolutions, with optional editor resolution Decision

The issues are informally grouped according to general areas of concern. For this document, the
"Issue Number" is given as "#-##", where the first number is the number of the issue group.

Issues on this list were initially captured from meetings of the Use Cases subcommittee or from
the security-use mailing list. They were refined to a voteable form by issue champions within the
subcommittee, reviewed for clarity, and then voted on by the subcommittee. To achieve a higher
level of consensus, each issue required a 75% super-majority of votes to be resolved. Here, the
75% number is of votes counted; abstentions or failure to vote by a subcommittee member did
not affect the percentage.

At the second face-to-face meeting it was agreed to close all open issues relating to Use Cases
and requirements accepting the findings of the sub committee, with the exception of issues that
were specifically selected to remain open. This has been interpreted to mean that:

e I[ssues that received a consensus vote by the committee were settled as indicated.
e Issues that did not achieve consensus were settled by selecting the “do not add” option.

To make reading this document easier, the following convention has been adopted for shading
sections in various colors.

Gray is used to indicate issues that were previously closed or deferred.
Blue is used to indicate issues that have just been closed or deferred in the most recent revision

Yellow is used to indicated issues which have recently been created or modified or are actively
being debated.

Other open issues are not marked, i.e. left white.
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Beginning with version 5 of this document, issues with lengthy write-ups, that have been closed
“for some time” will be removed from this document, in order to reduce its overall size. The
headings, a short description and resolution will be retained. All vote summaries from closed
issues have also been removed.
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Use Case Issues

Group 0: Document Format & Strategy
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CLOSED ISSUE:[DS-1-08: HolderofKey]

If a HolderOfKey SubjectConfirmation is used, does that imply that the subject is the sender of
the associated application message (request)? In general, the semantics of SubjectConfirmation
need to be made very explicit in the core specification.

Champion: Irving Reid

Status: Closed by vote of the TC on March 12, 2002. Current core says that when Holder of Key
is used, the subject is the party that can demonstrate possession of the corresponding private key.
CLOSED ISSUE:[DS-1-09: SenderVouches]

What are the semantics of SenderVouches? How does an Assertion containing this element differ
from one that does not? When should it be used?

Champion: Prateek Mishra

Status: Closed by vote of the TC on March 12, 2002. Although the SOAP Profile as a whole has
been deferred, the descriptions previously added to core and bindings have satisfied this concern
ISSUE:[DS-1-10: SubjectConfirmation Descriptions]

The descriptions of the subject confirmation method are inadequate.

1. There should be enough info to allow interoperation without prearrangement.
2. Ideally we should give implementors some guidance on the intented use of each, in particular,
when to use one vs. another.

General Comments:

There is no reference for SHA1. The reference is RFC3174. D. Eastlake, 3rd, P. Jones US Secure
Hash Algorithm 1 (SHA1) September 2001 http://www.ietf.org/rfc/rfc3174.txt ALso decide if it
1S SHA-1 or SHA1 and stick to it.

All binary quantities should be represented the same way. Suggest base 64
Specific:

SAML Artifact - if this is specifically the SAML artifact and not just any random binary nonce,
this should reference the bindings doc, Browser Artifact Profile, section on Artifact format
(would be easier if doc had numbered sections) Also state if must be typecode 1 or can be any
typecode. Also should say: This Method is used when a web browser is issued an artifact by the
asserting party and later presents it to the relying party.

SAML Artifact (SHA1) - ditto the above. Plus, why do we need both of these? Hashing is good
because you cannot derive Artifact from looking at assertion. Why not use it all the time? On the
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other hand, the Profile specifies one-time use for the artifact, so I don't really see the threat.
Either way I think we should drop one of these.

Holder of Key - What kind of key? It says "Any Cryptographic Key" but then indicates it is a
Public Key. Should include a reference to [ XMLSig]. Do we really want to support all the
Keylnfo sub-elements, or just KeyValue? Looks to me like a lot of these, like KeyName,
X509Data, PGPData, SPKIData and MgmtData, will just cause trouble and bloat
implementations.

Sender Vouches - This one still puzzles me and I know it will puzzle anybody outside the TC.
Can't we incorporate some of the discussion from the list about what this is intended for?

Password (Pass-Through) - What is the significance of "pass-through"? I hope somebody isn't
trying to do a Credentials Assertion by the back door. Is this intended to be a long term
password, or can it be some kind of artifact-like nonce? Does it have to be the password used for
authentication if this is an authentication assertion? If it is, what is the value of the
Authentication Assertion? Whay would anyone want to send this unhashed if this is being used
as a confirmation method or is it being overloaded as an encrypted attributed for proxy login
purposes?

Password (One-Way-Function SHA-1) - Why is this one "One-Way-Function" and the others
just "SHA-1"? I gather this is not intended to cover the case where the hashed password is stored
in the repository and the AP does not know the real password. I would drop the previosu one in
favor of this one.

Kerberos - Specify Kerberos 5. What kind of ticket? A ticket granting ticket makes no sense, so I
assume this must be a service ticket targeted to the relying party. Should say so. Also specify
base 64. Does username and realm in ticket have to match Security Domain and Name in
Nameldentifier? Or should the Security Domain be missing (or blank) and the Name contain
realm@username? Implementors will have to consider ticket lifetime as it could be shorter than
Assertion validity. Also not this doesn't make that much sense in an Authentication Assertion.

SSL/TLS Certificate Based Client Authentication - Does it have to be different from Holder of
Key? Will we need another for SMIME, etc?

Object Authenticator (SHA-1) - How can an XML document be a Subject? I thought a subject
refered to a system entity. Don't see how this would work in practice. Does the AP do the
hashing? Does the RP do the hashing? If neither, don't see it provides any more protection than a
simple random nonce.

PKCS#7 - Thought this would be redundant with ds:KeylInfo, but looking at [ XMLSig]
apparently not. Why does this have to be signed? Isn't the whole assertion signed? Isn't signing
optional? The description is nice and long, but doesn't a lot of it apply to other Confirmation
Methods as well? What part is unique to this one?
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1332 Cryptographic Message Syntax - ditto PKCS #7, except this time there is no explaination of how
1333 itis used for confirmation.

1334 XML Digital Signature - ditto on being signed. Also no description of how confirmation is
1335  accomplished. How is its intended use different from say, Holder of Key?

1336  As noted elsewhere, the "Bearer" method dropped in the bit bucket

1337  http://lists.oasis-open.org/archives/security-services/200201/msg00247.html
1338  Champion: Hal Lockhart

1339  Status: Open

1340  ISSUE:[DS-1-11: SubjectConfirmationMethod vs. AuthNMethod]

1341  The distinction between SubjectConfirmationMethod and AuthenticationMethod is unclear. This
1342 has been raised several times, most recently by SAP as item #14 in:

1343  http://lists.oasis-open.org/archives/security-services-comment/200202/msg00008.html

1344 Champion: Hal Lockhart
1345  Status: Open

1346  ISSUE:[DS-1-12: Clarify Nameldentifier]
1347  We need to clarify the semantics of Nameldentifiers (core-27 section 2.4.2.2, lines 63 11f.

1348  http://lists.oasis-open.org/archives/security-services/200202/msg00183.html

1349  Champion: Irving Reid
1350  Status: Open

1351 ISSUE:[DS-1-13: Methods Same Section]

1352 Should SubjectConfirmationMethods and Authentication Methods be listed in the same section?

1353 http://lists.oasis-open.org/archives/security-services/200203/msg00006.html

1354  Champion: Jeff Hodges
1355  Status: Open

1356
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ISSUE:[DS-4-12: URNSs for Protocol Elements]
Should SAML use URNS to specify various protocol elements?

The SAML core spec draft (draft-sstc-core-25.pdf) specifies a number of URIs to identify
protocol elements, including XML namespaces (eg lines 180 and 183) and other items such as
confirmation methods (section 7.1, lines 1449 and following). These are currently http: URLs
(acknowledged as temporary), but I suggest it would be better to use URNS in the urn:oasis
namespace as defined in RFC 3121. Inote that the DSML 2.0 document uses a base namespace
of "urn:oasis:names:tc:DSML:2:0:core" and so is a good precedent. I suggest for SAML a base
of:

urn:oasis:names:tc:SAML:1.0

Even though the TC isn't named "SAML" it seems like this string would be both concise and
well-understood. But Karl (I suppose) should make this call.

Given the above, the assertion and protocol URNs could be:

urn:oasis:names:tc:SAML:1.0:assertion
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urn:oasis:names:tc:SAML:1.0:protocol
and perhaps the confirmation method identifiers could be:

urn:oasis:names:tc:SAML:1.0:cm:artifact
urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
etc.

And the Action namespace identifiers in section 7.2 (lines 1520 etc) could be:
urn:oasis:names:tc:SAML:1.0:action:rwedc
Champion: RL "Bob" Morgan

Status: Open

ISSUE:[DS-4-13: Empty Strings]

Should SAML prohibit string elements from being empty? Does this cause any problems? If so,
should it be enforced in the Schema or just stated in the spec?

Eve Maler commented:

SAML has the following elements and attributes that can currently be empty strings (these are
from core-25; I've tried to note places where changes are forthcoming).

Constructs of type xsd:string
This type allows empty strings by default.

e Optional Name and Security Domain attributes on saml:Nameldentifier

e Optional IDAddress and DNSAddress attributes on saml: AuthenticationLocality
e The saml:Action element

e Optional AttributeName attribute on saml:AttributeDesignator and saml: Attribute
e The AssertionArtifact element

e StatusMessage element

I think we don't have to worry too much about most of these; the incentive is to provide content.
However, we should be clear that we expect there to be some content.

Constructs of type saml:IDType

This is a trivial derivation of xsd:string; note that some of these will change to IDReferenceType
soon, but the emptiness quotient won't change for them.

e Required AssertionID and Issuer attributes on saml:Assertion
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e Required RequestID attribute on samlp:Request
e Required ResponselD and InResponse attribute on samlp:Response

We could add a minLength facet to the definition of IDType that forces the length to be greater
than zero if we want there to be a syntactic check that some ID is present. Given that so many of
the characteristics of a ID that make it unique/successful are out of the hands of syntactic
expression, it seems a bit like a futile gesture.

Constructs of type xsd:anyURI

This type allows a length of zero because empty URIs have an RFC 2396-defined meaning.
e Required-repeatable Target element
e Optional Binding attribute on saml: AuthorityBinding

e Optional (soon to be required) Resource attribute on
saml:AuthorizationDecisionStatement

e Optional Namespace attribute on saml: Actions
e Optional AttributeNamespace attribute on saml:AttributeDesignator and saml: Attribute
e The samlp:RespondWith element

Producers of SAML markup will probably have an incentive to provide sufficient content in at
least the Target and RespondWith cases because they don't have to be used at all; if you bother to
put them on, you'll bother to add content.

I'm not convinced it's illegitimate to have an empty URI in the Resource case. We may need to
investigate the Resource case further, but as a reminder, the example I mentioned in today's call
was an empty URI meaning "this resource" when the action is "execute" and it's an authorization

decision statement attached to a SOAP purchase-order payload. Others on the call favored a
statement that says that SAML behavior is undefined when the Resource is an empty URI.

In the other cases (Binding, Namespace, and AttributeNamespace), we may want to be clear
about the non-empty requirement, but since these attributes are optional, it doesn't seem very
important to restrict this.

Analysis

It seems like a pain to add facets in the saml:IDType and xsd:string cases to ensure that there's
content in all these places, but at the same time, if we're truly worried about interoperability and
mischievous producers of SAML content, we should probably use the syntactic option at our
disposal. It's not all that invasive, though, if we just redefine IDType
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(and the forthcoming IDReferenceType) slightly, define a saml:string that has the appropriate
facet defined, and then switch from xsd:string to saml:string. We should also add prose to the
description of all of these types.

As for xsd:anyURI, the rationale for messing with it at this point doesn't seem as strong as in the
other cases.

Auxiliary issues

e Ifwe *don't* turn the Name attribute into regular Nameldentifier content, I think it
should be required, not optional.

e Should the Namespace attribute be called ActionNamespace in parallel with
AttributeNamespace? (A few of us had a thread on the "namespace concept" topic
recently, wherein a few other alternative names were suggested as well. Should this be
turned into a low-priority issue?)

http://lists.oasis-open.org/archives/security-services/200202/msg00035.html

Champion: Eve Maler

Status: Open

ISSUE:[DS-4-14: AuthorityKind and RespondWith]

It is proposed that we change the AuthorityKind and RespondWith elements to be qnames, with
the combination of the XML namespace qualifier and the name in the gname uniquely naming
the type of SAML Statement.

http://lists.oasis-open.org/archives/security-services/200202/msg00185.html

Champion: Irving Reid

Status: Open

DEFERRED ISSUE:[DS-4-15: Common XML Attributes]

Factor out various common XML attributes used in various places. This is ELM-1 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Deferred by vote of the TC on March 19, 2002.
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1722 Group 5: Reference Other Assertions

1723 A number of requirements have been identified to reference an assertion with in another
1724  assertion or within a request.

1725  Phillip Hallam-Baker observes: “there is more than one way to support this requirement,

1726 “[A] The first is to simply cut and paste the assertion into the <Subject> field so we have
1727  <Subject><Assertion><Claims><Subject>[ XYZ]. This approach is simple and direct but does
1728  not seem to achieve much since it essentially comes down to ‘you can unwrap this structure to
1729  find the information you want’. Why not just cut to the chase and specify <Subject>[XYZ] ?

1730  “[B] The problem with cutting to the chase is that it means that the application is simply told the
1731  <subject> without any information to specify where that data came from. In many audit

1732 situations one would need this type of information so that if something bad happens it is possible
1733 to work out exactly where the bogus information was first introduced and how many inferences
1734  were derived from it. So we might have <Subject><AssertionRef>[XYZ]

1735  “[C] The above is my preferred representation since the assertion can be used immediately by the
1736  simplest SAML application without the need to dereferrence the assertion reference to discover
1737  the subject of the assertion. However one could argue that an application might want to specify
1738  simply <Subject><AssertionRef> and then specify the referenced assertion in the advice

1739  container.

1740  “I think that the choice is really between [B] and [C] since the first suggestion in [A] is unwieldy
1741  and the second is simply the status quo.

1742 “Of these [B] is more verbose, [C] requires applications to perform some pointer chasing and
1743 could be seen as onerous.”

1744  The following four scenarios have been identified where this is required:

1745 DEFERRED ISSUE:[DS-5-01: Dependency Audit]

1746 One issue with draft-sstc-core-07.doc is a lack of support for audit of assertion dependency
1747  between co-operating authorities. As one explicit goal of SAML was to support inter-domain
1748  security (i.e., each authority may be administered by a separate business entity) this seems to be
1749  aserious "gap" in reaching that goal.

1750  Consider the following example:
1751 (1) User Ravi authenticates in his native security domain and receives
1752 Assertion A:

1753
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Group 8: Authorities and Domains

The following points are generally agreed.

An Assertion is issued by an Authority.

Assertions may be signed.

The name of a subject must be qualified to some security domain.
Attributes must be qualified by a security domain as well.

Nigel Edwards has suggested that resources also need to be qualified by domain.
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2020 Group 9: Request Handling

2021 ISSUE:[DS-9-01: AssertionlD Specified]

2022  SAML should define the responses to requests that specify a particular AssertionID. For
2023  example,

2024 e What if the assertion doesn’t exist or has expired?
2025 e What if the assertion contents do not match the request?
2026 e I[sitever legal to send a different assertion?

2027  Status: Open
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(Obviously R can apply whatever other policy it wants as well.)

The use of the items above can support reasonable optimization and least-privilege: the requester
can ask for just what it wants, and the responder can restrict the attributes it provides to only
those the requester is allowed to see. However, there is a system design that we think is likely to
occur often that it doesn't support well, and that is where a number of "application domains" (ie,
entities about which distinct policy might be set about which attributes should be used) make use
of a single requester (ie, a single requesting identity). This kind of system could exist for many
reasons: the typical "portal" scenario; a single web server supporting applications for different
departments in an organization; a single web front end for several distinct non-web backend
systems. In this situation we would like the responder to base its response not only on the
requester identity but in which application domain the attributes will be used.

Clearly it would be possible to always deploy systems such that each distinct "application
domain" is represented by a distinct requesting identity. However, this imposes what seems to us
a needless burden on application deployment, e.g. having to generate and manage a separate
requester client certificate for each application behind a portal. It is very useful, instead, for an
attribute query to contain an additional element, other than subject and requester, specifying
further context that the responder can use to decide which attributes to respond with.

We propose that support for this element is optional (i.e., a conforming implementation doesn't
have to support it), so this feature should not unduly affect attribute responder implementations
that do not wish to support it. A responder that wishes to ignore the element can do so, and
return attributes just as if the element weren't present. A responder that wishes to reject use of the
element can do so by responding with the proposed error code.

Proposed schema and text is below (lines based on core-19). The reference to a SAML status is
of course preliminary, pending final design of SAML status codes.

In the AttributeQueryType type definition, add the following attribute before line 918:
<attribute name="Resource" type="anyURI" minOccurs="0"/>

Before line 907, add the following text:
<Resource> [Optional]

The <Resource> attribute specifies the URI of a resource which is relevant to the request for
attributes. If present, the responding entity MAY use the information in determining the set of
attributes to return to the requesting entity.

If the responding entity does not wish to support resource-specific attribute queries, or if the
resource value provided is invalid or unrecognized, then it SHOULD respond with a SAML
status of "Error.Server.ResourceNotRecognized".

http://lists.oasis-open.org/archives/security-services/200112/msg00004.html
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2215  Champion: RL 'Bob' Morgan

2216  Status: Closed by vote of the TC on March 12, 2002. This has been added.

2217 ISSUE:[DS-9-12: Respondwith underspecified]

2218 At f2f#5 we agreed to include the "RespondWith" element. However, no agreement was reached
2219  on the semantics of this element as well as its interaction with error conditions.

2220  Is this an advisory element (i.e., essentially useless)? If so, why are we including it in the draft?

2221  As an alternative it could be a considered a hard requirement; in other words, if a requestor
2222 submits a <RespondWith> value of "AuthenticationStatement”, then the responder MUST
2223  respond with an assertion containing an AuthenticationStatement OR return an error response.
2224 Of course, this does not cover the case when multiple assertions are returned (e.g., lookup by
2225  assertion id, for example). Does it mean every returned assertion MUST contain a

2226  "Authentication Statement"?

2227  Additional example of complexity abound. Another example is given in message:

2228  http://lists.oasis-open.org/archives/security-services/200201/msg00123.html

2229  We have not discussed these processing rules at all. In their absence, the <RespondWith>
2230  element adds additional complexity and confusion to the draft.

2231  Potential Resolutions:

2232 1. remove section 3.2.1.1 and the <RespondWith> element

2233 2. drastically simplify its contents (for example, we can probably give simple processing
2234 rules for the schema URI case).

2235 3. provide detailed processing rules for all of the cases.

2236  http://lists.oasis-open.org/archives/security-services/200201/msg00136.html

2237  Champion: Prateek Mishra
2238  Status Open

2239  ISSUE:[DS-9-13: AuthNQuery underspecified]

2240  Scenario: A requester sends a SAML request containing an AuthenticationQuery specifying
2241  some Subject. If the responder cannot find or construct a matching assertion (for whatever
2242 reason), what StatusCode value should be returned in the Response?

2243  http://lists.oasis-open.org/archives/security-services/200202/msg00174.html
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Champion: Jeff Hodges

Status: Open

ISSUE:[DS-9-14: Malformed Request]

[ am assuming that the correct SAML status code to use when a request is badly malformed (or is
simply missing from the SOAP payload) is "Sender"; that is, there has been an error "in the
sender or in the request".

But what should the InResponseTo attribute on the response be, if the request didn't, say, even
have an ID or any innards at all?

http://lists.oasis-open.org/archives/security-services/200203/msg00000.html

Champion: Eve Maler

Status: Open

ISSUE:[DS-9-15: Confirm in Query]

Should a Query (SubjectQuery) contain a full subject or just the Nameldentifier part? The use of
the ConfirmationMethod in Queries can lead to incorrect usage of the protocol and/or security
risks.

http://lists.oasis-open.org/archives/security-services/200203/msg00129.html

Champion: Hal Lockhart

Status: Open

ISSUE:[DS-9-16: AuthNMethod in AuthnQuery]

In the AuthenticationQuery, it is possible to provide an optional ConfirmationMethod. This
should be an AuthenticationMethod.

http://lists.oasis-open.org/archives/security-services/200203/msg00130.html

Champion: Hal Lockhart

Status: Open
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provide additional flexibility within the SAML framework.

Does the TC support this type of flexibility?
This was identified as CONS-15.

Status: Closed by vote on Sept 4. Current schema allows multiple Actions to be specified.

CLOSED ISSUE:[DS-11-06: Authz Decision]

Change the names of AuthorizationStatement and AuthorizationQuery to
AuthorizationDecisionStatement and AuthorizationDecisionQuery to eliminate ambiguity.

Early in the process of this committee we decided, after much contention and explanation and
careful thought about concepts and terminology, that one of our three assertions (now statements,
of course) is an "Authorization Decision Assertion", where that name precisely captures the
intent of the structure. In particular we observed as part of that discussion that the single word
"authorization" by itself can mean so many different things that it has to be qualified to be
useful. The text of core-20, in section 1, uses the term "Authorization Decision Assertion", and
section 1.5 has this phrase as its title.

However, the actual name of the element, as specified in section 1.5 and elsewhere, is
"AuthorizationStatement". And, the name of the corresponding query element, as specified in
section 2.5, is "AuthorizationQuery". It seems to me that these names are misleading and should
be changed. This is especially true since a likely user of our statement structures is the XACML
work, which (though I haven't followed it) is supposedly about managing and expressing
authorization information.

So, I strongly suggest that these elements be renamed "AuthorizationDecisionStatement" and
"AuthorizationDecisionQuery" and that the corresponding types be similarly renamed.

Champion: Bob Morgan

Status: Closed by vote on Jan 29, 2002. The elements in question have been renamed.

CLOSED ISSUE:[DS-11-07: Indeterminate Result]

Should the Indeterminate Decision type be dropped? If not it should be clarified. This was
proposed by SAP on the public comment list as item #1.

http://lists.oasis-open.org/archives/security-services-comment/200202/msg00008.html

Champion: Phillip Hallam-Baker
Status: Closed. Deemed to have been satisfied by text proposed in:

http://lists.oasis-open.org/archives/security-services/200203/msg0008 1 .html.
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ISSUE:[DS-11-08: Actions and Action]

It is proposed we remove Actions and change Action to mirror the structure of Nameldentifier.
Note that when this schema was discussed at one of the F2F meetings, it was argued that it
would be relatively common for AuthorizationDecisionQuerys to ask about more than one action
from the same namespace at the same time, and thus the existing schema would be more concise.
My feeling is that this isn't enough to justify a different style of namespace/name structure.

http://lists.oasis-open.org/archives/security-services/200202/msg00186.html

Champion: Irving Reid

Status: Open
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Group 12: Attribute Assertions
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2428  ISSUE:[DS-12-06: RequestALLAttrbs]

2429  How should a request for all available attributes be made? Some have objected to the idea that if
2430  no attributes are specified it means “all”.

2431  This should not be confused with the Completeness Specifier AllOrNothing (formerly ALL)
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2432 which controls what should be returned when a request cannot be fully satisfied.
2433  Potential Resolutions:

2434 1. Declare an empty list of attributes to mean “all attributes.”

2435 2. Define a reserved keyword, such as “AllAttributes” for this purpose.
2436  Status: Open
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ISSUE:[DS-14-07: Bearerindication]

Core-12 proposes the following for identifying a ““bearer’’ assertion: A distinguished URI
urn:protocol:bearer be used as the value of the <Protocol> element in <Authenticator> with no
other sub-elements. CONS-11 asks: Is this an acceptable design?

Status: Open
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The justifications are as follows. First, the existing text on AudienceRestrictionCondition (core-
20, section 1.7.2) describes a more policy-based use, to limit the use of the assertion to receivers
conforming to some policy statement. Shibboleth, for example, would use this condition to
indicate that an assertion conforms to conditions including non-traceability of subject name, user
agreement with attribute release, etc. This description would have to be rewritten to also support
the more specific restriction required by the POST profile (which could be done).

A more telling issue is matching. While the current description of Audience doesn't say how
matching is done (should it?), it seems likely that in practice these policy URIs would be
complete and opaque; that is, the receiver would simply do a string match on its available set of
policy URIs. A URI "http://example.com/policyl" has no necessary relation to
"http://example.com/policy2". On the other hand, for the POST profile, the most likely approach
would be for the assertion issuer to include the entire target URL in the assertion. The assertion
receiver would then have to match on some substring of the URL to determine whether to accept
the assertion. If the same condition were to be used for both purposes the receiver would have to
do matching based on the value of the URI, which seems suboptimal.

Cardinality is another issue. It's reasonable for multiple AudienceRestriction elements to be
included to indicate that the recipient should be bound by all the indicated policies. But it
doesn't really make sense to say the recipient has to be named by multiple names.

Champion: Bob Morgan
Status: Closed by vote on Jan 29, 2002. Target has been added.

CLOSED ISSUE:[DS-14-13: StatusCodes]

How should SAML Requests report errors? Many suggestions have been made, ranging from a
simple list of error codes to adopting SOAP error codes. Scott proposes:

SAML needs an extensible, more flexible status code mechanism. This proposal is a hierarchical
Status structure to be placed inside Response as a required element. The Status element contains
a nested Code tree in which the top level Value attribute is from a small defined set that SAML
implementations must be able to create/interpret, while allowing arbitrary detail to be nested
inside, for applications prepared to interpret further.

I mirrored some of SOAP's top level fault codes, while keeping SAML's Success code, which
doesn't exist in SOAP, since faults mean errors, not status. I also eliminated the Error vs Failure
distinction, which seems to be intended to "kind of' mean Receiver/Sender, which is better made
explicit. Unknown didn't make sense to me either. Please provide clarifications if these original
codes should be kept.

The proposed schema is as follows, replacing the current string enumeration of StatusCodeType
with the new complex StatusType:

<simpleType name="StatusCodeEnumType">
Colors: Gray Blue Yellow 100
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ISSUE:[DS-14-14: ErrMsg in Multiple Languages]
Should SAML allow status messages to be in multiple natural languages?

In core-25, StatusMessage is defined (Section 3.4.3.3, lines 1183-1187) as being of type string.
Its inclusion in the Status element (lines 1114-1115) allows multiple occurrences, that is, zero or
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more messages per status returned. In the call on Tuesday we discussed the potential need to
allow for multiple natural-language versions of status messages.

If the StatusMessage element can't contain markup, then it makes it hard for someone to provide,
say, both English and Japanese versions of an error message. Here are two obvious different
ways to do this, both using the native xml:lang attribute to indicate the language in which the
message is written.

(See also a possible SEPARATE issue at the bottom of this message.)

Option 1: Multiple StatusMessage elements, each with language indicated

Currently, multiple StatusMessages are already allowed, but we say nothing in the spec to
explain how they're supposed to be used or interpreted. The description just says (lines 1105-
1106):

<StatusMessage> [ Any Number]
A message which MAY be returned to an operator.

(Hmm, not sure what "operator" means here..) This option would place a specific interpretation
on the appearance of multiple StatusMessage elements related to language differentiation, and
would allow for an optional xml:lang attribute on the element:

<StatusMessage> [Zero or more]

A natural-language message explaining the status in a human-readable way. If more than
one <StatusMessage> element is provided, the messages are natural-language equivalents
of each other; in this case, the xml:lang attribute SHOULD be provided on each element.

<element name="StatusMessage">
<complexType>
<simpleContent>
<extension base="string">
<attribute name="xml:lang" type="language"/>
</extension>
</simpleContent>
</complexType>
</element>

I prefer this option because it has less markup overhead, as long as the multiple
<StatusMessage> elements already allowed in the schema weren't intended to have some other
meaning instead (in which case, that meaning needs to be documented). If they weren't, then if
this option *isn't* picked, I think we need to shut down multiple occurrences of
<StatusMessage>, changing it to minOccurs="0" and maxOccurs="1".
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Option 2: One StatusMessage element, with partitioned content indicating language

This option isn't all that different from option 1. It would invent a new subelement to go into the
content of <StatusMessage> like so:

<StatusMessage>

A natural-language message explaining the status in a human-readable way. It contains
one or more <MessageText> elements, each providing different natural-language
equivalents of the same message.

<element name="StatusMessage" type="StatusMessageType" />
<complexType name="StatusMessageType">
<sequence>
<element ref="MessageText" maxOccurs="unbounded" />
</sequence>
</complexType>

<MessageText>

The text of the status message. If more than one <MessageText> element is provided, the
messages are natural-language equivalents of each other; in this case, the xml:lang
attribute SHOULD be provided on each element.

<element name="MessageText">
<complexType>
<simpleContent>
<extension base="string">
<attribute name="xml:lang" type="language"/>
</extension>
</simpleContent>
</complexType>
</element>

I think this option is necessary *if* multiple occurrences of <StatusMessage> were already
intended to have some other meaning. If they weren't, then I prefer option 1.

Digression on xml:lang
You can read about this attribute here:
Brief description of the xml: namespace:

http://www.w3.org/ XML/1998/namespace.html
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Section of the XML spec itself that defines xml:lang:

http://www.w3.org/TR/REC-xml#sec-lang-tag

There is also a non-normative but helpful schema module that defines the items in the xml:
namespace. You can find it here:

http:// www.w3.org/ XML/1998/namespace.xsd

This schema module can be useful if you want to slurp those definitions into the SAML schemas
to make sure that SAML instances can be fully validated. Alternatively, we can legally cook up
our own schema code for this as shown in the two options above, which would avoid importing
another schema module into both of ours, with attendant code and documentation. If we do that,
note that we'll still need to declare the xml: namespace at the tops of our schema modules.

Final thoughts

Even if the issue of multiple-language support is deferred until a future release, I believe that
<StatusMessage> and the fact that it's repeatable is underspecified at the moment. I would like
to see it restricted to an optional single occurrence, or alternatively, I would like to have its
semantics explained when multiple occurrences are used. This can be listed as a separate issue if
you like.

http://lists.oasis-open.org/archives/security-services/200201/msg00265.html
Champion: Eve Maler

Status: Open

ISSUE:[DS-14-15: Version Syncronization]

What is the relationship between the version of the Assertions, Requests and Responses? Should
the values always be the same or can they change independently of each other?

Potential Resolutions:

1. Requests and Responses each have Major/Minor version info attributes, which implies that,
in theory, they could be upgraded independently (I didn't see where this is explicitly
prohibited). If so, Line 1228-1229 should be explicit: "This document defines SAML
Assertions 1.0, SAML Request Protocol 1.0, and SAML Response Protocol 1.0".

2. If'the intent is to keep the request and response protocols synchronized with a single SAML
protocol version (separate from the assertion version), then the RequestAbstractType type
(3.2.1) and the ResponseAbstractType type (3.4.1) should replace the MajorVersion and
MinorVersion attributes with a new <ProtocolVersionInfo> element defined something like:

Colors: Gray Blue Yellow 104



2754
2755
2756
2757
2758

2759
2760
2761

2762
2763
2764
2765
2766

2767
2768
2769

2770

2771
2772
2773

2774
2775
2776
2777

2778

2779
2780

2781
2782
2783

draft-sstc-saml-issues-11.doc

<element name="ProtocolVersionInfo" type="samlp:ProtocolVersionlnfoType"/>
<complexType name="ProtocolVersionInfoType">

<attribute name="MajorVersion" type="integer" use="required"/>

<attribute name="MinorVersion" type="integer" use="required"/>
</complexType>

3. If'the intent is to keep the version info synchronized for assertions, request protocol, and
response protocol, then we could use the following in the <assertion> element (2.3.3) and the
request/response abstract types could include the <VersionInfo> element:

<element name="Versionlnfo" type="saml: VersionInfoType"/>
<complexType name="VersionlnfoType">
<attribute name="MajorVersion" type="integer" use="required"/>
<attribute name="MinorVersion" type="integer" use="required"/>
</complexType>

http://lists.oasis-open.org/archives/security-services/200201/msg00163.html
Champion Rob Philpott

Status: Open

ISSUE:[DS-14-16: Version Positive]

It is intended that Major and Minor version numbers must be positive. It was discussed that this
could be enforced by using facets. We would want to make a VersionNumberType simple type
for this.

This issue was identified as Low Priority Issue - L2 from Sun.

http://lists.oasis-open.org/archives/security-services/200202/msg00012.html

Champion: Eve Maler

Status: Open

ISSUE:[DS-14-17: Remove AssertionSpecifier]

The <AssertionSpecifier> element appears in instances but we don't get anything good out of its
presence; it's a nonterminal masquerading as a terminal. This is ELM-2 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Open
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ISSUE:[DS-14-18: Change Evidence]

The <Evidence> element is currently repeatable, and contains only a single assertion or assertion
ID reference. It would make more sense to allow a series of assertion information inside a single
<Evidence> element. This is ELM-3 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Open

ISSUE:[DS-14-19: Remove Advice]

We offer two ways to provide arbitrary advice: <AdviceElement> and the ##any wildcard. I'm
not sure why anyone would go to the bother of defining a custom type on top of
AdviceElementType when they can just use whatever elements they want. I think we should
remove <AdviceElement> and just stick with the wildcard.. This is ELM-4 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Open

ISSUE:[DS-14-20: Reorder Conditions Contents]

The content model for <Conditions> should be rationalized to put the SAML-native stuff first
and pick an order. This is ELM-5 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Open
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Miscellaneous Issues

Group 1: Terminology

ISSUE:[MS-1-02: URI References]

We keep talking about "URIs" in most places throughout, but we actually mean URI references
(with the option of putting # fragment identifiers on the end). We should say "URI reference"
throughout. This is ELM-6 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Open

ISSUE:[MS-1-03: Domain Component Terms]

There are several terms bandied about in this spec that I'm concerned are underdefined or
inappropriately used: [SAML] application, [SAML] client, [SAML] service. And there are terms
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2911  that I'm surprised are *not* used: authority, requester, responder. We should use "requester"
2912  instead of "client", because a requester could be a service itself; and that we use "[SAML]

2913  authority" instead of "[SAML] service" because we've carefully defined the former term. This is
2914  ELM-6 in:

2915  http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

2916  Champion: Eve Maler
2917  Status: Open
2918

2919
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2919  Group 2: Administrative

2920

2921
2922
2923

2924
2925
2926
2927

2928  ISSUE:[MS-2-02: Acknowledgements]

2929  What is a consistent and fair way to list the editors and contributors to the specifications?
2930  Eve Maler made a proposal here:
2931  http://lists.oasis-open.org/archives/security-services/200202/msg00090.html

2932  Champion: Eve Maler
2933 Status: Open
2934
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Colors: - - Yellow




3047
3048
3049

3050
3051

3052

3053
3054

3055
3056

3057
3058

3059
3060
3061
3062

3063

3064
3065

3066

3067
3068

3069

3070
3071

3072

3073
3074
3075
3076
3077

draft-sstc-saml-issues-11.doc

ISSUE:[MS-5-04: Use Response in POST]

Should the Web Browser POST Profile return an Assertion or a Response containing an
Assertion in the hidden field of the form?

RL “Bob” Morgan wrote:

As we were developing the POST profile there was discussion about whether features in the
SAML assertion are sufficient to provide countermeasures for the various threats that we
recognize, or whether additional "packaging" (to use Marlena's term) is needed. There were
good reasons why "packaging" would be useful but I think there was resistance to developing
some new structure just for this purpose. Hence we decided to add the TargetRestriction
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condition to the Assertion, and to use a short validity period in the Assertion, as major
mechanisms to deal with threats.

This had been simmering with me before, but Stephen Farrell's comment:

Inclusion of both Audience and Target conditions is pointless and broken. Delete one, or
show they're different.

pushed me over the edge; also recent changes to the Response object. In this note I propose that
we change the POST profile so that a SAML Response object is sent rather than just an
Assertion. This is in the spirit of the former "packaging" idea but uses a standard already-
defined object (with one proposed change). I think those of us who care about the POST profile
would like to see this change be made.

The details of the proposal are that (sorry no actual text yet):
(a) the POST profile be modified so that the object sent in the POST is a SAML Response

(b) that this Response always be XML-DSIG-signed, and the contained Assertion(s) need not be
signed (but could be);

(c) the TargetRestrictionCondition be removed from the Conditions element in the Assertion and
instead be made an optional element of the Response object;

(d) the new Issuelnstant element of the Response be checked by the POST receiver to ensure that
the Response is recently-generated;

(e) the InResponseTo attribute of the Response object be set to some distinguished value
indicating "not in response to a request", eg the empty string.

This would have the benefits of (at least):

(1) This clarifies the distinction between Target and Audience, since they're now attached to
different objects. IMHO Target is more appropriately applied to a Response object rather than
the Assertion anyway, since it's really a restriction on how-the-thing-was-sent rather than the
thing itself.

(2) For both target-checking and timestamp-checking, having values in a well-known single
place in the single Response object is much more clear than having to rely on Target/Validity
values in the potentially many Assertions that might be sent, which might have ambiguous
values.

(3) The validity period in a POSTed Assertion (or set of Assertions) can be (somewhat) longer,
hence it could be pre-generated; though we may still want to suggest some short limit for the end
of the Assertion validity period.

(4) A Response can be generated by the inter-site transfer site even when an Assertion can not be
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(eg "user cancelled login operation") and can communicate error conditions via Status, which
otherwise can't be done.

(5) POST and Artifact will both result in Responses being received by the target, which permits
much more consistency in their handling, greatly easing implementations that want to support
both.

Possible objections (and responses to them) might be:

(1) The proposed Response is not issued in response to a Request. This doesn't seem like much
of an argument to me. If the structure is useful, let's use it; I think there are lots of existing
protocols where "unsolicited responses" exist for this same sort of reason.

(i1) The Issuelnstant which is to be added to the Response schema only specifies what could be
thought of as a start time for a validity period for the Response, rather than both start and end as
Assertion Validity does. I do not think that this is a concern, because ultimately the decision on
length of time that the receiver is prepared to accept this Response is up to the receiver; that is, if
(under the current format) an asserter puts in a Validity of, say, a 24-hour duration, a reasonable
receiver will still reject this after just a few minutes. So having only an Issuelnstant and letting
the receiver base its decision on this seems fine to me. Alternatively, if folks felt strongly,
another value could be added to the schema to express the end-of-validity time (but I think this is
unnecessary).

http://lists.oasis-open.org/archives/security-services/200201/msg00238.html

Champion: RL “Bob” Morgan

Status: Open

CLOSED ISSUE:[MS-5-05: Artifact Request Errors]

When relying party gets multiple artifacts, it needs to get the corresponding assertions. It sends a
single SAML request with all the artifacts, lets say there are errors in some assertions retrieval
and some are retrieved correctly at source site. What kind of response is returned by source site?

This was posed by SAP as item #13 in:

http://lists.oasis-open.org/archives/security-services-comment/200202/msg00008.html

Champion: Prateek Mishra
Status: Closed. Deemed to have been satisfied by the changes proposed in:

http://lists.oasis-open.org/archives/security-services/200203/msg00044 . html
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ISSUE:[MS-5-06: Artifact Test Case]
According to Test Case 1-2, 1-3, 1-6, 1-10 in the conformance spec 11, a SAML Request is sent

over SOAP protocol binding to a responder. The responder should be able to return an assertion
artifact in the Response. The requester then request the assertion using the artifact.

The key here is an artifact 1s requested for ANY type of assertion AND over SOAP protocol
binding. I don't see these requirement anywhere else, not even in Table 1: Protocol Bindings and
Profiles for SAML Assertions. Are they intended or should be removed?

http://lists.oasis-open.org/archives/security-services/200202/msg00182.html

Champion: Eve Maler

Status: Open

ISSUE:[MS-5-07: SSO Confirmation]
Should the SSO Assertion's ConfirmationMethod be set to SAMLA-rtifact?

http://lists.oasis-open.org/archives/security-services/200203/msg00007.html

Champion: Jeff Hodges

Status: Open

DEFERRD ISSUE:[MS-5-08: Publish WSDL]

Publish Irving’s WSDL for SAML 1.0, even if it is non-normative. Where? Perhaps in Bindings
doc? This is ELM-8 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Champion: Eve Maler

Status: Deferred by vote of the TC on March 19, 2002. Needs more review and a decision where
to publish it.

Colors: Gray Blue Yellow 120



3163

3164
3165
3166
3167
3168
3169
3170
3171
3172
3173

3174
3175

3176
3177

3178
3179

3180
3181
3182
3183
3184
3185
3186

draft-sstc-saml-issues-11.doc

Document History

e 5 Feb 2001 First version for Strawman 2.

e 26 Feb 2001 Made the following changes:

Changed references to [SAML] to SAML.

Added rewrites of Group 1 per Darren Platt.
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Downgraded from Yellow to White UC-13-07, DS-2-02, DS-3-01, DS-3-02, DS-
3-03, DS-6-01, DS-6-02, DS-6-03, DS-6-04, DS-7-01, DS-7-02, DS-7-03, DS-8-
01, DS-8-02, DS-9-01

Created Miscellaneous Issues section, added MS-1-01 and MS-2-01

Created issue DS-10-01

Modified DS-4-01 & DS-4-03

e 9 August 2001 Made the following changes

Removed text and voting summaries from old, closed issues

Created issues DS-1-03, DS-1-04, DS-1-05, DS-4-05, DS-4-06, DS-4-07, DS-7-
04, DS-7-05, DS-8-03, DS-8-04, DS-11-01 thru DS-11-05, DS-12-01 thru DS-12-
05, DS-13-01, DS-14-01 thru DS-14-10, MS-3-01, MS-3-02

Modified DS-4-04, DS-8-02

Color changes to reflect recent discussions

e 22 August 2001 Made the following changes

Created issues: UC-14-01, DS-7-06, DS-9-02, DS-9-03, DS-12-06, DS-14-11,
MS-4-01

e 16 January 2002 Made the following changes

Closed issues: DS-1-01, DS-1-05, DS-2-02, DS-4-01, DS-4-03, DS-4-06, DS-4-
07, DS-5-02, DS-5-03, DS-6-02, DS-6-03, DS-7-01, DS-7-02, DS-8-02, DS-11-
03, DS-11-05, DS-12-01, DS-12-02, DS-12-05, DS-14-01, DS-14-03, MS-1-01,
MS-3-01, MS-3-02

Created issues: DS-1-06 thru DS-1-09, DS-4-08, DS-4-09, DS-6-05, DS-9-04 thru
DS-9-10, DS-11-06, DS-14-12, DS-14-13, MS-4-02, MS-5-01 thru MS-5-03

Closed issues marked blue, new issues marked yellow
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e 12 February 2002 Made the following changes
e Added OASIS graphic

e Closed issues: UC-7-01, UC-7-02, DS-1-03, DS-1-04, DS-1-06, DS-1-07, DS-3-02,
DS-4-02, DS-4-04, DS-4-05, DS-4-09, DS-6-05, DS-7-03, DS-7-04, DS-7-05, DS-8-
01, DS-8-03, DS-8-04, DS-9-04, DS-9-07, DS-9-08, DS-9-09, DS-10-01, DS-11-02,
DS-11-04, DS-11-06, DS-14-02, DS-14-05, DS-14-06, DS-14-08, DS-14-09, DS-14-
10, DS-14-12, DS-14-13, MS-2-01, MS-4-01, MS-4-02, MS-5-01, MS-5-02 and MS-
5-03.

e Deferred issues: UC-1-05, UC-2-05, UC-8-02, UC-8-03, UC-8-04, UC-9-01, UC-13-
07, UC-14-01, DS-1-02, DS-3-01, DS-5-01, DS-6-01, DS-6-04, DS-7-06, DS-9-02,
DS-9-03, DS-11-01, DS-12-03, DS-12-04, DS-13-01 and DS-14-04.

e (Converted previously closed issues to deferred: UC-1-14, UC-3-01, UC-3-02, UC-3-
03, UC-3-05, UC-3-06, UC-3-07, UC-3-08, UC-3-09, UC-5-02, UC-12-04 and DS-4-
06.

e Created Issues: DS-1-10, DS-4-10 thru DS-4-13, DS-6-06, DS-9-11, DS-9-12, DS-
12-07, DS-14-14 thru DS-14-16, DS-15-01 thru DS-15-03, MS-2-02, MS-3-03 and
MS-5-04.

e 11 March 2002 Made the following changes

e C(Created Issues: DS-1-11 thru DS-1-13, DS-4-14, DS-4-15, DS-8-05, DS-8-06, DS-9-
13, DS-9-14, DS-11-07, DS-11-08, DS-12-08, DS-14-17 thru DS-14-20, MS-1-02,
MS-1-03, MS-5-05 thru MS-5-08.

e 19 March 2002 Made the following changes

e Closed Issues: UC-9-02, DS-1-08, DS-1-09, DS-3-03, DS-4-08, DS-4-10, DS-4-11,
DS-5-04, DS-6-06, DS-9-06, DS-9-10, DS-9-11, DS-12-07, DS-14-11, DS-15-01 thru
DS-15-03, MS-3-03.

e Deferred Issue: DS-9-05

e 8 April 2002 Made the following changes

e (Closed Issues: DS-8-05, DS-8-06, DS-11-07, MS-5-05
e Deferred Issues: DS-4-15, DS-12-08, MS-5-08
e C(Created Issues: DS-9-15, DS-9-16
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