SAML Focus Group meeting 6/25/2001

Did not meet quorum, recessed as of 9:35 am

Jeff Hodges proposes following the existing agenda for “focus group”

Hal Lockhart, issues list summary:

Focus on 2-3 issues marked in yellow:

Prateek brought up 3 new issues out of bindings group 

· Profile term conflicted with use at conformance group

· Registration group—where do we register things

· How do we bind a SAML assertion to the message it attaches to?

HL:  Document is too large, need to put history in an “archive” and have a more compact document.  He is open to suggestions

Issue:  Distilling the Issues Document


Hal will take action in next week or two.

Prateek:  Bindings Work:

Protocol bindings and Profiles:  discussion of definition

Hal:  Protocol bindings might be re-used in different profiles  -- is this the thinking?  
PM:  May be true but not the primary motivation.

Saml on top of something – a protocol binding  (mapping SAML on top of a distinct protocol)

Saml inserted in something – a profile  (i.e. Saml inserted in a web browser..)

JH:  intention is to do conformance on both bindings and profiles.

All of this discussion falls under the issue of Profile definition in the issues document

“Act of taking assertions and embedding them in something else”  -- Profile, other terms that came up are:  Assertion binding, service binding, packaging….

Hal:  Can a profile contact a protocol binding?  

PM:  Yes, a profile can mandate that you use a conformant protocol binding.

Prateek has included a Web Browser profile in the bindings document 

Action:  Has asked for discussion, take it apart, 

Hal:  Officially raises an issue – Doesn’t understand why protocol bindings are the subject of conformance

Jeff H. – Security considerations

Tim Moses “Conflicting requirements thread”


CA:  A paragraph in considerations is all that is needed, the problem is solved in the bindings area.

PM:  A lot of the security considerations will revolve around bindings and profiles.  Concrete bindings and profiles  Need to coordinate.  

Note:  look at common criteria and use/refer when relevant

Gil Pilz:  Sessions

Will send the presentation

Have made some progress, albeit slowly.  Four things to do

1. How do you register a session?  Have worked this out,

2. How to find out if sessions are active?

3. Global user logout

4. Global admin logout

How do you tell if a session has timed out?  

1. session authority does nothing until point in time where a global session looks like it is going to time out.  SA would then go and ask ea. Local session authority—do you have any info about sessions before I log it out?

2. local session authorities provide update to global session authority at periodic intervals. I.e. application server tells SA that it has the following X active sessions.

Hal:  My “ah ha!”  The extent in which a participant participates in a session ecosystem only impacts their own risk, not anyone else’s risk.  

Gil:  You can be completely SAML compliant yet not participate in sessions

Issue:  Hal:  Still an open issue in his mind:  How do you have some way of knowing that you have to worry about sessions?  Perhaps use conditions mechanism in assertions?

DO:  Choice of algorithms is generally dependent upon what you think the timeout values will be.  If Global is longer, want SA to wait until (poll), if Local is longer, then you want local session managers to push to SA.

BB:  wants to see us clarify what we want to have happen with sessions, not just artifacts of what would happen given an algorithm.

Pass Thru Authentication:  No update.

Editor:  Bob Blakely

Separated out issues doc, glossary and bindings from protocol and assertions.  Did not want to come up with a new rev of the spec ea. Time someone comes up with a new binding.

JH:  Opinion on how things should be structured.  – need to nail down the number/which docs are actually being edited and revised.

If we are going forward with SAML F-2-F 3, version 1.1, let’s just rev that doc and not others….  It’s becoming very confused.

Note:  Bob has put all the individual drafts that went into the document on the title page.

Issue:  We still need the common word format/template and incorporate the template into all the docs that we have agreed upon and are working on.  Keep older documents in an archive/separate directory.

Final doc set – BB thinks roughly the structure we have now is workable.  Protocols have to refer to the appropriate version of assertions etc…

Conformance tags are key: what do people have to read/build, etc.

Issue:  Word version has readable line numbers, PDF does not (margin issue)

Evan:  RE:  Bindings doc, Have not come up with a way to register bindings yet.  And, came up with five requirements that reflect bindings that have not been developed yet.

PHB:  Assertions/Queries

Queries:  Example – if you are saying give me an assertion with ID “X”

PHB:  Not completely opposed to unrestricted queries but focusing in on queries as separate elements makes sense. 

BB:  PHB’s diagram does not appear to have a query that results in a decision.  PHB states authentication query as an example:  you ask for an authentication query and ask for a decision as a response. 

DO:  how do you do queries on the extended attributes if you don’t know what the scheme is?  PHB:  Assumed you had an out-of-bound knowledge of the extended attributes.  

DO:  Assertions/Queries (part II)

Dave walked through his slide set here…..

PHB:  raised issue about the Any schema wildcard in the attribute

BB:  Open ended attributes:  Are these type-value pairs, strings, etc?

DO:  Full XML documents

BB:  profiling attribute types is one way of specifying schema

DO:  Likes the idea of the attribute schema registry

PHB:  Two basic types of attributes – Boolean, set of tag value or tag with a structured value pair.  In the first case, a very simple query – has Alice got the release nuclear weapons permission?  Binary attribute –either you have it or not, then there are the continuous functions i.e. credit limit.  If you allow for the URI case, you can clean up a large number of pieces in the standard.

BB:  Question to be addressed in future – if we do this, what’s the relationship between authorization assertions and XACML policy.

Open Q&A re:  assertions discussion

Figure out what an authentication assertion would look like and what the corresponding response would be….

Hal:  contains just three things:  subject, method of authentication, date/time of authentication

If domain and authority are not the same thing, then we need to have two places to have the same thing…

Two Authentication questions:  

1.  Return some number of unexpired (valid?, return a list?) authentication assertions for this subject (via authn type “x”).—(syntax?  wildcards?, lists?, conditions?)

2.   Return an authentication assertion for ID X

Note:  “Please authenticate X is completely out of scope for SAML”
Issue:  what’s in a subject?

What’s in an Assertion?

Header (basic Info) +

Assertion:  (Subject—((struct namespace, name) union holder  of key(“authenticator?”)),< ipaddr>, authntype, date/time of authentication)

Requests:

Q:  What do we pass in to identify the subject?

(struct)

Authntype (XML namespace?, syntax? from registry, list?, wildcards?, implicit or across list? Any?) – 

getting agreement around a specific type, from registry or ALL as the two choices, 


Subject (Bearer, name, namespace (syntax?, structured?), holder of key (“authenticator?”))

{Union}


Assnid – everyone agrees that we need to be able to have a request for an Assertion based on Assnid ( syntax?  issuer-relative? )

Comments--Are assertion id and reference the same thing?  

Do we need to be able to request an assertion by assertion ID?  The notion is that the requestor can take the assertion ID and resolve it to something unique

Do we want to have ipaddr to stay in as an optional output parameter?  Straw  poll indicated 15 in support, nine against, three abstained

Do we want to have dnsdomain to stay in as an optional output parameter?

Response:

(struct)

Assertion (s)

Status code

Candidates for namespaces:  uri, strings, xml docs, type/value pairs, oids

PHB:  idea of a bearer assertion, assertion is a self-authenticating password, could the assertion idea serve the same purpose?  Could have both bearer assertions and reference bearer assertions.  Reference bearer assertions are characteristics of protocols with constraints such as space constraints.

Basic Info

· version

· assertion ID

· issuer

· Issue instant

· Not before (a condition?)

· No on or after (a condition?)

Conditions



Audience?

Advice

Conditions discussion:

Straw poll:

People want to have a conditions mechanism but feel it needs work.  Majority feel that Audience should be subsumed in the general conditions mechanism.  Majority feel that validity interval should also be subsumed in the general conditions mechanism.

However, a valuable argument exists to have audience and validity interval included in Basic Info rather than subsumed in the conditions. 

We need better scenarios to describe how conditions will be used (DP).

DO –- Alt:  proposal -- audience is first level child in basic info.  If we allow extensibility, use same mechanism

Conditions should apply to the authentication assertions.

Summary:  we’ve made a lot of progress.  We understand the authentication assertion a lot better.  Sessions and authorization assertions are on agenda for Tuesday.  

Conformance:  Bob Griffith

Two sets of docs:

In spec, conformance clause that Krishna wrote up

Separate from that a doc that is called the conformance program which would walk you thru the process of certifying or validating an application.

Define conformance in the context of partitions rather than subsets of behavior.

Bring up ITML on the traceability list including S2ML and AuthXML…

BB:  With Corba:  defined levels and categories…

Issue:  Is the proposal discussed over lunch (web browser profile) yet another Conformance partition, different from the Authentication Authority partition?  BB and PM believe this to be the case.

Could F-2-F #4 hold a small interop event?

Certification – would do if OASIS or some group at large would like to apply some sort of a brand to solutions.  This is expensive – administrative, legal.  We would need to decide if there is enough value in applying brand.

Mark Skall, Lynne Rosenthal from NIST:

Work with industry to develop tests and measurements for IT industry.

End of notes for 6/25/01

.

