Monday, June 25, 2001

9:30 AM – Quorum not reached. Committee in the whole adjourns We are now a Focus group.

9:33 AM – Hal Lockhart presents status of the Issues List.

· 3 news issues added out of the Binding Group

· Use of the term “Profile”

· Registration issues

· Integrity of SAML message attachments.

· Modified top/bottom issue to reflect status of Orchard-Maler proposal

· Issues List is way too huge. Need to stop sending around dead issues. Discussion of ways to archive closed/dead issues into a separate document.

9:38 AM– Prateek Mishra presents status of the Bindings group.

· Review of the current document (draft-sstc-ftf3-bindings-model-00.pdf).

· Hal: Is the intent to re-use protocol bindings in different profiles ?
Prateek: True, but not the core motivation behind the distinction between “bindings” and “profiles”.

· General discussion about the semantics of “bindings” and “profiles”.

· Hal: Profiles are what people want.
Prateek: SAML services have value within themselves. “Bindings” are SAML-on-top-of-something. “Profiles” are SAML-within-something.

· Hal: The distinction is probably going to go away.
Everyone: Disagree.

· This discussion falls under the “Use of the term ‘profile’” in the Issues List.

· More general discussion about the terminology and semantics of the term “profile”. “Profile” is used in different ways by different parts of the security community. Jeff: If we consistently stick to “Foo profile of SAML” as an atomic term, things should work out.

· Need to talk about “protocol bindings” during the Conformance group report.

10:01 AM – Jeff Hodges presents status of the Security Considerations group.

· “Contradictory Requirements” thread is first good example of spontaneous security consideration issues

· When Assertions and Requests are nailed down this area will require some serious work.

· Prateek: Concrete security considerations will probably revolve around specific protocol bindings.

· Carlisle Adams: Pointing out problems is ok, but solving them is better.

10:17 AM Gil Pilz presents status of sessions work

· <include reference to presentation>

· Progress slow because of press of other events

· Major topics: (1) How do you register a session? (2) How do you find out if a session is active? (3) Global user logout (4) Global admin-forced logout.  Major problem is, how do you figure out globally that a session has timed out?  Two algorithms being considered: (i) Servers re-register their active sessions periodically with the session authority. (ii) Session authority remembers approximate timeout deadlines for local session authorities; when it thinks a timeout deadline is coming up, it polls the local authorities to determine whether the session has in fact timed out or not.

· Pratik asks whether you’ve been considering that the local session authorities don’t necessarily know that a logout has occurred at the global session authority.  Gil replied that this case isn’t as bad as the other case, since all you lose is local state if a local session authority times a session out prematurely – you can still get the session re-established transparently by using the authentication assertions.

· Darren asks about this scenario – doesn’t it effectively remove the local session authority’s ability to log a user off before the global authority thinks the session has timed out (Because re-establishment via authentication assertions will still give the user his session back again)?  Some discussion follows.  Hal & Gil observe that local state at the local session authority is flushed, and this is “as good as you can do” and still have single signon at all.

· Someone mentions that the local authority’s policies might want to be more strict than those of the global authority – e.g. the local authority might want to have a 15-minute inactivity timeout whereas the global authority has a 30-minute inactivity timeout.  The global authority wins in this case, which is a violation of local autonomy (!)  Can this be fixed?

· Dave observes that the choice of algorithms depends on what you think the relationship between global & local timeout values may dictate the algorithm you choose.  If the global value is longer, then you want the global session authority to poll.  If the local value is longer, you want the local authorities to push to the global authority.

· Someone observes that user-observable behavior needs to be psychologically explainable.

· Bob Blakley asks for a set of diagrams showing the local and global “valid time” intervals and how they overlap, with an explanation of what behavior we WANT to have – then let’s design an algorithm which implements that behavior.

10:25 AM Passthru Authentication – no report.

10:25 AM Bob Blakely presents Editors Report

· Form of the document has changed. Documents have been lumped together for this meeting.

· Jeff: Proposing that we don’t bundle the documents together just for the meetings but rather have a set of references.

· Bob: Ok with this, but wants “good” references. Final documentation should look a lot like the current specification for F2F #3.

· Krishna Sankar:  Bundling the documents together gives us a good idea of what the spec will look like when it is done. Also easier to give to other people.

· Bob: This is dangerous as it gives external parties the idea that these are drafts.

· Hal: Mechanical point; draft-sstc-ftf3-saml-spec-00.pdf has unreadable line numbers.

· Jeff: We need to keep careful track over which docs are being revved and which ones are stable. Mass confusion lies ahead if we don’t get our act together on this score.

· Bob: Has included individual component drafts on the title page of the combined docs.

· Phil: Where is the Word template? Bob: Not done: Jeff: (with stick) Whack! Bob: Ouch! Jeff: When the template comes out we need to revise the current docs to use this template.

· Evan: Some point about the bindings doc? Shouldn’t pull out the bindings document prematurely. Prateek: There are two parts to the bindings document; framework and specifics. Should leave framework in the main document and separate out the specific bindings stuff. Evan: Presents counter-example.

10:37 AM Break

10:54 AM Phil Hallam-Baker presents Core Assertions overview

· “bottom up” proposal has percolated up to be a “mid-level proposal”. Differences between Phil’s proposal and the Orchard-Maler proposal are decreasing.

· Whiteboard session and presentation:
· <include reference to presentation>

· SAML Assertion Package has an identifier.

· Package is a set of data that has a unique identifier.

· SAMLSubjectQuery – for each SAML request there is one, unique subject that scopes that request. Bob: Does Subject here mean the same thing as the Subject field? Phil: Yes. Prateek: Can you look up Assertions by ID? Phil: Yes.

· Differences between this proposal and Orchard-Maler is the query style.

· SAMLXQuery provided for “fully unconstrained queries” in the future. Phil does not like the idea of unrestricted queries but worries that this will lead to sub-SAML balkanization.

· Bob Blakley: (compares PHB and Orchard-Maler w/respect to forming queries that result in authorization decisions). Phil: Queries can contain custom data and schemas.

· Prateek: Can SAML authentication query carry authentication information? Phil: We have moved away from the template model.

· “Subject” may bind to a specific Principal, but it may not. Queries can therefore be more open-ended than specific questions about specific principals.

· Dave Orchard: How do you know what the schema of the Extended Attributes: Phil: Schema is negotiated out of band. General back and forth about how you form queries based on open-ended schema. Phil: You need domain-specific data to form queries on Extended Attributes. Extended Attributes imply the necessity to extend the query language.

11:13 AM David Orchard presents a stunning overview of the Orchard-Maler model.

· <include reference to presentation>

· two proposals are growing closer together

· Darren Platt: Would separate “attribute languages” have their own namespace? Dave: Yes. Participating organizations would agree upon a common attribute language.

· Prateek: We might want to come up with some SAML-specific attribute vocabulary. Dave: Yes.

· Phil: Doesn’t think there will be applications in which a “full extension schema” will be necessary. Feels that 70% of the requirements can be specified using URI’s. The use of XML Schema “<any>” is too much of a wildcard. Bob Blakley: Is the concern that the receiver will not be able to parse the query.

· Bob Blakley: By open-ended Attribute Assertions are you thinking of strings, name-value pairs, etc. Dave: XML documents.

· General discussion about the concept of Attribute vocabularies. Keberos attribute vocabularies, Windows domain attribute vocabularies, etc. Notion of “schema registries” for registering these vocabularies/schemas so you can say “If you are going to provide Kerberos attributes you must use the following schema.”

· Jeff: Shouldn’t “authorizations are defined by SAML” more properly be phrased “authorization decisions are defined by SAML”. Dave: No. We need not only a way to constrain the way in which authorization decisions are represented, but we also need a way to constrain the kinds of questions that can be asked.

· Bob Blakley: Need to define the relationship between Authorization Assertions and the results of the XACML effort?

Bob Blakley: Wants to make sure that the “disappearance” of bearer assertions is addressed.

11:41 AM – Break for Lunch

1:05 PM – Return from Lunch

· General agenda discussion. What do we do now? Let’s discuss Authentication Assertions!

· Authentication Authority:

1. Question: Return (#) unexpired authn assertions for “this” subject [via authntype (#)?]


list?


valid?
 

audience restriction?

2. Question: Return the authn assertion with assertion ID (#).

· Request: 
subject[in]


authntype[in]


assertion ID[in]

· How do we identify a subject? (namespace in which name was authenticated, name), bearer, holderofkey(“authenticator”?)

· What does the namespace look like? What is its syntax? What does it designate? Is it arbitrary or is it structured?

· Authntype is a string. There is a registry of allowable authntype’s.

· How can we specify authentication types?

· One particular authentication type or all authentication types.

· Lists of authentication types.

· Regular expressions of authentication types

· Do we need Assertion Ids?

· Yes, unless all the assertions that relate to each other are always bundled together into one big blob.

· What do Assertion Ids look like ?

· An arbitrary string that is meaningful only to the Authentication Authority that issued it?

· Do Assertion Ids need to carry some information that identifies the issuer in some way? (http://central.jamcracker.com/authentor)

· Response:
assertions(s)


status code

· Assertion:
header


subject 


<ipaddr> (advice)


authntype


date/time of actual authentication
· What does a Subject within an Authentication Assertion look like?

· namespace, name

· useless advisory information

· <ipaddr> “Even if it is bad and stupid you can’t live without it”

· <dns domain>

· holderofkey(“authenticator”?)

· Issue: authority could issue assertions “for” (“from”) multiple domains

· Issue: multiple authorities could issue assertions “for” a single domain

· Issue: what’s a subject

· What’s a subject in an Authn Request?

· What’s a subject in an Authn Assertion?

3:08 PM – Break

3:31 PM – Return from Break

· Continue breadth-first exploration of other assertions and the authorities that issue them.

· Dave Orchard: Where are “conditions” and “advice” in the Authentication Assertion we defined above?

· General discussion about “conditions” and “advice”; backwards and forwards compatibility; audience constraints, conditions, etc.

· Proposal to move “audience” up to a first-class element, i.e. in the assertion header.

· Proposal to eliminate extensible conditions in favor of adding specific conditions as first-class elements of the general assertion. Need to address issues of forward compatibility.

· Straw polls

· Yes to conditions

· Yes to reworking conditions

· Yes to putting validity interval into conditions

· Doesn’t this make validity interval optional? Do we want that?

· Maybe to providing a general conditions framework

· Maybe to putting audiences into conditions

4:31 PM Robert Griffin presents the status of the Conformance group

· <include reference to presentation>

· Four major areas

· Partitions

· Certification

· Test Groups

· Test Suite

· Testing conformance based on large chunks of functionality (basically aligned with use cases) rather than the behavior of individual components.

· Not every SAML implementation will implement every aspect of every SAML function (for example various bindings)

· Define conformance by calling out the supported bindings, or

· Defining various levels of conformance, each level would have a specific set of bindings associated with it

· Differentiate conformance based on whether an entity produces or consumes assertions. For example, PEP’s consume Authorization Decision Assertions.

· Stating conformance on three levels

· Running provided tests as a sort of self check

· Certification by a third-party that attests that the above tests completed successfully. No implied legal responsibility.

· Jeff: “Certification” smacks of marketing and branding. Bob: The natural organization for doing this is The Open Group.

· ??????

· IETF hosts “connect-a-thons” for various vendors to connect together their various implementations and watch them break.

· Eve suggests a connect-a-thon by F2F #4 and is viciously derided.

· Profile ( Contour

5:04 PM - NIST people; Mark ??, 

· If it can’t be tested, don’t put it in the specification.

