Tuesday, June 26, 2001

9:13 AM – Jeff; agenda bashing

9:17 AM – Assertions

· Hal: Do we want to leave the possibility open to identify Subjects by a reference to another assertion? General discussion. Irving Reid: For example, when Attribute Assertions are attached to Session Assertions and not Principals. Leave as open issue.

Attribute Assertions:

1. Give me a set of Attribute Assertion containing all the attributes for the subject (#).

2. Give me (ANY | ALL) following attributes (#) for the subject (#).

3. Return the Attribute Assertion with Assertion ID (#).

4. Give me the names of the attributes the following subject (#) has, but not their values.

· A single Attribute Assertion can contain multiple attributes.

· Do we want to support queries about the attribute schema?

· Do we want to support queries about the “names” of the attributes associated with subject?

· What is the semantic difference between a single assertion with a number of attributes and a collection of assertions, each of which contains a corresponding attribute? Assertions have unique IDs. General discussion of the semantics of splitting attributes among assertions or lumping them together into one assertion.

· Accepted by straw poll: Given a set of attributes that apply to a Subject and a set of Attribute Assertion “buckets”, semantically it makes no difference how you divide the attributes among the buckets (all other things being equal, your mileage may vary, offer not valid in states with active anti-fraud statutes).

· Issue: Do bundles have IDs? What the hell are bundles?

· General discussion about the behavior of the Attribute Authority under conditions in which it doesn’t return “all” of the attributes it knows about.

· “any” – return all the attributes you are allowed to give me. I don’t care if there are some you can’t or are not allowed to give me.

·  “all” – return all the attributes you are allowed to give me. Provide an error code that states “there are some attributes I couldn’t give you”.

Request: 
subject specifier




namespace




name



brearer



holder of key(“authenticator”)



assertion ID | assertion


attributes



attribute name



XML namespace


ANY | ALL

or


assertion ID

· W/respect to question 2, can the requestor ask about multiple attributes within the same request?

· Multiple makes a mess in terms of error handling.

Response: 

Assertion Info:
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10:45 AM - Break

10:52 AM – Return from Break

· Irving Reid: Do Attribute Assertions refer only to Subjects, or can they refer to other things such as other Assertions (e.g. Session Assertions). Bob Blakley: The Attribute Authority can only issue Assertions about things it knows about. How does it know about sessions?

· Evan Prodomo: W/respect to the Attribute Assertion request, can we specify a Subject by an Assertion value instead of an Assertion reference? This question applies to all requests that accept Assertion references as parameters.

· General discussion about the differences between a “Subject” and a “Principal”.

· Evan: SAML 1.0 can be successful with Princpals as the only Subject of an Attribute Assertion.

· Irving Reid: Agrees with Evan but thinks we need Attribute Assertions to refer to other things such as other Assertions.

· XACML may need attributes about roles.

· Resolved: The only Subjects of Attribute Assertions are Subjects as described by Authentication Assertions.

· General discussion on the advisability of including either/or Assertion ID or Assertion in the Subject of an Attribute Assertion. No consensus.

· Hal: In favor of supplying enumerated lists in Question 2, but if we add contexts, profiles, etc. then things get really messy.

· Irving: Thinks SAML 1.0 could be successful with simple enumerated lists. Attribute names should be a simple, unique blob.

· Hal: Attributes should be issuer and domain/namespace relative. Agrees with Irving that Attribute names should be simple, unique blobs.

· Simon: How do we support cross-domain systems with multiple domains/namespaces?

· General discussion on the scope of Attribute Names. Scoped implicitly by the namespace of the Subject in the Authz Attribute, or scoped explicitly in the Attribute Name?

· Gil: What is the difference between “namespaces” and “domains”?

· Darren: Namespaces and domains frequently overlap.

· Replace “namespace” with “security domain” in all previous discussions.
· What about the “namespace” of an Attribute Name?

· Irving: The XML Namespace that applies to an Attribute Name specifies the schema of the Attribute Value. That Attribute Value may or may not be Security Domain relative. If the Attribute Value is Security Domain relative, it is up to the Entities that produce and consume these types of Attributes to agree on the semantics of the Security Domain.

· Agreed: When a requestor asks for explicit Attributes (scoped by XML Namespace) it is illegal for the Attribute Authority to return Attributes other than the one’s specified by the requestor.

1:30 PM – Return from lunch

· Agenda bashing

· General discussion of the complexity of attribute values and attribute names.

· Possible suggestion is to use XPath in the Attribute Assertion queries.

· Other suggestion is to define a very simple name/value pairs. The problem with this is that, if the users/developers want to formulate any kind of structured values, they have to flatten them into the SAML-defined thing. The real problem is how do we allow for flexible value structures without complicating the request protocol?

Authorization Decision Assertions

· Hal: general issue on authorization request complexity:

1. Subset Model: define some simple, ACL-like model; all inputs are constrained to fit into the ACL model.

2. Tip of the Iceberg Model: provide some inputs but many of the considerations are known and evaluated only by the PDP.

3. Fully Extensible Policy Model: arbitrary inputs into the request.

Questions:

1. Should action Y on resource Z be allowed given subject S and (optionally) evidence E

Request: 
subject specifier




security domain




name



brearer



assertion ID | assertion


<subject assertions>



assertion ID* | assertion*


object (URI)


action



namespace



actioname



(or) assertion ID*

Response:
assertion


status code

Authorization Decision Assertion:


subject




security domain




name



bearer



holder of key(“authenticator”)



(assertion ID | assertion)*


object


action


answer (Y/N/-?)

· Jeff: Given that our Authorization Request allows the requester to specify a collection of assertions, does the Subject of all of these assertions have to be “the same”?
· Examples of why a collection of assertions provided to an Authorization request may refer to multiple Subjects

1. ???

2. ???

· Carlisle: The PEP is stupid. The PDP is smart. How can the stupid PEP tell if all the Assertions are about the same Subject?

· Simon: How can we have a multiplicity of Subjects? Up until now we’ve always been dealing with a single Subject. How come the PEP is suddenly dealing with all these Subjects?

· Hal: Prefers “operator” and “action” to “permission”

· Darren: Agrees that the term “permission” sucks.

· Evan: an action is a string, possibly scoped with a namespace identifier and an object is a string, possibly scoped with a namespace identifier.

· Phil: advocates, surprisingly, the use of URI’s for both the action and the object

· David Orchard: advocates URI’s for objects but not for actions

· W/respect to the action namespace, should there be a registry of action namespaces?

· Answer to the authorization decision request must lie within the Authorization Decision Assertion.

· Simon: can we add additional parameters to the Authorization Request that asks the PDP for extra, advice-type info? Bob: SAML 1.0 can be successful without this feature.

· David O: W/respect to Tim Moses’ “advice” such as “No, if you had been authenticated via X.509 I might have let you” are we going to support this? Is “advice” an assertion?

· Does all the stuff in an Authorization Decision Assertion get put there when the answer is “no”? Yes.

2:55 PM – Break

3:25 PM – Return from Break

Jeff: Next steps and scheduling. Take substantive discussion to the list. In this document red items should be considered for addition to the issues list.

Hal: Err on the side on inclusion for the issues list.

Prateek: Now we have a consensus proposal (on the white boards). How does this relate to PHB-0.9 and the Orchard-Maler proposal.

Irving: The whiteboard stuff isn’t a competing proposal, it’s just advice for modifying 0.9 and OM.

PHB: There is no competition between the whiteboard material and PHB-0.9. It’s difficult to write specification prose without nailing down the schema.

Jeff: Someone needs to take these minutes, PHB-0.9, and OM and come up with a schema that validates. We need to drive towards getting the red items nailed down.

Hal: It would be productive for the unnamed sucker (from above) to propose solutions to the red stuff.

Jeff: Crux of the biscuit is to sign-up people to do the work of consolidating whiteboard stuff into a schema and propose specification text that accompanies it. Proposal on the floor is to build on PHB-0.9. Dave O. volunteers. Prateek can volunteer somebody.

· Jeff will do the minutes

· PHB, David O, and Prateek will grind all the material together

PHB: In all the work done at F2F#3 supersedes Tim Moses’ work on Protocols-00. PHB-0.91 will have an extra section on request/response.

David O: But we’ve specified protocols using XML Schema.

Evan: Would it be advantageous to specify one schema for the core assertions and another schema for the request/response protocol?

· What are the advantages and drawbacks?

· Request/response could reference core assertions.

· There could be many schemas that reference the core assertions without referencing the request/response stuff. Making them pull in the request/response stuff is just extra overhead.

Jeff: Time to talk about schedule. It was 2 months between F2F#2 and F2F#3. Considering how productive F2F#3 was, maybe we could have one real soon?

PHB: Will need to have a F2F to discuss the protocol bindings and profiles bit. We should have another assertion-oriented F2F before then.

Jeff: Can we nail down the assertions without another F2F? We may need two more F2F’s; one for core assertions, one for bindings.

Darren: We’re slipping!
Jeff: How many people think we will have an independently implementable document by Sept. 1? <dead silence>

PHB: Doesn’t think we will get a quorum meeting in July or August.

Jeff: We will need a quorum to make the major decisions necessary.

Eve: We’ve already slipped the “beginning of June” date. It is possible for us to slip one (1) quarter iff we are really diligent. Doesn’t see problem with not making quorum at next F2F because all the work will get approved at the next TC conference call. August conference in Montreal that we may be able to piggyback on (Thurs or Fri?)

Jeff: On vacation second week of August and two weeks in Sept.

Hal: Main problem is to schedule a meeting we could get to without worrying about what we need to talk about.

Jeff: Middle of August?

Eve: Should do an Evite poll?

Prateek: When the hell is our proposed date if we are going to miss Sept 1.

Jeff: Eve is lobbying for Dec. 1.

Eve: We missed June 1, we should shoot for Sept. 1 <dead silence>.

PHB: How can we have a F2F in August then give the editors 2 weeks to get everything right.

Eve: Proposes October 1st. One F2F in August, one F2F in Sept.

David Orchard: Doesn’t think we will have a spec even on Dec 1. Work is going slow. Haven’t even got to the real nasty details. Pain of major revisions.

Evan: Limited window of opportunity for SAML. After a while the point will be moot. If we wait too long nobody will care.

PHB: Less interested in when the standard gets approved, compared to when we can build prototypes and interop testing. Just interested in shipping products.

Gil: We shouldn’t keep re-adjusting the “done date”.

Jeff: Who here can commit to providing an open reference implementation? Implementations hit the street way before standard was accepted. This helps the standard get accepted.

PHB: Verisign can’t commit to shipping source code.

Jeff: Binary implementations are interesting. Source code is better because people can tweak them as the spec progresses.

Carlilse: In order to have a reference implementation, don’t we have to have the conformance work done.

All: We don’t need a “reference”, we need a “sample” implementation.

Jeff: An Apache-SAML-PEP would be ideal.

Charles: The sample PDP will probably be bolted onto a commercial policy engine.

Prateek: This whole discussion is a completely separate subject. He is not at the strategic level to be able to make these sorts of decisions. Next meeting: one day protocols, one day bindings/profiles.

Jeff: Need to spend F2F time wrapping up assertions and request/response. How long will this take? We can start talking about bindings in a more concrete sense “very soon”. Whether we can do both at a F2F depends upon how much time the first

Gil: Is the “two day” thing cast in stone?

Jeff: Looks like two more F2F’s. When?

General discussion of F2F dates, agendas.
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