General Note: these minutes reference Word-generated line numbers and not Acrobat-generated line numbers.

8/27/01 9:03 AM – Joe Pato; call to order

Roll call <reference Gavenraj Sodhi’s roll call>

· Quorum not reached. Meeting suspended. Proceeding as a focus group.

Joe Pato; agenda bashing

9:14 AM – Prateek Mishra; Review of Bindings

Small mechanical problem, how to turn of HTML formatting marks? Tools->Options->View->Formatting marks.

Prateek; general overview of the scope of the bindings document.

· Bindings and profiles

· Checklist of things required to provide a binding or profile

· Framework for describing and registering a future bindings and profiles (very little progress on this aspect)

· Bindings for selected protocols

· HTTP binding

· SOAP binding

· Profiles for selected protocols

· A SOAP profile for SAML

· Web Browser profiles

Hal; is the SOAP binding a subset of the SOAP Profile for SAML?

Prateek; No. This is an important issue that needs to be discussed today.

Jeff H; I have supplied some drawings that help illustrate the difference between Bindings and Profiles.

· General terminological discussion surrounding integrity of assertion attachment.

Hal; ???

Irving; ???

Bob B; you can have a message with a subject that refers to the person that sent the message. You can also have a message with a subject that refers to someone other than the person that sent the message. We need to support both.

Hal; ???

Jeff H; We need to record this as an issue and move on.

Issue: [draft-sstc-bindings-model-05, line 147]: Need to clarify the issues surrounding the integrity of assertion attachments.

Joe P notes that, with the arrival of Irving Reid, we have reached quorum.

Hal; Notes apropos to 2.4, that OASIS should host the registry of bindings and profiles. General discussion follow, mostly disagreeing with Hal.

Jeff H; Anybody can register bindings and profiles and share them with anyone else.

Prateek; We need to mandate a process for doing this.

PHB; Unless we trademark SAML, there is no way we can mandate this. People will register/advertise in a way that they see fit and that meets the needs of their consumers.

Simon G; unless we standardize this it will be difficult to use.

PHB; communities will form around various ways of doing this.

Hal; Worries about the political implications of this.

Paul Leech; IANA works because it resource space (port numbers) is relatively limited. URI’s are not nearly so limited. As a practical matter it is going to be impossible to keep people from registering all the SAML bindings/profiles they want.

Bob B; analogous to common criteria profilesh?

Joe P; is Prateek raising this issue, or proposing a solution?

Prateek; looking for a solution.

Paul L; ???

Bob B; profiles are likely to be registered with the org that carries the standardization efforts.

Prateek; this is the point. We can only point to a limited number of places where this information could be kept.

Hal; there should be one place that you can go that you can find this info.

Prateek; the W3C is very hands off about this.

Eve M; the W3C doesn’t register anything for anyone.

Joe P; there are two things, bindings and profiles. Clearly bindings are our problem, profiles are another matter.

HTTP Binding

Prateek; covers background, draws diagrams

<9:54 AM spontaneous break occurs precipitated by the addition of a recording whiteboard>

10:02 AM – Joe calls us back to order.

Motion to adopt the minutes of 8/21/01. Moved, seconded, approved.

Prateek; Will discuss three distinct Web Browser profiles. There has been some discussion about the assumptions that the source and target sites have their own sessioning mechanisms.

Hal; doesn’t have a problem with the assumptions, just wants to point them out. Just adding SAML to an off-the-shelf Web Browser doesn’t give you single sign-on.

Don F; the assumption is that you can’t add anything to the browser. Doesn’t think this is a good assumption.

Irving; the profiles on the table stipulate an unmodified browser. We need to add more profiles if we want to cover modified browsers.

General discussion about the idea that off the shelf browsers

U1: this discussion has been held and resolved. We agreed that it was out of the scope of SAML to handle this issues.

Paul L; suggests some basic mechanisms that could provide the necessary support.

Hal; disagrees.

Prateek; there will always be unresolved mechanisms “the user returns to the 

Simon; ???

Hal; you have a base level which is defined by the standard, a middle layer which is proprietary; and some functionality on top of this.

Jeff H; doesn’t agree that there is a “middle layer”

Joe P; <controls discussion>

Irving; I was one of the people that, early on, insisted that SAML be as useful for intra-domain as well as inter-domain.

Jeff; no sees what hall is pointing at

Paul L; the middle layers is purely a mater of interoperability, this is handled by the cookie spec. Standardizing the contents of the cookie is not useful from an interoperability point. In any case you would need a vendor solution to produce these cookies.

Ron M; there is some standardization of session stuff within a servlet.

U2; we should focus on what we need for version 1.

<discussion closed>

Prateek; opens the “first contact” issue

Hal; calls out the specific issue name. Tim’s analysis shows that Prateek’s design meets the requirements of the open issue.

Marlena; Shibboleth talk has a discussion of “fist contact”. Shibboleth has another entity that is used to verify the origins of the user.

Prateek;

· Origin site

· Characterize user activity at destination site

General discussion

Hal; this is being carried forward as a requirements issue. Do we want to carry it forward as a design issue.

Jeff H; the next rev of the Bindings doc should call out specific items from the issues list.

Paul L; if you just whack the destination site into the browser, you miss the transfer URL.

Marlena; this is exactly what “first contact” solves

Jeff H; is this Use Case related to line 446

Prateek & Marlena; no

Jeff H; you misunderstood. Is the text at line 446 specifically there to address the use case outline by Paul.

Hal; <clarifies Paul’s issue>

Jeff; some proprietary systems would address Paul’s concern.

Paul L; the two sites are not in the same domain.

Jeff; thought you said “quack, quack”, meaning that the target was in the same domain.

Prateek; ???

Irving; all of the “first contact” issues can be solved by figuring out where the user came from and sending them back to their source site. This means that all of this is covered by the existing browser profile. Perhaps we can leave this issue undefined for 1.0. Just say “figure out where the user came from, send them back to their source site, and this profiles covers the rest”.

PHB; go to slashdot from Microsoft. Slashdot sends you back to Microsoft with the info “Phil is trying to access the following URL”. Microsoft says “Phis is already authenticated. Take his cookie info and make it visible to the target.”

Paul L; this is just making everyone part of the same SSO domain

Irving; ???

Hal; this says that any given destination site is limited to only one source site.

Irving: ???

Hal; if each target only has one “authenticating site” this makes things very easy

Simon; destination site doesn’t have to use just one source site. Decision is to leave “first contact” out of the current spec.

Bob B; the critical thing is to decide what we want the system to do. Shib allows you to figure out where the user is coming from. You can imagine an arbitrary number of things. We need to look at the requirements and pick the ones that work for us.

Hal; to elaborate the possibilities, you can use the browser IP address.

Bob B; if you wanted to pick a really bad one.

Hal; you don’t have much more info than this to work with. We need to work with the V3 browsers that are out there.

Prateek; its no good having a spec with the critical bits missing. The question is “Is this a useful profile”?

PHB; the things that everyone is complaining about can be solved using PKI.

Simon; I think the web browser profile is useful. It gives you the basics.

Charles; I believe that this is the problem I am being sent here to solve.

Hal; but do you think it solves it?

Charles; yes.

Bob B; <refraining from taking Phil’s bait>. The answer to the question Hal asked Charles depends upon the extent to which “we” want all of “our” offerings to interoperate “out of the box”. In order to do this you need some solution that solved the “first contact” problem. Would like to see a UML diagram that displays the interaction. Little bit hazy about the specifics of what is missing.

Gil; reaffirm Irving’s point.

Simon; ???

Paul L; there was a comment about “magic” such that the source and target didn’t need to cooperate.

Everyone; no, this isn’t true.

Paul L; do both source and target need to hold a copy of the user’s credentials.

Irving; there is a difference between being able to authenticate to two different site and being able to access resources on two separate, protected sites. This is what SSO is all about. <back off earlier position>. We could specify the format of the message that sends the user back to their origin site.

Bob B; depending upon what Paul meant by “credentials” (our terminology is weird). The target site doesn’t need the users key info, it just needs to know what it means to say that “the user has authenticated with me”.

Joe P; table this issue <added to issues list>.

Prateek; coming back to “step 2” (the non-“first contact” case). Ref 4.1.1 (line 466)

Irving; (line 470) are there any restrictions on the size of the form data allowable to WAP browsers?

Gil; didn’t we toss WAP considerations?

Everyone; no

Prateek; (line 485) 4.1.3 SAML artifact structure

Phil; about the typecode; a way to save 2 bytes (since we probably won’t have 256 of these) is use the “user defined” hack: use the MSB to indicate that this is either “the normal”

Eve; are you proposing to standardize a certain number of artifacts.

Prateek; just one

Eve; can people standardize their own

Prateek; yes. You can let a couple of crypto guys access to this artifact for a couple of weeks and come up with something really good.

Eve; how do you make sure people don’t step on each others toes with the TypeCode.

Jeff; our TypeCode is safe.

Eve & Hal; what about TypeCode 0x2?

Hal; by inspecting the artifact alone, you can’t tell what it is.

Eve & Hal; classic registration problem.

Jeff H; assume registration problem has been solved.

All; big assumption

Bob B; even if everyone agrees on TypeCode 0x1, there is still the problem of TypeCode 0x2. We have avoided negotiation protocols for exactly this reason.

Phil; all the artifact does is say “this is where you can find the assertion”. The only thing the TypeCode does is allows you to determine if you can understand the artifact. The problem is if two people think they have defined 0x42. Verisign has already defined an artifact and they wan to keep theirs separate from SAMLs.

Prateek; does the TypeCode solve this?

Phil; don’t know

Hal; shouldn’t we preceed the TypeCode with some indication that this is a SAML construct?

Bob; what’s the chance for collision?

Charles; high

Hal; ???

Prateek; need some form of canonical header.

Hal; you need something like “S:”

Prateek; what’s the chance for collision?

Marlena; use more bytes

Simon; Microsoft Passport uses lots of data in the URL. Lets not get hung up on a couple of bytes here and there.

Paul L; agrees with the idea that we are too concerned with the size.

Ron M; could be solve this problem by adding a registration authority to the front of the artifact?

Bob B; the general from of this is a UUID, but that’s bigger than one byte.

Charles; the URL string specifics the SAML authority.

Prateek; the Partner ID is a 4 byte value that has been agreed upon by the source and target sites. The model is that the target site uses the partner ID as indication of where the user came from

Bob B; the partner ID is a config parameter for enabling SSO.

Prateek; correct. The issue that Hal is raising is descriptive enough.

Bob B; enough? It’s too much.

Hal; I was worried about conflicts.

Bob B; 4 bytes of info describes way more partners than any target could ever have.

Paul; couldn’t we settle on a globally unique ID?

Bob B; what about IP address?

Paul; MAC address is better;

Charles; what about URLs

Prateek; URLs are big, non-unique, and a bit circular. We needed to agree on something, and “four bytes” are as good as any solution.

Bob B; the requirements are that this ID be unique at the source. The source and the target need to agree on this ID. We don’t need to design this now.

Jeff; what about “OID Enterprise Numbers”?

Bob B; can I further qualify these for sub-enterprises (IBM/Tivoli/SecureWay)?

Prateek; people don’t like “partner ID”

Bob & Gil; use “Source ID”

Prateek; (line 512)

Charles; is AssertionHandle synonymous with Assertion ID?

Prateek; no

Charles; so how do you use AssertionHandles in queries?

Bob B; the only interesting thing about this element is its size. If it’s eight bytes long we are assuming that the number of assertions is within this space. (i.e. it’s too big)

Simon; this artifact should be defined as a synonym for the subject.

Prateek; lookup through artifact not defined
Charles; why does this have to be random? What about a hash of the Assertion or something like that.

Prateek; a user could study the types of AssertionHandles being generated.

Bob B; the criterion here is not randomness but the ability to guess a valid AssertionHandle.

Irving; you could flip this around. Another requirement could be that it isn’t possible to create an AssertionHandle from an assertion.

Hal; remember that this is a bearer token. If the space it too small it is too easy to guess some random value that corresponds to a valid assertion. Requirements;

· Non-guessable

· Not deriveable from the Assertion itself

· Handle space must be large enough that it is not possible to randomly guess some valid value (i.e. a handle that resolves to some random assertion).

Bob B; we could take two positions. Either SAML simply specifies the syntax of handle and lets individual implementations work out the generation or SAML specifies the syntax and the mechanisms used to generate them.

Don; from a security perspective we have to take the position that these artifacts will be viewable by the bad guess.

Paul; this design over-constrains the implementation.

Hal; disagrees with Don, we need to consider the “guessing attack” and the “sniffing attack” separately.

PHB; creating a new TypeCode is going to break everything that doesn’t understand this new typecode. No hashing functions. Specify an HMAC and a random key.

Hal; to be clear, you are asking for an unshared symmetric key.

General discussion about the amount of randomness in the AssertionHandle.

Bob B; if we simply specify a SHA-1 hash, then it is easy to reverse the hash. Encrypting, as Phil suggests, is much better.

Ron; are there any concerns that the target will misuse the artifact.

Prateek; plenty coming up.

Prateek; (line 571) Figure 1

Bob B; in step 3, is the artifact in the query string?

Prateek; yes

Simon; need to point out that this process can be used with different kinds of assertions.

Marlena; (disagrees) this only applies to Authentication Assertions

Prateek; web browser profiles are communicating arbitrary assertions, with the restriction that there be a one-to-one correspondence between artifacts and assertions.

Bob B; why just Authn Assertions and why just one.

Prateek; Authn because we are doing SSO. One because “what would you do with two”?

Marlena; its not clear in the text that you are being specific to the 0.0.1 artifact and not others.

Bob B; a lot of these questions wouldn’t be asked if we specified that this is the “SAML SSO over Standard Web Browser Profile” instead of just the “Web Browser Profile”.

Marlena & Bob; (interchange about profile name, applicability)

Charles; query string can specify multiple artifacts?

Prateek; yes, and the target would have to query about each.

Bob B; the argument could be “Given that we are defining request response protocols that act on artifacts, why are we bothering with the ???” (lost the point)

Prateek; restrictions

1. intersite transfer URL and the assertion consumer URL are both HTTPS

a. Gil; this is an over-constraint

Irving; there are plenty of people for whom HTTP is “secure enough”, forcing them to use HTTPS will cause them to break our spec.

Prateek; only the target URL needs HTTPS.

Irving; what if they don’t need HTTPS for anything else.

Paul; as security people we need to force people to “do the right thing”.

Bob B; this binding is the top of the SAML stack. If we don’t specify whether or not to use HTTPS there will just have to be another layer that specifies this. This particular binding specifies the use of HTTPS. If you want a binding that mandates the use of IPSEC (or uses nothing at all), crate another binding that specifies this.

Charles; ???

PHB; agrees with Bob.

Larry; was hoping the SAML would bring about some level of standardization within BofA (agreeing with Irving).

Irving: in #2 you get a redirect to a specific target URL, info for the target URL, and info about where you really wanted to go. Thinks we should just be targeted to where we really want to go. Making this URL support SSL is even more onerous.

Gil; (addressing Larry’s point) use cases are fixed for now.

Bob B; maybe we should put the artifact in the HTTP header and not in the URL.

Prateek; how do you do this with current browsers.

Bob B; you do it with re-directs. This idea of a “gatekeeper” URL fixes the Web Server topology in ways the some of Tivoli’s customers don’t particularly like.

Paul & Irving; general back and forth about HTTPS. Assuming you already have HTTPS, what’s the difference between protecting one resource or another.

Mannesh; bouncing back and forth between HTTPS and HTTP causes warning messages that upset people.

Prateek; re-iterates danger of losing artifacts

Charles; point about cookies w/out HTTP is less valid in inter-domain transfers. Real weak spot is existing session establishment.

Prateekl; true by this is NOT OUR PROBLEM.

Gil; agree with Bob on fact that this is one profile. Disagrees with Bob that the artifact can be passed in an HTTP header via re-direct. Browsers do not forward non-standard headers.

Bob B; bindings should specify MUST and MUST NOT, no SHOULDs !!

<11:45 am break for lunch>

<1:19 PM return from lunch>

2. selected protocol binding MUST support

a. bilateral authentication

b. confidentiality

c. source site MUST implement SAML HTTP binding

3. artifact for AuthN assertion has “one-time use” property

Don; thinks there should be another profile that allows modifications to browsers (via plug-ins etc.)

Hal; why use artifacts at all? Why not use real crypto protocols?

Hal; does “one-time use” apply to the artifact or the AuthN assertion?

Prateek; the artifact.

Paul; have we oversimplified the case of clusters? How does the target site know how to get back to the appropriate server?

Prateek; the source site is advertising a service. It is the responsibility of the source site to make sure the service request is routed appropriately.

Hal; the destination site suffers from the same problem.

Hal & Prateek; general discussion about the need to distinguish target machnines. What happens if you bounce back and forth between source and target machines? How is the association between the user and their AuthN assertions maintained?

4. lookup for AuthN assertion has “one-time lookup” property

Prateek; (line 622 – Figure 2)

Charles; question on step 3. This is a different request/response then the ones called out in core-15.

Hal; what use case does this design address? Can’t remember what we were thinking of.

Bob B; this is “catalog punch through” where internal users can access external resources w/out the external server contacting the internal source site.

Prateek; but the target sends a response in step 3.

Jeff H; this is a confusing use case. There are lots of knarly problems with this model.

Hal; we should re-read the use case and see if we can figure out what we want.

Paul; this might be a convenient way of using Kerberos.

The important thing was that in step 2, the authorization query, the SAML AuthN assertion was sent as a parameter.

Hal; couldn’t we then eliminate step 3?

Paul; this doesn’t work because the left hand side (source) is the AuthN authority but the right hand (side) is the AuthZ authority.

Charles; I have a possible use for this. It relates to what happens when the user revisits the target site. Because the artifacts are cached on the target site, they can be used to implement a sort of “light weight” session management.

General discussion about this profile. Unclear what we need if for.

Prateek; (line 680 – Figure 3), Form POST profile

Restrictions:

1. MUST use HTTPS

a. Inter-side transfer URL

b. Assertion consumer URL

2. assertion MUST be signed

	
	Assertion Signing
	State Maintenance

	SAML Artifact
	No
	Source site maintains state

	FORM Post
	Yes
	Destination site maintains state


Prateek; call for comments. This calls for conformant SAML implementations to implement two HTML protocol bindings. What do people think about this?

Paul; what do we need the Push option for?

Charles; are these one or two profiles?

Prateek; two distinct profiles.

Charles; can I be SAML conformant and only implement one profile.

Prateek; you must implement both.

Charles; then they should be one profile.

Marlena; wants to make a distinction between the “Web Browser SSO Profile” from the other Web Browser related profiles. Should be able to specify conformance to various profiles.

UK2; conformance is not delineated by profiles.

Irving; Anders Rundgren seems to be more interested in communicating Attributes rather than Authentication assertions. Which profile is appropriate to which domain? It could be large, high volume sites that don’t want the overhead of the target sites constantly querying them for AuthN assertions.

Prateek; there are any number of reasons for preferring Form POST over Artifacts and vice-versa.

Irving; this relates back to the WAP restrictions. Digitally signing something with XML Dsig blows out the size.

Irving & UK2; general discussion about the expected size increase caused by Dsigs.

Simon; not sure profile is specific enough to SSO to bear the label “SSO”

Marlena; but the semantics of the artifact(s) are dependent upon the assertions that they refer to.

Prateek; it is required that only one AuthN assertion is provided per transaction.

Simon; ???

Prateek; (line 681 – 4.1.5 Threat Model and Counter-Measures)

Don; (lines 695-696); machines could be off by days.

Prateek; we’re talking server-to-server here so that is unlikely

Hal; if the AuthN assertions are only good for a couple of minutes than the user has to keep going back to the source site.

Prateek; this is the “visa model”. The SAML AuthN assertion allowed you into the destination site. Once into the destination site, the destination site is responsible for session management.

Charles; this is really an “introduction protocol”. The AuthN validity is a measure of how long you are willing to wait in order for that introduction to complete.

Prateek; (line 704)

Bob B; this isn’t forgery (as Prateek said) unless the attacker manufactures an artifact.

Marlena; not it isn’t forgery, because the rouge site is misusing a real artifact

Bob B; this is the man-in-the-middle attack

Paul; this is an “improperly constrained delegation” attack

Prateek; <draws pictures>

Prateek; artifacts can only be handed out to a specific destination site, and can only be used once by that destination site.

Gil; general discussion of the nature of the attack. Basically the artifacts can only be used by sites that they are destined for. This is enforced by making sure that the “partner ID” of the artifact corresponds to the “partner ID” configured for this target site. This does not protect against “real” man-in-the-middle attacks.

Paul; further analysis of this threat (missed by clerk) that identifies a further sub-case of this threat.

PHB; general statement about aligning threat models with assests.

Don; getting uncomfortable about the amount of state required to make sure these “use once” and “only by restrictions”.

Irving, UK1, and Marlena; (a bunch of discussion missed by clerk – seems to be based on the question of whether or not that these threats are specific to SAML).

How much can you trust the server?

Paul; you can trust a server to give you the URLs you asked for but you can’t trust it to do anything that you can do (uncontrolled delegation)

Joe Pato: <control message> We’re going to be discussing all this tomorrow.

Hal; thinks that assertions should never contain bearer information that way we don’t have to worry about how they are handed around.

Bob B; bunch of security considerations around bearer tokens, if there are no bearer assertions than the security considerations can be pushed down into the bindings level.

Prateek; (line 722, 4.1.5.2 Forged SAML artifact or Assertion)

Small comments indicating that the attacker would have to guess the AssertionHandle quickly and before the user actually used it.

Prateek; (line 731, 4.1.5.3 Browser State Exposure)

So concludes the Web Browser Single Sign-On Profile discussion.

<2:35 PM Cookie Break>

2:46 PM

Marlena Erdos; Shibboleth presentation

Paul; can you give me an example scenario?

Marlena; user goes to a commercial database vendor. Based upon the fact that they belong to a particular university, they are allowed to use the database.

Bob B; this is a big deal with large biochemical and legal databases.

Paul; this is only a problem if you want to authorize another university to use your license.

Bob B; there are cases in which groups within one university will co-operate with other universities and use their databases, etc.

General discussion about scenarios.

<3:02 PM Carlisle Adams calls in>

More general discussion about scenarios including use of the OED online resources. Phil baited with English spelling joke. Phil refuses to rise to the bait.

Eve; Shibboleth requirements are analogous to voting policy where you must prove that you are eligible to vote, but the vote does not record your identity.

Jeff; so the users browser contacts the Handle Server?

Marlena; the user doesn’t take any direct action. Everything but the attribute query and the response is accomplished by re-directing the users browser.

Bob B; r.e. putting the counter-measure info in the assertion. Does this mean wrapping the assertion in an XML package. This could address Hal’s security concerns.

Prateek; Shibboleth Attribute Assertion has many of the fields of a SAML Authentication Assertion.

Bob B; we could protect SAML Assertions the same way we protect artifacts by wrapping the Assertions in an XML envelope that contained the same info as artifacts.

Hal; as far as intercepting the handle package, what protects against this? Just the IP?

Marlena; handle packages carried by HTTPS.

General discussion about the need for a new profile that allows SSO w/out the need for an AuthN Assertion. Proposed names “Shibboleth Profile”, “Shibboleth Profile of SAML”, etc.

Bob B; Shib would like to form a query like “Give me the Attribute Assertions that apply to the user that is referenced by this handle”. Subject field of Attribute Assertions should not have the users name.

Marlena; r.e. Core-15, “Authentication Method” should be called “Confirmation Method”.

Phil; it is logical that this element should be called “Confirmation Method”

Simon; proposes that we should have a special kind of subject, a “Synonymous Subject” that contains the Artifact.

Marlena; we know about the kinds of Artifacts that are used now. When we define a new Artifact, how do we know what parts of these new Artifacts to use?

Bob B; what we need is a way to identify users by the info that was used to identify them in the binding. This would link the Assertion to the binding.

Marlena; the “confirmation” should have happened before the relying party asked for the assertion.

Bob B; I’m not talking about that phase. I’m talking about validating the Assertion before you use it.

Paul; would like to avoid substituting “confirmation” for “authentication”.

General terminological discussion caused by the fact that Paul was not here for all the other terminological discussions we have already had on this subject.

Phil; do you have a deployed product that you have to support?

Marlena; no.

Phil; then there are two cases: one in which you have a SAML Artifact that is very time constrained, the other in which you have an Artifact that is expanded with a bunch of stuff that can be used to validate it.

Paul; do you want to move Assertion info into the Artifact.

Marlena; we could come up with an extensible format for Artifacts (ed comment – isn’t there a technology for doing this sort of thing . . . XM-something-or-other).

Irving; coming back to the Subject confirmation. In all cases where you get a handle and you go back to the issuer to get the Assertion, that might be all the confirmation you get. You went back to the entity that is supposed to issue these Assertions and it gave you an Assertion.

Marlena; this gets back to terminology. How do you form a query when all you have is a handle?

Irving; we can retrieve queries if all you have is a handle.

Marlena; its sort of in the spec but not really in the spec.

Bob B; <seizes the whiteboard>When I proposed “subject confirmation” I was thinking of the following <draws>.

Paul; so what you’re doing is checking the statement “S1 says he’s Bob”.

Bob; no. You are checking to make sure that the general info in the Assertion actually applies the entity know as “Bob”.

Paul; Shib seems to be slightly more general than SAML. Would like to see all the Artifact requirements rolled into one Artifact since “TypeCode 2” will blow everything to up in any case.

Marlena; part of it goes back to how Shib signs the artifact.

General discussion on the need/advisability of smooshing all the Artifact requirements into one kind of Artifact.

Prateek; we were trying to avoid signing the Artifact because of performance considerations.

Marlena; Shib absolutely requires signing the artifact.

Prateek; we have tried to re-use as many components as possible without overlapping fields between the objects.

Marlena; not really worried about duplicating info across different kinds of objects. That is not one of the design trade-offs.

Paul; we need to understand the design trade-offs.

Simon; we should borrow certain ideas from Shibboleth. The idea of pointing to an synonymous subject should be adopted. Shib has a front-end that can authenticate at one place and point to another place to obtain the attributes. Would like to see info about where the attribute authority is within the AuthN Assertion.

Hal; presentation mixes design and requirements. One problem not solved: peculiar sort of anonymity. Anonymity on the Web usually implies no authentication. What Shib wants is a entity that is authenticated for the duration of the “session” but who’s details cannot be known.

Marlena & Hal discuss nature of Shibboleth.

Paul; even within Web-based anonymity you end up with session cookies.

Hal; no matter what you do, as long as your Attribute Assertion is valid, you and a particular entity that requires that Assertion will share a single handle.

3:53 PM

Prateek; (line 749 - SOAP Profile)

Gil; what about the fact that inserting the Assertion changes the SOAP message?

All; DSIG has beaten this into a bloody pulp.

Charles; what about multiple Assertions?

Prateek; (didn’t get answer)

Prateek; (illustrates other method of confirming the Subject)

Paul; what keeps a man in the middle from stripping out the Subjects public key, substituting their own, then re-signing.

Prateek & Bob; the Assertion is always signed by the issuer.

1.) SAML Assertions MUST be signed by issuer.

General explanation of these two methods.

Bob B; this is grossing me out because its inside out. Is it not possible to generate a subject confirmation message that can be used downstream regardless of the circumstances.

Prateek; vulnerable to many attacks.

Bob B; not if you don’t have to support delegation.

Prateek; (some answer)

Bob B; would like to register displeasure with this approach.

Prateek & Gil: general explanation of the second signature scheme.

General discussion of the second signature scheme (too fast to record all of it).

Paul; in one sense SAML Assertions are certificates because they bind info about the sender to a public key.

All; there are four parties, the Subject, the Issuer, the Sender and the Recipient. For this profile consider the Subject and Sender to be the same entity. Note the diagram at line 749 only shows two parties.

2.) Sending party & subject are the same.

Detailed break down of interactions and messages (no notes ‘cause I needed to concentrate). Important thing is that the SubjectConfirmation element of the Assertion contains the public key of the sender and not the subject.

Prateek; this allows Sender and Recipient to securely communicate about the Subject even though they don’t know each other.

Bob; only if the Issuer can verify the Sender’s public key.

Hal, Prateek, & Bob; (general discussions, too fast to catch). General sense is that the interesting part of this whole dance is the beginning where the Sender gets an Attribute from the Issuer.

Chris; using the first, hash-based method, is more appropriate when the Subject and the Sender are not the same entity.

Hal; but this requires the Recipient to process the entire SOAP message before it can figure out whether it is valid or not.

Paul; questions about the hash. Is it a keyed hash or an unkeyed hash?

Prateek; unkeyed.

Paul; I repeat that you cannot bind the Assertion to the SOAP body with a simple, unkeyed hash.

Prateek; <draws interactions on white board>. Issuer (Authority) needs to be given either the SOAP message or the hash of the SOAP message.

Paul; you’d better not just give it the hash. If you do you open the Issuer open to attacks based on carefully picking the hash to see how it gets signed.

Hal; Attribute Assertions are intended to be (over some period of time) true about the Subject they refer to. We are now mixing in data that is specific to a particular message.

General discussion about Attribute Assertions.

Bob; both of these mechanisms are clearly perverse. They do not use Subject Confirmation in the way we have been discussing it on the list. Normally it means; does this Assertion refer to Subject X? These two uses both try to push Subject Confirmation to do something different such as “This assertion was really sent by Sender Y”.

Prateek; this is a valid usage.

Bob; more complete denunciation will follow.

Prateek; I am trying to reduce the number of attachment integrity profiles. Defends the use of SubjectConfirmation as completely natural.

Jeff & Prateek; discussion of “message transport”. Store and forward?

Gil: (was busy talking)

Hal; One way (hash) works for one message only. The other message (public key) can be used over and over again because the Assertion does not change from message to message. Makes sense for Attribute Assertions but not Authorization Decision Assertion.

Jeff; we need to tie down which Attributes these profiles are appropriate for.

Prateek; so much for the non-controversial nature of the SOAP binding.

4:40 PM

Doug Bayer – SAML Integration

General discussion about Kerberos support. Group feels that Kerberized-HTTP needs to be supported by something other than IE for Keberos to become widely accepted.

Windows AuthZ API is shipping with Windows XP. This would lead one to expect that, if its not in there now, the next version of MSDN will have documentation and toolkits that use this and the other described APIs.

Jeff; one of the key aspects of SAML is the separation of the authentication mechanism and the representation of an Authentication Assertion.

<insert acrimonious Microsoft Kerberos licensing restrictions here>

5:44 PM; Bob Blakley discusses Keberos/SAML integration diagram

