Wednesday, August 29, 2001

9:14 AM

Joe P gets things rolling

9:15 AM

Hal L; gives status of the Issues List

Irving R; haven’t some of these been voted closed?

Hal; no.

Eve; some suggestion about closing a particular issue

Joe; Hal is giving status. We will discuss issue resolution after status is complete.

Hal; Many items are no longer relevant because they were based on abstract notions that now have concrete representation.

Prateek; First contact issue [UC-1-105:FirstContact] is very sticky. His opinion is that SAML 1.0 does not need to address it specifically.

Hal; We need to say something, even if its just “this is how to do it” otherwise people with think SAML 1.0 is  broken.

(Note in the following section only those items that got some discussion are noted. Consult Hal’s presentation if you want the details on every item)

[DS-5-01:Dependency Audit]  very hard to relate to the current design. Hal asks for guidance on this issue because it is unclear if it still applies and, if so, if it needs to be fixed.

[DS-6-01:Nested Attributes] Not sure how SAML could address this (some discussion by Hal & Marlena). Assign Gil as champion.

[DS-6-03:Attribute Values] (General discussion about the nature of values. Are they scoped by namespace?) Hal thinks this has been addressed and should be closed.

[DS-6-04:Negative Roles] Absence a proposal for how this might work, recommends this should be closed (Marlena; should differentiate between deferred and closed).

[DS-8-02:AuthorityDomain] nothing explicitly says you can do this. Maybe this should be mentioned in the security considerations doc.

[DS-8-03:DomainSyntax] may still be controversial.

[DS-8-04:Issuer] again, fact that this is a string with no stated format could be controversial.

[DS-9-01:AssertionID Specified]: should stay open until we are completely satisfied with the Request/Response stuff.

[DS-9-03:IdandAttribQuery] Tim’s issue. Tim outlined a problem and a solution that Hal didn’t understand. Not sure what to do.

[DS-10-01:AttachPayload] still unresolved. Possibly addressed in bindings.

[DS-14-04:Aggregation] (some discussion about what this issue really meant)

[DS-14-07:BearerIndication] (Bob; thinks this needs to stay open

[DS-14-08:ReturnExpire] (Bob; you need to be careful to differentiate between assertions that have expired versus assertions that are not yet valid. Perhaps a new issue should be opened to track this)

[DS-14-11:CompareElements] (Bob; Does this just apply to strings? Hal; I think Steve F. meant everything)

10:02 AM

Joe; Take all the proposed closed issues (green) and send them out for ratification at the next concall.

Jeff; All the ones that have a clear “slam dunk” indication should be on this list. No “maybes”, “shoulds”, etc.

Joe; Next two weeks open season on remaining issues. If an issue does not have a sponsor (a SSTC voting member) then it will be moved to “not addressed in SAML 1.0”. Sponsor is responsible for driving issue to conclusion. (Note to future status efforts: always collect names of issue submitters. Should probably track a revision history).

Joe; We also need to prioritize these issues so that we stand a chance of hitting 12/1/01

Jeff; We need to go through the items on the whiteboard and see which ones need to be turned into issues.

Joe; <puts picture of the whiteboard up>

(Group falls silent at the size of the task ahead. Some discussion about how to tackle these issues)

Bearer/Subject/Assertion Verification

Marlena; This probably relates to the way SubjectConfirmation is used in the Web browser profile.

Joe; pass for now

(a bunch of stuff skipped over)

First Contact

Hal; This is now identified as a requirements issue. It should be outlined as a design issue. “We now understand that First Contact is not one thing, but a bunch of design issues”. This needs a champion to propose a concrete solution.

(General discussion about this topic. Does everyone accept this requirement?)

Hal; A basic “First Contact” is doable under the current spec. “Enhanced First Contact” as a requirement must be backed up by a design proposal.

Marlena; (wants it but doesn’t want to be the champion).

Tim; If we pass on “Enhanced First Contact” then we at least need to explain ourselves.

Bob; Thinks this should appear in the domain model.

Tim; Agrees to champion this issue.

Joe; We are past the “investigate” phase. “Assume and propose” is now the way to go.

(More general discussion about the current design. Is it sufficient? Can it be used to give people what they want or do we need to augment the current design?)

Marlena; What is being proposed?

Hal; Tim will write up what can be done with the current design. If anyone wants more than this they can sign up to do the design.

Prateek; Isn’t this second thing mandated by the current requirements?

Hal; Current reqs are too nebulous.

Joe; Need to clearly articulate what we can do for First Contact so people aren’t misled.

Irving; Takes action item to investigate and write up WAP limits.

(missed stuff)

Hal; Takes “versioning behavior”.

(General discussion about whether “lookup by artifact” is part of the Bindings Group or whether this should be done it Core. General consensus is that the Artifact architecture and the way they are used in profiles/bindings are two separate issues. Eventual breakdown of civilized behavior. Joe calls a halt to debate)

Joe; There are two issues. A detailed issue relating to the current specs and a broader issue relating to the Artifact architecture.

Prateek; I have submitted a proposal to the Core that “lookup through Artifact” be supported.

(General discussion about what Prateek has submitted. We need more than just requirements (Core should do blah). Agreed that he should submit a detailed proposal to the Core outlining specific changes to specific sections).

(General discussion of “Security properties of Assertion Handle”. Some discussion of “Assertion Handle” as a new term. Prateek to champion this issue. Bob to act as a reviewer).

Clarification of Profiles

(This is an editorial issue about the names of profiles. Prateek to revise current document).

Mandatory use of HTTPS

Prateek; The issue is that there is a concern that profiles mandate the use of HTTPS. Perhaps some users don’t want HTTPS? Conclusion is that we can’t weaken this by removing the restriction.

Bob; This should be closed unless someone makes a proposal.

Gil; Agrees to make a proposal, is now issue champion.

Threat Model (security considerations/binding)

Prateek; Suggestion was the threat model discussions should be removed from the bindings doc.

Bob; Make sure we preserve the rationale so future revisions will understand what not to change.

Assigned to Jeff Hodges.

Smart Client Profile

Assigned to Don Flinn. (spelling)

Destination State Management

(General discussion about what this item means. Removed from consideration because other issues overshadow).

SAML RR Protocoll needed for HTTP binding that is not specified

(General discussion about what this means. Is it “lookup by artifact”? Consensus is that it is)

Already assigned to Prateek (lookup by artifact)

“Push” Profile/Used Case need verification

Prateek; Proposes to drop this profile.

Joe; During the discussion it was remarked that this could make MicroSoft’s life easier, but this was never proved.

(Prateek, as editor, will delete this sub-profile)

2 HTTP Profiles? Both required? Compelling need?

Prateek; This is “artifact” versus “form post”. The point here is that these appear to be complementary profiles. Current recommendation is to maintain both.

Charles; Aren’t profiles inherently optional anywayl.

Simon; As far as implementation goes, its already been implemented in VISA.

Prateek; There are hundreds of implementations.

Bob; Is there anyone who wants to take a action item to remove one of these.

Hal; I would do it, but I would get voted down.

Prateek; The challenge is how many of these are mandatory to implement.

Joe; No change in current status on this item. TC as a whole needs to address which profiles are optional and which are mandatory.

Hal; Agrees to create a proposal that indicates why we should minimize the number of profiles, specifically “Form POST”.

Scaling (based on # of 1-1 relationships)

Don; Has a feeling that with all the 1-1 relationships that are being proposed, there is going to be a horrible scaling problem.

Bob; Which 1-1 relationship are you talking about?

Don; There’s a bunch.

Action Item; Don to elaborate the number of 1-1 relationships and propose how to fix this.

Artifacts are bearer instruments, Assertions are not

Hal and Bon B to accept joint responsibility.

SHIB desires 00-02 artifact type (anonymous user & attribute assertions – non personal identifiable info)

Assigned to Marlena.

Bob; The only interesting point is that this isn’t necessarily a SHIB profiles.

Marlena; There is a core issue here in Artifact design.

Charles; Would like to see any changes encoded as a separate profile that is optional to implement.

Bob; Conformance group will eventually need to come to a decision about what is and isn’t mandatory to implement.

<Subject> in Core doce to correspond to Artifact

Bob B and Marlena to take this one.

Oracle attacks WRT SOAP Profile

(General discussion about what this means.)

Hal; This relates to DS-10-01

Bob; We should consult a “real” cryptographer about this.

Irving; In general one shouldn’t sign arbitrary blobs of data presented to one by parties of dubious intent.

(more discussion)

Assigned to Prateek.

Blocking substitution groups

Phil; This is done.

Return of not current valid assertions to RP (e.g. post dated)

(Text needs to be added to explain that it is fine for an Authority to return an Assertion that is not yet valid. Current text says nothing about whether or not an Authorities can return Assertions that have already expired)

Assigned to Bob B.

Should the Bindings Group select either the HTTP or SOAP protocol bindings for inclusion in the final spec?

a. Mandate both

b. Mandate SOAP but not HTTP

c. Mandate HTTP but not SOAP

d. Mandate SOAP, HTTP optional

e. Mandate HTTP, SOAP optional

Assigned to Prateek.

Should the SOAP binding address the issue of intermediaries?

Jeff; Even with HTTP we should at least understand what it means if intermediaries appear in the chain.

Prateek; Don’t do that.

All; That’s not realistic.

Simon; Point is that everything we have defined so far is synchronous. Would we ever want to send Assertions via email?

Prateek & Marlena; disagree

Assigned to Prateek and Bindings Subgroup.

11:10 AM

Hal; Dynamic Sessions presentation.

(no notes as I was busy arguing)

11:49 AM <break for lunch>

12:46 PM <return from lunch>

Joe; Sessions are not targeted for SAML 1.0

Bob Griffin; Conformance report

Marc; Are you going to cover how conformance relates to acceptance by OASIS, etc.?

Bob G; (Conformance, validation, and certification) SAML 1.0 will stop at validation.

Hal; Do we have to use the term “Certification Authority”. Its bound to lead to confusion.

Bob G; The term comes from OASIS conformance documents, but we can change it.

Bob G; Conformance based on “partitions”.

Marc; Will vendors be required to provide some sort of “certified” SAML before the spec will be accepted?

Bob G; OASIS requires that a certain number of applications be built using SAML.

Bob B; Should describe how vendors assert they conform to spec. Does OASIS provide any sort of branding service?

Bob G; No.

Eve; OASIS is just a federated community. If the community wants to endorse SAML it will. The burden is upon the SSTC to produce a spec that calls out the conformance issues.

Bob G; Before we submit to SAML we should have a test suite in place. This test suite should check implementations of various partitions.

(missed some stuff)

Bob G; We need to have the ability to test scenario’s in which (for example) a SAML consumer only wants to be a PEP.

Bob G & Jeff; (discussion about whether the conformance clause is part of the current spec or a separate document).

Marlena; What is traceability?

Bob G; If you look at the original requirements submissions, does what we have address these requirements?

Prateek; Also includes checking against use cases.

Bob G; This is a conformance requirement.

(General discussion about who will drive the traceability work?)

UK1: I don’t understand why we have to go back all the way to the original submissions?

Bob G; There is a difference between checking against original submissions and checking against SAML accepted use cases. Those who proposed the original submissions should be motivated enough to self-check conformance to these submissions.

Charles; What happens if we bump up against something we forgot to do?

All; It becomes an issue for the SSTC to handle.

Marlena; (w/regards to “Authentication Authority Partition Test Cases”) Is the only thing that is tested for is correct behavior in the face of valid inputs?

Bob G; Yes, at this level. There may be another level of testing (performed by the vendors for instance) that checks bad parameters, etc.

Bob G; For any set of profiles/bindings an implementation can choose to support which profiles/bindings to support.

Bob B; What are the other three partitions?

Bob G; Authentication Authority, Attribute Authority, Policy Decision Point, and Policy Enforcement Point.

Bob B; What about relying parties? Wouldn’t you like to test whether the behavior of the relying party was correct, even the though the relying party is not an authority?

(General discussion cut short. Need to look at this later.)

Hal; Hopes that the aggregate of 2 or 3 partitions would cover an entire profile.

Bob G; It is possible that an implementation of a profile was done using 2 vendors, neither of which implement the entire profile.

(General discussion about how to test profiles?)

Eve; (w/regards to Optional Elements) Make sure we provide tests that flush out the various subtypes that we have defined.

Bob G; Yes, but its very hard to test extensions we know nothing about.

Bob B; We should test whether an implementation is robust in the face of data that it doesn’t understand.

Bob G; Would like to see an open source SAML implementation. Anyone who is interested in doing this should contact Bob G. Instead of simply providing a test client we could also provide a reference implementation.

Charles; DCE used to hold “connect-a-thons”. Maybe we should do.

Bob B; A whole bunch of SAML participants agreed to do this at next years Catalyst Conference.

(General discussion about connect-a-thons.)

(Missed some stuff)

1:27 PM

Jeff Hodges – Security Considerations

PHB; I have proved more code correct than the rest of the world combined and its very difficult.

Jeff; “proof of correctness” here is a squishy concept meant to indicate “correct design” not absolute proof of no possible flaws.

(Resource draft-rescorla-sec-cons-03.txt. Individual contribution. In the doc repository. Also on the mailing list. Snapshot of current best-practice on writing security considerations sections.)

Jeff; (with a nod to Bob B) This document should discuss trust models.

Bob B; Has invented a diagrammatic notion that shows trust relationships. Should not use the word “trust” except in a sentence like “X trusts Y to do Z because . . .”

(general geeking out on the trust models)

Bob B; (correct example) Relying party trusts asserting party to assert that subject is Alice because . . .

Hal; Isn’t this an example of derived trust? There is also “assumed trust”, etc.

Jeff; You have to call out the different kinds of trust.

Prateek; (w/regards to “Threat Models”) Do we really need to go all the way back to use cases?

Jeff; I mean use “use cases” as a filter against the set of global threats to determine which threats are applicable in a given context. Take the results of this filtering and apply it to the protocols used to implement the use cases.

Hal; (w/regards to second-order threats) We need to point out where we are depending upon thing like DNS.

Hal; (w/regards to “Guidance to implementers and deployers” and section 15 of RFC2616); Isn’t this more like throwing up your hands in detail?

Charles; Do security considerations include privacy issues as well?

Jeff; Yes, we have changed the name of the subgroup to the Security and Privacy Considerations Subgroup. Not reflected in current presentation.

Charles; And that carries through the final document? We will discuss privacy considerations?

Jeff; Yes (cites examples, possible sources of content).

Prateek; Would like to point to SSL “best practice”.

Jeff; There is no such thing.

PHB; We probably want to specify things like “thou shalt not send XXX over SSL 2.0”.

(General discussion about cipher-suites, IETF, TLS, etc.)

(General discussion about the “proof of correctness” slide)

Bob B; Its probably clear to everybody that we need to satisfy ourselves that our protocols are not broken. Somebody needs to do that. How they do that is subject to argument. A number of us here have research labs. We may have resource we can draw on within our organizations that know how to do this.

Hal; Defining what “correctness” mean can be harder than actually performing the analysis.

Tim; These kind of techniques generally identify problems that are blindingly obvious to any casual observer.

Bob B; Casual observers who have been designing security protocols for 10 years.

Tim; Correct.

Hal; (missed comment)

Chris; Can we stipulate that the time we take to do this sort of formal analysis not come out of the time needed to get the spec done by 12/1?

Jeff; Due diligence is a must. It might just be us looking over the designs or it might be more formal.

Chris McClaren will champion the sec-consider-xx and drive this subprocess.

Tim; We have been using the term “threat” and “vulnerability” interchangeably. Would it be useful to put these in the glossary.

Jeff; We should reference RFC2828.

Tim; At first we struggled over the glossary. Then it settled down as we all agreed on a common terminology. Now we are adding a bunch of new terms to our shared vocabulary.

Eve; (concurs)

Jeff; (some comment about de-centralizing the glossary maintenance process)

Jeff; (w/regards to Proof-of-correctness) Where do we get the resources to do the analysis? Grad students?

Marlena; NO!

(General discussion about how we rope highly skilled security experts into doing a bunch of work for free.)

Jeff; This effort is going to need input from a lot of people. We don’t have to bake it from scratch.

2:09 PM

Joe Pato; Time to wrap up.

2:10 PM <break>

2:23 PM <return from break>

Versioning

Irving; Syntax. Eve said there had to be a top-level, version element.

Eve; There are a number of versioning issues:

1. Should version be “in-band” versus defined by namespace?

2. If it is in an attribute, what are the syntactic constraints (string, number)?

3. What are the semantics of versions?

4. If the protocol changes slightly but the XML vocabulary remains the same, do we rev the version?

5. What is the process for changing the version?

6. “Principal of greatest partial understanding”. Expected behavior:

a. old to new

b. new to old

7. Current Core Assertion and Query/Response has a required string.

8. What has to have a version element in it?

(see Joe’s notes)

No objections to NOT using XML Namespaces to contain the version.

Marlena; How do we identify extensions independently of the SAML versions?

Hal; Two part version numbers imply some semantics about major and minor versions.

Eve; DocBook DTD defines – major for incompatible changes, minor for backwards-compatible changes, etc.

Outline

1. Two part, directly numeric version number “x.x”

2. Minor version number changes indicate backwards-compatible changes.

3. Major version number changes indicate backwards-incompatible changes.

4. No “upwards” compatibility (e.g. old consumers cannot know about and take advantage of new features)

(General discussion about how/when/where we will need to change version numbers)

Bob B; We will probably have to go to version 2.0 of assertions when we support XML Encryption.

Chris agrees to take the action item of writing this all up and submitting it to the list.

3:06 PM <adjourned>

