Administrative

==============

- Membership report: new/removed members (Gavenraj)

Roll call (Gavenraj)

Minutes-takers

Approval of/additions to this agenda


-Any changes?  - No modifications
Adopt minutes of August 21st, 2001:  Minutes approved with no objections.
ACTION items

============


- Discussion 
· Prateek
· Discussion of draft-sstc-bindings-model-05

· SAML HTTP binding
· Messages carried over HTTP
· SAML SOAP binding

· Messages carried over SOAP

· SOAP protocol binding

· SOAP profile

· Developed checklist for developing a protocol binding or profile
· Certain selected protocols for certain bindings and profiles
· Profiles
· A SOAP Profile for SAML
· Web Browser profiles
· Issues for further Discussion

· Integrity of Bearer/Subject/Assertion verification (Item 147-07 of bindings-model-05 document)
· Section 2.4:  Who would host registry?  IANA?
· Should there be a public statement.
· W3C would be interested in SOAP profile.

· Web Browser Profiles (Section 4)
· Within profiles, there is nothing talked about modified browsers.
· Simon’s Comment: Have a base level by standards and middle level that is proprietary?
· Irving Comment:  Do we see value in adding or modifying specification that is useful in single domain or cross-domains.

· Cookies in user-state
· Middle layer has no interoperability issues

· Uses cookies based on information received from web servers.

· Still have to buy product that implements that standard.

· Bindings-4:  User arrives at destination site.

· Additional step from destination site to source site.
· Open issue.  Issue #2

· Paul:  If you have a portal and you authenticate on a link there.  That link can construct the artifact.  If you type URL, will not give you artifact.
· Suggestion:  First contact may be left out of 1.0
· Any destination site is limited to one source site?

· You could then do a referral.  Yes.
· Simon:  Web browser profiles are important.

· Charles:  Part 2 is what I am trying to get solved.

· Bob:  Depends on our profile information to interoperate between our products.
· Example:  Having a Tivoli Policy Director working interoperability with Netegrity’s Siteminder.
· Irving:  First contact should be fine for Version 2.

· Do credentials need to be stored in databases of both sites?
· No from Prateek but yes from Hal.
Authenticate from site 1 than visit site 2, they understand your basic assertions.
Two technologies for web browser profile:
· Form post.

· SAML Artifact
· “Pull”

· “Push”
· Proposing to standardizing on architecture

· Respectable baseline artifact

· Each one would be a registered profile.

· Could drive off a list of type codes (which does not exist as of yet.
· (VeriSign - Personal Trust Agent includes some secure mechanism within cookie of URL)
· Need something to say it is from SAML
· Some kind of canonical header is suggested.
· OID Enterprise numbers (www.alvestrand.no)
· PartnerID is also known as SourceID
· How do you specify mode of operation in this profile?
· 1) Inter-site transfer URL ( HTTPS

Assertion consumer URL ( HTTPS

· 2) Selected protocol binding must support (Source site must implement SAML HTTP Binding)
· a) Bilateral Authentication
· b) Confidentiality

· 3) Artifact for AuthN assertion has “one-time use” property
· 4) Lookup for AuthN assertion has “one-time property lookup”

Use case

2) Authorization Query


- SAML AuthNAssertion question about access to target

3) Returns all needed artifacts


- AuthN Assertion


- Authorization Assertion
Next Use Case

- 1) Inter-site transfer URL ( HTTPS

Assertion consumer URL ( HTTPS

· 2) Assertion MUST be signed

· 3) Artifact for AuthN assertion has “one-time use” property
  Assertion Signup

State Maintenance 
	SAML Artifact
	No
	Source site maintains state

	Form Post
	Yes
	Destination side maintains state



Use Case “melicous activity”
· SAML Artifact

· A sub-case needs to be present.
Marlena and Shibboleth (Don’t send to SAML Group)
· “Shibboleth – for access control systems (similar to SAML)
· “Really involved in privacy”
· “SHAR gets attributes from trust authority.  
· Query of attributes and return of attributes assertions

· Indexical Reference (Identifying an individual without saying who that person is.”
· Handle servers serve up the “Artifact.”  SHIRE FLOW
· Common attribute data

· But each school has their own data

· Attributes
· EPPN EduPerson Principle Name

· From the EduPerson schema

· E.g., StevenCarmody@brown.edu
· Affiliation

· Member of community

· Attribute Release Policies (ARPs)
· Handle Server

· Figures out what that system the person is supposed to go to.

· Version # of response

· Opaque user handle

· FQDN (Fully qualified Domain Name) of the requesting SHIRE

· IP address of browser process

· Issue time of this response

· Signature (w/o certificate) XSIG 600 bytes?? Get info
· Wants to synch with SAML on Query, artifact, and assertions.

· Wrap countermeasures within Assertions

· Digest of SOAP Message
· SAML Assertions must be signed by issuer
· Look at Diagrams of SAML assertions signed by issuer.

· SAML Kerberos

· – Obtain Diagram…

· AP-requests (RFC1510 terminology) are like Artifacts
· Making Kerberos and SAML align.  
Issues List
· Bearer/subject/assertion verification 
· 446 [WebSSO]
· Source of Authentication domain (Works on V3 Browser)
· Convergence of Assertion Data

· First Contact – How much for SAML 1 (Referral info??)
· Does WAP Browser have limits on size on form date submitted via post?

· Registration (Distribution) HTTP   , PartnerID (Enterprise OIDs?, Un    ( L, T)), Assertion Structure
· Versioning Behavior
· Lookup            Artifact not defined
· Security properties of Assertion Handle (Size, Means of Generation)
· But not specified, or explicit spec, or choice of explicit
· Clarification of profile (e.g., SSO in Browser)
· Use of HTTPS

· Threat Model (security considerations/binding)
August 28, 2001 Session

1) Eliminate necessity for additional user registries
· Kerberos repository information is sufficient to produce TGT, AnA
(Kerberos Realm Authority)
2) Allow KDC to assert identity to SAML – enabled, non-Kerberos-enabled RPs (Relying Parties)
2.5) Allow Windows endpoint to Rey on SAML assertions (e.g., via SPNEGO)
3) Single SOAP security architecture
a. Fields for “security blocks”
b. Encoding

c. SAML RP understands Windows 2--- assertions
d. W2K RP understands SAML assertions produced by non-W2K AA
4) XML Attribute assertions from A.D. 
Microsoft’s suggestion on trust environments…  How could SAML work together especially if trust environments have not been agreed upon?

- Microsoft, would like to see this clearly lay out as a SSML model.  Joe states that it is out of band for verision 1.
- Currently support public signing of ticket.  Should look at symmetric method of signing docs.

Comment:  Symmetric in XML-DSIG.

· Comment from Bob:  Would be nice to offer to W3C SOAP architecture.

· Should develop model on signed and non-assertions.
Microsoft

Case #1:  Single SOAP security architecture
Case #2:  Unmodified Web Browser (KDC as authN source)
(  Action for Microsoft:  Look at current SAML web browser profile and provide comments for changes, additions.
Charter:  Sub-committee on issues (really not on #4 above) brought about discussion with Microsoft


Discussion Topics
1) Web Browser Profiles and Integration with Kerberos 

2) SOAP Security Architecture Model

3) Trust Model

Joe Pato

Don Flinn
Paul Leach
Larry Hollowood

Jeff Hodges


Prateek Mishra – Bindings
1. Required Headers

2. Error States

3. Security Considerations

[image: image1]
200 – Success

4xx – Error codes
** Document:  Based on Prateek’s discussion Investigate char-set for content type header
We only support SOAP and not SOAP + HTTP?  For SOAP binding (relying party and responding party send message to each other over HTTP)
Currently:  Assertion can not be looked to Artifact.
 
- Once SAML assertion is extended than can use new binding.

· Identify anonymous (kind of identification)
· XML-DSIG

· HTTPS

· Anonymous
-Basic and Digest are mandatory to implement in IETF.

Proposal based on Prateek’s comments:
Server

· Requires a server-side certificate

Client (Would only have to implement one)
· No Credentials

· Basic

· Digest
What should be interpreted as a SAML message??
SOAP 1.2 is in the works and we eventually will need a binding for it.  
SAML shall require namespace qualifiers
· Referring to SAML query and response

· Please make more explicit.  **

** SAML elements must be namespace qualified

- Either default or prefixed
· Explicit namespace qualification – Remove as it will be in the core document.

State that this spec does not contain any constraints for the headers.

Protocol bindings as stated, do not require intermediaries.
· Only point to point.

Use SOAP profile of SAML to secure SAML Binding.
Not persistent encryption but to the transport used.
Hal:  Issue 2 (Creating a MIME Type or not)
· Would be useful to keep with respect to web servers.

Argument related to SAML mime type?

· SAML namespace vs. SAMLp namespace

· Why is just XML ok?

_  
- XML Processor may not be smart enough to know which namespace the entity is from.
· Irving Reid comment:  Would prefer to have SAML name as a specific Mime type.

· Is it enough to have a SOAP binding?
· Combination of SOAP profile and SAML binding.  
· Headers are allowed and digital signatures are preferred.

· Not mandating use of HTTP.
· Irving:  Too many cans of worms can open up if you don’t address this.

· Charles:  Is SOAP protocol binding mandatory?

· Choose one and make it mandatory

· Bob:  1st worry:  Requestors which do not have SOAP capability but only HTTP capability.  2nd worry:  If SOAP worry, wouldn’t be happier if we are allowed to use a more general SOAP binding through chain of intermediaries.  
· Hal:  If we do SOAP/HTTP, we will be limited on questions asked in the public.

· JeffH:  We need to think about intermediaries.  They will be there.  We need to specify behavior.
· Phil:  Looking at model of using SAML with attribute assertions with referrals to models right now that don’t serve SAML assertions at this point but will.  Routing will happen.  Same issue will come up in XKMS.  Some mechanism for “time to live” will be required.
· Bob:  You would need SOAP redirection to do this.
· “live-lock” – Busy waiting.  Property of system at global level.  
Is SSL calling TLS?  Yes.
Hitachi – Developing a Security Integration Framework

Eve Maler 

***Issue:  Blocking substitution Groups
· Use substitution groups and develop a mechanism to allow separatation of assertion packing (meta data and signature) to assertion statement.  Assertion commanlities.

· Native assertions get native elements.  Will make sure that extensions are known.
· Upgraded version of SAML v1.1 can look for 1.1 native elements.  Any extension before that time will be treated as an extension, by xsi:type.
· Local elements are still experimental
· Make every element global but reference to it.
Decision assertion
· Has subject confirmation

***Action Item:  Request for 2 to 3 champions for scenarios on Phil’s topic (Open for one week)
· Bob Blakley – Definitions

· Hal Lockart – Scenario Writer
· Subject of this assertion is a subject of the query.
Marlena:  Request to add another web browser profile.
· Action:  Marlena to provide a write-up to present to SAML group for argument of adding an additional web browser profile that has no authentication within an assertion but within a package.

Phil
Where do we want CompletenessSpecifier:?

Not bound to specific transaction.
***Action Item Simon Godik:  Query change needs to be analyzed and detailed.
***Action Item ( Change:  Make container of Namespace and Action into one within the Query page of Phil’s presentation (glued in a container with a designator)
· Make this into Core-16 and make sure you have buy-in.

***Action Item Charles Knouse:  Write up a proposal on additional reason code.
***Action Item:  If any one has an issue with a green issue, please send emails around before the next telephone call.

-White items have never been followed up on.

***Action Item Hal Lockart:  Develop list of white items.


- If no champion for white items, they will not be looked at for version 1 any longer.
***Action Item Prateek:  Prepare motion for four items.
August 29, 2001, Day 3.
Version Issues:
Eve, Whether version should be in-band in message (rather than part of the namespace name)

If version info is in an attribute, what constraints are we faced with:


Numeric


String


Letter

What are the semantics for version increments (major/minor)?


What is the vocabulary doesn’t change?
Is it/when will we make incompatible changes?
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