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Status of this Document

This document is created to present the access control related use cases particularly when the target resources are represented in XML or converted to XML.
1 Overview

We provide a simple architecture for controlling access to XML resources. We assume here that the XML resources are managed at server side for simplicity. Six use cases follow. 

2 Architecture

Figure 1 illustrates architecture for XML access control system. PEP manages the target resources represented in XML. The target resource may be originally written for XML or may be converted to XML format from another data structure. PDP receives an access request issued by the PEP and determines an access decision using information from PIP that provides information such as current time and PRP that manages a set of access control policies. A requester could be a human user (using a browser) or an application program.
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Figure 1.  Architecture of XML Access Control

3 Use Cases

We provide six use cases with the descriptions of sample target XML resources and associated access control policies. We do not have any specific access control language here but each policy can be represented using the XACL proposal [XACL1, XACL2]. Use cases covered in this document are as follows:

3.1  System Configuration File

3.2  Online Catalogue

3.3  Paper Reviewing

3.4  Medical Record

3.5  Policy Management

3.6  Access Control for Non XML Resources

3.1 System Configuration File
3.1.1 Element-wise Access Control in Retrieving XML

This is a scenario for an element-wise access control in retrieving a XML resource e.g. a system configuration file stored in the server:

<?xml version="1.0"?>

<configuration>

  <keyStore>key.db</keyStore>

  <docRoot>/</docRoot>
  <qos_policy>qos.xml</qos_policy>

  <security_policy>policy.xml</security_policy>

</configuration>

It is often the case that some elements of the configuration contents are read only by a specific user (e.g. a security administrator.) Figure 2 illustrates the sequence of each step. First a requester sends an access request that consists of a target URI and an access mode such as "http://appl.server/config.xml" and "read", respectively. The application server (PEP) retrieves "config.xml" and calls the PDP with the contents of "config.xml", requester's user id, and a "read" action. The PDP makes an access decision based on the access control policy rules and transforms "config.xml" to data described below. The PEP sends the transformed "config.xml"  back to the requester. 
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Figure 2. Element-wise Access Control in Retrieving XML

<?xml version="1.0"?>

<configuration>

  <keyStore>key.db</keyStore>

  <docRoot>/</docRoot>
</configuration>

3.1.2 Element-wise Access Control in Updating XML

This is similar to the previous scenario but the access mode is "write". An element-wise update control is necessary if one XML resource contains elements that are classified in different security levels. Figure 3 illustrates an element-wise access control in updating a configuration file. 

First a requester sends an access request that consists of a target URI and an access mode such as "http://appl.server/config.xml" and "write" respectively. The PEP retrieves "config.xml" and calls the PDP with the contents of "config.xml", requester's user id, a "write" access mode, and the argument to be written. The PDP makes an access decision based on the access control policy rules and update "config.xml" with the given argument. The PEP changes the original "config.xml" if the access decision is positive. 
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Figure 3. Element-wise Access Control in updating XML

3.2 Online Catalogue

This is a typical online shopping application for cyber marketplaces. XML is used to store online catalog data that contains items for sell. There are two classes for buyers: normal members and premium members. The catalog includes all available items, including some that are available only to premium members. Selling information is labeled as "normal", "premium", or "all". The access control policy says that the normal members cannot read any information for premium members, and the premium members cannot read any information for normal members. You will see how the XML access control can be applied to the practical applications through this example. 

The catalog XML document in this example contains two available items: "Digital Video Camera" and "Luxury Sofa". The "Digital Video Camera" is sold for both normal and premium members. The selling period is from 1st Oct. 2000 to 31st Dec. 2001 and the price is US$489.99. The normal members have to pay US$39.99 as a shipping fee. The normal members get 1,000 bonus points but the premium members get 3,000 points. The "Luxury Sofa" is sold only for premium members. This is sold through the years 2000 and 2001 at the price of US$3,499.99.

<?xml version="1.0"?>

<!DOCTYPE catalog SYSTEM "catalog_target.dtd">

<catalog>

  <item member="all">

    <name>Digital Video Camera</name>

    <period>

      <start_time>10/1/00 0:0 AM</start_time>

      <end_time>12/31/01 11:59 PM</end_time>

    </period>

    <price currency="USD">489.99</price>

    <ship_fee currency="USD" member="normal">39.99</ship_fee>

    <advantage>

      <point member="normal">1000</point>

      <point member="premium">3000</point>

    </advantage>

  </item>

  <item member="premium">

    <name>Luxury Sofa</name>

    <period>

      <start_time>1/1/00 0:0 AM</start_time>

      <end_time>12/31/01 11:59 PM</end_time>

    </period>

    <price currency="USD">3499.99</price>

  </item>
</catalog>

A set of access control policies is described as follows:

1 Normal members and premium members can read each item in the online catalog if the selling period condition is satisfied. 

2 Normal member cannot read any information for premium members. 

3 Premium member cannot read any information for normal members.
The following XML shows a resultant requester’s view who is a normal member.

<?xml version="1.0"?>

<!DOCTYPE catalog SYSTEM "catalog_target.dtd">

<catalog>

  <item member="all">

    <name>Digital Video Camera</name>

    <period>

      <start_time>10/1/00 0:0 AM</start_time>

      <end_time>12/31/01 11:59 PM</end_time>

    </period>

    <price currency="USD">489.99</price>

    <ship_fee currency="USD" member="normal">39.99</ship_fee>

    <advantage>

      <point member="normal">1000</point>

    </advantage>

  </item>

</catalog>
3.3 Paper Reviewing

This application simulates a typical review process for academic papers. This example illustrates how the XML access control is applied to applications that need information sharing and/or updating among multiple participants who play different roles. The review process can be described as follows:

1 Authors submit their papers to the submission server. A chairperson assigns one or more reviewers to each submitted paper. 

2 The reviewers read the assigned paper and evaluate it. 

3 The program committee members read the reviewers' evaluations and decide whether or not each paper should be accepted. 

4 The chairperson decides on the list of accepted papers. 

5 The authors receive notifications of acceptance or rejection. 

We simplify the above process and produce a review summary document. The summary document stores data such as author information and evaluation results. The following summary document includes paper submissions from authors Xerces, Stackman, and Dreamer. Each submission consists of <paper_title>, <paper_number>, <author>, <review>, <result>, and <confirmation> fields. The <paper_title>, <paper_number>, and <author> fields stores submission information. The <review> section is used by reviewers. The <result> field is written by chairperson. The <confirmation> field is automatically filled with "checked" when the author first read the result of their submission. 

<?xml version="1.0"?>

<!DOCTYPE review_summary SYSTEM "review_target.dtd">

<review_summary>

  <notification_date>12/31/01 0:0 AM</notification_date>

  <entry>

    <paper_title>Method for Parsing XML Document</paper_title>

    <paper_number>0120</paper_number>

    <author>Xerces</author>

    <review>

      <reviewer>Robert</reviewer>

      <rating>4.5</rating>

    </review>

    <result>Accept</result>

    <confirmation/>

  </entry>

  <entry>

    <paper_title>New Method for Stack Smashing Attack</paper_title>

    <paper_number>0123</paper_number>

    <author>Stackman</author>

    <review>

      <reviewer>Patrick</reviewer>

      <rating>4.0</rating>

    </review>

    <result>Accept</result>

    <confirmation/>

  </entry>

  <entry>

    <paper_title>Fantastic Public Key Cryptosystem</paper_title>

    <paper_number>0129</paper_number>

    <author>Dreamer</author>

    <review>

      <reviewer>Richard</reviewer>

      <rating>1.5</rating>

    </review>

    <result>Reject</result>

    <confirmation/>

  </entry>

</review_summary>
A set of access control policies is described as follows:

1 Authors submit their papers to the submission server. A chairperson assigns one or more reviewers to each submitted paper. 

2 The reviewers read the assigned paper and evaluate it. 

3 The program committee members read the reviewers' evaluations and decide whether or not each paper should be accepted. 

4 The chairperson decides on the list of accepted papers. 

5 The authors receive notifications of acceptance or rejection.
The following XML shows a Xerces’s view (author of the paper) when he accesses the review summary document described above. He cannot see the  reviewer’s name of his paper and related information such as a rating score.

<?xml version="1.0"?>

<!DOCTYPE review_summary SYSTEM "review_target.dtd">

<review_summary>

  <entry>

    <paper_title>Method for Parsing XML Document</paper_title>

    <paper_number>0120</paper_number>

    <author>Xerces</author>

    <confirmation/>

  </entry>

</review_summary>
The following XML shows a Robert’s view (reviewer of the above paper) when he accesses the review summary document described above. Robert cannot see the author’s name.

<?xml version="1.0"?>

<!DOCTYPE review_summary SYSTEM "review_target.dtd">

<review_summary>

  <entry>

    <paper_title>Method for Parsing XML Document</paper_title>

    <paper_number>0120</paper_number>

    <review>

      <reviewer>Robert</reviewer>

      <rating>4.5</rating>

    </review>

  </entry>

</review_summary>
The following XML shows program committee members’ view. PC members cannot read the author’s name but is allowed to read all ratings and results.

<?xml version="1.0"?>

<!DOCTYPE review_summary SYSTEM "review_target.dtd">

<review_summary>

  <notification_date>12/31/01 0:0 AM</notification_date>

  <entry>

    <paper_title>Method for Parsing XML Document</paper_title>

    <paper_number>0120</paper_number>

    <review>

      <rating>4.5</rating>

    </review>

    <result>Accept</result>

    <confirmation/>

  </entry>

  <entry>

    <paper_title>New Method for Stack Smashing Attack</paper_title>

    <paper_number>0123</paper_number>

    <review>

      <rating>4.0</rating>

    </review>

    <result>Accept</result>

    <confirmation/>

  </entry>

  <entry>

    <paper_title>Fantastic Public Key Cryptosystem</paper_title>

    <paper_number>0129</paper_number>

    <review>

      <rating>1.5</rating>

    </review>

    <result>Reject</result>

    <confirmation/>

  </entry>

</review_summary>
3.4 Medical Record

This application illustrates how the XML access control can be applied to the domains that require more complicated access control specifications such as a context dependent access control. This application is taken from the medical domain. A medical record stores medical history such as diagnosis results and the chemotherapy history for a patient. The advantages of representing medical records in XML format would be a platform-independent plain-text format and the features of the digital signature. It is often said that patients want to be properly informed by the doctor in charge so they can give their informed consent to treatment. One way to achieve this goal is for the doctor and the patient to sign a document that confirms that the patient was well informed and consented to the procedure. Since XML provides a mechanism to store the digital signature inside the document, XML is an appropriate format to represent medical records. 

The medical record we use in this example consists of three sections: a general information section, a medical record section, and an informed consent section. The general information section is used for storing the patient's name and the date s/he checked in, which can be read by many people. The record section is used for storing diagnosis results and the therapeutic history, which is basically read only by the medical staff. The informed consent section is used for recording the grant of informed consent, which should not be modified once it has been written. 

<?xml version="1.0"?>

<!DOCTYPE medical_record SYSTEM "medical_record.dtd">

<medical_record>

  <general_info>

    <hospital_info>

      <name>ABC Hospital</name>

      <department>Surgery</department>

    </hospital_info>

    <patient_info>

      <name>Patricia</name>

      <age>60</age>

      <sex>female</sex>

      <health_insurance>123456</health_insurance>

      <family>Frank</family>

    </patient_info>

    <hospitalization_info>

      <registration>2000-09-01</registration>

      <in>2000-09-14</in>

      <out></out>

    </hospitalization_info>

  </general_info>

  <!-- ========================================== -->

  <record>

    <diagnosis_info>

      <diagnosis>

        <item type="primary">Gastric Cancer</item>

        <item type="secondary">Hyper tension</item>

      </diagnosis>

      <pathological_diagnosis>

        <diagnosis>

          <item type="primary">Well differentiated adeno carcinoma</item>

        </diagnosis>

        <date>2000-10-05</date>

        <malignancy type="yes"/>

      </pathological_diagnosis>

    </diagnosis_info>

    <therapy_info>

      <operation>

        <method_of_surgery>total gastrectomy</method_of_surgery>

        <date>2000-09-20</date>

      </operation>

      <chemotherapy>

        <div>

          <prescription>5-FU 500mg and CDDP 10mg /day x10days</prescription>

          <start_date>2000-10-10</start_date>

          <end_date>2000-10-21</end_date>

        </div>

        <po>

          <prescription>5-FU 200mg/day</prescription>

          <start_date>2000-12-01</start_date>

          <end_date/>

        </po>

      </chemotherapy>

    </therapy_info>

  </record>

  <!-- ========================================== -->

  <informed_consent>

    <family_consent>

      <date>2000-09-13</date>

      <disclosure_to_patient>no</disclosure_to_patient>

    </family_consent>

    <patient_consent>

      <date>2000-09-19</date>

    </patient_consent>

  </informed_consent>

</medical_record>
A set of access control policies is described as follows:

1 Doctor and nurse can read the entire medical records. 

2 The doctor in charge can write every element of the medical record (unless the policy explicitly specify the denial of access.) 

3 The hospital staff can read general information. 

4 Patients can read their own general information. 

5 A patient's family can read his/her family's general information. 

6 A hospital receptionist can write a patient's name in a blank medical record. 

7 Patients can read their own medical records only after informed consent has been given and the family has agreed to the disclosure of the results of the diagnosis. 

8 A patient's family can read their family's medical records if informed consent have been given. 

9 Even the doctor in charge cannot modify the informed consent section once it has been granted.
The following XML is Patricia’s view (patient). Since her psychiatrist  believes that this diagnosis information could be harmful to the patient, she is only allowed to read general information.

<?xml version="1.0"?>

<!DOCTYPE medical_record SYSTEM "medical_record.dtd">

<medical_record>

  <general_info>

    <hospital_info>

      <name>ABC Hospital</name>

      <department>Surgery</department>

    </hospital_info>

    <patient_info>

      <name>Patricia</name>

      <age>60</age>

      <sex>female</sex>

      <health_insurance>123456</health_insurance>

      <family>Frank</family>

    </patient_info>

    <hospitalization_info>

      <registration>2000-09-01</registration>

      <in>2000-09-14</in>

      <out/>

    </hospitalization_info>

  </general_info>

</medical_record>
The following XML is Patricia’s family’s view. They are allowed to read Patricia’s diagnosis information. 

<?xml version="1.0"?>

<!DOCTYPE medical_record SYSTEM "medical_record.dtd">

<medical_record>

  <general_info>

    <hospital_info>

      <name>ABC Hospital</name>

      <department>Surgery</department>

    </hospital_info>

    <patient_info>

      <name>Patricia</name>

      <age>60</age>

      <sex>female</sex>

      <health_insurance>123456</health_insurance>

      <family>Frank</family>

    </patient_info>

    <hospitalization_info>

      <registration>2000-09-01</registration>

      <in>2000-09-14</in>

      <out/>

    </hospitalization_info>

  </general_info>

  <record>

    <diagnosis_info>

      <diagnosis>

        <item type="primary">Gastric Cancer</item>

        <item type="secondary">Hyper tension</item>

      </diagnosis>

      <pathological_diagnosis>

        <diagnosis>

          <item type="primary">Well differentiated adeno carcinoma</item>

        </diagnosis>

        <date>2000-10-05</date>

        <malignancy type="yes"/>

      </pathological_diagnosis>

    </diagnosis_info>

    <therapy_info>

      <operation>

        <method_of_surgery>total gastrectomy</method_of_surgery>

        <date>2000-09-20</date>

      </operation>

      <chemotherapy>

        <div>

          <prescription>5-FU 500mg and CDDP 10mg /day x10days</prescription>

          <start_date>2000-10-10</start_date>

          <end_date>2000-10-21</end_date>

        </div>

        <po>

          <prescription>5-FU 200mg/day</prescription>

          <start_date>2000-12-01</start_date>

          <end_date/>

        </po>

      </chemotherapy>

    </therapy_info>

  </record>

</medical_record>
3.5 Policy Management

One advantage of using the XML format for specifying access control policies is that the policy language can easily implement the policy management authorization rules. In other words, authorization rules on the authorization policy itself can be defined by meta-rules also described in the same language. Here we take the access control policies of the second example, online catalogue, as a target XML document. 

<?xml version="1.0"?>

<policy 

  xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance"

  xsi:schemaLocation="http://www.trl.ibm.com/projects/xml/xacl policy.xsd"

  xmlns="http://www.trl.ibm.com/projects/xml/xacl">

<!-- ================================================

  2. Normal member cannot read any information for 

     premium members.

     ================================================ -->

  <xacl>

    <object href="//*[@member='premium']"/>

    <rule>

      <acl>

        <subject>

          <group>normal_member</group>

        </subject>

        <action name="read" permission="deny"/>

      </acl>

    </rule>

  </xacl>
</policy>
3.6 Access Control of Non XML Resources

This scenario illustrates another application scenario. The target XML resource is never displayed or updated in this example, but it is used only for making access decisions. We assume here that there is a group of methods "allMethods" and two methods "helloWorld" and "printSalary" in that group. The method hierarchy is represented by XML as follows: 

<?xml version="1.0"?>

<methods name="allMethods">

  <method name="helloWorld"/>

  <method name="printSalary”/>

</methods>

Now we assume the following access control policy rules: 

1 All group can execute "helloWorld" 

2 Only Personnel group can execute "printSalary" 

The above rules can be presented by XACL access control specification language as follows: 

<?xml version="1.0"?>

<policy>

<!-- ===================================================

  1. Personnel group can execute all methods
 =================================================== -->

  <xacl>

    <object href="/methods[@name='allMethods']"/>

    <rule>

      <acl>

        <subject>

          <group>personnel</group>

        </subject>

        <action name="execute" permission="grant"/>

      </acl>

    </rule>

  </xacl>

<!-- ===================================================

  2. All group can execute a helloWorld.

 =================================================== -->

  <xacl>

    <object href="/methods/method[@name='helloWorld']"/>

    <rule>

      <acl>

        <subject>

          <group>all</group>

        </subject>

        <action name="execute" permission="grant"/>

      </acl>

    </rule>

  </xacl>

</policy>
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