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129

130 1. Glossary (hon-normative)

131 1.1. Preferred terms

132 Access - Performing an action

133  Access control - Controlling access in accordance with a policy

134  Action - An operation on aresource

135  Applicable policy - The complete set of rulesthat governs access for a specific decision request

136  Attribute - Characteristic of a subject, resource, action or environment that may be referenced in a predicate

137  Authorization decision - The result of evaluating an applicable policy. A function that evaluatesto "permit,
138  deny or indeterminate”, and (optionally) a set of obligations

139  Condition - An expression of predicates

140  Context - Theintended use of information revealed as aresult of access.

141  Decision request - The regquest by a PEP to a PDP to render an authorization decision

142  Effect - Theintended consequence of a satisfied condition (either permit or deny)

143  Environment - The set of attributes that are independent of a particular subject, resource or action
144  Information request - The request by a PDP to a PI P for attributes

145  Obligation - An action specified in a policy or policy set that should be performed in conjunction with the
146 issuance of an authorization decision

147 Poalicy - A set of rulesand an identifier for the rule-combining algorithm
148  Policy administration point (PAP) - The system entity that creates a policy or policy set

149  Policy-combining algorithm - The procedure for combining the target, obligations and rules from multiple
150  policies

151  Policy decision point (PDP) - The system entity that eval uates applicable policy and renders an
152 authorization decision

153 Policy enforcement point (PEP) - The system entity that performs access control, by enforcing
154  authorization decisions

155 Policy information point (PIP) - The system entity that acts as a source of attribute values

156 Policy retrieval point (PRP) - The system entity that locates and retrieves applicable policy for a particular
157 decision request

158  Policy set - A set of policies and other policy sets

draft-xacml-v0.13 6 9 May 2002



159  Predicate - A statement about attributes whose truth can be evaluated
160 Resource - Data, service, or system component
161  Rule- A target, an effect and a set of conditions

162  Rule-combining algorithm - The procedure for combining the target, effect and conditions from multiple
163  rules

164  Subject - An actor whose attributes may be referenced by a predicate

165  Target - The set of decision requests, identified by definitions for resource, subject and action, that arule,
166  policy or policy set isintended to evaluate

167  Target mapping - The process of confirming that arule, policy or policy set is applicable to an authorization
168  decision request

169 1.2. Related terms

170 In the field of access control and authorization there are several closely related termsin common use. For
171  purposes of precision and clarity, certain of these terms are not used in this specification.

172 For instance, the term attribute is used in place of the terms. group and role.
173 Inplace of the terms:. privilege, permission, authorization, entitlement and right, we use the termrule.
174  Theterm object isalso in common use, but we use the term resource in this specification.

175  Requestorsand initiators are covered by the term subject.

176 2. Introduction (non-normative)

177  This specification defines the syntax and semantics for XM L-encoded access control data structures. The
178  XACML schemaisan extension schema of SAML.

179  Thefollowing sections describe how to understand the rest of this specification.

180 2.1. Notation

181  This specification contains schema conforming to W3C XML Schema and normative text to describe the
182  syntax and semantics of XML-encoded policy statements.

183  Thekey words"MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
184  "SHOULD NOT","RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be
185 interpreted as described in IETF RFC 2119 rfc21109:

186 "they MUST only be used where it is actually required for interoperation or to limit
187 behavior which has potential for causing harm (e.g., limiting retransmissions)"

188  These keywords are thus capitalized when used to unambiguously specify requirements over protocol and
189  application features and behavior that affect the interoperability and security of implementations. When these
190  wordsare not capitalized, they are meant in their natural-language sense.

191 Li stings of XACM. schemas appear |ike this.
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Conventional XML namespace prefixes are used throughout the listings in this specification to stand for their
respective namespaces (see Section 2.2) as follows, whether or not a namespace declaration is present in the
example:

* Theprefix sanl : standsfor the SAML assertion namespace.

e Theprefix ds: standsfor the W3C XML Signature namespace.

e Theprefix xs: standsfor the W3C XML Schema namespace.
This specification uses the following typographical conventionsin text: <XACM_EIl enent >,
<ns: For ei gnEl enent >, Attri but e, Datatype, & her Code.

2.2.  Schema Organization and Namespaces

The XACML data structures are defined in a schema associated with the following XML namespace:

http://ww. oasi s- open. or g/ conmi tt ees/ xacm / docs/ draft - xacnl - schema- pol i cy-013. xsd

Note: The XACML namespace names are temporary and may change when
XACML 1.0 is finalized.

The SAML assertion schemaisimported into the XACML schema. Also imported is the schema for XML
Signature XML SigX SD, which is associated with the following XML namespace:

http://ww. w3. or g/ 2000/ 09/ xm dsi g#

3. Example (non-normative)

This section contains an example use of XACML for illustrative purposes.

3.1. Introduction to the example
This section contains an example XML document, an example SAML authorization decision request and
example XACML rules. The XML document isamedical record. Four separate rules are defined.

3.2. Example medical record instance

Following is an instance of a medical record to which the example XACML rules can be applied. The
"record" schema s defined in the registered namespace administered by "//medico.com".

draft-xacml-v0.13 8 9 May 2002
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3.3. Example authorization decision request

The following example illustrates a SAML authorization decision request to which the example rules are
intended to be applicable. It represents arequest by the physician Julius Hibbert to read the patient date of
birth in the record of Bartholomew Simpson. |t includes an authentication assertion and an attribute assertion
containing the role of the requestor.
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3.4. Example plain-language rules
The following plain-language rules are to be enforced:

1. A person may read any record for which he or sheisthe designated patient.

2. A person may read any record for which he or she isthe designated parent or guardian, and for which the
patient is under 16 years of age.

3. A physician may write any medical element for which he or she isthe designated primary care physician,
4. Anadministrator shall not be permitted to read or write any medical element.

These rules may be written by different PAPS, operating independently, or by a single PAP.

3.5. Example XACML rule instances

3.5.1. Rule 1

Rule 1 illustrates a ssimple rule with asingle condition. The following XACML <rule> instance expresses
Rule 1.
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3.5.2. Rule 2

Rule 2 illustrates the use of a mathematical function, i.e. the <minus> function to calculate age. It also
illustrates the use of predicate expressions, with the <and> and <not> elements.
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3.5.3. Rule 3

Rule 3illustrates the use of an obligation. The XACML <rule> element syntax does not include an element
suitable for carrying an obligation, therefore Rule 3 has to be formatted as a <policyStatement> el ement,
which isatype of SAML assertion.
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3.54. Rule 4

Rule 4 illustrates the use of the "deny" ef f ect , and arule with no <condition> element.

4. Models (non-normative)

The context and schema of XACML are described in two models. These models are: the data-flow model
and the policy language model. They are described in the following sub-sections.
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609 4.1. Data-flow model

610  Themagor actorsin the XACML domain are shown in the data-flow diagram of Figure 1.

PEP 9. obligations@

2.decision 8. authorization

request decision
7. saml attribute
3. target PDP assertion
A
A4
. 5. saml attribute
. —_——P
PRP 4. policy query PIP
A
6a. attributs
6b. attribute —————
1. policy 6c¢. attribute
" SUbjECt
611 :
612 Figure 1 - Data-flow diagram

613  Note: some of the data-flows shown in the diagram may be facilitated by a repository. For instance, the

614  communications between the PDP and the PIP or the communications between the PDP and the PRP or the
615 communication between the PAP and the PRP may be facilitated by arepository. The XACML specification
616 is not intended to place restrictions on the location of any such repository, or indeed to prescribe a particular
617 communication protocol for any of the data-flows.

618  The model operates by the following steps.

619 1. PAPswrite policies and make them available to the PRP. From the point of view of an individual PAP,

620 its policies represent the complete policy for a particular target. However, the PDP may be aware of
621 other PAPsthat it considers authoritative for the same target. In which casg, it isthe PDP'sjob to obtain
622 all the policies and combine them in accordance with a policy-combining algorithm. The result should
623 be a self-consistent policy set.

624 2. The PEP sends an authorization decision request to the PDP, in the form of a SAML [SAML] request.
625 The decision request contains some or al of the attributes required by the PDP to render an

626 authorization decision, in accordance with applicable policy.
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3. The PDP locates and retrieves the policy applicable to the decision request from the PRP.

4. The PRP returns the applicable policy to the PDP in the form of an XACML <policyStatement> or
<policySetStatement>. The PDP ensures that the decision request is in the scope of the
<policyStatement> or <policySetStatement>.

5. The PDP examines the authorization decision request and the policy to ascertain whether it has all the
attribute values required to render an authorization decision. If it does not, then it requests attributes
from suitable PIPsin the form of SAML requests of the attribute query type [SAML].

6. ThePIP (which may be a SAML attribute authority) locates and retrieves the requested attributes from
other systems by a means, and in aform, that is out of scope for this specification.

7. The PIP returns the requested attributes to the PDP in the form of SAML responses containing SAML
attribute assertions. The PDP evaluates the policy.

8. If the policy were to evaluate to TRUE, then the PDP returns an authorization decision, in the form of a
SAML response, to the PEP containing the "Permit" sam : Deci si on attribute and (optional)
obligations.

9. The PEP fulfilsthe obligations.

4.2. Policy language model

The policy language model is shown in Figure 2. The main components of the model are:
* Rule

» Policy statement; and

» Policy set statement.

These are described in the following sub-sections.
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Figure 2 - Policy language model
4.2.1. Rule

The main components of arule are:

« atarget;

e aneffect; and

e acondition.
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These are discussed in the following sub-sections.

4.2.1.1. Target

The target defines the set of:

*  resources;

e subjects; and

e actions

to which theruleisintended to apply. If theruleisintended to apply to al entities of a particular type, then
the target definition isthe root of the applicable name space. An XACML PDP verifies that the resources,
subjects and actions identified in the authorization decision request are each included in the target of the

rulesthat it usesto evaluate the decision request. Target definitions are discrete, in order that they may be
indexed by the PDP.

4.2.1.2. Effect

The effect indicates the rule-writer's intended consequence of atrue evaluation for therule. Two values are
allowed: permit and deny.

4.2.1.3. Condition

Condition is a general expression of predicates of attributes. It should not duplicate the exact predicates
implied by the target. Therefore, it may be null.

4.2.1.4. Rule evaluation

A rule has avalue that can be calculated by evaluating its contents. Rule evaluation involves separate
evaluation of the rul€e starget and condition. The ruletruth table is shownin Table 1.

Target Condition Rule

Match True Effect

Match False Not applicable
Match Indeterminate Indeterminate
No-match True Not applicable
No-match False Not applicable
No-match I ndeterminate Not applicable

Table 1 - Rule truth table

Thetarget value is Match if the resource, subject and action specified in the decision request are each in the
target defined in therule. Otherwise, itsvalue is No-match.
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The condition value is True if the <condition> element is null, or if it evaluates True for the attribute values
supplied in, or referenced by, the decision request. Itsvalueis Falseif the <condition> element evaluates
False for the attribute values supplied in, or referenced by, the decision request. If any attribute value
referenced in the condition cannot be obtained, then the condition evaluates Indeterminate.

4.2.2. Policy statement

From the data-flow model one can see that rules are not exchanged amongst system entities. Therefore, a
PAP combinesrulesin apolicy. A policy comprises four main components:

* atarget;
e arule-combining algorithm-identifier;
e asetofrules, and

e obligations.

4.2.2.1. Target

The target of apolicy must include all the decision requests that it isintended to evaluate. The target may be
declared by the writer of the policy, or computed from the targets of its component rules.

If the target of the policy statement is computed from the targets of the component rules, two approaches are
permitted:

¢ thetarget of the policy may be the union of the target definitions for resource, subject and action that
are contained in the component rules; or

¢ thetarget of the policy may be the intersection of the target definitions for resource, subject and action
that are contained in the component rules.

In the former case, the target may be omitted from the individual rules, and the targets from the component
rules must be included in the form of conditionsin their respective rules. Asan example, the following rule
target and condition may be merged in a single condition.
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Following is the merged condition.

In the case where the policy target is computed as the intersection of the targets of the individual rules, the
targets may be omitted from the individual rules.

In the case that aruletarget is present, the rule is evaluated according to the truth table of Table 1.

4.2.2.2. Rule-combining algorithm

The rule-combining algorithm specifies the algorithm by which the results of evaluating the component
rules are combined, when evaluating the policy.

The result of evaluating the policy is defined by the rule-combining algorithm. In the case that the PDP uses
apolicy to determine its response to adecision request, the san : Deci si on valueisthe value of the
policy, as defined by the rule-combining algorithm.

See Section 7 for an example of arule-combining algorithm.

4.2.2.3. Obligations

The XACML <rule> syntax does not contain an element suitable for carrying obligations, therefore, if
required in a policy, obligations must be added by the writer of the policy.

When a PDP evaluates a policy containing obligations, it returns certain of those obligationsto the PEP in its

authorization decision. The obligationsthat it returns to the PEP are those whose xacm : ful fi | On
attributes have the same value as the result of evaluating the policy.
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4.2.2.4. Example policy statement

This section uses the example of Section 3 to illustrate the process of combining rules. The policy governing
read access to medical elements of arecord isformed from each of the four rules. In plain language, the
combined ruleis:

Either the requestor is the patient; or

e therequestor isthe parent or guardian and the patient is under 16; or

e therequestor isthe primary care physician and a notification is sent to the patient; and
e therequestor is not an administrator.

The following XACML <policyStatement> illustrates the combined rules. Rules 1 and 4 are included by
reference, rule 2 isincluded as a digest, and rule 3 is explicitly included.
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4.2.3. Policy set statement

A policy set comprises four main components:
e atarget;

e aset of policy statements;

e obligations; and

e apolicy-combining algorithm-identifier.

The target and policy statement components are to be interpreted as described above.
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4.2.3.1. Obligations

The writer of apolicy set statement MAY add obligations to the policy set, in addition to those contained in
the component policies and policy sets.

4.2.3.2. Policy-combining algorithm

The policy-combining algorithm is the algorithm by which the results of evaluating the component policies
are combined to form the value of the policy set. In the case that the PDP uses a policy set to determine its
response to adecision request, the samnd : Deci si on valueisthe result of evaluating the policy set.

When a PDP evaluates a policy set containing obligations, it returns certain of those obligationsto the PEP
initsauthorization decision. The XACML <obligation> elements that are returned to the PEP are those
whose xacm : f ul fi | On attributes have the same value as the result of evaluating the policy set.

As a consequence of this procedure, no obligations are returned to the PEP if the policies from which they
are drawn are not evaluated or their evaluated result is Indeterminate or Not applicable.

See Section 7 for an example of a policy-combining algorithm.

5. Policy syntax (normative, with the exception of the schema
fragments)

5.1. Element <policySetStatement>

The <policySetStatement> element is a top-level element in the XACML schema.

<xs: el ement nanme="policySet Statenment" type="xacmnl : PolicySet St atenment Type"/>

5.2. Element <policyStatement>

The <policyStatement> element is atop-level element in the XACML schema.

<xs: el ement name="policyStatenment" type="xacmnl :PolicyStatenmentType"/>

5.3. Element <rule>

The <rule> element is atop-level element in the XACML schema.

<xs: el ement nane="rul e" type="xacmnl : Rul eType"/>

5.4. Element <authorizationDecisionStatement>

The <authorizationDecisionStatement> element is atop-level element in the XACML schema.

<xs: el ement nane="aut hori zati onDeci si onSt at enent "
type="xacni : Aut hori zat i onDeci si onSt at enent Type"/ >

5.5. Complex type PolicySetStatementType

Elements of type PolicySetStatementType extend the saml: StatementAbstractType so that they MAY be
included in a <saml:Assertion> element. The <saml:Assertion> element contains some policy meta-data.
The main elements of this type definition are the <target>, <policySet> and <obligations> elements and the
pol i cyConbi ni ngAl gl d attribute. The <policySet> element SHALL contain referencesto the set of
policies that are to be combined in apolicy set. The <target> element MAY be declared by the creator of
elements of thistype, or it MAY be computed from the <target> elements of the referenced
<policyStatement> elements, either as an intersection or as aunion. The <obligations> element SHALL
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contain the set of <obligation> elements that MUST be discharged by the PEP. The
pol i cyConbi ni ngAl gl d attribute SHALL contain areference to the policy-combining algorithm by
which the referenced <policyStatement> elements MUST be combined.

<xs: conpl exType name="Pol i cySet St at enent Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="sanl : St at ement Abst r act Type" >
<Xxs:sequence>
<xs: el ement nanme="description" type="xs:string" m nCccurs="0"/>
<xs:el ement name="target" type="xacnl: Target Type"/>
<xs: el ement name="policySet" type="xacnl:PolicySetType"
maxQccur s=" unbounded"/ >
<xs: el ement nanme="obligations" type="xacnl: Obligati onsType"
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="policySetld" type="xs:anyURl" use="required"/>
<xs:attribute name="policySet Name" type="xs:string" use="optional"/>
<xs:attribute name="policyConbi ni ngAl gl d" type="xs:anyURl " use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

5.6. Complex type PolicyStatementType

Elements of type PolicyStatementType extend the saml: StatementAbstractType so that they MAY be
included in a <saml:Assertion> element. The <saml:Assertion> element contains some policy meta-data.
The main elements of this type definition are the <target>, <ruleSet> and <obligations> elements and the

r ul eConbi ni ngAl gl d attribute. The <ruleSet> element SHALL contain references to the <rule>
elements that are to be combined in apolicy. The <target> element MAY be declared by the creator of
elements of thistype, or it MAY be computed from the <target> elements of the referenced <rule> elements,
either as an intersection or asaunion. The <obligations> element SHALL contain the set of <obligation>
elements that MUST be discharged by the PEP. Ther ul eConbi ni ngAl gl d attribute SHALL contain a
reference to the rule-combining a gorithm by which the <rule> elements MUST be combined.

<xs: conpl exType nanme="Pol i cySt at enent Type" >
<xs: conpl exCont ent >
<xs: extensi on base="sanl : St at enent Abst ract Type" >
<Xxs:sequence>
<xs: el ement nanme="description" type="xs:string" m nCccurs="0"/>
<xs: el ement nane="target" type="xacnl: Target Type"/>
<xs:el ement nane="rul eSet" type="xacnl: Rul eSet Type"
maxCccur s="unbounded"/ >
<xs: el ement nanme="obligations" type="xacnl: Obligati onsType"
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="policyld" type="xs:anyURl" use="required"/>
<xs:attribute name="policyNanme" type="xs:string" use="optional"/>
<xs:attribute name="rul eConbi ni ngAl gl d" type="xs:anyURl " use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

5.7. Complex type RuleType

The main elements of thistype definition are the <target> and <condition> elements, and the ef f ect
attribute.

<xs: conpl exType nanme="Rul eType" >

<XS: sequence>
<xs: el ement nane="descri ption" type="xs:string" m nCccurs="0"/>
<xs:el ement nane="target" type="xacnl : Target Type" m nCccurs="0"/>
<xs: el ement nanme="condition" type="xacmnl : Predi cat eExpressi onType"

m nCccurs="0"/>

</ xs: sequence>

<xs:attribute nane="rul el d" type="xs:anyURl" use="required"/>

<xs:attribute name="rul eName" type="xs:string" use="optional"/>
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<xs:attribute name="effect" type="xacnl:EffectType" use="required"/>
</ xs: conpl exType>

5.8. Complex type AuthorizationDecisionStatementType

The complex type AuthorizationDecisionStatement Type extends the SAML
AuthorizationDecisionStatement Type with the addition of an XACML <obligations> element.

<xs: conpl exType nanme="Aut hori zati onDeci si onSt at enent Type" >
<xs: conpl exCont ent >
<xs: extensi on base="sanl : Aut hori zati onDeci si onSt at ement Type" >
<Xxs:sequence>
<xs: el ement nanme="obligati ons" type="xacm : Qbligati onsType"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

5.9. Complex type TargetType

Elements of this type identify the set of decision requests of type samlp:AuthorizationDecisionQueryType
that the parent element is intended to evaluate. It contains definition for subjects, resources and actions. |If
the subject, resource and action identified in the decision request are contained within the target, then the
parent element MAY be used to evaluate the request.

<xs: conpl exType nanme="Tar get Type" >
<Xs: sequence>
<xs: el ement nanme="subj ects" type="xacmnl : Subj ect sType"/>
<xs: el ement name="resources" type="xacmnl : ResourcesType"/>
<xs: el ement name="actions" type="xacm :Acti onsType"/>
</ xs: sequence>
</ xs: conpl exType>

5.10. Complex type SubjectType

Elements of type SubjectType identify a set of subjects by alist of <saml:Attribute> elements.

<xs: conpl exType nanme="Subj ect sType">
<xs: sequence maxCccurs="unbounded" >
<xs:el ement ref="sam : Attribute"/>
</ xs: sequence>
</ xs: conpl exType>

5.11. Complex type ResourceType

Elements of type ResourceType identify a set of resources by alist of <saml:Attribute> elements.

<xs: conpl exType nanme="ResourcesType" >
<xs: sequence maxCccur s="unbounded" >
<xs:el ement ref="sam : Attribute"/>
</ xs: sequence>
</ xs: conpl exType>

5.12. Complex type ActionType

Elements of type ActionType identify a set of actions by a set of <saml:Action> elements.

<xs: conpl exType nanme="Acti onsType">
<xs:sequence maxCccurs="unbounded" >
<xs:el ement ref="sam :Action"/>
</ xs: sequence>
</ xs: conpl exType>
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1030 5.13. Simple type EffectType

1031  Elements of thistype derive from the saml:DecisionType. The only values supported in XACML are Permit
1032  and Deny.

1033 <xs: si npl eType name="Eff ect Type">

1034 <xs:restriction base="sanl : Deci si onType" >

1035 <xs:enuneration val ue="Pernit"/>

1036 <xs:enuneration val ue="Deny"/>

1037 </ xs:restriction>

1038 </ xs: si npl eType>

1039 5.14. Complex type ObligationsType

1040  Elements of type ObligationsType contain a set of XACML <obligation> elements.
1041 <xs: conpl exType nane=" bl i gati onsType">

1042 <XS:sequence>

1043 <xs: el ement name="obl i gation" type="xacnl: bligationType"
1044 maxQccur s=" unbounded"/ >

1045 </ xs: sequence>

1046 </ xs: conpl exType>

1047 5.15. Complex type ObligationType

1048  Elements of type ObligationType contain an identifier for the obligation and a set of attributes that form
1049  arguments of the action defined by the obligation. Thef ul fi | On attribute indicates the authorization
1050  decision value for which this obligation must be fulfilled.

1051 <xs: conpl exType nane=" (bl i gationType">

1052 <xs: choi ce maxQccur s="unbounded" >

1053 <xs: el enent ref="sam : Attri buteDesi gnator"/>

1054 <xs:el enent ref="sam :Attribute"/>

1055 </ xs: choi ce>

1056 <xs:attribute nane="Cbligationld" type="xs:anyURl" use="required"/>
1057 <xs:attribute name="ful fil On" type="xacm : Effect Type" use="required"/>
1058 </ xs: conpl exType>

1059 5.16. Complex type PredicateExpressionType

1060  Elements of type PredicateExpressionType contain either a <predicateExpression> or <predicate> element.
1061  These elements are both of abstract type. So, an element of thistype MUST contain an element in the
1062  substitution group of <predicateExpression> or <predicate>.

1063 <xs: conpl exType nane="Predi cat eExpr essi onType" >

1064 <xs: choi ce>

1065 <xs: el enent ref="xacni : predi cat eExpr essi on"/ >
1066 <xs: el enent ref="xacnl: predicate"/>

1067 </ xs: choi ce>

1068 </ xs: conpl exType>

1069 5.17. Element <pred|cateExpreSS|on>

1070  The <predicateExpression> element is the head of a substitution group. Members of the group MUST derive
1071 from the type PredicateExpressionAbstractType. XACML defines a small number of predicate expressions
1072  such as<and> and <or>. Others MAY add their own expressions to this substitution group. In such a case,
1073  thereisno guarantee of interoperability.

1074 <xs: el enent nane="predi cat eExpressi on" type="xacn : Predi cat eExpressi onAbstract Type"
1075 abstract="true"/>
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5.18. Complex type PredicateExpressionAbstractType
Predi cateExpressionAbstractType is an empty base type from which predicate expression types MAY be
derived.

<xs: conpl exType nanme="Predi cat eExpr essi onAbstract Type"/>

5.19. Element <and>

The <and> element is an element of type AndType.

<xs: el ement nanme="and" type="xacmnl : AndType"
substituti onG oup="xacmnl : predi cat eExpressi on"/>

5.20. Element <or>

The <or> element is an element of type OrType.

<xs: el ement name="or" type="xacnl: O Type"
substituti onG oup="xacmnl : predi cat eExpr essi on"/ >

5.21. Element <orderedOr>

The <orderedOr> element is an element of type OrderedOrType.

<xs: el emrent nanme="orderedO" type="xacmnl : OrderedO Type"
substitutionG oup="xacmnl : predi cat eExpressi on"/>

5.22. Element <nOf>

The <nOf> element is an element of type NOfType.

<xs: el enent nane="nO" type="xacmnl : NO Type"
substi tuti onG oup="xacmnl : predi cat eExpr essi on"/ >

5.23. Element <not>

The <not> element is an element of type NotType.

<xs: el enent nane="not" type="xacmnl : Not Type"
substituti onG oup="xacnl : predi cat eExpr essi on"/ >

5.24. Complex type AndType

Elements of type AndType MAY be evaluated with range True, False and Indeterminate. They MAY contain
any combination of <predicateExpression> and <predicate> elements. Elements of thistype SHALL evaluate
Trueif and only if al the elements contained in them evaluate True.
<xs: conpl exType nanme="AndType" >
<xs: choi ce m nCccurs="0" maxCccurs="unbounded" >
<xs: el ement ref="xacnl : predi cat eExpressi on"/>
<xs: el ement ref="xacnl : predicate"/>
</ xs: choi ce>
</ xs: conpl exType>

5.25. Complex type OrType

Elements of type OrType MAY be evaluated with range True, False and Indeterminate. They MAY contain
any combination of <predicateExpression> and <predicate> elements. Elements of thistype SHALL evaluate
Trueif one or more of the elements contained in them evaluates True.

<xs: conpl exType name="Or Type">

<xs: el ement ref="xacnl : predi cat eExpressi on"/>
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<xs: el ement ref="xacm :predicate"/>
</ xs: choi ce>
</ xs: conpl exType>

5.26. Complex type OrderedOrType

Elements of type OrderedOrType MAY be evaluated with range True, False and Indeterminate. They MAY
contain any combination of <predicateExpression> and <predicate> elements. Elements of this type SHALL
evaluate True if one or more of the elements contained in them evaluates True. The <predicateExpression>
and <predicate> elements MUST be evaluated in the order in which they appear, and evaluation MAY halt
once one has evaluated True.

<xs: conpl exType name="Or der edOr Type" >

<xs: el ement ref="xacmnl : predi cat eExpressi on"/>
<xs: el ement ref="xacnl :predicate"/>
</ xs: choi ce>
</ xs: conpl exType>

5.27. Complex type NofType

Elements of type NOfType MAY be evaluated with range True, False and Indeterminate. They MAY contain
any combination of <predicateExpression> and <predicate> elements and aquor umattribute. Elements of
thistype SHALL evaluate True if and only if a number of the elements contained in them equal to the value
of quor umevaluate True.
<xs: conpl exType name="NC Type" >
<xs:choi ce mi nCccurs="0" maxCccurs="unbounded">
<xs: el ement ref="xacmnl : predi cat eExpressi on"/>
<xs: el ement ref="xacnl :predicate"/>
</ xs: choi ce>

<xs:attribute name="quorunt type="xs:positivelnteger"/>
</ xs: conpl exType>

5.28. Complex type NotType

Elements of type NotType MAY be evaluated with range True, False and Indeterminate. They MAY contain
achoice of a<predicateExpression> or a <predicate> element. Elements of thistype SHALL evaluate True if
and only if the element contained in them evaluates False.

<xs: conpl exType nane="Not Type" >
<xs: choi ce>

</ xs: choi ce>
</ xs: conpl exType>

5.29. Element <predicate>

The <predicate> element is the head of a substitution group. Members of the group MUST derive from the
type PredicateAbstractType. XACML defines a small number of predicates such as <equal> and
<greaterOrEqual>. Others MAY add their own expressions to this substitution group. In such acase, thereis
no guarantee of interoperability.

<xs: el ement nanme="predi cate" type="xacmnl : Predi cateAbstract Type" abstract="true"/>

5.30. Complex type PredicateAbstractType

PredicateAbstractType is an empty base type from which predicate expression types MAY be derived.

<xs: conpl exType name="Predi cat eAbstract Type"/>
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5.31. Element <true>
The <true> element isin the substitution group of <predicate>. It isof type TrueType. It SHALL evaluate
Trueif and only if the attribute it referencesis true.

<xs:el ement name="true" type="xacml : TrueType" substituti onG oup="xacmnl : predi cate"/>

5.32. Element <present>
The <present> element is in the substitution group of <predicate>. It isof type PresentType. It SHALL
evaluate Trueif and only if the attribute it referencesis obtainable.

<xs: el enent nanme="present" type="xacni:Present Type"

substituti onG oup="xacmnl : predi cate"/>

5.33. Element <equal>

The <equal> element isin the substitution group of <predicate>. It isof type CompareType. It SHALL
evaluate to true if and only if the attributes it contains or references are equal.

<xs: el ement nanme="equal " type="xacmnl : Conpar eType" substituti onG oup="xacmnl : predi cate"/>

Compatible type combinations are shown in Table 2.

First operand type Second operand type

xs.integer, xs:positivel nteger, xs:negativelnteger,
xs:nonNegativel nteger, xs:nonPositivel nteger,
xsint, xs:unsignedint, xs:long, xs:unsignedLong,
xs:short, xs.unsignedShort, xs:decimal, xs:float,

xs.integer, xs:positivel nteger, xs:negativel nteger,
xs:nonNegativel nteger, xs:nonPositivel nteger,
xsint, xs:unsignedint, xs:long, xs:unsignedL ong,
xs.short, xs:unsignedshort, xs:decimal, xs:float,

xs.double xs:.double

xs:time, xs.dateTime, xs.date xsitime, xs.dateTime, xs.date

xs:.duration xs:.duration
xs:.gMonth xs.gMonth

xs.gY ear Xs.gY ear

xs.gY earMonth xs.gY earMonth
xs.gDay xs.gDay
xs:.gMonthDay xs.gMonthDay

Table 2 - Compatible type combinations for the equal, greaterOrEqual and lessOrEqual
predicate attributes

5.34. Element <greaterOrEqual>

The <greaterOrEqual> element isin the substitution group of <predicate>. It is of type CompareType. It
SHALL evaluate Trueif and only if the attribute value referenced by the first element of the CompareTypeis
greater than or equal to the attribute value referenced by the second element.

<xs: el ement nanme="great er Or Equal " type="xacnl : Conpar eType"
substituti onG oup="xacnl : predi cate"/>

Compatible type combinations are shown in Table 2.
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5.35. Element <lessOrEqual>

The <lessOrEqual> element is in the substitution group of <predicate>. It is of type CompareType. It
SHALL evaluate Trueif and only if the attribute value referenced by the first element of the CompareTypeis
less than or equal to the attribute val ue referenced by the second element.

<xs: el ement nanme="| essO Equal " type="xacmnl : Conpar eType"
substituti onG oup="xacmnl : predi cate"/>

Compatible type combinations are shown in Table 2.

5.36. Element <subset>

The <subset> element isin the substitution group of <predicate>. It is of type CompareType. It SHALL
evaluate Trueif and only if the set of attribute values referenced by the first element of the CompareTypeis
amongst the set of attribute values referenced by the second element. Both sets of attributes SHALL be of
type xsi:list. Individua attributes MAY be of any type. Equality of attribute values SHALL be determined
by a simple string match.

<xs: el ement nanme="subset" type="xacnl : Conpar eType" substituti onG oup="xacmnl : predi cate"/>

5.37. Element <superset>

The <superset> element is in the substitution group of <predicate>. It is of type CompareType. It SHALL
evaluate Trueif and only if the attribute value referenced by the first element of the CompareType contains
the set of attribute values referenced by the second element. Both sets of attributes SHALL be of type xsi:list.
Individual attributes MAY be of any type. Equality of attribute values SHALL be determined by asimple
string match.

<xs: el ement nanme="superset 0" type="xacnl: ConpareType"
substituti onG oup="xacmnl : predi cate"/>

5.38. Element <patternMatch>

The <patternMatch> element is in the substitution group of <predicate>. It isof type CompareType. It
SHALL evaluate Trueif and only if the attribute value referenced by the first element of the CompareType
matches the pattern defined in the string referenced by the second element. The string of the second element
SHALL beinthe form of aregular expression. Thefirst element SHALL be of one of the following types:
Xs.integer, xs:positivel nteger, xs:negativel nteger, xs:nonNegativel nteger, xs.nonPositivel nteger, xs.int,
xs:unsignedint, xs:long, xs:unsignedLong, xs:short, xs:unsignedShort, xs.decimal, xs:float, xs:double,
xsitime, xs.dateTime, xs.date, xs.gMonth, xs.gY ear, xs.gY earMonth, xs.gDay, xs.gMonthDay, xs:token,
xsNAME, xs:QNAME and xs:anyURI.

<xs: el enent nane="patternMatch" type="xacnl: ConpareType"
substituti onG oup="xacmnl : predi cate"/>

5.39. Element <nonNullSetIntersection>

The <nonNullSetIntersection> element is in the substitution group of <predicate>. It contains an element of
type CompareType. It SHALL evaluate Trueif and only if the set of attribute values referenced by the two
elements of the CompareType have at least one value in common. Both sets of attributes SHALL be of type
xsi:list. Individual attributes MAY be of any type. Equality of attribute values SHALL be determined by a
simple string match.

<xs: el enment nane="nonNul | Set | ntersection" type="xacmnl : Conpar eType"
substi tuti onG oup="xacnl : predi cate"/>
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5.40. Complex type TrueType

Elements of type TrueType contain an element of type <saml:AttributeDesignator>. 1t SHALL evaluate True
if and only if the attribute obtained by resolving the <saml:AttributeDesignator> element is true.

<xs: conpl exType name="TrueType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="xacmrl : Predi cat eAbstract Type" >
<xs: sequence>
<xs:el ement ref="samnl : AttributeDesi gnator"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

5.41. Complex type PresentType

Elements of type PresentType contain an element of type <saml:AttributeDesignator>. 1t SHALL evaluate
Trueif and only if the attribute obtained by resolving the <saml:AttributeDesignator> element exists.

<xs: conpl exType name="Present Type">
<xs: conpl exCont ent >
<xs: extensi on base="xacmnl : Predi cat eAbstract Type" >
<XS:sequence>
<xs:el ement ref="sam : AttributeDesi gnator"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

5.42. Complex type CompareType

Elements of type CompareType contain two elements. Either may be an attribute type designator, an attribute
type/value pair or an attribute function. At least one of the attributes SHOULD NOT be an attribute
type/value pair or function containing only attribute type/value pairs. Otherwise, the result is entirely
determined by the policy writer, independent of any attribute values provided by, or referenced in, the
decision request.

<xs: conpl exType nanme="Conpar eType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="xacmnl : Predi cat eAbstract Type" >
<xs:choi ce m nCccurs="2" maxCccurs="2">
<xs:elenment ref="sam :AttributeDesignator"/>
<xs:el ement ref="sam : Attribute"/>
<xs: el ement ref="xacm :attributeFunction"/>
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
<l-- XM operands in "set" operations MJUST be of xsi:type xs:list -->
<l-- XM operands in "inequality" operations MJST contain an xsi:type attribute for
whi ch
XACM. defines a conparison algorithm-->
</ xs: conpl exType>

5.43. Element <attributeFunction>

The <attributeFunction> element is the head of a substitution group. Members of the group MUST derive
from the type AttributeFunctionAbstractType. XACML defines a small number of arithmetic functions on
attributes. Others MAY add their own function to this substitution group. In such a case thereisno
guarantee of interoperability.

<xs:el ement nane="attributeFunction" type="xacnl:AttributeFunctionAbstract Type"
abstract="true"/>
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5.44. Complex type AttributeFunctionAbstractType

AttributeFunctionAbstractType is an empty base type from which attribute function types MAY be derived.
Specifically, the ArgumentsListType derives by extension from this type.

<xs: conpl exType name="Attri buteFuncti onAbstract Type"/>

5.45. Element <plus>

The <plus> element evaluates to the sum of it arguments’ values.

<xs: el ement name="pl us" type="xacm : Argunent Li st Type"
substituti onG oup="xacml : attri but eFuncti on"/>

Compatible type combinations are shown in Table 3.

First operand Subsequent operand Result

xsitime xs:.duration xsitime
xs.dateTime xs:.duration xs.dateTime
xs.duration xs:.duration xs:.duration
xs.date xs:.duration xs.date
xs:.gMonth xs.duration xs:.gMonth
xs.gYear xs.duration xs.gYear

xs.gY earMonth xs:.duration xs.gY earMonth
xs.gDay xs.duration xs.gDay
xs:.gMonthDay xs.duration xs:.gMonthDay

Table 3 - Compatible type combinations for the plus attributeFunction attributes

ISSUE: Thistable has to be completed for other XML schematypes.

5.46. Element <minus>
The <minus> element eval uates to the difference between its first argument's value and the sum of its
remaining arguments' values.

<xs: el ement nanme="m nus" type="xacmnl : Argunent Li st Type"
substituti onG oup="xacml : attri but eFuncti on"/>

Compatible type combinations are shown in Table 4.

First operand Second operand Result

xs:time xs:time xs.duration

xs.dateTime xs.dateTime xs.duration

xs.duration xs.duration xs.duration
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xs.date xs.date xs:.duration
xs.gMonth xs.gMonth xs.duration
xs.gY ear xs.gY ear xs.duration
xs.gY earMonth xs.gY earMonth xs.duration
xs.gDay xs.gDay xs.duration
xs.gMonthDay xs.gMonthDay xs.duration
1296 Table 4 - Compatible type combinations for the plus attributeFunction attributes

1297 ISSUE: Thistable has to be completed for other XML schematypes.

1298 5.47. Element <times>

1299  The<times> element evaluates to the product of it arguments' values.
1300 <xs: el ement name="times" type="xacnl : Ar gument Li st Type"
1301 substitutionG oup="xacni :attributeFunction"/>

1302 5.48. Element <divide>

1303 The <divide> element evaluates to the ratio between its first argument's value and the product of its
1304  remaining arguments' values.

1305 <xs: el enent nane="di vi de" type="xacn : Argunent Li st Type"

1306 substitutionG oup="xacni:attributeFunction"/>

1307 5.49. Element <setOrder>

1308  The <setOrder> element evaluates to the number of elementsin its (list) parameter.

1309 <xs: el enent name="set Order" type="xacm : Argunent Li st Type"
1310 substitutionG oup="xacni:attributeFunction"/>

1311 5.50. Element <union>

1312  The<union> element eval uates to the union of its arguments' values.

1313 <xs: el enent name="uni on" type="xacni: Argunent Li st Type"
1314 substitutionG oup="xacni:attributeFunction"/>

1315 5.51. Element <intersection>

1316  The <intersection> element evaluates to the intersection of its arguments' values.

1317 <xs: el ement name="intersection" type="xacm : Argunent Li st Type"
1318 substitutionG oup="xacni :attributeFunction"/>

1319 5.52. Complex type ArgumentListType

1320  Elements of type ArgumentListType SHALL contain alist of attribute type designators or attribute type/value
1321  pairsthat form the argument list for an attribute function. All attributes contained in, or referenced by, an
1322  element of thistype MUST be of compatible type.

1323 <xs: conpl exType nanme="Argunent Li st Type" >
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<xs: conpl exCont ent >
<xs: extensi on base="xacml : Attri but eFuncti onAbstract Type">
<xs: choi ce maxCccur s="unbounded" >
<xs:element ref="sam :AttributeDesignator"/>
<xs:element ref="sam :Attribute"/>
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

5.53. Complex type PolicySetType

Elements of type PolicySetType SHALL contain a set of <policyStatement> or <policySetStatement>
elements, or designators of <policyStatement> or <policySetStatement> elements.

<xs: conpl exType nanme="Pol i cySet Type" >
<xs: choi ce maxQOccur s="unbounded" >
<xs: el ement ref="xacml :policySetStatenment"/>
<xs: el ement ref="xacnl :policyStatenment"/>
<xs: el ement nanme="pol i cySet Desi gnator" type="xacmnl : Pol i cySet Desi gnat or Type"/ >
<xs: el ement name="policyDesi gnator" type="xacml : Pol i cyDesi gnat or Type"/ >
</ xs: choi ce>
</ xs: conpl exType>

5.54. Complex type PolicySetDesignatorType

Elements of type PolicySetDesignatorType SHALL designate policy sets by identifier or by inclusion of a
<saml:Assertion> element containing a <policySetStatement> element.

<xs: conpl exType nanme="Pol i cySet Desi gnat or Type" >
<Xs:sequence>
<xs: el ement name="policySetld" type="xs:anyURI" m nCccurs="0"/>
<xs: el ement name="policySet Assertion" type="samnl :AssertionType"/>
</ xs: sequence>
</ xs: conpl exType>

5.55. Complex type PolicyDesignatorType

Elements of type PolicyDesignatorType SHALL designate policies by identifier or by inclusion of a
<saml:Assertion> element containing a <policyStatement> element.

<xs: conpl exType nanme="Pol i cyDesi gnat or Type" >
<XS: sequence>
<xs: el ement nane="policyAssertion" type="sanl: AssertionType"/>
</ xs: sequence>
</ xs: conpl exType>

5.56. Complex type RuleSetType

Elements of type RuleSetType SHALL contain a set of <rule> or <ruleDesignator> elements.

<xs: conpl exType nanme="Rul eSet Type" >
<xs: choi ce maxCccur s="unbounded" >
<xs:el ement ref="xacm :rule"/>
<xs: el ement nanme="rul eDesi gnator" type="xacmnl : Rul eDesi gnat or Type"/ >
</ xs: choi ce>
</ xs: conpl exType>

5.57. Complex type RuleDesignatorType

Elements of type RuleDesignatorType SHALL designate arule by identifier or by digest.

<xs: conpl exType name="Rul eDesi gnat or Type" >
<Xxs:sequence>
<xs: el ement name="rul el d" type="xs:anyURI" m nCccurs="0"/>
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<xs: el ement name="rul eDi gest" m nCccurs="0">
<xs: conpl exType>
<xs:attribute nane="di gest Al gld" type="xs:string" default="SHA-1"/>
<xs:attribute nane="base64Di gest" type="xs:string"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

6. XACML identifiers (normative)

This section defines standard identifiers for commonly-used entities. All XACML-defined identifiers have
the common base:

/ | www. oasi s- open. or g/ conmi t t ees/ xacnl / docs/

6.1. Requestor
6.2. Time of day

6.3. Attributes

XACML-defined attributes are represented by an element of type <saml:AttributeDesignatorType>. It has
two attributes: AttributeNamespace and AttributeName. All XACML-defined attributes have the following
value for AttributeNamespace:

/ [ www. oasi s- open. or g/ conmi tt ees/ xacnl / docs/ attri but es/

6.3.1. X.500 distinguished name

X.500 distinguished name attributes have the following value of AttributeName:
X500DN

6.3.2. Unix file-system path

UNIX file-system path attributes have the following value of AttributeName:
UFS

6.3.3. Uniform resource identifier

Uniform resource identifier attributes have the following value of AttributeName:
URI

6.4. Authentication locality

6.5. Deny-overrides rule-combining algorithm

The deny-overrides rule-combining algorithm has the following value for ruleCombiningAlgld:

/ | ww. oasi s- open. or g/ conmi t t ees/ xacni / docs/ r ul eConbi ni ngAl gori t hns/ denyOverri des

6.6. Deny-overrides policy-combining algorithm

The deny-overrides policy-combining algorithm has the following value for policyCombiningAlgld:

/ | www. oasi s- open. or g/ conmi t t ees/ xacnl / docs/ pol i cyConbi ni ngAl gori t hns/ denyOverri des
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7. Combining algorithms (normative)

This section contains a description of the rule-combining and policy-combining algorithms specified by
XACML.

7.1. Deny-overrides

The following is a specification for the "deny-overrides' rule-combining algorithm. The identifier for this
algorithm is given in Section 6.5.

In the entire set of rules to be evaluated, if any of the rules evaluates to
“deny’, then the rule combination is defined to evaluate to "deny” (that is,
"deny” takes precedence, regardless of how many rules evaluate to "permit”,
and causes the whole combination to return "deny”). Any rule that evaluates
to "indeterminate” (that is, its return status cannot be determined for any
reason) has the same effect as a "deny” in that it causes the combination to
return "deny”. Finally, if none of the rules are found to be applicable to the
request, the rule combination returns "notApplicable’.

What follows is a pseudocode representation of how the above specification MAY be implemented. Thisis
provided for illustrative and explanatory purposes.

effect policy(rule[]){
at Least OnePermt = fal se
for( i=0; i<=noOfRules; i++ ){
if(rule[i] == deny){
return(deny);

if(rule[i] == indeterm nate){
return(deny);
}

if(rule[i] == permt){
at Least OnePermt = true
}

}
if atlLeastOnePermt {
return(permt);

el se{
ret urn(not Appl i cabl e);
}

}

The following is a specification for the "deny-overrides' policy-combining algorithm. Theidentifier for this
algorithm is given in Section 6.6.

In the entire set of policies to be evaluated, if any of the policies evaluates
to "deny’, then the policy combination is defined to evaluate to "deny” (that
is, "deny” takes precedence, regardless of how many policies evaluate to
‘permit’, and causes the whole combination to return "deny”). Any policy
that evaluates to ‘indeterminate” (that is, its return status cannot be
determined for any reason) has the same effect as a "deny” in that it causes
the combination to return "deny”. Finally, if none of the policies are found to
be applicable to the request, the policy combination returns "notApplicable’.

What follows is a pseudocode representation of how the above specification MAY beimplemented. Thisis
provided for illustrative and explanatory purposes.
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1458 effect policySet(policy[]){

1459 at Least OnePernit = fal se;

1460 for( i=0; i<=noCfPolicies; i++ ){
1461 i f(policy[i] == deny){

1462 return(deny);

1463 }

1464 i f(policy[i] == indeterm nate){
1465 ret urn(deny);

1466 }

1467 if(policy[i] == permit){
1468 at Least OnePernit = true;
1469 }

1470 }

1471 if atlLeastOnePernit {

1472 return(permt);

1473 el se{

1474 return(not Appl i cabl e) ;

1475 }

1476}

1477  Obligations of the individual policies SHALL be combined as described in Section 4.2.2.3.

1478 8. Profiles (normative but not mandatory to implement)

1479 8.1. XACML

1480  Describes subsets of XACML appropriate to general classes of problem

1481 8.2. SAML

1482  Describes the subset of SAML that isrelevant to XACML

1483  We need to specify SAML status codes for situations specific to XACML, such as.
1484 - PDP hasno policy for the requested target

1485 « PDP cannot retrieve the required attributes

1486 A compliant SAML based PDP MUST reply to an SAML Authorization Decision Request with a SAML
1487  Authorization Decision in accordance with operational semantics of the PDP stated in Section 9.1.

1488 8.3. XML Digital Signature

1489 Describes how XACML instances shall be integrity-protected in the case where XML DSig isused. PAPs
1490  MAY sign XACML <policyStatement> elements. When a PAP combines <policyStatement> elements, it
1491  MAY sign theresulting <policySetStatement> element.

1492 8.4. LDAP

1493  The <policyStatement> and <policySetStatement> elements MAY be published by means of an LDAP
1494  repository. Inthiscase, conformant implementations SHALL behave as described in this section.

1495  Target conformsto adatamodel. XACML does not specify the data model, but it MUST be agreed between
1496  the PAP and the PDP. The data model MUST be semi-hierarchical. That is, it MUST have one or more
1497 digoint trees for resources and one or more digjoint trees for subjects. Actions are leaf nodes of the resource
1498 node to which they apply. Each level in the tree isidentified with an attribute name. A "path" isalist of
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attribute-name/value pairs linking a node to the root. The form of atarget is a set of paths, one or more for
each tree in the data model.

A node MAY have more than one target associated with it.

An authorization decision request also specifies a set of paths by (directly or indirectly) providing resource,
subject and action attribute values.

A policy statement is applicable to adecision request if and only if every path initstarget is part of apathin
the decision request.

The DIT of the repository SHALL be congruent with that of the target data model. <policyStatement>
elements shall be LDAP attributes of the entries at the lowest node of every path in the target datamodel. In
practice, the policy statements may be referenced from these nodes rather than stored at them.

When policy statements are combined in a policy set statement, the policy set statement target MUST be
computed, and the repository must be updated. Policy statements that conform to different target data
models MUST NOT be combined.

The policy set statement target SHALL be computed by separately combining trees of the same type from
each of the original policy statement targets. The combination may be in the form of a union or an
intersection.

A union combination retains all of the original paths. If, asthe result, al possible paths containing a
particular DIT node are retained, then the path may be truncated at that node.

An intersection combination retains a path from one target if and only if it includes a path from the other
target.

The policy set statement SHOULD be stored at the lowest node of every retained path.

Some SAML attributes have aninternal tree structure (e.g. DNS names). A sub-tree of this structure SHALL
be represented by aregular expression. When such an attribute defines alevel in atarget tree, the sub-tree
defined by each node at that level SHALL be attached at that node.

8.4.1. Overview

XACML policies, or referencesto XACML policies, may be stored in entries for the resources, actions or

subjects to which they relate. This directory schema defines an auxiliary object class (xacmlPolicyinfo) for

adding XACML policy data to such entries as well as a directory attribute (xacmlPolicyData) to contain the
policies or referencesin those entries.

Alternatively, XACML policies may be stored in policy-specific entries and referenced from the resource,
action and/or subject entries to which they relate. This schema defines a structural object class
(xacmIPolicyObject) for defining such entries as well as adirectory attribute (xacmIPolicyRDN) to contain the
string used to name the policy entry in the directory. The xacmlPolicyData directory attribute isalso used in
these entries to contain the policies themselves.

A PDP would use an LDAP Directory User Agent (DUA) to search the resources/subjects subtrees in the
directory to find the resource, action or subject of interest and retrieve the xacmiPolicyData directory attribute
from that entry. That attribute may contain the XACML policy or a pointer to another directory entry that
contains the XACML policy. If it contains only a pointer, the PDP must query the directory again to retrieve
the xacmIPolicyData directory attribute from the entry related to the pointer. The content of the pointer isthe
value of the xacmIPolicyRDN directory attribute that is the final Relative Distinguished Name (RDN) for the
policy entry in the directory.
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8.4.2. Object Class Definitions

The following object classes are defined for the LDAP profile for XACML.

8.4.2.1 XACML Palicy Info

The xacmlPolicylnfo object classis used in defining entries for objects that hold XACML policy information
in addition to other data, e.g. as part of aresource, action, or subject entry.

xacm Pol i cyl nfo OBJECT- CLASS ::={
SUBCLASS OF{t op}
KI ND auxiliary
MAY CONTAI N{ xacmni Pol i cyDat a}
I D i d- ???-o0c-xacnm Policylnfo }

8.4.2.2 XACML Policy Object

The xacmlIPolicyObject object classis used in defining entries for objects that hold only XACML policy
information.

xacm Pol i cyObj ect OBJECT- CLASS ::={
SUBCLASS OF{t op}
KI' ND structural

MJUST CONTAIN  {xacni Pol i cyRDN}
MAY CONTAI N{ xacm Pol i cyDat a}
I D i d- ???-oc- xacm Pol i cyOhj ect }

The xacmlIPolicyRDN directory attribute is used to name the entry and position it in a policy subtree.

8.4.3. Attribute Definitions

The following directory attributes are defined for the LDAP profile for XACML.

8.4.3.1 XACML Policy Data

The xacmlIPolicyData directory attribute is used to store XACML policy information.

xacm Pol i cyDat a ATTRI BUTE ::= {
W TH SYNTAXXacml Pol i cySynt ax
I D i d-???-at-xacn Pol i cyData }
Xacm Pol i cySyntax ::= SEQUENCE {
pol i cyPoi nt er [0] UTF8String OPTI ONAL,
pol i cyDat a [1] UTF8String OPTI ONAL

-- at least one of the optional elenents nust be present-- }

If policyPointer is present, it indicates the value of the xacmIPolicyRDN directory attribute that is used to form
the final Relative Distinguished Name (RDN) of the entry that contains the actual policy information.

If policyData is present, it contains the XACML <policyStatement> or <policySetStatement>.
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8.4.3.2 XACML Policy RDN

The xacmlIPolicyRDN directory attribute is used to store the name of an xacmlIPolicyObject entry relative to its
position in the directory hierarchy.

xacm Pol i cyRDN ATTRIBUTE :: = {
W TH SYNTAX UTF8Stri ng
EQUALI TY MATCHI NG RULE xacni Pol i cyRDN\Vat ch
I D i d- ???-at - xacn Pol i cyRDN }

8.4.4. Matching Rule Definitions

The xacmIPolicyRDNMatch matching rule compares for equality a presented value with an attribute val ue of
type xacmlIPolicyRDN.

xacm Pol i cyRDNMat ch MATCHI NG RULE ::= {
SYNTAX UTF8Stri ng
I D i d- ???-at - pol i cyNaneMat ch }

Thisrule returns TRUE if the presented value is equal to the stored value of the xacmIPolicyRDN directory
attribute.

9. Operational Model (normative)

This section describes the operational model for an XACML-based environment.

9.1. Policy Decision Point (PDP)

Givenavaid XACML "policy statement” or a"policy set statement"”, a compliant XACML PDP MUST
evaluate that statement in accordance to the semantics specified in Sections 5, 6, and 7 when applied to an
"authorization decision request”. The PDP MUST return a "authorization decision", with one value of
"permit”, “deny", or "indeterminate”. The PDP MAY return an "authorization decision” of "indeterminate"
with an error code of "insufficient information™, signifying that more information needed. In this case, the
"authorization decision” MAY list the names of any attributes of the subject and the resource that are needed

by the PDP to refine its "authorization decision”.
Decision Convergence

A client of aPDP MAY resubmit arefined authorization decision request in response to an "authorization
decision” of "indeterminate” with an error code of "insufficient information™ by adding attribute val ues for
the attribute names that are listed in the response.

When the PDP returns an "authorization decision" of "indeterminate” with an error code of "insufficient
information", aPDP MUST NOT list the names of any attribute of the subject or the resource of the
"authorization decision request" for which values were already supplied in the "authorization decision
request”. Note, this requirement forces the PDP to eventually return an "authorization decision” of "permit",
"deny", or "indeterminate” with some other reason, in response to successively refined "authorization
decision requests’.
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10. XACML extension points (non-normative)

Describes the points within the XACML model and schema where extensions can be added

10.1. Substitution groups

The following XACML elements are the heads of substitution groups.
e Predicate,

»  predicateExpression, and

»  attributeFunction.

Implementors MAY add elements that are derived from the appropriate type, wherever these elements appear
in XACML.

10.2. URIs

The following XML attributes are URIs.
*  ruleCombiningAlgld,

*  policyCombiningAlgld,

»  saml:AttributeNameSpace and

e saml:AttributeName.

11. Security and privacy (non-normative)

Vulnerabilities and safeguards

12. References

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels,
http://www.ietf.org/rfc/rfc2119.1xt, IETF RFC 2119, March 1997

[RegEX]

[LDAP]

[SAML] Security Assertion Markup Language available from http://www.oasis-
open.org/committees/security/#documents

[XMLSIg] D. Eastlake et al., XML-Signature Syntax and Processing,

http://www.w3.org/TR/xmldsig-core/, World Wide Web Consortium.

[XMLSig-XSD] XML Signature Schema available from http://www.w3.0rg/TR/2000/CR-
xmldsig-core-20001031/xmldsig-core-schema.xsd.
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13. Schema (normative)

This section contains the XACML schema definition.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<I-- edited with XML Spy v4.1 U (http://ww.xm spy.com) by Tim Mdses (private) -->
<xs:schema target Nanespace="htt p://ww. oasi s- open. or g/ conmi tt ees/ xacml / docs/ draft-xacmn -
schema- pol i cy-13. xsd" xm ns: saml ="http://ww. oasi s- open. org/ conmi tt ees/ security/docs/draft-
sst c- schema- asserti on-28. xsd" xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: xacm ="http://ww. oasi s- open. or g/ conmi ttees/xacm / docs/ draft-xacnl - schema- pol i cy-
13. xsd" el enent For nDef aul t ="qual i fi ed" attri buteFornDef aul t ="unqualified">
<xs:inport nanespace="http://ww. oasi s-open. org/ conmittees/security/docs/draft-sstc-
schema- assertion-28. xsd" schemaLocati on="D:\ My Docunent s\ St andar ds\ Xacm \ v13 schema\draft -
sst c- schema- asserti on-28. xsd"/ >
<xs: el ement nanme="policySet Statenent" type="xacnl : PolicySet St atenent Type"/>
<xs: el ement nanme="policyStatenent" type="xacnl: PolicyStatenmentType"/>
<xs: el ement name="rul e" type="xacmnl : Rul eType"/>
<xs: el ement name="aut hori zati onDeci si onSt at enent "
type="xacnl : Aut hori zat i onDeci si onSt at enent Type"/ >
<xs: conpl exType nane="Pol i cySet St at enent Type" >
<xs: conpl exCont ent >
<xs: extension base="sanl : St at ement Abst r act Type" >
<Xs:sequence>
<xs: el enent nane="descri ption" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="target" type="xacnl: Target Type"/>
<xs:el ement nane="policySet" type="xacml : PolicySet Type"
maxCccur s="unbounded"/ >
<xs: el ement nane="obligations" type="xacmnl : Obligati onsType"
m nCccur s="0"/>
</ xs: sequence>
<xs:attribute nane="policySetld" type="xs:anyURl " use="required"/>
<xs:attribute nane="policySet Nanme" type="xs:string" use="optional"/>
<xs:attribute nane="policyConbi ni ngAl gl d" type="xs:anyURlI" use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="Pol i cySt at enent Type" >
<xs: conpl exCont ent >
<xs: extension base="sanl : St at ement Abst r act Type" >
<Xs:sequence>
<xs: el enment nane="descri ption" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="target" type="xacnl: Target Type"/>
<xs:el ement nanme="rul eSet" type="xacnl : Rul eSet Type"
maxCccur s="unbounded"/ >
<xs: el ement nane="obligations" type="xacml : Obligati onsType"
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="policyld" type="xs:anyURl " use="required"/>
<xs:attribute nane="policyNane" type="xs:string" use="optional"/>
<xs:attribute name="rul eConbi ni ngAl gl d" type="xs:anyURl " use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="Rul eType">
<Xs:sequence>
<xs: el ement nanme="description" type="xs:string" m nCccurs="0"/>
<xs:el enent nane="target" type="xacnl : Target Type" m nCccurs="0"/>
<xs: el ement nane="condition" type="xacnl : Predi cat eExpressi onType"
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="rul el d" type="xs:anyURlI" use="required"/>
<xs:attribute nane="rul eNane" type="xs:string" use="optional"/>
<xs:attribute name="effect" type="samnl : DecisionType" use="required"/>
</ xs: conpl exType>
<xs: conpl exType nane="Aut hori zati onDeci si onSt at ement Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="sanl : Aut hori zati onDeci si onSt at ement Type" >
<Xs:sequence>
<xs:el ement nane="obligations" type="xacnl: ObligationsType"/>
</ xs: sequence>
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1720 </ xs: ext ensi on>

1721 </ xs: conpl exCont ent >

1722 </ xs: conpl exType>

1723 <xs: conpl exType nane="Tar get Type" >

1724 <xs:sequence>

1725 <xs: el enent nanme="subj ects" type="xacmnl : Subj ect sType"/>
1726 <xs: el ement name="resources" type="xacn : Resour cesType"/>
1727 <xs: el ement name="actions" type="xacn : Acti onsType"/>
1728 </ xs: sequence>

1729 </ xs: conpl exType>

1730 <xs: conpl exType name="Subj ect sType">

1731 <xs: sequence maxQccur s="unbounded" >

1732 <xs:elenent ref="sanl:Attribute"/>

1733 </ xs: sequence>

1734 </ xs: conpl exType>

1735 <xs: conpl exType nane="Resour cesType">

1736 <xs: sequence maxCccur s="unbounded">

1737 <xs:elenent ref="sanl:Attribute"/>

1738 </ xs: sequence>

1739 </ xs: conpl exType>

1740 <xs: conpl exType nane="ActionsType">

1741 <xs: sequence maxCccur s="unbounded" >

1742 <xs: el enent ref="sam : Action"/>

1743 </ xs: sequence>

1744 </ xs: conpl exType>

1745 <xs: conpl exType name="0Cbl i gati onsType" >

1746 <xs: sequence>

1747 <xs: el ement name="obl i gation" type="xacm : ObligationType"
1748 maxQccur s=" unbounded"/ >

1749 </ xs: sequence>

1750 </ xs: conpl exType>

1751 <xs: conpl exType nanme="Cvl i gati onType">

1752 <xs: choi ce maxCccur s="unbounded" >

1753 <xs: el enent ref="sanl:AttributeDesignator"/>

1754 <xs:elenent ref="sanl:Attribute"/>

1755 </ xs: choi ce>

1756 <xs:attribute nane="bligationld" type="xs:anyUR" use="required"/>
1757 <xs:attribute name="ful fil On" type="sanl: Deci si onType" use="required"/>
1758 </ xs: conpl exType>

1759 <xs: conpl exType nanme=""Predi cat eExpr essi onType">

1760 <xs: choi ce>

1761 <xs: el enent ref="xacmn : predi cat eExpressi on"/>

1762 <xs: el enent ref="xacnl : predicate"/>

1763 </ xs: choi ce>

1764 </ xs: conpl exType>

1765 <xs: el ement nane="predi cat eExpressi on" type="xacnl : Predi cat eExpr essi onAbstract Type"
1766 abstract="true"/>

1767 <xs: conpl exType nane="Predi cat eExpr essi onAbst r act Type"/ >
1768 <xs: el ement nane="and" type="xacnl : AndType"

1769 substitutionG oup="xacni : pr edi cat eExpr essi on"/ >

1770 <xs: el enent nane="or" type="xacnl: O Type"

1771 substi tuti onG oup="xacni : predi cat eExpr essi on"/ >

1772 <xs: el ement nane="orderedOr" type="xacnl: O deredOr Type"

1773 substit uti onG oup="xacni : pr edi cat eExpr essi on"/ >

1774 <xs: el enent nane="nO" type="xacnl : NOf Type"

1775 substitutionG oup="xacni : predi cat eExpr essi on"/ >

1776 <xs: el ement nane="not" type="xacn : Not Type"

1777 substit utionG oup="xacni : pr edi cat eExpr essi on"/ >

1778 <xs: conpl exType nane="AndType" >

1779 <xs: choi ce m nCccurs="0" maxCccur s="unbounded" >

1780 <xs: el enent ref="xacnl : predi cat eExpressi on"/ >

1781 <xs: el enent ref="xacnl : predicate"/>

1782 </ xs: choi ce>

1783 </ xs: conpl exType>

1784 <xs: conpl exType name="QO Type" >

1785 <xs: choi ce mi nCccurs="0" maxCccur s="unbounded" >

1786 <xs: el enent ref="xacni : predi cat eExpressi on"/ >

1787 <xs: el enent ref="xacnl : predicate"/>

1788 </ xs: choi ce>

1789 </ xs: conpl exType>

1790 <xs: conpl exType name="Q der edOr Type" >
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<xs: choi ce m nCccurs="0" maxCccur s="unbounded" >
<xs: el ement ref="xacnl : predi cat eExpressi on"/>
<xs:el ement ref="xacnl :predicate"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nane="NOf Type">
<xs:el ement ref="xacnl : predi cat eExpressi on"/>
<xs: el enent ref="xacnl:predicate"/>
</ xs: choi ce>
<xs:attribute name="quoruni type="xs:positivelnteger"/>
</ xs: conpl exType>
<xs: conpl exType nane="Not Type">
<xs: choi ce>
<xs:el ement ref="xacnl : predicat eExpressi on® m nCccurs="0"/>
<xs:el ement ref="xacmnl :predicate" m nCccurs="0"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: el ement name="predi cate" type="xacnl : Predi cat eAbstract Type" abstract="true"/>
<I--This is an XACM. extensibility point. New predicates may be added in the
substitution group of "predicate"-->
<xs: conpl exType nane="Predi cat eAbst ract Type"/>
<xs:el ement name="true" type="xacm : TrueType" substituti onG oup="xacnl : predicate"/>
<xs: el ement name="present" type="xacn :Present Type"
substitutionG oup="xacm : predi cate"/>
<xs: el ement nanme="equal " type="xacml : Conpar eType" substituti onG oup="xacnl : predi cate"/>
<xs: el ement nanme="greater O Equal " type="xacnl : Conpar eType"
substitutionG oup="xacm : predi cate"/>
<xs: el ement name="|essO Equal " type="xacml : Conpar eType"
substitutionG oup="xacm : predi cate"/>
<xs: el ement nanme="subset" type="xacnl : ConpareType" substituti onG oup="xacnl :predicate"/>
<xs: el ement name="superset" type="xacn : Conpar eType"
substitutionG oup="xacn : predi cate"/>
<xs: el ement nanme="patternhatch" type="xacmnl : ConpareType"
substitutionG oup="xacnm : predi cate"/>
<xs: el ement name="nonNul | Set | nt ersection" type="xacnl: ConpareType"
substituti onG oup="xacm : predi cate"/>
<xs:conpl exType nane="TrueType">
<xs: conpl exCont ent >
<xs: extension base="xacn : Predi cat eAbst ract Type" >
<Xs: sequence>
<xs:elenment ref="sam :AttributeDesignator"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="Present Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="xacmnl : Predi cat eAbstract Type" >
<Xs: sequence>
<xs:elenment ref="sam :AttributeDesignator"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="Conpar eType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="xacmnl : Predi cat eAbstract Type" >
<xs: choi ce m nCccurs="2" maxCccurs="2">
<xs:elenment ref="sam :AttributeDesignator"/>
<xs:el ement ref="sam : Attribute"/>
<xs: el ement ref="xacm :attributeFunction"/>
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: el ement nanme="attri buteFunction" type="xacmnl:AttributeFunctionAbstract Type"
abstract="true"/>
<xs: conpl exType nane="Attri buteFuncti onAbstract Type"/>
<xs: el enent nane="pl us" type="xacn : Argunent Li st Type"
substitutionG oup="xacm : attributeFunction"/>
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<xs: el ement nanme="m nus" type="xacnl : Argunent Li st Type"
substitutionG oup="xacm :attributeFunction"/>
<xs:el ement name="tinmes" type="xacml : Argunment Li st Type"
substitutionG oup="xacm : attributeFunction"/>
<xs: el ement nanme="di vi de" type="xacnl : ArgunentLi st Type"
substitutionG oup="xacm : attributeFunction"/>
<xs: el ement name="set Order" type="xacnm : Argunent Li st Type"
substitutionG oup="xacm : attributeFunction"/>
<xs: el ement nanme="uni on" type="xacnl : Argunent Li st Type"
substitutionG oup="xacm : attributeFunction"/>
<xs:el ement name="intersection" type="xacml : Argunment Li st Type"
substitutionG oup="xacm : attributeFunction"/>
<xs: conpl exType nane="Argunent Li st Type" >
<xs: conpl exCont ent >
<xs: extension base="xacm : Attri but eFuncti onAbstract Type" >
<xs: choi ce maxCccur s="unbounded" >
<xs:elenment ref="sam : AttributeDesignator"/>
<xs:element ref="sam :Attribute"/>
<xs:element ref="xacm :attributeFunction"/>
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="Pol i cySet Type">
<xs: choi ce maxCccur s="unbounded" >
<xs: el ement ref="xacmnl :policySetStatenment"/>
<xs:el ement ref="xacm :policyStatenment"/>
<xs:el ement nanme="pol i cySet Desi gnator" type="xacn : Pol i cySet Desi gnat or Type"/ >
<xs: el ement nanme="policyDesi gnator" type="xacmnl : Pol i cyDesi gnat or Type"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nane="Pol i cySet Desi gnat or Type" >
<Xs: sequence>
<xs: el ement nane="policySetld" type="xs:anyURl" m nCccurs="0"/>
<xs: el enent nane="pol i cySet Assertion" type="sanl:AssertionType"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="Pol i cyDesi gnat or Type">
<Xs:sequence>
<xs:el ement nanme="policyld" type="xs:anyUR " m nCccurs="0"/>
<xs:el ement nanme="policyAssertion" type="sanl:AssertionType"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="Rul eSet Type" >
<xs: choi ce maxCccur s="unbounded" >
<xs:el ement ref="xacm :rule"/>
<xs: el enment nane="rul eDesi gnator" type="xacnl : Rul eDesi gnat or Type"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nane="Rul eDesi gnat or Type" >
<Xs:sequence>
<xs: el ement nane="rul el d" type="xs:anyURl" m nCccurs="0"/>
<xs: el ement name="rul eDi gest" m nCccurs="0">
<xs: conpl exType>
<xs:attribute nane="di gest Al gld" type="xs:string" default="SHA-1"/>
<xs:attribute nane="base64Di gest" type="xs:string"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

14. Conformance (normative)

Not the test cases themselves, but a description of how the test cases should be used. The test caseswill be a
set of filesonthe XACML Web site
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Conformance claims MAY be made by either one of two componentsin the XACML model:

1. Animplementation of apolicy administration points that produces policy statements that conform with
the XACML schema; and

2. Animplementation of apolicy decision point that produces decisions in response to decision requests on
the basis of XACML policy statements that conform with the XACML schema.

In the current version of the specification, implementations of a policy retrieval point that produce policy
statements that confomr with the XACML schema by combining XACML applicable policies are treated in
the same way as policy administration points, from the point of view of conformance.

Policy administration points MAY claim conformance with the XACML specification provided merely that
they produce schema-compliant policy statements.

Policy decision points MAY claim conformance with the XACML specification provided that they correctly
execute the XACML conformance test suite provided:

http://www.oasis-open.org/ ...

XACML Test Suite

The test suite comprises three directories:

» Decision requests

» Policies

»  Authentication and attribute assertions
» Decision assertions

The decision requests directory contains a set of text/xml/samip files that are valid SAML authorization
decision request messages.

The polices directory contains precisely one XACML policy file whose target includes includes each of the
decision requests.

The assertions directory contains an unordered set of text/xml/saml files containing the attributes required to
evaluates the policiesin the policies directory.

The decisions directory contains an unordered set of tect/xml/samlp files that are valid SAML authorization
decision responses.

A conformant XACML PDP implementation shall create a decision assertion in response to each and every
decision request. The decision responses are linked to the corresponding decision requests by the request 1D
attribute.

XACML implementations that target an application domain other than SAML may use atool or process that
isnot anintegral part of the implementation to convert between the SAML test vectors and its private data
representation.

Disclaimer: Implementors SHALL NOT consider the test cases provided in the XACML conformance test
suite as providing 100% test coverage. OASIS does not represent that a conformant implementation will
operate correctly in al respects nor that it isfit for its purpose.
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Appendix A. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might
be claimed to pertain to the implementation or use of the technology described in this document or the extent
to which any license under such rights might or might not be available; neither does it represent that it has
made any effort to identify any such rights. Information on OASIS's procedures with respect to rightsin
OASIS specifications can be found at the OASIS website. Copies of claims of rights made available for
publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a
general license or permission for the use of such proprietary rights by implementors or users of this
specification, can be obtained from the OASIS Executive Director.

OASISinvites any interested party to bring to its attention any copyrights, patents or patent applications, or
other proprietary rights which may cover technology that may be required to implement this specification.
Please address the information to the OASIS Executive Director.

Copyright © The Organization for the Advancement of Structured Information Standards [OASIS] 2001. All
Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in itsimplementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this paragraph are included on all such copies and derivative works. However, this document itself may not
be modified in any way, such as by removing the copyright notice or references to OASIS, except as needed
for the purpose of developing OA SIS specifications, in which case the procedures for copyrights defined in
the OASIS Intellectual Property Rights document must be followed, or as required to trandate it into
languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or
assigns.

This document and the information contained herein is provided on an “AS 1S’ basisand OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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