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Abstract
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for digital content.
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1 Introduction

This document provides examples of using the eXtensible rights Markup Language (XrML) to address various use cases and
business models in the realm of digital rights management. It does not fully illustrate every aspect and feature of the language. For
such fine details, you should consult the eXtensible rights Markup Language (XrML) 2.0 Specification.

The example use cases are divided into 4 sections. The Simple Example Use Cases section shows some simple expressions to get
you familiar with the XrML syntax and grammar. The Overview Example Use Case section illustrates how to restrict the use of
content to authorized use, and how to manage this use during the content life cycle. The Overview Example Use Case is meant to
be a walkthrough to help readers understand an entire life cycle of content and the XrML expressions associated with each step in
that life cycle. The Special Topics Example Use Cases section illustrates XrML's support for the flexible expression of different
business models, which may change over time, markets, and geography. Some business models are envisaged to involve “super
distribution”, in which content and rights to interact with it are passed along from one user to another. Also included in this section
are examples for web services and software business models. Finally, the Third-party Examples section shows some XrML
representations of example scenarios designed by third parties.




2 Simple Example Use Cases

This section starts with a very simple XrML license, and then augments it with additional constraints. Finally, it shows how XrML is
used to specify a simple certificate.

2.1 Simple License

The following example shows how to create a simple | i cense that specifies a ri ght on a digital content.

Anyone can print abook located at http://www.contentguard.com/sampleBook.spd.

-<license>
-<grant>
<cx:print/>
-<cx: di gi tal Wor k>
-<cx: | ocator>
<nonSecurel ndirect URI="http://ww. contentguard. con sanpl eBook. spd"/ >
</cx: | ocator>
</ cx: digital Work>
</ grant >
</license>

2.2 Simple License with Temporal Restriction

The following example augments the previous example by restricting the exercise of the granted right to some time period.

Anyone can print a book located at a given URL before Christmas of 2001.

-<license>
-<grant >
<cx:print/>
-<cx: di gi tal Wor k>
-<cx: | ocator>
<nonSecurel ndirect URI="http://ww. contentguard. con sanpl eBook. spd"/ >
</ cx: | ocator>
</ cx: di gi tal Work>
-<validitylnterval >
<not Af t er >2001- 12- 24T23: 59: 59</ not Af t er >
</validitylnterval >
</ grant >
</license>

2.3 Simple License for a Particular End-User

The following example augments the simple license in Section 2.1 by specifying a pri nci pal itis issued to.

A particular keyHol der can print abook located at a given URL.

-<license>
- <grant >
- <keyHol der >
-<i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Fa7wo6NYf . . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<cx:print/>
-<cx: di gi tal Wor k>
-<cx: | ocator>
<nonSecurel ndirect URI="http://ww. contentguard. con sanpl eBook. spd"/ >
</cx: | ocator>
</ cx: digital Work>
</ grant >
</license>

2.4 Simple Certificate

The following example shows how to create a simple certificate signed by an i ssuer.

A certain keyHol der has name Alice Richardson.

-<license>
-<grant >
- <keyHol der >
-<info>



- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Mbdul us>Fa7wo6NYf . . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
<sx: cormobnNane>Al i ce Ri chardson</sx: conmonNane>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnatureMet hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://ww. xrnl . or g/ schema/ 2001/ 11/ xrml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>al | DoedpL. .. </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2000- 01- 27T15: 30: 00</ti meCf | ssue>
</ detail s>
</issuer>
</license>

3 Overview Example Use Case

This section presents an example use case for the purpose of giving an overview of the complete set of XrML licenses that are
‘equired to make a system work. However, since it would be quite difficult to digest this entire set at once, it will be built up in small
Jarts starting with the end user license and working backward to see how this end user license came to be. However, before we
ambark on this mission, let us take a look at the scenario we will eventually model in XrML.

°DQ Records has become a leading producer of digital songs. Apart from its commercial sale of these songs, it also desires to make
hem available to university libraries. In order to do so, it defines the terms university, library, student, faculty, and device and
astablishes a certification process whereby it allows for entities to be certified as a member of one of these groups. PDQ Records
hen decides on the policy by which its songs may be used at the libraries: 1) libraries may allow any students or faculty to play one
©f the songs by PDQ Records and 2) libraries may allow anyone to play the songs by PDQ Records on its university devices. A
Jarticular library decides to allow students to virtually "check out" songs for 3 weeks each, but no more than 5 times per semester.
=aculty, on the other hand, may "check out" songs for 6 months each, with no limit on the number per semester. The same library
lso allows the songs to be played on its university devices. A student decides to "check out" "When the Thistle Blooms" for 3
veeks.

3.1 Alice can Play "When the Thistle Blooms"

-ets start out with the simple i cense at the end of this PDQ Records scenario: the one that allows the student, Alice, to play "When
he Thistle Blooms" for 3 weeks. Inthe | i cense below, Alice is represented by the key she holds (if you expand the inventory you
vill see the definition of that key). The right given to Alice is the pl ay right, and "When the Thistle Blooms" is a di gi t al Wr k defined
)y its metadata expressed in XML as an MPEG-21 DIDL. Avaliditylnterval condition constrains the time during which Alice can
Jlay the song to three weeks starting at the time when this license was issued to her. The signature on the license is that of USC's
_eavey Library.

Alice can play "When the Thistle Blooms" for three weeks from date of check out.

-<license>
-<inventory>
-<keyHol der licensePartld="Alice">
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>4hr e4NP7R. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
</inventory>
-<grant >
-<keyHol der |icensePartl|dRef="Alice">




</ keyHol der >
<cx: play/ >
-<cx: di gi tal Wor k>
- <cx: et adat a>
-<xm >
- <npeg21: DI DL>
-<npeg21: | TEM>
- <npeg21: DESCRI PTOR>
- <npeg21: STATEMENT TYPE="text/xm ">
- <npeg7: Mpeg7>
-<npeg7: DescriptionUnit xsi:type="npeg7: CreationlnformationType">
- <npeg7: Creati on>
<nmpeg7: Titl e>\When the Thistle Bl oons</npeg7: Title>
- <npeg7: Creat or >
<npeg7: Rol e href="urn: npeg: npeg7: cs: MPEG/Rol eCS: PERFORVER" / >
- <npeg7: Per sonGr oup>
<npeg7: Name>Al ways Red</ npeg7: Nane>
</ nmpeg7: Per sonGr oup>
</ npeg7: Cr eat or >
- <nmpeg7: Creat or >
<npeg7: Rol e href="urn: npeg: npeg7: cs: MPEG/Rol eCS: PUBLI SHER"/ >
- <npeg7: Organi zati on>
<nmpeg7: Name>PDQ Recor ds</ npeg7: Nane>
</ npeg7: Organi zati on>
</ npeg7: Cr eat or >
</ npeg7: Creati on>
</ npeg7: Descri ptionUnit>
</ npeg7: Mpeg7>
</ npeg21: STATEMENT>
</ npeg21: DESCRI PTOR>
- <npeg21: DESCRI PTOR>
- <npeg21: STATEMENT TYPE="text/xm ">
- <RDF: Descri pti on>
<dc:title>Wien the Thistle Blooms</dc:title>
<dc: creat or >Al wvays Red</dc: creator>
<dc: publ i sher >PDQ Recor ds</ dc: publ i sher>
</ RDF: Descri pti on>
</ npeg21: STATEMENT>
</ npeg21: DESCRI PTOR>
- <npeg21: COMPONENT>
<npeg2l: RESOURCE REF="rtsp://tel enedial:/vll. aac"/>
</ npeg21: COVPONENT>
</ npeg21: | TEM>
</ npeg21: DI DL>
</ xm >
</ cx: et adat a>
</ cx: digital Work>
-<validitylnterval >
<not Bef or e>2001- 11- 15T04: 03: 02</ not Bef or e>
<not Af t er >2001- 12- 06T04: 03: 02</ not Af t er >
</validitylnterval >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://ww. xrni . org/ schema/ 2001/ 11/ xr mi 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://wwv. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>AYngGChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>YPNnae05g. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001-11- 15T04: 03: 02</ti meCf | ssue>
</ detail s>
</issuer>
</license>

3.2 Leavey Library Specifies Its Policy for PDQ Records
_eavey Library's policy for PDQ Records' songs is threefold:
1. Students may "check out" songs for 3 weeks each, but no more than 5 times per semester,

2. Faculty may "check out" songs for 6 months each, with no limit on the number per semester, and
3. Anyone can play the songs on university devices.



Each of these bullets is modeled in XrML as one gr ant . Let us take a look at the first gr ant first.

In order to express the concepts of "any student", "any song", and "any 3 weeks starting from check out", the library needs to take
advantage of XrML's rich pattern matching functionality. This functionality is embodied in the four f or Al | elements at the top of the
grant. For now, don't be too concerned with the contents of the first two f or Al | elements: they will be explained in more detail in
Section 3.4. Instead, just know that the first f or Al | says "this gr ant applies to all universities" and the second f or Al | says "this
grant applies to all students from those universities".

The third f or Al | element says that this gr ant applies to all songs published by PDQ Records. This is accomplished by using an
XPath expression that evaluates to true when evaluated in the context of a r esour ce representing a song published by PDQ
Records.

The fourth f or Al | element says that this gr ant applies to any three-week period that starts from the time the obt ai n right is
exercised. This is accomplished by using a special pattern that evaluates to true when evaluated in the context of a
val i dityl nterval condition whose duration is 21 days and whose start time is the current time.

After these four f or Al | elements, the statement the gr ant is making can be read. In English, it reads "A student can obt ai n a
grant (to pl ay a song for three weeks) subject to an exer ci seLi mi t per student." The exercises remaining per semester is stored
on the identified service.

A student can obt ai n a grant (to pl ay a song for three weeks) subject to an exerci seLi ni t per student.

- <grant >
-<forA'l varNane="university">
- <everyone>
-<library:identification>
<library: scheme>http://ww. pdqr ecor ds. exanpl e/ group</ | i brary: scheme>
<library:val ue>university</library:val ue>
</library:identification>
-<trustedl ssuer>
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>
-<forAl'l varNanme="student">
- <everyone>
-<library:identification>
<library: scheme>http://wwm. pdqr ecor ds. exanpl e/ group</ | i brary: scheme>
<library:val ue>student</library:val ue>
</library:identification>
-<trustedl ssuer>
<principal varRef="university"/>
</trustedl ssuer>
</ everyone>
</forAll>
-<forAll varNane="songByPDQ'>
<xm Expressi on>cx: di gi t al Wor k/ cx: met adat a/ cx: xml / npeg21: DI DL/ npeg21: | TEM npeg21: DESCRI PTOR/ npeg21: STATEMENT/ np
</forAll>
-<forAl'l varNanme="t hr eeWeeks" >
-<library:validitylnterval Durati onPattern>
<library:durati on>P21D</|i brary: durati on>
<library:startsNow >
</library:validitylnterval DurationPattern>
</forAll>
<principal varRef="student"/>
<obt ai n/ >
- <grant >
<principal varRef="student"/>
<cx: play/ >
<cx:digital Wrk varRef="songByPDQ'/ >
<validitylnterval varRef="threeWeks"/>
</ grant>
-<sx:exerciseLimt>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>12345678- 1234- 1234- 1234- 123456789abc</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>
- <dat un®>
<principal varRef="student"/>
</ dat unme
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: exerciseLimt>
</ grant>




The second gr ant is to faculty and looks very much like the gr ant to students. The only differences are that the faculty have no
exer ci seLi m t and have six months instead of three weeks.

A faculty member can obt ai n a grant (to pl ay a song for six months).

- <grant >
-<forAl'l varNane="university">
- <everyone>
-<library:identification>
<library: scheme>http://wwm. pdqr ecor ds. exanpl e/ group</ | i brary: scheme>
<library:val ue>university</library:val ue>
</library:identification>
-<trustedl ssuer>
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AXx. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>
-<forAl'l varNanme="faculty">
- <everyone>
-<library:identification>
<library: scheme>http://ww. pdqr ecor ds. exanpl e/ group</ | i brary: scheme>
<library:val ue>student</library:val ue>
</library:identification>
-<trustedl ssuer>
<principal varRef="university"/>
</trustedl ssuer>
</ everyone>
</forAll>
-<forAl'l varNane="songByPDQ'>
<xm Expressi on>cx: di gi t al Wor k/ cx: met adat a/ cx: xml / npeg21: DI DL/ npeg21: | TEM npeg21: DESCRI PTOR/ npeg21: STATEMENT/ np
</forAll>
-<forAl'l varNanme="si xMonths">
-<library:validitylnterval Durati onPattern>
<library:durati on>P6M</1ibrary: duration>
<library:startsNow >
</library:validitylnterval DurationPattern>
</forAll>
<principal varRef="faculty"/>
<obt ai n/ >
- <grant >
<principal varRef="faculty"/>
<cx: play/ >
<cx:digital Wrk var Ref ="songByPDQ'/ >
<validitylnterval varRef="sixMnths"/>
</ grant >
</ grant >

The third gr ant allows anyone to pl ay any song subject to the condition that the cpu on which it is run is a USC device. In this

gr ant you will notice two new f or Al | s: one called anyone and one called device. If you expand the anyone f or Al | , you will notice
that it is empty; this means that there are no restrictions on who can be anyone. The device for Al | functions in much the same
way as student and faculty did; don't worry about the details at this time.

Also notable in this example is the fact that the obt ai n right is missing. This is because the library has already granted anyone the
right to pl ay the song on any device: there is no "check out" process involved (as there was in the case of the student Alice, who

got her own customized license). Anyone can simply walk into the library, sit down at one of its devices, and listen to the song
inside the library.

Anyone can pl ay any song if the cpu is a USC device.

-<grant>
-<forAl varNane="anyone">
</forAll>

-<forAll varNane="songByPDQ'>
<xm Expressi on>cx: di gi t al Wor k/ cx: met adat a/ cx: xnl / npeg21: DI DL/ npeg21: | TEM npeg21: DESCRI PTOR/ npeg21: STATEMENT/ np
</forAll>
-<forAll varNane="device">
- <everyone>
-<library:identification varRef="identification">
<library: scheme>http://wwm. pdqr ecor ds. exanpl e/ group</ | i brary: scheme>
<library:val ue>devi ce</library: val ue>
</library:identification>
- <trustedl ssuer>
+<keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>
<principal varRef="anyone"/>




<cx: play/ >
<cx: di gi tal Work var Ref =" songByPDQ'/ >
-<al | Condi ti ons>
-<library: cpu>
<principal varRef="device"/>
</library:cpu>
<al | Condi tions/>
</ al | Condi ti ons>
</ grant >

You may notice an empty al | Condi ti ons element near the end of the gr ant . This is simply an artifact resulting from the fact that
he library had a choice to add additional condi t i ons as children of this element but chose not to.

The three gr ant s just described can be bundled together into one | i cense that represents Leavey Library's policy for PDQ Records'
songs.

3.3 PDQ Records Specifies Its Policy for University Distribution
°DQ Record's policy for university distribution is twofold:
1. Libraries may "check out" songs to any member of a PDQ group under any terms the library chooses, and
2. Libraries may prescribe the terms under which the songs may be played on any of its university's devices or it may chose not to
give permission for them to be played on those devices.

zach of these bullets is modeled in XrML as one gr ant . Let us take a look at the first gr ant first.

The English reading of the gr ant below is: "Any library (from universityl) can i ssue to any member (with any identification from
JIniversity2) the right to pl ay (under any condition of the library's choosing) any song published by PDQ Records."

Any library can i ssue to any member the right to pl ay any song.

- <grant >
-<forAll varNanme="universityl">
- <everyone>
-<library:identification>
<library:scheme>http://ww. pdqrecor ds. exanpl e/ group</library: schene>
<library:val ue>university</library:val ue>
</library:identification>
- <trustedl ssuer>
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90Ax. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>
-<forAl'l varNane="university2">
- <everyone>
-<library:identification>
<library:scheme>http://ww. pdqrecords. exanpl e/ group</library: schene>
<library:val ue>university</library:val ue>
</library:identification>
- <trustedl ssuer>
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>
-<forAll varNane="library">
- <everyone>
-<library:identification>
<library: scheme>http://ww. pdqr ecor ds. exanpl e/ group</ | i brary: schene>
<library:value>library</library:val ue>
</library:identification>
- <trustedl ssuer>
<principal varRef="universityl"/>
</trustedl ssuer>
</ everyone>
</[forAll>
-<forAl'l varNane="identification">
<xm Expression>library:identification/library:scheme="http://ww.pdqgrecords. exanpl e/ gr oup" </ xm Expr essi on>




</forAll>
-<forAll varNane="nmenber">
- <everyone>
<library:identification varRef="identification"/>
-<trustedl ssuer>
<principal varRef="university2"/>
</trustedl ssuer>
</ everyone>
</forAll>
-<forAl'l varName="songByPDQ' >
<xm Expr essi on>cx: di gi t al Wr k/ cx: net adat a/ cx: xm / npeg21: DI DL/ npeg21: | TEM npeg21: DESCRI PTOR/ npeg21: STATEMENT/ npe
</forAll>
-<forA'l varNanme="condition">
</forAll>
<principal varRef="library"/>
<i ssue/ >
- <grant >
<princi pal varRef="nenber"/>
<cx: play/ >
<cx:digital Wrk var Ref ="songByPDQ'/ >
<condi tion varRef ="condi tion"/>
</ grant >
</ grant >

At this point, it might be instructive to go back up to Section 3.2 and take a look at the two gr ant s the library issued to the students
and faculty giving them the right to obt ai n the right to pl ay any song. Notice that the gr ant s the students and faculty have the right
0 obt ai n make up a subset of the gr ant s the library has the right to i ssue. Further, looking back up at Section 3.1, you can see
hat the gr ant Alice received is actually authorized by this gr ant from PDQ Records to the library. This grant says

"Any library can i ssue any member the right to pl ay any song under any condition"
and Alice's grant says
"Alice can play 'When the Thistle Blooms' for three weeks."

'Alice" is "any member." pl ay is pl ay. "When the Thistle Blooms" is "any song." "For three weeks" is "any condition." Therefore,
he library has correctly issued Alice's gr ant .

Now let us take a look at the second gr ant in PDQ Record's policy. This gr ant allows the library to grant everyone the right to pl ay
any song by PDQ Records on any device from the same university. How do we know that the device has to be from the same
Iniversity? Well, expand the node with var Nane library and the node with var Nane device. You will notice that each of these nodes
sontains a reference to the same university variable. This means that the library and device must both belong to the same university.

Any library can i ssue to everyone the right to pl ay any song on any device under any condition.

- <grant >
-<forAll varNane="university">
- <everyone>
-<library:identification>
<library: scheme>http://ww. pdqr ecor ds. exanpl e/ group</ | i brary: schene>
<library:val ue>university</library:val ue>
</library:identification>
-<trustedl ssuer>
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</[forAll>
-<forAll varNane="|ibrary">
- <everyone>
-<library:identification>
<library: scheme>http://wwm. pdqr ecor ds. exanpl e/ group</ | i brary: schene>
<library:value>library</library:val ue>
</library:identification>
-<trustedl ssuer>
<principal varRef="university"/>
</trustedl ssuer>
</ everyone>
</forAll>
-<forAll varNane="condition">
</[forAll>
<principal varRef="library"/>
<i ssue/ >
- <grant >
-<forAll varNane="anyone">
</[forAl>
-<forAll varNane="songByPDQ' >
<xm Expressi on>cx: di gi t al Wor k/ cx: met adat a/ cx: xm / npeg21: DI DL/ npeg21: | TEM npeg21: DESCRI PTOR/ npeg21: STATEMENT/ n




</forAll>
-<forAll varNanme="device">
-<everyone>
-<library:identification varRef="identification">
<library:schene>http://ww. pdqrecor ds. exanpl e/ group</ | i brary: scheme>
<library:val ue>devi ce</library: val ue>
</library:identification>
-<trustedl ssuer>
<principal varRef="university"/>
</trustedl ssuer>
</ everyone>
</[forAl>
<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk var Ref ="songByPDQ'/ >
-<al | Condi tions>
-<library: cpu>
<princi pal varRef="device"/>
</library:cpu>
<condi tion varRef="condition"/>
</ al | Condi ti ons>
</ grant >
</ grant >

Now collapse those two f or Al | nodes again. This time look at the two sets of f or Al | nodes: one set for the top-level gr ant , one se
or the gr ant that the library is allowed to i ssue. The reason these are split up is to differentiate which of them the library gets to
Jick and which the end user gets to pick. The library "picks" itself, the university, and the condition. The end user "picks" itself, the
Jevice, and the song. Now recall the end of Section 3.2 where we saw an empty al | Condi ti ons element; here you can see where
hat empty element came from: the library chose to add no conditions. If you expand the device node again here and then expand

he one at the end of Section 3.2, you will also see that what was the variable university here has become an actual keyHol der
‘USC) when issued by USC's Leavey Library.

3.4 USC's Members

n this section, we get to discover how certificates work. Recall the following construct from an earlier section:

Any university.

-<forAl'l varName="university">
-<everyone>
-<library:identification>
<library: scheme>http://ww. pdgrecords. exanpl e/ group</library: scheme>
<library:val ue>university</library:val ue>
</library:identification>
-<trustedl ssuer>
- <keyHol der >
- <i nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AXx. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>

Any student from that university.

-<forAll varNane="student">
- <everyone>
-<library:identification>
<library:schenme>http://ww. pdgrecords. exanpl e/ group</|ibrary: scheme>
<library:val ue>student</library:val ue>
</library:identification>
-<trustedl ssuer>
<principal varRef="university"/>
</trustedl ssuer>
</ everyone>
</forAll>

This is an example of the use of the ever yone pattern. It has two children: aresource and atrust edl ssuer. In both cases here
heresourceisanidentification. Inthe first case the t rust edl ssuer is PDQ Records (as identified by the key it holds). In the
second case the t rust edl ssuer is a university (identified by reference to the variable defining it). The idea here is that at some
oint PDQ Records issued a certificate to each university designating it as a university. The universities then issue certificates to the
students in that university designating them as students. The first ever yone pattern matches a particular keyHol der (say USC's
<eyHol der identity). The second ever yone pattern also matches a particular keyHol der (say Alice's keyHol der identity). The
mplication, then, is that Alice's keyHol der identity can be used wherever there is a var Ref called student.

The next license shows what these certificates look like. In particular, this | i cense issued by USC designates Alice (identified by her

<ey) as a student (until 11 May 2002), Bob (identified by his key) as a faculty (until 11 May 2002), Leavey (identified by its key) as a
ibrary (no time restriction), and a CPU (identified by the ht t p: // www. i nt el . exanpl e/ pent i un% identification scheme) as a



university device (for one year (until 5 Nov 2002)).

Certificates: <Secureldentity> possessProperty <NameOrGroupMembership> <Condition>.

-<license>
- <grant >
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>4hr e4NP7R. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
-<library:identification>
<library:schene>http://ww. pdgrecords. exanpl e/ group</|ibrary: scheme>
<library:val ue>student</library:val ue>
</library:identification>
-<validitylnterval >
<not Bef or e>2001- 11- 05T12: 00: 00</ not Bef or e>
<not Af t er >2002- 05- 11T12: 00: 00</ not Af t er >
</validitylnterval >
</ grant >
- <grant >
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>d0j 9990 p. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
-<library:identification>
<library:schene>http://ww. pdgrecords. exanpl e/ group</|ibrary: scheme>
<library:val ue>facul ty</library:val ue>
</library:identification>
-<validitylnterval >
<not Bef or e>2001- 11- 05T12: 00: 00</ not Bef or e>
<not Af t er >2002- 05- 11T12: 00: 00</ not Af t er >
</validitylnterval >
</ grant >
- <grant >
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>YPNnae05g. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
-<library:identification>
<library:schene>http://ww. pdgrecords. exanpl e/ group</|ibrary: scheme>
<library:value>library</library:val ue>
</library:identification>
</ grant >
- <grant >
-<library:identificationHol der>
<library:authScheme>http://wwm. i ntel.exanpl e/ pentiumd</I|ibrary: aut hScheme>
-<library:identification>
<library:scheme>http://ww. intel.exanpl e/ pentiumi</library:schene>
<library:val ue>7439201232</ i brary: val ue>
</library:identification>
</library:identificationHol der>
<possessProperty/>
-<library:identification>
<library: scheme>http://ww. pdgrecords. exanpl e/ group</library: scheme>
<library:val ue>device</library: val ue>
</library:identification>
-<validitylnterval >
<not Bef or e>2001- 11- 05T12: 00: 00</ not Bef or e>
<not Af t er >2002- 11- 05T12: 00: 00</ not Af t er >
</validitylnterval >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwm. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://wwmv w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/ >
- <dsi g: Ref erence>
- <dsi g: Tr ansf or ns>
<dsi g: Transform Al gorithm="http://wwmv xrm . or g/ schema/ 2001/ 11/ xrm 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>




<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>AYngGChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUI TQX. .. </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001-11- 05T12: 00: 00</ti meCf | ssue>
</ detail s>
</i ssuer>
</license>

\otice that the last of these gr ant s shows an identification of 7439201232 in the ht t p: / / www. i nt el . exanpl e/ pent i um4 scheme.
Since an identification itself is not secure, to use this identification as a pri nci pal we must couple it with an authentication scheme
‘which in this case happens to be the same as the identification scheme). An identification scheme only defines the valid values for
he ids and any uniqueness constraints, for instance. An authentication scheme defines the means by which one can authenticate
he presence and participation of an identified entity.

3.5 Universities May Issue PDQ Records' Group Ids

Nhile Leavey Library doesn't require proof that USC has the right to i ssue PDQ Records' group ids (because the | i cense Leavey
-ibrary has identifies USC as t r ust edl ssuer ), USC might require proof that it is allowed to i ssue these group ids from PDQ
Records' id scheme (htt p: // ww. pdgr ecor ds. exanpl e/ group). PDQ Records grants universities the right to i ssue ids in the same
nanner that PDQ Records grants libraries the right to i ssue play rights.

Universities may i ssue anyone the right to possessProperty any PDQ Records group id under any condition.

-<license>
-<grant >
-<forAll varNanme="university">
-<everyone>
-<library:identification>
<library: scheme>http://ww. pdqrecor ds. exanpl e/ group</library: scheme>
<li brary:val ue>university</library:val ue>
</library:identification>
- <trustedl ssuer>
- <keyHol der >
- <i nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AXx. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</[forAll>
-<forAll varNane="anyone">
</[forAll>
-<forAll varName="identification">
<xm Expression>library:identification/library:schene="http://ww.pdqrecords. exanpl e/ group" </ xm Expr essi on>
</[forAl>
-<forAl'l varNane="condition">
</[forAl>
<princi pal varRef="university"/>
<i ssue/ >
- <grant>
<principal varRef="anyone"/>
<possessProperty/>
<library:identification varRef="identification"/>
<condi tion varRef="condi tion"/>
</ grant >
</ grant >
- <i ssuer>
+<dsi g: Si gnat ur e>
-<detail s>
<timedf | ssue>2001-11- 01T00: 00: 00</ ti meCf | ssue>
</ detail s>
</issuer>
</license>

\otice that the university picks the anyone, the group identification, and the condition.

3.6 USC is a University



In the same way that universities designate their members (students, faculty, libraries, and devices), PDQ Records designates who
is a university.

USC is a university.

-<license>
- <grant >
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUi TQK. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
-<library:identification>
<library:scheme>http://ww. pdgrecords. exanpl e/ group</library: scheme>
<library:val ue>university</library:val ue>
</library:identification>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwm. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://wwmv. wW3. or g/ 2000/ 09/ xmi dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://wwmv. xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xnl dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>AYngChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf 0>
</ dsi g: Si gnat ur e>
-<detail s>
<ti meOf | ssue>2001-11- 01T00: 00: 00</ti meCf | ssue>
</ detail s>
</ i ssuer>
</license>

3.7 | am PDQ Records

So far we have seen certificates using the i denti fi cati on element. Certificates work in general with any r esour ce that is a
property. The following | i cense shows PDQ Records issuing a self-signed certificate whereby it claims to have the common name
"PDQ Records" from the X.509 world.

| am PDQ Records.

-<license>
- <grant >
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
<sx: commonNanme>PDQ Recor ds</ sx: conmonNanme>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf 0>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwm. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnatureMet hod Al gorithm="http://wwmv. wW3. or g/ 2000/ 09/ xmi dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://wwmv xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>




</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>AYngGChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AX. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001-11- 01T00: 00: 00</ti meCf | ssue>
</ detail s>
</issuer>
</license>

4 Special Topics Example Use Cases

T'he examples shown is this section illustrate how XrML supports different business models.

4.1 Unlimited Usage (Pay an Upfront Fee)

This business model illustrates how to offer a price for unlimited usage of some content, both in terms of conditions and obligations,
and in terms of a predetermined set of rights such as copy and print .

n this model, the consumer pays an upfront fee of $25.99 to obtain the rights to pl ay, pri nt, copy, and ext r act from an eBook with
10 further conditions. The gr ant G oup specification ties together all the rights that can be obtained for $25.99. The fee payment is
‘ecorded at some Web service.

The consumer pays an upfront fee of $25.99 to pl ay, print, copy, and extract from an eBook with no further conditions.

-<license>
-<inventory>
-<keyHol der licensePartld="issuedToParty">
-<i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
-<cx:digital Wrk |icensePart|d="eBook">
-<cx: | ocator>
<nonSecurel ndirect URI="http://ww. contentguard. con sanpl eBook. spd"/ >
</ cx: | ocat or>
</ cx: digital Work>
</inventory>
-<grant >
- <keyHol der |icensePart| dRef="i ssuedToParty">
</ keyHol der >
<obt ai n/ >
- <gr ant Gr oup>
- <keyHol der |icensePart| dRef="i ssuedToParty">
</ keyHol der >
- <grant >
<cx: play/ >
<cx:digital Wrk |icensePart| dRef ="eBook"/>
</ grant>
- <grant >
<cx:print/>
<cx:digital Wrk |icensePart| dRef ="eBook"/>
</ grant >
- <grant >
<cx:copy/ >
<cx:digital Wrk |icensePart| dRef ="eBook"/>
</ grant >
-<grant >
<cx:extract/>
<cx:digital Wrk |icensePart|dRef ="eBook"/>
</ grant >
</ grant Gr oup>
-<sx:fee>
- <sx: paynment Per Use>
<sx:rate currency="USD"'>25.99</sx:rate>
</ sx: paynent Per Use>
</ sx:fee>
</ grant >
</license>

4.2 Limited Usage



This business model illustrates how to establish a price for limited usage, both in terms of time, and in terms of other rights such as
copy and pri nt . The price can be extended to include other conditions.

This example uses web services to keep track of the stateful conditions. One service records the time interval for the pl ay right.
Another monitors the counter for the pri nt right. paynent Fl at specifies a one-time fee. It is assumed that the initial time interval
and counter are set properly at their respective Web services.

The consumer pays $5.99 to pl ay an eBook for one year and print up to 5 copies.

-<license>
-<inventory>
+<keyHol der |icensePartl|d="issuedToParty">
-<cx:digitalWrk |icensePart| d="eBook">
-<cx: | ocator>
<nonSecurel ndirect URI="http://ww. contentguard. con sanpl eBook. spd"/ >
</cx: | ocator>
</ cx: di gi tal Work>
</inventory>
- <grant G oup>
-<keyHol der |icensePart| dRef="issuedToParty">
</ keyHol der >
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>5.99</sx:rate>
- <sx: paynent Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynent Fl at >
</ sx:fee>
- <grant >
<cx: play/ >
<cx:digital Wrk |icensePart| dRef ="eBook"/>
-<sx:validitylnterval Fl oati ng>
-<sx:stateReference>
- <uddi >
- <servi ceKey>
<uui d>1F8903B0- FC03- 4c5b- A445- AAFCCEC01333</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>
- <dat une
<cx:digitalWrk |icensePart!| dRef ="eBook"/>
</ dat un»
- <dat une
- <keyHol der |icensePart| dRef="i ssuedToParty">
</ keyHol der >
</ dat un»
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx:validitylnterval Fl oati ng>
</ grant >
- <grant >
<cx:print/>
<cx:digital Wrk |icensePart| dRef="eBook"/>
-<sx:exerciseLimt>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>E55129Cl1- 74DF- 40d0- B2A6- 36 7AAAB6ABO5</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx:exerciseLimt>
</ grant >
</ grant G oup>
</license>

4.3 Preview or Promotional Model

This business model illustrates how to provide a free preview of some portion of the content. The content may still be controlled with
DRM systems (for their integrity), but be available at no cost to consumers. This business model may be used in combination with
other business models for promotional content to build incentive based models.

In this example, the first gr ant allows anyone to play the first chapter for free. The second gr ant specifies that anyone can play the
entire book for a f ee of $25.00 per use. paynent Per Use specifies how much to charge each time the book is played.

Consumers can use a single chapter of an eBook for free. ”

-<license>



-<inventory>
-<cx:digitalWrk |icensePart|d="eBook">
<cx:description xm:lang="en">A very good book</cx:description>
<cx:description xm:lang="fr">Un tres bon |ivre</cx:description>
- <cx: et adat a>
-<xm >
-<cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>A Book of Janmes</cx:title>
<cx:creator>Janes the first</cx:creator>
<cx: copyri ght >Copyri ght 1999 Harper Collins Publishers</cx:copyright>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
- <cx: | ocat or >
<nonSecur el ndirect URI ="http://wwm. contentguard. com bookOf Janes. spd"/ >
</ cx: | ocator>
-<CcXx:parts>
-<cx:digitalWrk licensePartld="chapter1">
- <cx: et adat a>
-<xm >
- <cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>Chapter 1: In the Beginning</cx:title>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
</ cx: digi tal Work>
</ cx: parts>
</ cx: digi tal Work>
</inventory>

- <grant >
-<forAll varNane="anyone">
</forAl>

<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePartl|dRef="chapterl1"/>
</ grant >
- <grant >
-<forAll varNane="anyone">
</forAl>
<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart!|dRef="eBook"/>
-<sx:fee>
- <sx: paynment Per Use>
<sx:rate currency="USD"'>10. 00</sx:rate>
</ sx: paynent Per Use>
</ sx:fee>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://ww. xrni . org/ schema/ 2001/ 11/ xr i 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>al | DoedpL. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf 0>
</ dsi g: Si gnat ure>
-<detail s>
<timeCf | ssue>2000- 01- 27T15: 30: 00</ ti meCf | ssue>
</ detail s>
</issuer>
</license>

4.4 Tiered Pricing Model

This business model illustrates how to provide different pricing levels based on the quantity of a work requested, the length of time to
ise a work, or the quality of different versions of a same work offered.

T'his example offers the following tiered pricing structures:
Pay $10 for each copy up to 10 copies, and $8 for each copy over 10 copies.

Pay a rate of $1 per day for playing a DVD movie for less than 5 days, and a rate of $.75 per day for more than 5 days.



Pay $2 for an image of low resolution, and $5 for the same image of high resolution.

The first pricing structure is depicted in the following example. It can be modified properly to model the last two structures. The
second is to be with the t r ackRepor t condition, requiring that the exercise of the print right be reported to a designated tracking

service, and the third is to be with the t r ackQuer y condition, which is satisfied only if the reported state is within the range specified
in the t rackQuer y condition.

Pay $10 for each copy up to 10 copies, and $8 for each copy over 10 copies.

-<license>
-<inventory>
-<keyHol der |icensePartld="issuedToParty">
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
-<cx:digitalWrk |icensePart| d="eBook">
-<cx: | ocator>
<nonSecur el ndirect URI ="http://ww. cont entguard. con sanpl eBook. spd"/ >
</ cx: | ocator>
</ cx: di gi tal Wor k>
-<sx:trackReport |icensePartld="trackPrint">
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>1F8903B0- FC03- 4c5b- A445- AAFCCEC01111</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat un
<cx:print/>
</ dat un®>
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx:trackReport>
</inventory>
-<grant >
- <keyHol der |icensePart| dRef="issuedToParty">
</ keyHol der >
<cx:print/>
<cx:digital Wrk |icensePart|dRef="eBook"/>
-<al | Condi ti ons>
<sx:trackReport |icensePartl|dRef="trackPrint"/>
-<sx:trackQuery>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>1F8903B0- FC03- 4c5h- A445- AAFCCEC01111</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
<sx: not Mor eThan>9</ sx: not Mor eThan>
</ sx: trackQuery>
-<sx:fee>
- <sx: payment Per Use>
<sx:rate currency="USD"'>10.00</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx: account >
</ sx: aba>
</ sx:to>
</ sx: fee>
</ al | Condi ti ons>
</ grant >
- <grant >
- <keyHol der |icensePartl| dRef="issuedToParty">
</ keyHol der >
<cx:print/>
<cx:digital Wrk |icensePart| dRef="eBook"/>
-<al | Condi ti ons>
<sx:trackReport |icensePartl|dRef="trackPrint"/>
-<sx:trackQuery>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>1F8903B0- FC03- 4c5b- A445- AAFCCEC01111</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
<sx: not LessThan>10</ sx: not LessThan>
</ sx:trackQuery>
-<sx:fee>
- <sx: paynent Per Use>




<sx:rate currency="USD"'>8. 00</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ al |l Condi tions>
</ grant >
</license>

4.5 Pay Per View or Use

This business model illustrates how to specify a simple fee charged every time that a right is exercised; that is, the fee is charged on
he per use basis.

\ote in the following two examples, paynent Per Use specifies how much to charge each time a printed copy is made or the movie is
Jlayed.

Each printed copy costs $2.

-<license>
-<grant >
-<forAll varNane="anyone">
</[forAl>

<princi pal varRef="anyone"/>
<cx:print/>
-<cx: di gi tal Work>
- <cx: net adat a>
- <xm >
-<cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>XrM Unl eashed</cx:title>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww. contentguard. com xrm Unl eashed. spd"/>
</ cx: | ocator>
</ cx: digital Work>
-<sx: fee>
- <sx: paynment Per Use>
<sx:rate currency="USD"'>2. 00</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant >
</license>

Each time a movie is played it costs $2.

-<license>
-<grant>
-<forAll varNane="anyone">
</forAll>

<princi pal varRef="anyone"/>
<cx: play/ >
-<cx: di gital Work>
- <cx: et adat a>
-<xm >
-<cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>Air Force One</cx:title>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
- <cx: | ocat or >
-<securelndirect URI ="http://sonyPictures.conm A rForceOne">
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>0kccZ4a3zFWOPT1qEl qSg==</ dsi g: Di gest Val ue>
</ securel ndirect>
</ cx: | ocator>
</ cx: digital Work>
-<sx:fee>
- <sx: payment Per Use>
<sx:rate currency="USD"'>2. 00</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx: account >
</ sx: aba>
</sx:to>




</ sx: fee>
</ grant >
</license>

4.6 Subscription

This use case of XrML illustrates how to specify subscription-based business models for content consumption. This use case
addresses the issues of how to offer different subscription options via granting the right to obt ai n rights for consuming content (in
Jifferent gr ant s), and how to issue subscription licenses that can be used with individual content licenses for content consumption.

n the following example, an online eBook distributor (ebook.com) offers two subscription options to anyone for viewing any eBook it
Jistributes. In order to become a subscriber, one has to pay a rate of $100.00 per year or a rate of $10.00 per month. Once becoming
1 subscriber, one will receive a subscription license. An eBook can be viewed by any subscriber who possesses a valid subscription
icense.

There are four types of | i censes used in this example.

=irst, the distributor makes the following subscription offer that contains the two pricing options. Anybody who pays for one of the
©ffers becomes a subscriber and will get a subscription license.

/A subscription offer.

-<license>
<title>A Subscription Ofer</title>
- <grant >
-<forAll varNane="anyone">
</forAll>

-<forAll varName="oneYear">
-<library:validitylnterval DurationPattern>
<library:durati on>P1Y</library: durati on>
</library:validitylnterval DurationPattern>
</[forAll>
- <keyHol der var Ref ="anyone" >
</ keyHol der >
<obt ai n/ >
- <grant >
- <keyHol der var Ref ="anyone">
</ keyHol der >
<possessProperty/>
<ebook: subscri ption/ >
<validitylnterval varRef="oneYear"/>
</ grant >
-<sx: fee>
- <sx: paynent Per Use>
<sx:rate>100. 00</sx:rate>
</ sx: paynment Per Use>
</ sx:fee>
</ grant >
- <grant >
-<forAl|l varNane="anyone">
</forAll>
-<forAll varName="oneYear">
-<library:validitylnterval DurationPattern>
<library:durati on>P1M/ | i brary: duration>
</library:validitylnterval DurationPattern>
</[forAll>
- <keyHol der var Ref ="anyone">
</ keyHol der >
<obt ai n/ >
- <grant >
- <keyHol der var Ref ="anyone">
</ keyHol der >
<possessProperty/>
<ebook: subscri ption/ >
<validitylnterval varRef="oneYear"/>
</ grant >
-<sx: fee>
- <sx: paynent Per Use>
<sx:rate>10. 00</sx:rate>
</ sx: paynment Per Use>
</ sx:fee>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gorithm="http://ww. xrnl . or g/ schena/ 2001/ 11/ xr ml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>zl RYaxl| 5E. . . </ dsi g: Si gnat ur eVal ue>




- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001- 01- 27T15: 30: 00</ti meCf | ssue>
-<validitylnterval >
<not Bef or e>2000- 02- 03T17: 26: 00</ not Bef or e>
<not Af t er >3000- 02- 03T17: 26: 00</ not Af t er >
</validitylnterval >
</detail s>
</issuer>
</license>

Alice payed the $100.00 fee for a year subscription and gets the following subscription license. The | i cense grants her the ri ght tc
’l ay any ebooks from ebook.com for a year starting from 01/01/2001.

/A subscription li cense.

-<license>
<title>A Subscription License for Alice Richardson</title>
- <grant >
-<keyHol der licensePartld="Alice">
- <i nfo>

- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUI TQX. .. </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
<possessProperty/>
<ebook: subscri ption/>
-<validitylnterval >
<not Bef or e>2001- 01- 01T0O: 00: 00</ not Bef or e>
<not Af t er >2001- 12- 31T23: 59: 59</ not Af t er >
</validitylnterval >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnatureMet hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorit hm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnature"/>
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://wwmw. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>zl RYax| 5E. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001- 01- 01T00: 00: 00</ti meCf | ssue>
</ detail s>
</i ssuer>
</license>

Nhen an ebook is available, the following generic license is associated with it. This | i cense allows anyone with a valid subscription
icense to pl ay the ebook or download for offline reading.

An eBook | i cense.

-<license>
<title>An Ebook License</title>
- <grant G oup>
-<forAll varNanme="subscri ber">
- <everyone>
<ebook: subscri ption/>
-<trustedl ssuer>
- <keyHol der >
- <i nf o>




- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us> p8sN4Kee. .. </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ everyone>
</[forA'l>
- <keyHol der var Ref ="subscri ber">
</ keyHol der >
- <grant>
<cx: pl ay/ >
-<cx:digital Wrk |icensePart| dRef ="book1">
<cx:description xm:lang="en">A very good book</cx:description>
<cx:description xm:lang="fr">Un tres bon livre</cx:description>
- <cx: et adat a>
-<xm >
- <cx: si npl eDi gi t al Wor kMet adat a>
<cx:title>A Book of Janes</cx:title>
<cx:creator>James the first</cx:creator>
<cx: copyright >Copyri ght 1999 Harper Col lins Publishers</cx:copyright>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
</ cx: digital Work>
</ grant >
- <grant>
<obt ai n/ >
- <grant >
- <keyHol der var Ref ="subscri ber">
</ keyHol der >
<cx: play/ >
-<cx:digitalWrk |licensePart!| dRef ="bookl">
<cx:description xm:lang="en">A very good book</cx: description>
<cx:description xm:lang="fr">Un tres bon |ivre</cx:description>
- <cx: et adat a>
- <xm >
-<cx: sinpl eDi gi tal Wor kMet adat a>
<cx:title>A Book of James</cx:title>
<cx:creator>Janes the first</cx:creator>
<cx: copyright >Copyri ght 1999 Harper Collins Publishers</cx:copyright>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
</ cx: digi tal Work>
</ grant >
</ grant >
</ grant G oup>
</license>

After Alice downloaded a copy of an eBook, the following license is generated for her so that she can play the eBook offline with no
sbligations. This license will stay valid even after Alice's subscription expires.

/An offline eBook | i cense for Alice.

-<license>
<title>An Ebook License</title>
-<grant >
-<keyHol der |icensePartld="Alice">
-<info>

- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUi TQK. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
<cx: play/ >
-<cx:digitalWrk |icensePart|d="bookl">
<cx:description xm:lang="en">A very good book</cx:description>
<cx:description xm:lang="fr">Un tres bon |ivre</cx:description>
- <cx: et adat a>
- <xm >
-<cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>A Book of Janes</cx:title>
<cx:creator>Janmes the first</cx:creator>
<cx: copyri ght >Copyri ght 1999 Harper Collins Publishers</cx:copyright>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
</ cx: digi tal Work>
</ grant >
</license>




4.7 Territory Restriction

This business model illustrates how to specify territory information to enable regional pricing, and to offer publishers control over
where content can be purchased.

In the following example, the first gr ant specifies the $5.00 f ee for use in the U.S. It takes precedence over the second gr ant ,
which specifies a f ee of $7.00 for use elsewhere. paynment Fl at specifies a one time fee in both grants.

A consumer pays $5 for use in the U.S. and $7 elsewhere.

-<license>
-<inventory>
-<cx:digitalWrk |icensePart| d="eBook">
- <cx: et adat a>
-<xm >
- <cx: si nmpl eDi gi tal Wor kMet adat a>
<cx:title>XrM. Unl eashed</cx:title>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
-<cx: | ocator>
<cx: nonSecurel ndirect URI ="http://ww. contentguard. com xrn Unl eashed. spd"/ >
</cx: | ocator>
</ cx: di gi tal Wor k>
</inventory>

- <grant >
-<forAll varNane="anyone">
</forAl>

<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart| dRef="eBook"/>
-<al | Condi ti ons>
-<sx:territory>
-<sx: | ocation>
<sx:country>US</sx: country>
</ sx: | ocation>
</sx:territory>
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>5. 00</sx:rate>
- <sx: paynent Recor d>
-<sx:stateReference>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>
- <dat une
<principal varRef="anyone"/>
</ dat un»
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
</ sx: fee>
</ al | Condi ti ons>
</ grant >
-<grant >
-<forAll varNane="anyone">
</[forAl>
<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart|dRef="eBook"/>
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>7.00</sx:rate>
- <sx: paynent Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C21111</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat un
<princi pal varRef="anyone"/>
</ dat une»
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynent Recor d>
</ sx: paynent Fl at >
</ sx:fee>
</ grant>
</license>

4.8 Temporal Ordering of Exercising Rights



This example shows temporal ordering of rights. Alice may listen to a piece of music as many times as she pleases provided she
has listened to some commercial. The grant related to the commercial has a t r ackReport condition. When Alice attempts to

listen to the piece of music, the t r ackQuer y condition herein allows exercise of the right only when the state value tracked by the
trackReport condition has a value greater than zero.

Alice must listen to some commercial before listening to a piece of music.

-<license>
-<inventory>
+<keyHol der |icensePartld="Alice">
-<di gi tal Resource |icensePart|d="Comrercial ">
- <cx: et adat a>
-<xm >
- <cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>Toyota Ad</cx:title>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
</ di gi t al Resour ce>
-<di gi tal Resource licensePart!|d="nusic">

-<dsi g: Reference URI ="http://ww. server.con downl oads/ anl nt er esti ngSong. np3" >
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >

<dsi g: Di gest Val ue>qzZk+NkcGgWj6Pi VxeFDCbJzQRJ0=</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>

</ di gi t al Resour ce>
</inventory>
-<grant >
-<keyHol der |icensePartl|dRef="Alice">
</ keyHol der >
<cx: play/ >
<cx:digital Wrk |icensePart!|dRef="Comrercial "/>
-<sx:trackReport>
-<sx:stateReference |icensePart|d="AdState">
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
<sx: conmmuni cat i onFai | urePol i cy>l ax</ sx: communi cati onFai | ur ePol i cy>
</ sx:trackReport>
</ grant >
- <grant >
-<keyHol der licensePart!|dRef="Alice">
</ keyHol der >
<cx: play/ >
<cx:digital Wrk |icensePart| dRef="Misic"/>
-<sx:trackQuery>
-<sx:stateReference |icensePart|d="AdState">
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
<sx: not LessThan>1</ sx: not LessThan>
</ sx:trackQuery>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf o>

<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >

<dsi g: Si gnat ureMet hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xml dsi g#r sa- shal"/>
- <dsi g: Ref erence>

- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://wwmv xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/>

<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>

</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>zl RYaxl| 5E. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<timedf | ssue>2001- 01- 27T15: 30: 00</ ti meCf | ssue>
-<validitylnterval >
<not Bef or e>2000- 02- 03T17: 26: 00</ not Bef or e>
<not Af t er >3000- 02- 03T17: 26: 00</ not Af t er >
</validitylnterval >
</ detail s>
</ i ssuer>
</license>




4.9 Component Based Model

This business model illustrates how to specify different rights, conditions, and obligations to individual components of a composite
vork, as well as to the entire composite work.

\ote in this example, paynent FI at specifies a one-time fee in both grants.

/A consumer pays $.20 for using an image in a Web page and $1 for the entire page.

-<license>
-<inventory>
-<cx:digitalWrk licensePartl|d="WebSite">
<cx:description xm:lang="en">A very good Wb site</cx:description>
<cx:description xm:lang="fr">Un tres bon Web site</cx:description>
- <cx: et adat a>
-<xm >
-<cx: sinpl eDi gi tal Wor kMet adat a>
<cx:title>Web site for the Book of James</cx:title>
<cx:creator>Janes the first</cx:creator>
<cx: owner >M ke the man</cx: owner >
<cx: copyright >Copyright 1999 Harper Collins Publishers. Al Rights Reserved. </cx:copyright>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww. somedomai n. conl bookCf Janes/ "/ >
</ cx: | ocat or>
-<cx:parts>
-<cx:digitalWrk |icensePartl|d="webPageOne">
<cx: description>Wb page containing text and images that nmake up Chapter 1 for the Book of Janes</cx:descr
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww. somedonai n. com’ bookOf Janes/ chapl. htnt'/ >
</ cx: | ocator>
</ cx: digital Work>
-<cx:digital Wrk |icensePart| d="webPageOnel magel" >
- <cx: et adat a>
- <xm >
-<cx: sinpl eDi gi tal Wor kMet adat a>
<cx:title>mage 1: Photon Cel ebshot Dogs</cx:title>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
- <cx: | ocat or >
<nonSecurel ndirect URI ="http://ww. somedonai n. conf bookOf Janes/ i mages/ chapll magel. j pg"/ >
</ cx: | ocator>
</ cx: di gi tal Work>
</ cx: parts>
</ cx: digital Work>
</inventory>

-<grant>
-<forAll varNane="anyone">
</forA'l>

<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart!|dRef="webPageOne"/ >
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>1. 00</sx: rate>
- <sx: paynment Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>

</ uddi >
- <servi cePar anet er s>
- <dat une
<princi pal varRef="anyone"/>
</ dat unp

</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynent Recor d>
</ sx: paynent Fl at >
</ sx:fee>
</ grant >
-<grant >
-<forAll varNane="anyone">
</[forAll>
<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart!|dRef="webPageOnel nagel"/ >
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>0.20</sx: rate>
- <sx: paynent Recor d>




- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- CRT882MACFH2</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat un
<princi pal varRef="anyone"/>
</ dat une
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
</ sx:fee>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwmv w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gori thm="http://ww. xrnl . or g/ schenma/ 2001/ 11/ xrml 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/>
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>al | DoedpL. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMZ30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2000- 01- 27T15: 30: 00</ti meCf | ssue>
</ detail s>
</issuer>
</license>

4.10 User Type Based Model

This business model illustrates how to specify user-based pricing levels for different individual users or for different groups of users.

The first license in this example shows a simple way to identify membership of a club. The second license shows how to use this
nembership for different kinds of pricing.

Clearly, the membership can be replaced by other types of characterizing users, such as user roles, to specify other user type based
nodels.

Consumers who are members of a club pay $5, and all other consumers pay $7, for playing a movie.

-<li censeG oup>
-<l'icense>
- <grant >
- <keyHol der >
- <i nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
<sony: sonyCl ubMenber />
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf 0>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xm - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://www w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gori thm="http://www. xrnl . org/ schema/ 2001/ 11/ xr ml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>AYngOhSHb. . . </ dsi g: Si gnat ur eVal ue>




- <dsi g: Keyl nf 0>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AXx. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ur e>

</issuer>
</license>
-<license>

-<inventory>
-<cx:digital Wrk licensePartl|d="novie">
- <cx: et adat a>
-<xm >
-<cx: sinpl eDi gi tal Wor kMet adat a>
<cx:title>Air Force One</cx:title>
</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
-<cx: | ocator>
-<securelndirect URI ="http://sonyPictures.conl Air ForceOne">
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<dsi g: Di gest Val ue>0kcczZ4a3zFWOPT1qEl qSg==</ dsi g: Di gest Val ue>
</ securel ndirect >
</ cx: | ocat or >
</ cx: digital Work>
</inventory>

- <grant>
-<forAl'l varNane="anyone">
</[forAl>

<principal varRef="anyone"/>
<cx: play/ >
<cx:digitalWrk licensePart!|d="novie"/>
-<al | Condi ti ons>
- <prerequisiteRi ght>
<principal varRef="anyone"/>
<possessProperty/>
<sony: sonyCl ubMenber />
- <trustedl ssuer>
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nfo>
</ keyHol der >
</trustedl ssuer>
</ prerequisiteRight>
-<sx: fee>
- <sx: paynent Per Use>
<sx:rate currency="USD">5. 00</sx: rate>
</ sx: paynment Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx: account >
</ sx: aba>
</sx:to>
</ sx: fee>
</ al | Condi ti ons>
</ grant >
- <grant >
-<forAll varNane="anyone">
</[forAll>
<principal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart!|d="novie"/>
-<sx:fee>
- <sx: paynent Per Use>
<sx:rate currency="USD"'>7.00</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx: account >
</ sx: aba>
</sx:to>
</ sx: fee>
</ grant >
</license>
</licenseG oup>

\ote: it is also possible to express this equivalently using an ever yone pattern instead of a pr er equi si t eRi ght condition.



4.11 Site Licenses

This business model illustrates how to specify a site license. Having specified a site license, other gr ant s can be made to ever yone
having a site license. Site licensing may also be combined with other business models such as the tiered pricing model.

Two licenses are required to fulfill this model.

The first license grants that anyone in the www.contentguard.com domain is eligible to use the second license, under the following
terms and conditions:

= Validity time condition: val i di t yl nt er val specifies the period of time during which the content can be used.

= Territory condition: terri t ory indicates the content can be used in the contentguard domain.

= Lack of revocation condition: r evocat i onFr eshness specifies that lack of revocation of this license has been verified within
the last day. If and when this license is revoked, notice thereof will be posted to the web service specified by
revocat i onMechani sm

= Online approval condition: seekAppr oval specifies that approval by a designated service is required prior to each use.

Anyone in the www.contentguard.com domain can possess the SomeDomain site license.

-<license>
-<grant>
-<forAl|l varNane="anyone">
</forAll>

<princi pal varRef="anyone"/>
<possessProperty/>
-<acn: si teli cense>
<acn: typel d>pronoti on710</ acn: t ypel d>
<acn: ur | >ww. somedonai n. conf sonesi t e</ acn: ur| >
</ acn: si teli cense>
-<al | Condi ti ons>
-<validitylnterval >
<not Bef or e>2001- 05- 29T19: 28: 00</ not Bef or e>
<not Af t er >2003- 05- 29T19: 28: 00</ not Af t er >
</validitylnterval >
-<sx:territory>
- <sx: domai n>
<sx: url >wmw. cont ent guar d. conx/ sx: url >
</ sx: domai n>
</sx:territory>
- <revocati onFreshness>
<mex| nt erval Si nceLast Check>P1D</ nax| nt er val Si nceLast Check>
</revocationFreshness>
- <sx: seekApproval >
-<sx:stat eReference>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: seekApproval >
</ al | Condi ti ons>
</ grant >
-<i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnatureMet hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xml dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://wwmv. xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/>
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>AYngChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ur e>
-<detail s>
- <revocati onMechani sn>
- <querySi gnat ur e>
- <uddi >
- <servi ceKey>
<uui d>1F2CBD46- CE56- 4422- A2D5- F5E04DF94C6A</ uui d>
</ servi ceKey>
</ uddi >
</ quer ySi gnat ur e>
</ revocati onMechani sn>
</ detail s>




</i ssuer>
</license>

T'he second license contains the terms and conditions for use of content. The pr er equi si t eRi ght construct in the first gr ant limits
he free usage to users with the site license. The second gr ant requires anyone else a one-time f ee of $2.00 to play any content.

Consumers with a site license can use the content for free. All other consumers pay $2.

-<license>
- <grant >
-<forAll varNane="anyone">
</forAll>

-<forAll varNane="anySiteContent">
<xnml Expressi on>-- Expression that matches all site content--</xn Expressi on>
</[forAll>
<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk varRef ="anySi teContent"/>
- <prerequisiteRi ght >
<principal varRef="anyone"/>
<possessProperty/>
-<acn: sitelicense>
<acn: typel d>pronoti on710</ acn: t ypel d>
<acn: ur | >www. sonedomai n. con sonmesi te</acn: url >
</ acn: siteLi cense>
- <trustedl ssuer>
+<keyHol der >
</trustedl ssuer>
</ prerequisiteR ght>
</ grant >
- <grant >
-<forAll varNanme="anySi teContent">
<xm Expressi on>-- XPat h expressi on matching any peice of content on ww. sonedomai n. coni sonesite--</xm Expressi
</[forAl>
-<forAll varNane="anyone">
</forAll>
<princi pal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk varRef ="anySi teContent"/>
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>2. 00</sx:rate>
- <sx: paynent Recor d>
- <sx: st at eReference>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat une
<cx: digital Wrk varRef ="anySi teContent"/>
</ dat une
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
</ sx:fee>
</ grant >
</license>

4.12 Payment to Multiple Rights Holders

This business model illustrates how to specify payment to more than one individual rights holder. As content is distributed down the
Jistribution value chain, more individual rights holders may require payment for its use.

n this example, paynent Per Use specifies the amount charged for each use and t o specifies the account to receive the payment.
al | Condi ti ons makes sure that both payments are made for each use.

Every time a document is printed, the consumer pays A $.10 and B $.05.

-<license>
- <grant >
-<forAll varNane="anyone">
</[forA'l>

<princi pal varRef="anyone"/>
<cx:print/>
-<cx: di gi tal Wor k>
-<cx: | ocator>
<nonSecurel ndirect URI="http://ww. contentguard. con sanpl eBook. spd"/ >
</ cx: | ocat or>
</ cx: digital Work>
-<al | Condi ti ons>
-<sx:fee>
- <sx: payment Per Use>




<sx:rate currency="USD"'>0.10</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>222371863</sx:institution>
<sx:account >123456</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
-<sx: fee>
- <sx: paynent Per Use>
<sx:rate currency="USD"'>0. 05</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</ sx: account >
</ sx: aba>
</ sx:to>
</ sx: fee>
</ al | Condi ti ons>
</ grant >
</license>

4.13 Personal Lending

This business model illustrates how to specify the transfer of content and the rights, conditions, and obligations associated with it
rom one party to another, either temporarily or permanently. In this model, once a work is lent to someone else, the original user
Joes not have access to the work until it is returned.

n this example, the first gr ant G oup allows a consumer, represented as a keyHol der , to play a DVD movie and loan it to a friend.
The second gr ant G oup allows the same consumer to issue new licenses for the | oan right. Note the i ssue construct in the second
yr ant , which indicates that this consumer can issue new licenses for the loaner copies. The lending state is properly tracked by a
Neb service.

/A consumer can lend a DVD movie to his/her friends during a rental period.

-<license>
-<inventory>
-<cx:digitalWrk |icensePartl|d="dvdMovie">
- <cx: et adat a>
-<xm >
- <cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>Air Force One</cx:title>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
- <cx: | ocat or >
-<securelndirect URI ="http://sonyPictures.conm A rForceOne">
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xni dsi g#shal"/ >
<dsi g: Di gest Val ue>0kcczZ4a3zFWOOPT1qEl qSg==</dsi g: Di gest Val ue>
</ securel ndirect>
</ cx: | ocat or>
</ cx: di gital Work>
</inventory>
- <grant G oup>
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
-<validitylnterval |icensePartld="rental Period">
<not Bef or e>2001- 05- 20T19: 28: 00</ not Bef or e>
<not Af t er >2001- 05- 29T19: 28: 00</ not Af t er >
</validitylnterval >
- <grant>
<cx: play/ >
<cx:digital Wrk |icensePartl| dRef="dvdMovie"/>
- <sx: seekApproval >
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: seekAppr oval >
</ grant >
- <gr ant Gr oup>
- <grant >
<cx: | oan/ >
<cx:digital Wrk |icensePart|dRef ="dvdMovie"/>




</ grant >
-<grant >
-<forAll varNane="anyone">
</forAl>
-<forAll varName="| oanPeri od">
</[forAll>
<i ssue/ >
- <grant>
<principal varRef="anyone"/>
<cx: play/>
<cx:digitalWrk |icensePartl| dRef="dvdMovie"/>
-<al | Condi ti ons>
<validitylnterval |icensePartl|dRef="rental Period"/>
<validitylnterval varRef="1oanPeriod"/>
</ al | Condi ti ons>
</ grant >
-<sx:trackReport>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>
- <dat un>
<validitylnterval varRef="IoanPeriod"/>
</ dat un®>
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx:trackReport>
</ grant >
</ grant G oup>
</ grant G oup>
</license>

4.14 Giving

This business model illustrates how to specify the gift of content to someone else. Giving is similar to personal lending, except that
here is no expectation that the content will be returned. In other words, it can be modeled as permanent personal lending.

n this example, the first gr ant allows a consumer, represented as a keyHol der , to play a DVD movie for free, upon prior approval
rom an online service. The second gr ant G oup grants this consumer to right to t r ansf er the movie to anyone as long as he pays a
ne-time f ee of $10.00. The i ssue construct indicates that this consumer can issue a new | i cense for the same movie. The
rackRepor t construct specifies the service to be reported to when a new | i cense is issued.

/A consumer pays a $10 up-front fee for the rights to play and to give the work away to anyone else.

-<license>
-<inventory>
-<cx:digitalWrk |icensePartl|d="dvdMvie">
- <cx: et adat a>
- <xml >
-<cx: sinpl eDi gi tal Wor kMet adat a>
<cx:title>Air Force One</cx:title>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: et adat a>
-<cx: | ocator>
-<securelndirect URI ="http://sonyPictures.conl A r ForceOne">
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>0kccZ4a3zFWOPT1qEl qSg==</ dsi g: Di gest Val ue>
</ securel ndirect>
</ cx: | ocat or>
</ cx: digital Work>
</inventory>
- <grant G oup>
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>10. 00</ sx: r at e>
- <sx: paynent Recor d>
- <sx: st at eReference>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>




</ sx: paynent Recor d>
</ sx: paynent Fl at >
</ sx:fee>
- <grant >
<cx: pl ay/ >
<cx:digital Wrk |icensePart!|dRef="dvdMovie"/>
- <sx: seekApproval >
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: seekAppr oval >
</ grant>
- <grant G oup>
- <grant >
<cx:transfer/>
<cx:digital Wrk |icensePart!|dRef ="dvdMovie"/>
</ grant >
-<grant >
-<forAll varNane="anyone">
</forAll>
<i ssue/ >
- <grant >
<principal varRef="anyone"/>
<cx: play/ >
<cx:digital Wrk |icensePart!|dRef="dvdMovie"/>
</ grant >
-<sx:trackReport>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx:trackReport>
</ grant >
</ grant G oup>
</ grant G oup>
</license>

4.15 Superdistribution

This business model illustrates how to specify superdistribution of content in terms of associating the same or different sets of rights,
sonditions, and obligations for the superdistributed contents. In this model, the original consumer retains the rights granted to
iim/her, and new consumers are required to acquire the rights granted to them.

n this model, information on where rights are offered can be used to refer new users of content to acquire rights for themselves. To
ssue a different sets of rights, this model uses different business models for new consumers.

n the following example, the first two grants are made to a keyHol der named Alice for the right to pl ay and pri nt an eBook. The
hird gr ant allows anyone coming across this | i cense to i ssue (super distribute) this eBook to everyone.

Alice can play an eBook for an up-front fee of $2.00 and she can print it, as many times as needed, for an up-front fee of
$3.00. Anyone can superdistribute this eBook.

-<license>
-<inventory>
-<keyHol der licensePartld="Alice">
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>p8sN4KeeR. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
-<cx:digitalWrk |icensePart|d="eBook">
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww. contentguard.con xrm Unl eashed. spd"/>
</ cx: | ocat or>
</ cx: di gi tal Work>
</inventory>
- <grant G oup>
-<keyHol der licensePartl|dRef="Alice">
</ keyHol der >
- <grant>
<cx: play/ >
<cx:digitalWrk |icensePart!| dRef ="eBook"/>
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>2. 00</sx:rate>
- <sx: paynment Recor d>




- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat une
-<keyHol der licensePart|dRef="Alice">
</ keyHol der >
</ dat un»
- <dat une
<cx:digitalWrk |icensePart!| dRef ="eBook"/>
</ dat un»
- <dat une
<cx: play/>
</ dat un»
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynent Recor d>
</ sx: paynent Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</ sx:to>
</ sx:fee>
</ grant >
- <grant>
<cx:print/>
<cx:digitalWrk |icensePart!| dRef ="eBook"/>
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>15. 00</sx: rate>
- <sx: paynment Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>
- <dat un®>
- <keyHol der |icensePart|dRef="Alice">
</ keyHol der >
</ dat un>
- <dat un®>
<cx:digital Wrk |icensePart| dRef ="eBook"/>
</ dat un>
- <dat un®>
<cx:print/>
</ dat un>
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant >
</ grant G oup>
-<grant >
-<forAll varNanme="anyone">
</[forAll>
<princi pal varRef="anyone"/>
<obt ai n/ >
-<grant Group |icensePart|d="superdistributedG ants">
-<forAll varNane="anyone">

</forAll>
<principal varRef="anyone"/>
-<grant>

<cx: play/ >
<cx:digital Wrk |icensePart| dRef ="eBook"/>
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD">2. 00</sx: rate>
- <sx: paynment Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>
- <dat une>
<cx: play/ >
</ dat un>



- <dat une>
<cx:digital Wrk |icensePart|dRef ="eBook"/>
</ dat un>
- <dat un>
<princi pal varRef="anyone"/>
</ dat un>
</ servi cePar anet er s>
</ sx: st at eRef er ence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant >
- <grant >
<cx:print/>
<cx:digital Wrk |icensePart|dRef ="eBook"/>
-<sx:fee>
- <sx: paynment Per Use>
<sx:rate currency="USD"'>3. 00</sx:rate>
</ sx: paynent Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant>
- <grant >
<cx:extract/>
<cx:digital Wrk |icensePart| dRef ="eBook"/>
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD">8. 00</sx: rate>
- <sx: paynent Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat une>
<cx:extract/>
</ dat un>
- <dat une>
<cx:digital Wrk |icensePart|dRef ="eBook"/>
</ dat un>
- <dat un
<princi pal varRef="anyone"/>
</ dat un»
</ servi cePar anet er s>
</ sx: st at eRef er ence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</ sx:to>
</ sx:fee>
</ grant >
</ grant Gr oup>
</ grant >
</license>

New consumers are to acquire the following terms and conditions: pl ay for an up-front fee of $2.00, pri nt for $3.00 per copy, and
axt ract from the book for an up-front fee of $8.00. The paynent Fl at construct is used to specify a one-time up-front fee; the
»aynent Per Use construct specify a payment each time a right is exercised.

/Anyone can obtain the following rights: play, print and extract.

-<grant>
-<forAll varNane="anyone">
</forAll>
<principal varRef="anyone"/>
<obt ai n/ >

-<grant Group |icensePartl|d="superdistributedGants">
-<forAll varNane="anyone">
</forAll>
<princi pal varRef="anyone"/>
-<grant>
<cx: play/ >




<cx:digital Wrk |icensePart| dRef ="eBook"/>
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>2. 00</sx:rate>
- <sx: paynent Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat une
<cx: play/>
</ dat un»
- <dat une
<cx:digitalWrk |icensePart!| dRef ="eBook"/>
</ dat un»
- <dat un®>
<principal varRef="anyone"/>
</ dat un>
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynent Recor d>
</ sx: paynent Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant >
- <grant>
<cx:print/>
<cx:digitalWrk |icensePart!| dRef ="eBook"/>
-<sx: fee>
- <sx: paynent Per Use>
<sx:rate currency="USD"'>3. 00</sx:rate>
</ sx: paynment Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</ sx:to>
</ sx:fee>
</ grant >
-<grant >
<cx:extract/>
<cx:digital Wrk |icensePart| dRef ="eBook"/>
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>8. 00</sx:rate>
- <sx: paynment Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
- <servi cePar anet er s>
- <dat une
<cx:extract/>
</ dat un>
- <dat un®>
<cx:digital Wrk |icensePart| dRef ="eBook"/>
</ dat un>
- <dat un®>
<principal varRef="anyone"/>
</ dat un>
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynent Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant >
</ grant G oup>
</ grant >

4.16 Distributor Copies

This business model illustrates how to specify a maximum number of copies that a distributor can make of a work for further



transmission or sale. This avoids making unnecessary, duplicated copies for distributors.

In this example, the first | i cense certifies that a particular keyHol der is a distributor. The second | i cense allows the same
distributor the right to sell a content. Note that the right to sell is represented by the right to i ssue new licenses, in this context. The
number of copies that can be sold is limited by an online service specified in the exer ci seLi mi t condition.

A distributor can sell up to 40,000 pl ay rights to a work within a year.

-<licenseG oup>
-<license>
- <grant>
- <keyHol der >
-<info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
<possessProperty/>
<nur phy: di stributor/>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedlI nf 0>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n-20010315"/ >

<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xml dsi g#r sa- shal"/ >
- <dsi g: Ref erence>

- <dsi g: Transf or ns>
<dsi g: Transform Al gorithm="http://ww. xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>aMCJI HQ2q. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>p8sN4KeeR. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ur e>
</issuer>
</license>
-<license>
-<inventory>
-<keyHol der |icensePartld="issuedToParty">
- <i nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
</inventory>

-<grant>
-<forAll varNane="anyone">
</forAll>

- <keyHol der |icensePart| dRef="i ssuedToParty">
</ keyHol der >
<i ssue/>
-<grant>
<princi pal varRef="anyone"/>
<cx: play/ >
-<di gi t al Resour ce>
-<dsi g: Reference URI ="http://ww. server.conm downl oads/ anl nt er esti ngSong. np3" >
<dsi g: Di gest Met hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<dsi g: Di gest Val ue>qZk+NkcGgWj6Pi VxeFDCbJzQRJ0=</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ di gi t al Resour ce>
</ grant >
-<al | Condi ti ons>
- <sx:exerciseLimt>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: exerciseLimt>
-<validitylnterval >
<not Bef or e>2001- 05- 25T00: 00: 00</ not Bef or e>




<not Af t er >2002- 05- 25T00: 00: 00</ not Af t er >
</validitylnterval >
- <prerequisiteRi ght>
- <keyHol der |icensePart| dRef="i ssuedToParty">
</ keyHol der >
<possessProperty/>
<nur phy: di stributor/>
- <trustedl ssuer>
- <keyHol der >
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>p8sN4KeeR. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</trustedl ssuer>
</ prerequisiteRight>
</ al | Condi ti ons>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf 0>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xm - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://wwmv w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gorithm="http://wwmv. xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xni dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>nFdJFMenl . . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meCf | ssue>2001- 05- 24T14: 56: 00</ti neCf | ssue>
-<validitylnterval >
<not Bef or e>2001- 05- 25T00: 00: 00</ not Bef or e>
<not Af t er >2003- 05- 25T00: 00: 00</ not Af t er >
</validitylnterval >
</ detail s>
</i ssuer>
</license>
</licenseG oup>

4.17 Personal Copies
This business model illustrates how to specify the maximum number copies that a consumer can make of a work for personal use.

This example describes the right to copy a book. The lack of the right to i ssue implies that the new copies are for personal use
nly. The total number of copies is limited by an online service specified in the exer ci seLi ni t condition.

/A consumer may make up to 3 copies for his/her family’s use.

-<license>
-<grant >
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<cx:copy/ >
-<cx: di gi tal Work>
<cx:description xm:lang="en">A very good book</cx: description>
<cx:description xm:lang="fr">Un tres bon |ivre</cx:description>
- <cx: et adat a>
- <xm >
-<cx: si npl eDi gi t al Wor kMet adat a>
<cx:title>A Book of Janmes</cx:title>
<cx:creator>Janes the first</cx:creator>
<cx: owner >M ke the nman</cx: owner >
<cx: copyright >Copyri ght 1999 Harper Collins Publishers. Al Rights Reserved.</cx:copyright>




</ cx: si npl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
-<cx: | ocator>
<cx: nonSecur el ndirect URI ="http://wwm. cont ent guard. com bookOf Janes. spd"/ >
</ cx: | ocat or>
</ cx: di gi tal Wor k>
-<al | Condi ti ons>
- <sx:exerciseLimt>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>E55129C1- 74DF- 40d0- B2A6- 367 AAAB6ABO5</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: exerciseLimt>
-<validitylnterval >
<not Bef or e>2001- 05- 25T00: 00: 00</ not Bef or e>
<not Af t er >2003- 05- 25T00: 00: 00</ not Af t er >
</validitylnterval >
</ al | Condi ti ons>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwmv w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://ww. xrni . org/ schema/ 2001/ 11/ xr i 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>al | DoedpL. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMZ30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<timeCf | ssue>2000- 01- 27T15: 30: 00</ti meCf | ssue>
</ detail s>
</i ssuer>
</license>

4.18 Nested Revenue Model

This business model illustrates how to specify payments for content usage in terms of percentages of previous transactions. This is
iseful when the recipient of the surcharge has no prior knowledge of the details of pricing in subsequent transactions.

\ote in this example, the nested f ee specification. The paynent Per Use construct specifies the charge amount each time a book is
Jlayed. The nmar kup construct specifies the royalty amount calculated based on each charge amount.

B receives 10% of the amount paid to A.

-<license>
-<inventory>
-<cx:digital Wrk |icensePart!|d="book1l">
<cx:description xm:lang="en">A very good book</cx:description>
<cx:description xm:lang="fr">Un tres bon |ivre</cx:description>
- <cx: et adat a>
-<xm >
- <cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>A Book of James</cx:title>
<cx:creator>Janes the first</cx:creator>
<cx: copyright >Copyri ght 1999 Harper Collins Publishers. Al Rights Reserved. </cx:copyright>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
- <cx: | ocat or >
<cx: nonSecurel ndirect URI ="http://ww. contentguard. com bookOf Janes. spd"/ >
</ cx: | ocat or >
</ cx: di gi tal Work>
</inventory>
- <grant >
- <keyHol der >
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Mbdul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >




</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
<cx: play/ >
<cx:digital Wrk |icensePart!|dRef="bookl"/>
-<al | Condi ti ons>
-<sx: fee>
- <sx: mar kup>
<sx:rate>0.10</sx:rate>
-<sx:fee licensePartld="baseFee">
- <sx: paynent Per Use>
<sx:rate currency="USD'>5. 00</sx:rate>
</ sx: paynment Per Use>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx: account >
</ sx: aba>
</ sx:to>
</ sx: fee>
</ sx: mar kup>
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx: account >123457</ sx: account >
</ sx: aba>
</ sx:to>
</ sx:fee>
</ al | Condi ti ons>
</ grant >
-<i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://www. xrni . org/ schema/ 2001/ 11/ xr i 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>al | DoedpL. .. </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2000- 01- 27T15: 30: 00</ti meCf | ssue>
</ detail s>
</i ssuer>
</license>

4.19 Accessing Web Service

This model illustrates how to transmit purchase orders to an identified web service. An identified party is authorized to transmit only
wurchase orders to an identified web service, subject to some interesting and useful restrictions related to license revocation.
_icense revocation occurs when a license is known to have been compromised.

The following | i cense specifies that lack of revocation must have been verified within the last day for each purchase order whose
otal is more than $25.00. If and when this license is revoked, notice thereof will be posted to the web service specified by
‘evocat i onMechani sm

Online Purchase Orders of more than $25.00 are subject to revocation check.

-<license>
- <grant >
- <keyHol der >
-<i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>cROQAMMQ. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
<po: transm t Docunent s/ >
-<servi ceRef erence>
- <uddi >




- <servi ceKey>
<uui d>EE4A90A5- 8AC9- 4f 31- 85F7- 6619AA573449</ uui d>
</ servi ceKey>
</ uddi >
</ servi ceRef erence>
-<al | Condi ti ons>
- <po: perm ttedDocunent Type>
- <po: schema>
<po: nanespace>http://wwmv. xrm . or g/ schema/ 2001/ 11/ po</ po: nanmespace>
<po: t ype>PURCHASE_ORDER</ po: t ype>
</ po: schema>
</ po: perm ttedDocunent Type>
- <po: docunent Li m tati on>
- <po: guar d>
- <po: schema>
<po: nanmespace>http://wwmv. xrm . or g/ schema/ 2001/ 11/ po</ po: nanespace>
<po: t ype>PURCHASE_ORDER</ po: t ype>
</ po: schema>
</ po: guar d>
-<po:limtations>
<po: pattern>purchaseOrder/ Total < 1000</po: pattern>
- <po: cr edenti al Revocat i onCheck>
<po: pat t er n>pur chaseOrder/ Total >= 25</po: pattern>
-<revocati onFreshness>
<max| nt erval Si nceLast Check>P1D</ max!| nt er val Si nceLast Check>
</revocationFreshness>
</ po: credenti al Revocat i onCheck>
- <po: credenti al Revocat i onCheck>
<po: pat t er n>pur chaseOrder/ Total < 25</po: pattern>
- <revocat i onFreshness>
<noCheckNecessary/ >
</revocationFreshness>
</ po: credenti al Revocati onCheck>
</po:limtations>
</ po: docunent Li m tati on>
-<validitylnterval >
<not Af t er >2003- 05- 24T16: 20: 00</ not Af t er >
</validitylnterval >
</ al | Condi ti ons>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwmv w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gori thm="http://ww. xrnl . or g/ schenma/ 2001/ 11/ xrml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>AYngOhSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q90AX. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<timeCf | ssue>2001- 05- 24T16: 20: 00</ ti meCf | ssue>
- <revocat i onMechani sn»
- <querySi gnat ur e>
- <uddi >
- <servi ceKey>
<uui d>1F2CBD46- CE56- 4422- A2D5- FSE04DF94C6A</ uui d>
</ servi ceKey>
</ uddi >
</ querySi gnat ur e>
</ revocati onMechani sn»
</ detail s>
</issuer>
</license>

4.20 Software Execution
n the software business, it is typical to tie an application to a particular identity and device.

The following example requires that a keyHol der named Alice execut e a software called "pico" on the foo.com mainframe. The
sour ce condition restricts the device from which the software can be executed.

lice can execute pico on the foo.com mainframe.
-<license>



-<inventory>
-<cx:digitalWrk |icensePartl|d="pico">
-<cx: | ocator>

-<securelndirect URI ="http://foo.com nuinfrane/pi co. exe">

<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >

<dsi g: Di gest Val ue>0kccZ4a3zFWOPT1qEl gSg==</ dsi g: Di gest Val ue>
</ securel ndirect>

</ cx: | ocat or >
</ cx: di gi tal Work>
- <keyHol der |icensePartl|d="fooMinframe">
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>n5gznwvv4/ ... </dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</inventory>
-<grant >
-<keyHol der |icensePartld="Alice">
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>n5gznvv4/ . .. </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<cx: execute/>

<cx:digital Wrk |icensePart|dRef="pico"/>
- <cx:source>

-<keyHol der |icensePart| dRef="fooMai nfrane">
</ keyHol der >
</ cx: source>
</ grant >
</license>

4.21 Confidentiality of Rights

n all business models, it may be necessary sometimes to keep the confidentiality of a license or some terms and conditions.

-ollowing is an example of an encrypted | i cense, when total confidentiality is required.

An encrypted license.

-<license>

-<encryptedLi cense Type="http://ww.w3. or g/ 2001/ 04/ xnl enc#Cont ent " >

<enc: Encrypti onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#3des- cbc"/ >
- <dsi g: Keyl nf o>

<dsi g: KeyName>Qur Secr et Symret ri cKey</ dsi g: KeyNane>
</ dsi g: Keyl nf o>
-<enc: C pher Dat a>

<enc: C pher Val ue>SDf kDWEj eSdkj 39871230 kr dgt 8923gKL3j df 890df DFj g0df 9j 3r gkl j sdf gj i dj f Fj f FIf kj HEHf gDJi JERWECHIE
</ enc: Ci pher Dat a>

</ encrypt edLi cense>
</license>

n the following is a | i cense, the first gr ant allows anyone to pl ay a movie for a one-time fee of $10.00. The second gr ant is
ancrypted to keep the content of the grant secret.

/An encrypted grant.

-<license>
-<grant >
<cx: play/ >
-<cx:digitalWrk |icensePartl|d="dvdMovie">
- <cx: net adat a>
- <xm >
-<cx: si npl eDi gi t al Wor kMet adat a>
<cx:title>Air Force One</cx:title>

</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >

</ cx: et adat a>
-<cx: | ocator>

-<securelndirect URI ="http://sonyPictures.conm AirForceOne">

<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >

<dsi g: Di gest Val ue>0kccZ4a3zFWOOPT1qEl qSg==</ dsi g: Di gest Val ue>
</ securel ndirect>

</ cx: | ocat or>
</ cx: digital Work>
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>10. 00</sx:rate>




- <sx: paynent Recor d>
-<sx: st at eReference>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
</ sx: paynment Recor d>
</ sx: paynent Fl at >
</ sx:fee>
</ grant >
- <grant >
-<encryptedG ant Type="http://wwm. w3. or g/ 2001/ 04/ xm enc#Cont ent " >
<enc: Encrypti onMet hod Al gorithm="http://wwmv. w3. or g/ 2001/ 04/ xm enc#rsa-1_5"/>
- <dsi g: Keyl nf o>
<dsi g: KeyNanme>Al i ce</ dsi g: KeyNanme>
</ dsi g: Keyl nf o>
- <enc: C pher Dat a>
<enc: C pher Ref erence URI ="cid: 33"/>
</ enc: C pher Dat a>
</ encrypt edG ant >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwmv w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://www. xrni . org/ schema/ 2001/ 11/ xr i 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>al | DoedpL. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMZ30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meCf | ssue>2000- 01- 27T15: 30: 00</ ti meCf | ssue>
</ detail s>
</i ssuer>
</license>

4.22 Watermark and Content Fragments

n some business models where encrypted content must be decrypted before being rendered, watermark can be inserted in the
sontent itself to make pirated copies identifiable.

The following example grants the right to pri nt the first 10 pages of a book and it is requested that wat er nar k information is placed
n the printed output. Note in this example, the cont ent condition is used to reference a fragment of the book.

Watermark the printed output

-<license>
-<inventory>
-<cx:digitalWrk |icensePartl|d="1o0go">
<cx: description>wat er mark | ogo</cx: description>
-<cx: | ocator>
-<securelndirect URI ="http://ww. usc.edu/trojan.bnp">
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PlccWsbaz FWAOPT1qEl gSk==</dsi g: Di gest Val ue>
</ securel ndirect>
</ cx: | ocat or>
</ cx: di gi tal Work>
</inventory>
- <grant >
- <keyHol der >
-<i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us> p8sN4Kee. .. </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
<cx:print/>
-<cx: di gi tal Wor k>
<cx:description>Alice In the Wonder Land</cx:description>




</ cx: di gi tal Work>
-<al | Condi ti ons>
-<school : cont ent >
<school : unit type="oni x: Nunber O Pages"/ >
<school : fronp1</school : fronp
<school : t 0>10</ school : t 0>
</ school : cont ent >
- <cx: wat er mar k>
<cx: user-nanme/ >
<cx:string>Title: "Alice In the Wnder Land' </cx:string>
<cx:render-|ocation/>
<cx:render-time/>
<cx: obj ect licensePartl|dRef="10go"/>
</ cx: wat er mar k>
</ al | Condi ti ons>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwmv w3. or g/ TR/ 2001/ REC- xni - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gorithm="http://ww. xrnl . org/ schema/ 2001/ 11/ xrml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>al | DoedpL. . . </ dsi g: Si ghat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMZ30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2000- 01- 27T15: 30: 00</ti meCf | ssue>
</ detail s>
</ i ssuer>
</license>

4.23 Secure Device

n cases where tamper resistant hardware is not available, security level is one way to restrict access to only authorized devices.

The following example allows only projectors with certain security level to play a movie.

The first | i cense certifies projectors with certain characteristics and assigns them a security level of 5. The f or Al | construct defines

he characteristics required of a projector. The first gr ant certifies such projector and the second gr ant assigns it a security level of
5.

Certifying authorized projectors

-<license>
-<inventory>
-<keyHol der licensePartld="trustedl ssuer">
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 9q9Q0AX. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</inventory>
-<grant >
-<forAll varNanme="proj ect or Epson">
-<everyone>
-<school : proj ect or Properties>
<school : resol uti on>SXGA</ school : resol uti on>
<school : manuf act ur er >EPSON</ school : nenuf act ur er >
<school : si zeCat egor y>Por t abl e</ school : si zeCat egor y>
</ school : proj ector Properties>
-<trustedl ssuer>
- <keyHol der |icensePart| dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
</[forAl>
- <keyHol der |icensePart| dRef ="projector Epson">
</ keyHol der >
<possessProperty/>




<school : proj ector/>
</ grant >
-<grant >
-<forAll varNanme="proj ect or Epson">
-<everyone>
-<school : proj ect or Properties>
<school : resol uti on>SXGA</ school : resol uti on>
<school : manuf act ur er >SEPSON</ school : manuf act ur er >
<school : si zeCat egor y>Por t abl e</ school : si zeCat egory>
</ school : proj ect or Properties>
-<trustedl ssuer>
-<keyHol der |icensePart|dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
</[forAl>
- <keyHol der var Ref ="proj ect or Epson" >
</ keyHol der >
<possessProperty/>
-<school : kernel SecurityLevel >
<cx: val ue>5</cx: val ue>
</ school : kernel SecurityLevel >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl| nf 0>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://ww. xrni . org/ schema/ 2001/ 11/ xr i 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>zl RYaxl| 5E. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMZ30. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<timedf | ssue>2001- 01- 27T15: 30: 00</ ti meCf | ssue>
-<validitylnterval >
<not Bef or e>2000- 02- 03T17: 26: 00</ not Bef or e>
<not Af t er >3000- 02- 03T17: 26: 00</ not Af t er >
</validitylnterval >
</ detail s>
</i ssuer>
</license>

n the following | i cense, the r ender er condition restricts the rendering of a movie to a certified projector.

Only certified projectors can render a movie

-<license>
-<inventory>
-<keyHol der |icensePartld="trustedl ssuer">
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
</inventory>
- <grant >
-<forAll varNanme="projector Epson">
- <everyone>
<school : proj ector/>
- <trustedl ssuer>
<principal licensePartl|dRef="trustedl ssuer"/>
</trustedl ssuer>
</ everyone>
- <everyone>
-<school : kernel SecurityLevel >
<cx: val ue>5</cx: val ue>
</ school : kernel SecurityLevel >
-<trustedl ssuer>
<principal |icensePartl|dRef="trustedl ssuer"/>
</trustedl ssuer>
</ everyone>
</[forAll>




-<forAl'l varNane="student Group" >
- <everyone>
<sx: dnsName>wwv. usc. edu</ sx: dnsName>
-<trustedl ssuer>
<principal |icensePartl|dRef="trustedl ssuer"/>
</trustedl ssuer>
</ everyone>
</[forAl>
<cx: play/ >
-<cx: di gital Work>
- <cx: et adat a>
-<xm >
-<cx: si npl eDi gi tal Wor kMet adat a>
<cx:title>Alice in the Whnder Land</cx:title>
<cx: copyright >Copyri ght 1999 Addi son Wesley. Al Rights Reserved. </cx: copyright>
<oni x: medi aFi | eTypeCode>npvi e0001</ oni x: nedi aFi | eTypeCode>
</ cx: sinpl eDi gi t al Wor kMet adat a>
</ xm >
</ cx: met adat a>
-<cx: | ocator>
-<securelndirect URI ="http://sonyPictures.com Al icel nTheWnder Land">
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>0kccZ4a3zFWOPT1qEl qSg==</ dsi g: Di gest Val ue>
</ securel ndirect>
</ cx: | ocat or>
</ cx: di gi tal Work>
-<cx:renderer>
- <keyHol der var Ref ="proj ect or Epson" >
</ keyHol der >
</ cx:renderer>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww:. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://ww. xrni . org/ schema/ 2001/ 11/ xr i 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xmi dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>zl RYax| 5E. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>g8NRYMS30. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001- 01- 27T15: 30: 00</ti meCf | ssue>
-<validitylnterval >
<not Bef or e>2000- 02- 03T17: 26: 00</ not Bef or e>
<not Af t er >3000- 02- 03T17: 26: 00</ not Af t er >
</validitylnterval >
</ detail s>
</i ssuer>
</license>

4.24 Third-party Metadata

This example shows how to incorporate third-party metadata into an XrML license.

Jescribe a given di gi t al Wor k.

Note how npeg: DI DL is used as metadata to

MPEG metadata

-<license>
-<inventory>
- <keyHol der
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>4hr e4NP7R. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
</inventory>
-<grant >
-<keyHol der |icensePartl|dRef="Alice">
</ keyHol der >
<cx: play/ >

l'icensePart!ld="Alice">




-<cx: di gi tal Wor k>
- <cx: et adat a>
-<xm >
- <npeg21: DI DL>
- <nmpeg21: | TEM>
- <npeg21: DESCRI PTOR>
- <npeg21: STATEMENT TYPE="text/xm ">
- <npeg7: Mpeg7>
-<npeg7: DescriptionUnit xsi:type="npeg7: CreationlnformationType">
- <npeg7: Creati on>
<nmpeg7: Titl e>\When the Thistle Bl oons</ npeg7: Title>
- <npeg7: Creat or >
<npeg7: Rol e href="urn: npeg: npeg7: cs: MPEG/Rol eCS: PERFORVER" / >
- <npeg7: Per sonGr oup>
<npeg7: Name>Al ways Red</ npeg7: Nane>
</ nmpeg7: Per sonGr oup>
</ nmpeg7: Cr eat or >
- <npeg7: Creat or >
<npeg7: Rol e href="urn: npeg: npeg7: cs: MPEG/Rol eCS: PUBLI SHER"/ >
- <npeg7: Organi zati on>
<nmpeg7: Name>PDQ Recor ds</ npeg7: Nane>
</ npeg7: Organi zati on>
</ npeg7: Cr eat or >
</ npeg7: Creati on>
</ npeg7: Descri ptionUnit>
</ npeg7: Mpeg7>
</ npeg21: STATEMENT>
</ npeg21: DESCRI PTOR>
- <npeg21: DESCRI PTOR>
- <npeg21: STATEMENT TYPE="text/xm ">
- <RDF: Descri pti on>
<dc:title>Wien the Thistle Blooms</dc:title>
<dc: creat or >Al ways Red</dc: creator>
<dc: publ i sher >PDQ Recor ds</ dc: publ i sher >
</ RDF: Descri pti on>
</ npeg21: STATEMENT>
</ npeg21: DESCRI PTOR>
- <npeg21: COMPONENT>
<npeg2l: RESOURCE REF="rtsp://tel enedial:/vll. aac"/>
</ npeg21: COVPONENT>
</ nmpeg21: | TEM>
</ npeg21: DI DL>
</ xm >
</ cx: met adat a>
</ cx: digital Work>
-<validitylnterval >
<not Bef or e>2001- 11- 15T04: 03: 02</ not Bef or e>
<not Af t er >2001- 12- 06T04: 03: 02</ not Af t er >
</validitylnterval >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl| nf o>

<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >

<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>

- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://www. xrni . org/ schema/ 2001/ 11/ xr mi 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>AYngOhSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>YPNnae05g. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<timedf | ssue>2001- 11- 15T04: 03: 02</ti meCf | ssue>
</ detail s>
</i ssuer>
</license>

5 Third-party Examples

5.1 Distance Learning (http:/www.vide.net/resources/conferences/mdvc2001/DRMbreakout.ppt)

nstitutional lending enables library and corporate business models. In this example, a digital video lecture at Georgia Tech is limited
o registrants of the course, each of whom was issued a digital certificate identifying them as registrants. Non-registrants may view
he course for a metered fee of $10 per hour during the course period. Non-registrants will receive a lower-resolution video file than
‘egistrants. Geoffrey Smith, the course Graduate Teaching Assistant, has many rights for the duration of the course.




Two registration licenses are used in this example. One is a student registration; the other is a teaching assistant registration.

A student registration license.

-<license>
- <grant >
- <keyHol der >
-<i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUi TQK. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
<possessProperty/>
-<library:identification>
<library:schene>http://ww. gatech. edu/regi stration</library:schene>
<library:val ue>student</library:val ue>
</library:identification>
</ grant >
- <i ssuer>
- <dsi g: Si gnat ur e>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://wwm. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnatureMet hod Al gorithm="http://wwmv. wW3. or g/ 2000/ 09/ xmi dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ms>
<dsi g: Transform Al gorithm="http://wwmv. xrm . or g/ schema/ 2001/ 11/ xr m 2cor e#l i cense"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod Al gorithm="http://wwm. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>AYngChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUi TQK. . . </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf 0>
</ dsi g: Si gnat ur e>
-<detail s>
<ti meOf | ssue>2001- 01- 01T04: 03: 02</ti meCf | ssue>
</ detail s>
</ i ssuer>
</license>

A registration license for Geoffrey Smith, a teaching assistant.

-<license>
-<inventory>
-<keyHol der licensePartld="ta">
-<i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>Ef gao6NYf . .. </ dsi g: Modul us>
<dsi g: Exponent >AQAQAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</info>
</ keyHol der >
</inventory>
- <grant >
-<keyHol der |icensePartl|dRef="ta">
</ keyHol der >
<possessProperty/>
<sx: commonNanme>Ceof frey Smi t h</ sx: commonNane>
</ grant >
-<grant>
-<keyHol der |icensePartl|dRef="ta">
</ keyHol der >
<possessProperty/>
-<school : physi cal SecuritylLevel >
<cx: val ue>4</cx: val ue>
</ school : physi cal SecuritylLevel >
</ grant >
- <grant >
-<keyHol der licensePartl|dRef="ta">
</ keyHol der >
<possessProperty/>
-<school : trust edSt orageSecuritylLevel >
<cx: val ue>5</ cx: val ue>
</ school : trust edSt orageSecuritylLevel >
</ grant >
- <grant >
-<keyHol der licensePartl|dRef="ta">
</ keyHol der >




<possessProperty/>
-<school : protocol Level SecuritylLevel >
<cx: val ue>4</cx: val ue>
</ school : prot ocol Level SecurityLevel >
</ grant >
-<grant >
-<keyHol der licensePart|dRef="ta">
</ keyHol der >
<possessProperty/>
-<school : kernel SecuritylLevel >
<cx: val ue>5</ cx: val ue>
</ school : ker nel SecurityLevel >
</ grant >
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithne"http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://www. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gori thm="http://ww. xrnl . or g/ schenma/ 2001/ 11/ xrml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl| nf o>
<dsi g: Si gnat ur eVal ue>AYngGChSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>0RUTUI TQX. .. </ dsi g: Modul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<ti meOf | ssue>2001-11- 05T12: 00: 00</ti meCf | ssue>
</ detail s>
</issuer>
</license>

The following | i cense shows gr ant s to registrants, non-registrants, and Geoffrey Smith.

gr ant s to registrants, non-registrants, and Geoffrey Smith.

-<license>
-<inventory>
-<cx:digital Wrk |icensePartl|d="H ResLecture">
- <cx: et adat a>
- <xm >
- <r df : RDF>
-<rdf: Description>
<dc:title>Earthquake Engineering 210</dc:title>
<dc:identifier>2001-09-21</dc:identifier>
<dc: f or mat >npeg/ vi deo; resol ution 1024x768</dc: f or mat >
<dc: creator>Peter Ansel np</dc: creator>
<dc: publi sher>CGeorgia Institute of Technol ogy. Continuing Education Departnent</dc: publisher>
</rdf: Description>
</ rdf : RDF>
</ xm >
</ cx: met adat a>
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww.gatech. edu/l ectures/ee-210-hi gh-resol ution"/>
</ cx: | ocat or>
</ cx: digital Work>
-<cx:digitalWrk |icensePart|d="1oResLecture">
- <cx: et adat a>
-<xm >
- <rdf : RDF>
-<rdf: Description>
<dc:title>Earthquake Engineering 210</dc:title>
<dc:identifier>2001-09-21</dc:identifier>
<dc: f or mat >npeg/ vi deo; resol ution 640X480</dc: f or mat >
<dc: creat or>Pet er Ansel np</dc: creator>
<dc: publ i sher>Ceorgia Institute of Technol ogy. Continuing Education Departnent</dc: publisher>
</rdf: Description>
</ rdf : RDF>
</ xm >
</ cx: met adat a>
- <cx: | ocat or >
<nonSecurel ndirect URI ="http://ww. gatech. edu/l ectures/ee-210-1owresol ution"/>
</ cx: | ocat or>
</ cx: digital Work>
-<keyHol der |icensePartld="trustedl ssuer">
- <info>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>X0j 99q90AX. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >




</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
-<forAll varName="ta">
-<everyone>
<sx: commonNanme>Ceof f rey Smi t h</ sx: commonNane>
-<trustedl ssuer>
-<keyHol der |icensePart|dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
-<everyone>
-<school : physi cal SecurityLevel >
<cx: val ue>4</ cx: val ue>
</ school : physi cal SecurityLevel >
- <trustedl ssuer>
-<keyHol der |icensePart| dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
-<everyone>
-<school : trustedSt orageSecuritylLevel >
<cx: val ue>5</cx: val ue>
</ school : trust edSt orageSecuritylLevel >
-<trustedl ssuer>
- <keyHol der |icensePart| dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
- <everyone>
-<school : prot ocol Level SecuritylLevel >
<cx: val ue>4</ cx: val ue>
</ school : prot ocol Level SecurityLevel >
- <trustedl ssuer>
-<keyHol der |icensePart|dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
- <everyone>
-<school : kernel SecuritylLevel >
<cx: val ue>5</cx: val ue>
</ school : kernel SecurityLevel >
-<trustedl ssuer>
- <keyHol der |icensePart| dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
</[forAll>
-<validitylnterval |icensePartld="validPeriod">
<not Bef or e>2001- 01- 05T00: 00: 00</ not Bef or e>
<not Af t er >2001- 04- 25T00: 00: 00</ not Af t er >
</validitylnterval >
</inventory>
- <grant >
-<forAll varName="registrant">
-<everyone>
-<library:identification>
<library:scheme>http://ww. gat ech. edu/regi stration</library:schene>
<library:val ue>student</library:val ue>
</library:identification>
-<trustedl ssuer>
-<keyHol der |icensePart|dRef="trustedl ssuer">
</ keyHol der >
</trustedl ssuer>
</ everyone>
</forAll>
- <keyHol der var Ref ="registrant">
</ keyHol der >
<cx: play/ >
<cx:digital Wrk |icensePart|dRef="Hi ResLecture"/>

<validitylnterval |icensePartl|dRef="validPeriod"/>
</ grant >
-<grant>
-<forAll varNanme="everyone">
</forAl>

- <keyHol der var Ref ="everyone">
</ keyHol der >
<cx: play/ >
<cx:digital Wrk licensePartldRef="LoResLecture"/>
-<al | Condi ti ons>
<validitylnterval |icensePartl|dRef="validPeriod"/>
-<sx: fee>
- <sx: paynent Met er ed>
<sx:rate currency="USD"'>10. 00</sx: rate>
<sx: per >PT1H</ sx: per >
<sx: by>PT15M</ sx: by>
<sx: phase>PT10Mk/ sx: phase>
</ sx: paynent Met er ed>
-<sx:to>
- <sx: aba>
<sx:institution>139371581</sx:institution>



<sx:account>111111</sx: account >
</ sx: aba>
</ sx:to>
</ sx:fee>
</ al | Condi ti ons>
</ grant >
- <grant G oup>
- <keyHol der varRef="ta">
</ keyHol der >
<validitylnterval |icensePartl|dRef="validPeriod"/>
- <grant>
<cx: play/>
<cx:digital Wrk |icensePartl|dRef="H ResLecture"/>
</ grant >
-<grant>
<cx: copy/ >
<cx:digital Wrk |icensePartl| dRef="H ResLecture"/>
</ grant >
- <grant >
<cx:edit/>
<cx:digital Wrk |icensePart!|dRef="Hi ResLecture"/>
</ grant >
- <grant >
<cx: manageFol der/ >
-<cx: di gi tal Wor k>
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww.gatech. edu/lectures/"/>
</ cx: | ocat or >
</ cx: di gi tal Work>
</ grant>
- <grant>
<cx: accessFol der | nfo/ >
-<cx: di gi tal Wor k>
-<cx: | ocator>
<nonSecurel ndirect URI ="http://ww. gatech. edu/l ectures/"/>
</ cx: | ocat or >
</ cx: di gi tal Wor k>
</ grant>
- <grant>
<cx: backup/ >
<cx:digital Wrk |icensePartl|dRef="H ResLecture"/>
</ grant >
</ grant G oup>
- <i ssuer>
- <dsi g: Si gnat ure>
- <dsi g: Si gnedl| nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - ¢14n-20010315"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/>
- <dsi g: Ref erence>
- <dsi g: Transf or ns>
<dsi g: Transform Al gori thm="http://ww. xrnml . or g/ schena/ 2001/ 11/ xrml 2cor e#l i cense"/ >
</ dsi g: Transf or ns>
<dsi g: Di gest Met hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<dsi g: Di gest Val ue>PB4QbKOQC0941t TExbj 1/ Q==</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>AYngOhSHb. . . </ dsi g: Si gnat ur eVal ue>
- <dsi g: Keyl nf o>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>YPNnae05g. . . </ dsi g: Mbdul us>
<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ure>
-<detail s>
<timeCf | ssue>2001- 01- 01T04: 03: 02</ti meCf | ssue>
</ detail s>
</issuer>
</license>

5.2 Screen Saver Preview and Superdistribution (p:iavbftp:avb2000@ftp.dvb.orgidvb-cpt/CPY%20Responses/DVB-CPT-
711r1_0.pdf)

This scenario is simple and is based on the initial purchase of a screen saver by User A. User A is so happy with his purchase that
1e forwards a preview copy to his friend User B. User B agrees with his friend's opinion and decides he wants to buy a full version of
he screen saver.

User A can use the screen saver; anyone can preview the screen saver one time or pay to use it

-<license>
-<inventory>
-<keyHol der |icensePart|d="UserA">
- <i nfo>
- <dsi g: KeyVal ue>
- <dsi g: RSAKeyVal ue>
<dsi g: Modul us>p8sN4KeeR. . . </ dsi g: Mbdul us>




<dsi g: Exponent >AQABAA==</ dsi g: Exponent >
</ dsi g: RSAKeyVal ue>
</ dsi g: KeyVal ue>
</i nf o>
</ keyHol der >
-<cx:digitalWrk |icensePartl|d="saver Turkey">
-<cx: | ocator>
<nonSecur el ndirect URI ="http://ww. downl oad. conf saver Tur key. exe"/>
</cx: | ocator>
</ cx: di gital Work>
</inventory>
- <grant >
-<keyHol der licensePart| dRef ="User A">
</ keyHol der >
<cx: execute/>
<cx:digital Wrk |icensePartldRef="saver Turkey"/>
-<sx: fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>2. 00</sx:rate>
- <sx: paynent Recor d>
-<sx: st at eReference>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: stat eRef erence>
</ sx: paynent Recor d>
</ sx: paynent Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx:account >123457</ sx: account >
</ sx: aba>
</sx:to>
</sx: fee>
</ grant >
- <grant >
-<forAll varNane="anyone">
</forAl>
<princi pal varRef="anyone"/>
<obt ai n/ >
-<grant Group |icensePart|d="superdistributedG ants">
-<forAll varNane="anyone">
</forAl>
<principal varRef="anyone"/>
-<grant >
<cx: execut e/ >
<cx:digital Wrk |icensePart|dRef ="saver Tur key"/>
-<sx:fee>
- <sx: paynent Fl at >
<sx:rate currency="USD"'>2. 00</sx:rate>
- <sx: paynent Recor d>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef er ence>
</ sx: paynment Recor d>
</ sx: paynment Fl at >
-<sx:to>
- <sx: aba>
<sx:institution>222371864</sx:institution>
<sx: account >123457</ sx: account >
</ sx: aba>
</sx:to>
</ sx:fee>
</ grant >
-<grant >
<cx: execut e/ >
<cx:digital Wrk |icensePart|dRef="saver Tur key"/>
-<al | Condi ti ons>
-<sx:trackQuery>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>D04951E4- 332C- 4693- B7DB- D3D1D1C20844</ uui d>
</ servi ceKey>
</ uddi >
</ sx: st at eRef erence>
<sx: not Mor eThan>1</ sx: not Mor eThan>
</ sx:trackQuery>
-<sx:trackReport>
- <sx: st at eRef erence>
- <uddi >
- <servi ceKey>
<uui d>1F8903B0- FC03- 4c5b- A445- AAFCCEC01111</ uui d>
</ servi ceKey>
</ uddi >
-<servi cePar anet er s>



- <dat un®>
<cx:print/>
</ dat un>
</ servi cePar anet er s>
</ sx: st at eRef erence>
</ sx: trackReport>
</ al | Condi tions>
</ grant >
</ grant G oup>
</ grant >
</license>




