Appendix O: Digital Certificate Authority Overview

Certification authorities (CAs) create, distribute, manage, and revoke digital certificates. CAs can be independent commercial businesses that charge transaction and certificate fees or, alternatively, organizations can manage their own CAs to ensure that certificates are issued and managed according to the policies and procedures that are most appropriate for the organization. In addition, it is possible to integrate public key technology and the use of certificates into many software applications. This provides  scalable public-key infrastructures for enterprise-wide and inter-enterprise use.

While many applications can generate and issue digital certificates, in practice a CA implementing a public key infrastructure requires a management system. The issuing of public key certificates by the CA represents only one aspect of managing cryptographic keys in a secure manner. The ability for a CA to identify untrustworthy certificates (i.e., to revoke certificates) is equally important. From the moment a CA issues a public key certificate, the CA creates a binding of a public key to a "distinguished name," the name associated with the entity owning the certificate. However, at any point in the future and for a variety of reasons, the CA must also be able to state that a previously issued certificate is no longer trustworthy (e.g., if the owner of the certificate terminates employment with an organization, or if the private key associated with the certificate is compromised). Without the revocation capability it is not possible to maintain a trustworthy networking environment based on public key cryptography.

In addition to certificate generation and the ability to specify untrustworthy certificates by using CRLs or other methods, some important elements of CA management are: 

· secure generation of public-key pairs and symmetric keys,

· secure storage and use of the private part of the CA’s certificate signing public-key pair,

· secure distribution of the CA public key,

· update of users' certificates and/or key pairs over time, and

· cross-certification of CAs in multiple security domains. 

 A number of CA models are possible, such as:

· standalone CA (single, independent CA),

· peer-to-peer CA using distributed cross-certification, and

· root CA.
This appendix examines two classic models, peer-to-peer CA using distributed cross-certification (Section O.1), and root CA (Section O.2).  In practice, these will likely be hybrid implementations.
O.1 Peer-to-Peer CA Model with Cross-Certification

All of the CAs in this model (Figure O.1) are standalone CAs that use cross-certification to create multiple CA domains. These peers could be within a corporate entity  (e.g., some department or division) or between totally unrelated CAs.  
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Figure O.1 Peer-to-peer using cross certificates CA model.

Cross-certification enables unrelated, distributed CAs to communicate with each other and check private information about certificates for secure electronic transactions, using CA interoperability in a highly secure manner. For the successful operation of a peer-to-peer model, it is assumed that the various standalone CAs adhere to similar proprietary or open management standards and operating policies such that each CA can “trust” the certificates issued by the other CAs.

O.2 Root CA Model

This model (Figure O.2) is also known as the “hierarchical model.” A trusted hierarchy of CA systems begins with a root CA, then a policy granting CA, and then a user CA. The root CA acts as a secure, central authority that generates unique digital signatures.    These digital signatures are embedded onto the top-level policy digital certificate, which is then embedded into lower-level certificates.  The hierarchy is:

1.  root CA - highest level,

2.  policy CA – derived from root CA, and

3.  user CA - derived from user CA.
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Figure O.2 Root CA model.

Validating a certificate chain depends on the possession of an authentic root public key to permit following the level of trust up and down the chain to the degree deemed necessary.  Each certificate is linked to the signature certificate of the certificate issuing entity.  Certificates are validated by following the trust hierarchy to the Root CA. Searching a certification chain is direct since each user has a certification path back to the root certificate.

This model has a serious disadvantage that will surface if the root private key is compromised, since the recovery requires the secure distribution of the new public key to every user in the CA to establish the hierarchy of trust up and down the chain.

As of the publication of this specification, it appears that the “peer-to-peer” model is the most popular model for authenticating certificates across multiple CAs. 
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