1 Introduction

XRI resolution is still broken up into naming authority resolution and local access. However, instead of trying to create a full framework for pluggable protocols, this proposal focuses on use of HTTP. This turns out not to reduce flexibility too much, as HTTP itself is an extremely flexible protocol.

Future work can still revisit leveraging DDDS more completely, but due to its relative youth and due to lack of developer experience with DDDS, this proposal sidesteps DDDS completely. 

2 Naming Authority Lookup

Naming authority lookup is essentially the xri-http proposal from the original spec. Abstract-identified naming authorities are resolved from left to right, each sub-segment being appended to a URL, an HTTP request being made to that URL, and the result containing the next URL to which to append the next sub-segment. Naming authority resolution for dns or IP-address specified authorities is treated in a separate section below. 

The first HTTP URL is defined by the community as the root. 

Each HTTP lookup results in a 200 OK response (perhaps after a number of redirects). The content of this response contains a Naming Authority Descriptor (described below). These descriptors point to local access services, to the next url for naming authority resolution, or aliases for the naming authority. 

Any set of naming authority subsegments may be the prefix of a longer naming authority identifier, or may themselves be a complete naming authority identifier. For example, the abstract naming authority identifier “a.b.c” may be used as a standalone naming authority identifier (in which case, the descriptors point to local access services) or it may be the prefix to another naming authority identifier (e.g. “a.b.c.d”) in which case it (“a.b.c”) must resolve to a descriptor pointing to another naming authority resolution endpoint. 

Thus, the result of the HTTP request corresponding to the resolution of a particular naming authority identifier subsegment can result in a list containing both local access services references and naming authority resolution services. 

Here’s an example of the naming authority resolution using xri:=Wachob.home.base/foo.bar
HTTP Request to equals.xri.com:

GET /xriresolve/wachob HTTP/1.1

200 OK HTTP/1.1

<cache-headers>

Naming Authority Descriptor:

…

xri-na http://xri.wachob.com/xriresolve/ 

…

Appending the next sub-segment “home”:

HTTP Request to xri.Wachob.com

GET /xriresolve/home HTTP/1.1

200 OK HTTP/1.1

<cache-headers>

Naming Authority Descriptor:

…
xri-na  http://xri.wachobhome.com/xriresolve/
…

Appending the next sub-segment “base”:

HTTP Request to xri.Wachobhome.com

GET /xriresolve/base HTTP/1.1

200 OK HTTP/1.1

Content-type: application/xrinadescriptor+xml

<cache-headers>

Naming Authority Descriptor:

…
Local Access X2R http://xri.wachobhome.com/xri-local/ 

Local Access X2R https://xri.wachobhome.com/xri-local/ 

…
And here we end up with a set of local access URLs.

3 Naming Authority Descriptor

The format for the endpoint descriptor is not yet finally determined. Because it needs to be extensible and possibly digitally signed, it probably will be an XML document of the following form:

<NamingAuthority>

<NextAuthority>

<URI>http://xri.example.com</URI>

<URI>https://xri.example.com</URI>

</NextAuthority>

<LocalAccess service=”X2R” type=”application/rddl+xml”>

<URI>http://xri.example.com</URI>

</LocalAccess>

<LocalAccess service=”X2R” type=”image/jpeg”>

<URI>http://pictures.xri.example.com</URI>

</LocalAccess>

<Alias>xri:1.2.3</Alias>

</NamingAuthority>

The following elements are included in the NamingAuthority document:

/NamingAuthority – Required. The outer element of the NamingAuthority resolution process.

/NamingAuthority/NextAuthority – 0 or 1. Indicates the next naming authority to visit. The subsegment which has just been resolved specifies which “next authority” to visit. If the just-resolved subsegment does not identify another naming authority, but rather only a namespace within the current naming authority, then the NextAuthority element may not be present.

/NamingAuthority/NextAuthority/URI – Required. Indicates the transport level URI where the next naming authority can be contacted.

/NamingAuthority/LocalAccess – 0 or more. Indicates that this last subsegment specifies a naming authority where local access service is available. 

/NamingAuthority/LocalAccess/@service - 0 or 1. Indicates the type of local access service. Generally, these are from the THTTP definitions – probably needs more specification or elimination. 

/NamingAuthority/LocalAccess/@type - 0 or 1. The media type of content available at this service. If this is not present, then no assumption can be made about the type of data or service available at this endpoint. 

/NamingAuthority/Alias – 0 or more. A name which the Naming Authority specified by the resolution step may also be known as. This may be used, for example, to let a client know that a naming authority identified with non-persistent identifiers may also be known by an “all-persistent-subsegments” identifier. 
Security features can be attached in the form of XML Digital Signatures and SAML assertions. This proposal does not specify such security features, but simply acknowledges their importance and accommodates them through a flexible resolution result document. This document is “open” and new elements may be inserted so long as clients can rely only on the elements described here. 

An open issue is an expiration time – we have rich cache semantics from HTTP. The main reason for expiration time (e.g. TTL in DNS) is for security reasons – but maybe this should be asserted explicitly in a security assertion. 

4 Local Access

Local access is the process of interacting with a representation or networked resource corresponding to an XRI. This proposal assumes HTTP is the application protocol over which this interaction occurs. 

Local access with DNS or IP-Address specified XRIs is quite straightforward and is described below. This section applies to all local access of XRIs, but the section on construction of the local access URIs only applies to XRIs with abstractly-identified naming authorities. 

4.1 Using the naming authority URL extracted from the abstractly naming authority identifier

The construction of a local access URL from the naming authority URL for a abstractly-identified naming authority is comprised of a simple concatenation of the local access URL and the local part of the XRI. 

The URL to which we perform an HTTP request (any of the verbs are legal) is the textual concatenation of the local access URL from the output of the result of Naming Authority resolution and the fully-escaped (ie URI-compatible) version of the local part of the XRI to the URL being resolved. 

For example, if the local access service URL was http://xri.wachobhome.com/xri-local, then local access for Xri:=Wachob.home.base/foo.bar would be:

HTTP Request to xri.wachobhome.com:

GET /xri-local/foo.bar HTTP/1.1

200 OK HTTP/1.1

<cache-headers>

<content of representation>

4.2 Using Local Access for Particular Metadata and Attributes

If a resolver wanted to discover a particular type of data about a XRI, such as a related RDDL doc, it could append /($t/RDDL) to an XRI’s local part like so:

HTTP Request to xri.wachobhome.com:

GET /xri-local/foo.bar%2F%28%24t%2FRDDL%29 HTTP/1.1

200 OK HTTP/1.1

<cache-headers>

<content of representation of RDDL related to xri:=Wachob.home.base/foo.bar>

This use of XRIs is not required, but strongly suggested as a convention. Further documents may formally describe such conventions, but the local access protocol is not affected by such use of XRIs and cross references. 

5 DNS-Specified and IP-Address-Specified Authorities

DNS-specified authorities consist of a dns name which specify the location of the endpoint with which to perform local access. The process for converting XRIs with DNS-specified and IP-Address-specified authorities into local access URLs is extremely simple. First, the XRI must be converted into URI-escaped form. Then, the scheme part is translated from xri: to http: and an HTTP request is performed on the resulting URL, as described in “Local Access” above.

6 HTTP Headers

6.1 Caching

Need to read the caching docs on this, but generally, the response for naming authority should allow for caching as long as is possible. This is especially true of the “higher level” naming authority sub-segments. 

See RFC 2616 section section 13. Specifically, the “Expiration Model” of section 13.2 SHOULD be used as this requires the fewest round trip network connections. 

All servers giving naming authority lookup responses SHOULD send the Cache-Control or Expires headers per section 13.2 of RFC2616, unless there are security or policy reasons not to. 

6.2 Location

During naming authority resolution, Location headers may be present per the RFC2616 specification (i.e. during 3XX redirects). Redirects SHOULD be made cacheable. 

During the local access phase, redirects may be present and the Location may contain a HTTP URI or an XRI URI. This is comprises an “aliasing” facility allowing one XRI to resolve into another. If the local access server is aware of the HTTP location where the XRI may be accessed, it can provide a Location header containing and HTTP URI. In this case, it SHOULD provide an X-XRI-Canonical header (see below) to describe the XRI to which the redirection is targeting. If the local access server knows only of the target XRI, then it MUST return a redirection header with the Location field containing an XRI. 

6.3 Content-Location

Content-Location may be used in a local access step where the resource being accessed is an attribute of another resource. This usually would occur in the case where metadata is being accessed using a trailing cross reference to an xri value under the $t namespace. Such a Content-Location header would specify where the resource itself may be accessible (rather than the metadata). This is not required and MUST NOT be required by resolving clients for proper operation. The content-location SHOULD be an HTTP URI if the local access server is aware of the HTTP location, otherwise it MAY be a XRI. 

6.4 Content-Type

Content-type is required for the final step of naming authority resolution and for local-access resolution. 

The content-type header in the 200 responses in naming authority resolution for each subsegment MUST contain the value “application/nadescriptor+xml”, specifying that the content is an naming authority descriptor.

In the local access, clients and servers may negotiate content type using standard HTTP content negotiation features. Whether or not this feature is used, however, the server MUST respond with an appropriate mime-type in the content-type header. 

6.5 X-XRI-Canonical

This is a header that is present only in HTTP redirects from local access servers.  This header notifies a resolving client that the redirect is occurring because the original XRI is an “alias” for another. The “other” XRI (fully escaped URI form) is the value of this header. This header MAY be present even when the Location: header is present and contains an XRI. This header SHOULD be present when the Location: header is present and contains a HTTP or other URI. 

Form: 

X-XRI-Canonical: <XRI> 

7 Other HTTP Features

HTTP provides a number of other features including transfer-coding, proxying, validation-model caching, etc. All of these features may be used so far as they do not conflict with the required uses of HTTP as described in this document. 

8 Caching and Efficiency

Resolution clients are encouraged to perform caching “above” the HTTP level. To do so, however, resolution clients MUST be conservative with caching expiration semantics, including cache expiration dates. This implies that in a series of HTTP redirects, for example, the results of the entire process can only be cached as long as the shortest period of time of any of the intermediate HTTP responses. 

It is expected that between application level and HTTP-level caching, there will be minimal overhead in resolution due to the design of the resolution process. In particular, because each sub-segment of a abstractly-identified naming authority identifier is resolved separately, each step of that resolution is a completely independent, cacheable HTTP-request. Thus, resolution of “top-level” (leftmost) subsegments, because they are common to more identifiers, will typically result in a greater number of cache hits than resolution of subsegments further to the right. 

