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Abstract: 21 
The ability to provide robust implementations is a very important aspect to create high 22 
quality Web Service-enabled applications and to accelerate the adoption of Web 23 
Services. The Framework for Web Services Implementation (FWSI) TC aims to enable 24 
robust implementations by defining a practical and extensible methodology consisting of 25 
implementation processes and common functional elements that practitioners can adopt 26 
to create high quality Web Services systems without reinventing them for each 27 
implementation. 28 

This document serves as a supporting document towards the identification of common 29 
functional elements, which in turn will be detailed in the Functional Elements 30 
Specification. In this document, aspects pertaining to enabling a robust Web Service-31 
enabled application are discussed and the functional requirements arising out of these 32 
aspects are detailed. 33 

Status: 34 
This document is updated periodically on no particular schedule. 35 

Committee members should send comments on this specification to the fwsi@lists.oasis-36 
open.org list. Others should subscribe to and send comments to the fwsi-37 
comment@lists.oasis-open.org list. To subscribe, send an email message to fwsi-38 
comment-request@lists.oasis-open.org with the word "subscribe" as the body of the 39 
message. 40 

For information on whether any patents1 have been disclosed that may be essential to 41 
implementing this specification, and any offers of patent licensing terms, please refer to 42 

                                                      
1  This document contains concepts that have been filed as patents. The Intellectual Property Rights 

declaration and contractual terms on use of document's content will be made available at a later date. 



fwsi-fe-2.0-requirements-doc-ad-03.doc  29 November 2006 
Copyright © OASIS Open 2006. All Rights Reserved.  Page 2 of 31 

the Intellectual Property Rights section of the FWSI TC web page (http://www.oasis-43 
open.org/committees/fwsi/). 44 
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1 Introduction 70 

 71 
The purpose of OASIS Framework for Web Services Implementation (FWSI) Technical 72 
Committee (TC) is to facilitate implementation of robust Web Services by defining a practical and 73 
extensible methodology consisting of implementation processes and common functional elements 74 
that practitioners can adopt to create high quality Web Services systems without re-inventing 75 
them for each implementation.  It aims to solve the problem of the slow adoption of Web Services 76 
due to a lack of good Web Services methodologies for implementation, cum a lack of 77 
understanding and confidence in solutions that have the necessary components to reliably 78 
implement Web Service-enabled applications. 79 
 80 
One of the FWSI TC’s deliverables is the Functional Elements Specification.  This Specification 81 
specifies a set of functional elements that practical implementation of Web Services-based 82 
systems will require.  A Functional Element (FE) is defined as a building block representing 83 
common reusable functionalities for Web Service-enabled implementations, i.e. from an 84 
application Point-Of-View.  These FEs are expected to be implemented as reusable components, 85 
with Web Services capabilities where appropriate, and to be the foundation for practitioners to 86 
instantiate into a technical architecture.  The implementations of these FEs are further supported 87 
by another complementary work that is also from the FWSI TC, the Web Services Implementation 88 
Methodology (WSIM) [1].  As such, the TC hopes that through the implementations of these FEs, 89 
robust Web Service-enabled applications can be constructed quickly and deployed in a rapid 90 
manner. 91 
 92 
This document serves as a supporting document towards the identification of common functional 93 
elements, which in turn will be detailed in the Functional Elements Specification.  It discusses the 94 
aspects pertaining to enabling a robust web service-enabled application from an application 95 
Point-Of-View and also detailed the functional requirements arising out of these aspects.  96 
Presently, the requirements are categorised into four main areas; namely Management, Process, 97 
Delivery and Security. For version 2.0, Process has been broadened to include integration needs, 98 
and hence renamed as Process & Integration. Likewise, Delivery has also been broadened and 99 
will be renamed as Messaging. 100 
 101 
The target audiences for this document are expected to be solution providers who intend to use 102 
the Functional Elements Specification to create building blocks that can be instantiated into the 103 
technical architecture of their solutions or software vendors and independent software vendors 104 
(ISVs) that are expected to build the functional elements specified into their products.  Individuals 105 
and researchers who are interested in Web Services will also be able to benefit from this 106 
document.  It is recommended that this document should be used in tandem with the Functional 107 
Elements Specification, to ensure that readers have a holistic view to the thought processes and 108 
knowledge that are encapsulated. 109 
 110 
 111 

1.1 Scope 112 

 113 
As the FEs are identified from an application Point-Of-View, correspondingly, the requirements 114 
are also identified from the same viewpoint, i.e. application based.  This document covers only 115 
requirements that are considered to be functional in nature as it is targeted to be a reference 116 
base point for the Functional Elements Specification.  Furthermore, the Specification is not 117 
expected to cover implementation details of individual FEs.  Thus non-functional requirements 118 
arising from aspects like Usability, Reliability, Performance, Supportability and any other Design 119 
Constraints are not articulated in this document. 120 
 121 
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The first three categories, i.e. Management, Process & Integration and Messaging mentioned in 122 
the previous section handle aspects that are important to a Web Service-enabled application and 123 
the fourth category Security, handles the security related requirements arising from the first three. 124 
 125 
 126 

1.2 Glossary, Acronyms and Abbreviations 127 

 128 
Assertion 
Authority 

An entity within a COT that provides authentication assertions. 

Channel A logical grouping of event consumers.  When an event is routed to the 
channel, all the event consumers who subscribed to this channel will receive 
the notification of the event. 

cHTML Compact HTML 
COT Circle Of Trust 
DB Database 
ebXML Electronic Business XML 
Event An Event is defined as an activity that occurs in a business process to 

indicate the status of an action and normally it triggers one or more follow-up 
actions.  An Event is identified by name and associated with a set of 
attributes.  An Event occurs within a certain timeframe and it can be identified 
through inspecting the changes in its associated data.  The same Event may 
re-occur during the said business process. 

Event Consumer A receiver of a set of action(s) that was triggered by an Event Supplier.  An 
Event Consumer can be a person, an application or a service. 

Event Supplier An event generator or an event trigger.  An Event Suppler can be a person, 
an application or a service. 

FE Functional Element 
Filter A condition defined by an event consumer for filtering out unwanted or 

unsolicited events or events’ notification.  Routing rules are used to filter 
undesired events from reaching targeted Event Consumers. 

FWSI Framework for Web Services Implementation 
Group A Group is a collection of individual users, and are typically grouped together 

as they have certain commonalities. 
HTTP HyperText Transfer Protocol 
IDP Identity Provider manages user’s identity profile within a COT.  Sometimes an 

IDP may function as an Assertion Authority too. 
IT Information Technology 
Key Agreement A public-key cryptography protocol that allows two parties to establish a 

shared secret over an unsecured communications channel.  For example 
using Diffie-Hellman to establish session keys. 

LAN Local Area Network 
LDAP Lightweight Directory Access Protocol 
MIME Multipurpose Internet Mail Extension 
PDA Personal Digital Assistant 
PKI Public Key Infrastructure 
RDBMS Relational Database Management System 
Resource A resource in an application is defined to encompass users, services, data / 

information, transaction and security. 
Role A role is typically assigned to a user to define or indicate the job or 

responsibility of the said user in a particular context. 
Routing Rule A routing rule is an expression specifying where (to either channel(s) or event 

consumers) events are routed.  A routing rule is associated with an event. 
SAML Security Assertions Markup Language 
SMS Short Message Service 
SOA Service-oriented Architecture 

A Service-oriented Architecture is essentially a collection of services that 
communicate with each other.  The communication can involve either simple 
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data passing or services coordinating some activities [2]. 
SOAP Simple Object Access Protocol 
SOS Single Sign-On 
SSL/TLS Secured Sockets Layer / Transport Layer Security 
TC Technical Committee 
User A user is loosely defined to include both human and virtual users.  Virtual 

users could include service users and application (or machine) users that are 
utilising other services in a SOA environment. 

WAP Wireless Application Protocol 
 129 
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2 Requirements 130 

 131 
As briefly mentioned in section 1.2, the functional requirements arising out of a Web Service-132 
enabled application are categorised into Management, Process & Integration, Messaging and 133 
Security.  The Management category handles requirements arising from the management of 134 
applications, in particular applications that are designed using the SOA model and implemented 135 
in a distributed environment.  This includes the management of resources and its access or 136 
utilisation in a Web Service-enabled application.  The Process & Integration category handles 137 
aspects that are related to enabling the execution of a sequence of tasks, which include handling 138 
requirements arising out of executing these tasks in a distributed environment that typically 139 
comprises more than one interacting services. For version 2.0, this category has been expanded 140 
to include integration needs of applications, hence the renaming. 141 
 142 
In version 1.0, Delivery aimed to enable applications to handle a myriad of access mechanisms 143 
provided through different devices, bandwidth availability, and input cum output formats 144 
supported.  In this version 2.0, this category has been expanded to be more generic and 145 
encompassing, and renamed as Messaging. As such the Messaging category includes the 146 
requirements for handling of XML messages. The last category, Security, relates to requirements 147 
arising from the need to ensure that an application is secure and not prone to hacks or unwanted 148 
intrusion that could cause untold damages once deployed.  Some aspects that are important here 149 
include the need to ensure sensitive information is secured during transit and safely guarded at 150 
its source and destination. 151 
 152 

2.1 Management 153 

 154 
Under the Management aspects, there is a need to handle three major areas; Management of 155 
Resources, Management of Access to Resources [3] and Management of Services.  A Resource 156 
in an application is defined to encompass users, services, data / information, transaction2 and 157 
security.  As such Management includes all these aspects.  In any application, the ability to 158 
manage resources is of utmost importance, and all information and activities pertaining to these 159 
resources must be tracked and managed to ensure system integrity and information correctness.  160 
It is also important to capture pertinent user’s information.  One example is user preferences.  161 
Through capturing such information and tracking the users’ usage or utilisation pattern, it is 162 
possible to provide useful personalisation services to enhance the entire user’s experience of an 163 
application.  This task can be very complex and demanding, especially for applications that are 164 
built based on the SOA model, where these resources can span multiple applications or services 165 
on different platforms that are distributed throughout the enterprise or even across enterprises. 166 
 167 
For the rest of this section, an illustration of Resources is exemplified using the concept of users.  168 
Here, a User is used in a generic manner, to include a human user, a service user and even an 169 
application or a machine that is utilising another service.  It is expected that throughout the 170 
lifecycle of an application, the users’ profile will change, to accommodate the addition of new 171 
users, deletion of inactive of ineligible users, or even modification of users’ information.  172 
Furthermore, a particular user’s role(s) is bound to change, either through the passage of time or 173 
when a human user participates in different projects or assignments in different capacities.  As 174 
such, users are typically assigned Role(s) in an application. A Role is defined as the responsibility 175 
or function of that user in a said context. 176 
 177 
Next, individual users could also be grouped into Groups.  A Group is a collection of individual 178 
users, and are typically grouped together as they have certain commonalities.  Examples of such 179 
commonalities include staff of a department, users of a particular type of service or team 180 

                                                      
2 Transaction aspects are deemed to be too infrastructural, and will not be handled by Functional Elements 

Specification. 
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members of a project.  The purpose of Groups is usually to ease the task of managing resources 181 
(such as Users in this case) and reducing the complexity of assigning correct access to the 182 
application resources.  As such, typically, members of a group could be assigned same Role(s) 183 
also. 184 
 185 
For any given time, a user/group could have multiple Roles, each with an identified set of 186 
responsibilities in a specific context, and specified accessibility to other Resources within the 187 
application.  For example, a human user (User) could be assigned as an “Administrator” for a 188 
department-xyz and as a “Normal User” of the company.  As such as the “Administrator” of 189 
department-xyz, this User can now add, delete and modify account information pertaining to her 190 
department.  However, she cannot do likewise for other departments as her role is only as a 191 
“Normal User”.  Through the assignment of roles, a said user’s access to other Resources can be 192 
controlled.  The same is applicable for a Role assigned to a Group, in this case, all members of 193 
the group will have the same assigned Role(s) and same access to specified Resources. 194 
 195 
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Assignment
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User/
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Role
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Access
Assignment

Access

Permission
Assignment
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 196 
 197 

Figure 1: Indirect Assignment of Access to Resources through the Concept of Role 198 

 199 
Figure 1 illustrates the concepts discussed about User, Group, Role and Resource in a graphical 200 
manner.  By decoupling users’ access to resources through the concept of Role, an application 201 
developed and deployed in this manner is much more flexible, and able to operate better in a 202 
SOA model, where services and users are expected to be across multiple domains 203 
(organisations) and an application can expect users to be from different domains also.  This 204 
brings about the need to manage a user’s identity across multiple domains, or more commonly 205 
known as enabling Single-Sign-On (SSO).  This can be further enhanced through another 206 
concept called Federated Identity.  Both the SSO and Federated Identity concepts are particular 207 
useful for managing users’ identity in terms of providing a means to specify the users’ identity, 208 
means to prove the users’ identity, and as a means to manage and protect the users’ identity.  209 
The security aspects of this identity management are covered in section 2.4. 210 
 211 
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 212 
 213 

Figure 2: An example of the relationships between Phases and a Lifecycle of a Project 214 

 215 
There is another concept that needs to be managed, namely the influence of temporal aspects on 216 
users and groups and its associated roles, which is termed as Phase and Lifecycle here.  217 
Through the Phase and Lifecycle concept, applications are then able to specify the temporal 218 
aspect of users’ information where sequencing is important.  Phases are expected to be 219 
sequential in a lifecycle, and it is also possible to have multiple concurrent phases within a 220 
lifecycle, and these phases may even overlap other phases, as illustrated in Figure 2.  This figure 221 
shows an example of the relationships between the Phases and a Lifecycle of a project. 222 
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 223 
The potential influence of this temporal aspects and the manner it may change the roles 224 
associated to users/groups are further illustrated through an example shown in Figure 3.  In this 225 
example, a project lifecycle begins when the project is initiated and ends when the project is 226 
completed or terminated.  Along the timeline of the project’s Lifecycle, there are sequential 227 
multiple Phases.  In each phase, Resources (that could potentially be users) are needed to fulfil 228 
task(s) that are allocated to a particular Phase.  The Resources could be added in the form of 229 
individual users, or in the form of groups of users, which means there are associated Users or 230 
Groups in each phase.  Therefore, by associating the users (individual or groups) with a particular 231 
Phase in the project’s Lifecycle, different Role(s) can then be assigned through individual Phases, 232 
thus fulfilling the requirement for Roles to be time sensitive. 233 
 234 
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 235 
Figure 3: An illustration of Relationships between User/Group and Phase and Lifecycle 236 

 237 
User is a form of Resources, another important form being services.  The management of 238 
services are equally important, as like users, services need to be registered, updated and deleted 239 
for housekeeping purposes also.  Furthermore, there is an extra need for services to be made 240 
known or discovered by potential service users or consumers.  Like its counterpart, services also 241 
need to be tracked for its utilisation.  Furthermore, as a service typically provides a specific set of 242 
functionality to its users/requestors, there is also a need to monitor its availability, performance 243 
and potentially its reliability.  Data or information is another form of Resources that needs to be 244 
managed.  Management of data/information typically pertains to ensuring that correct data / 245 
information is transmitted and accessed and most importantly, the integrity of data / information is 246 
also ensured.  For this, the security aspects are handled in section 2.4. In version 2.0, the 247 
management of services are also added. In this sub-category, the management of services and 248 
the quality pertaining to the services are detailed in this category. The ability to provide for 249 
sequencing of services or service aggregation is addressed in section 2.2 separately. 250 
 251 
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2.1.1 Management of Resources 252 

 253 
[MANAGEMENT-001] Provide authorised user(s) the ability to create, update and delete user 254 
accounts. 255 
 256 
[MANAGEMENT-002] Facility to enable account owners to update or modify their own account 257 
information when needed. 258 
Example of account information could include password, address, mobile phone number, Email 259 
address, etc. 260 
 261 
[MANAGEMENT-003] Provide authorised user(s) the ability to view or query the user accounts 262 
including the account status based on pre-define selection criteria for monitoring purposes. 263 
 264 
[MANAGEMENT-004] Provide authorised user(s) the ability to set personalised preferences. 265 
Example of preferences could include colours, subscribed services, devices used, etc. 266 
 267 
[MANAGEMENT-005] Facility to enable authorised user(s) to define, assign, update and delete 268 
user privileges whose accounts are under their charge or care. 269 
 270 
[MANAGEMENT-006] Provide authorised user(s) the ability to log user activities. 271 
 272 
[MANAGEMENT-007] Facility to enable different reports to be generated based on user activities 273 
through customisation or configuration. 274 
Example of reports could be usage patterns and warning/error/fatal messages generated based 275 
on user account. 276 
 277 
[MANAGEMENT-008] Facility to enable authorised user(s) to define at run-time the set of user 278 
information that needs to be captured. 279 
Example of captured user information could be the extended set of default user information.  The 280 
extended set could include user logs in time, the duration of the stay, the usage patterns, etc. 281 
 282 
[MANAGEMENT-009] Facility to enable authorised user(s) to configure data sources for storing 283 
information. 284 
Examples of data sources include text files, HTML, XML, LDAP, RDBMS and XML DB. 285 
 286 
[MANAGEMENT-010] Provide authorised user(s) the ability to preserve user context information 287 
for reference. 288 
Example of user context information include user last login time, services that user last access, 289 
user last noted access point, etc. 290 
 291 
[MANAGEMENT-011] Provide authorised user(s) the ability to identify user’s current location, 292 
time and service access patterns to provide personalisation services. 293 
 294 
[MANAGEMENT-012] Provide authorised user(s) the ability to create, update and delete user 295 
definition. 296 
Example of user definition could be the additional information required in addition to the basic set 297 
of user information collected when user accounts are created. 298 
 299 
[MANAGEMENT-030] Provide authorised user(s) the ability to define roles for managing users. 300 
Examples of roles could be user role in an organisation, user role in a project team, etc.  301 
Therefore, roles could be defined for a user performing different tasks or job functions in various 302 
project groups, systems and organisations. 303 
 304 
[MANAGEMENT-031] Provide authorised user(s) the ability to re-define role(s), update role(s) 305 
information and delete role(s) defined. 306 
 307 
[MANAGEMENT-032] Provide authorised user(s) the ability to assign a role or multiple roles to a 308 
user. 309 
 310 
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[MANAGEMENT-033] Role or multiple roles could also be assigned to different groups of users 311 
in different phases of a project lifecycle. 312 
For example, a user assigned a role of Developer could be assigned a different role as a Tester 313 
in a project Testing phase where he could be testing modules developed by other developers. 314 
 315 
[MANAGEMENT-034] Provide authorised user(s) the ability to delete user roles when the roles 316 
become obsolete. 317 
 318 
[MANAGEMENT-050] Provide authorised user(s) the ability to create new groups based on 319 
default group definition. 320 
Examples of groups could be user groups, project groups, etc.  Group definition could be group 321 
name, group description, etc. 322 
 323 
[MANAGEMENT-051] Provide authorised user(s) the ability to dynamically define group 324 
definition. 325 
 326 
[MANAGEMENT-052] Provide authorised user(s) the ability to create new groups based on the 327 
dynamically defined group definition. 328 
 329 
[MANAGEMENT-053] Provide authorised user(s) the ability to retrieve groups, update group 330 
information and delete the group created. 331 
 332 
[MANAGEMENT-070] Provide authorised user(s) the ability to define lifecycles. 333 
 334 
[MANAGEMENT-071] Provide authorised user(s) the ability to re-define the lifecycles. 335 
 336 
[MANAGEMENT-072] Provide authorised user(s) the ability to assign lifecycle to a users or 337 
group(s) of users. 338 
 339 
[MANAGEMENT-073] Provide authorised user(s) the ability to retrieve and update lifecycle 340 
information and to perform housekeeping. 341 
Example of housekeeping could be to delete the lifecycle information when it is obsolete. 342 
 343 
[MANAGEMENT-074] Provide authorised user(s) the ability to define phases. 344 
Example for phases could be project development phases such as Architectural Design and 345 
Implementation Phases. 346 
 347 
[MANAGEMENT-075] Provide authorised user(s) the ability to re-define the phase. 348 
 349 
[MANAGEMENT-076] Provide authorised user(s) the ability to assign phases to lifecycle. 350 
 351 
[MANAGEMENT-077] Provide authorised user(s) the ability to retrieve, update and delete phase 352 
information. 353 
 354 
[MANAGEMENT-078] Provide the ability for FEs to manage resources for multiple applications. 355 
 356 
[MANAGEMENT-090] Facility to enable automatic discovery of services within specified 357 
domain(s) for monitoring purposes.  If the service is an aggregation, then the dependent services 358 
should also be discovered [4]. 359 
 360 
[MANAGEMENT-091] Facility to enable automatic generation of service client(s) from a WSDL.  361 
With this service client, it would be possible to invoke the services and monitor the invocations, 362 
specifically the turn around time of invoking the Web Service [4]. 363 
 364 
[MANAGEMENT-092] Facility to provide the service client(s) with the appropriate test data. 365 
Example of test data could be a XML file that conform to a certain XML schema definition [4]. 366 
 367 
[MANAGEMENT-093] Facility to enable authorised user(s) to monitor server resources, 368 
operation system resources, usage and performance of the hosting server [4]. 369 
 370 
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[MANAGEMENT-094] Facility to enable authorised user(s) to check or monitor service(s) 371 
availability [3]. 372 
 373 
[MANAGEMENT-095] Facility to enable authorised user(s) to log or track the service usage 374 
pattern and also monitor the service status [4]. 375 
 376 
[MANAGEMENT-096] Provide authorised user(s) the ability to maintain additional service 377 
attributes such as access privileges and support for output devices. 378 
 379 
[MANAGEMENT-097] Provide authorised user(s) the ability to create, update and delete service 380 
categories. 381 
 382 
[MANAGEMENT-098] Provide authorised user(s) the ability to register, update and delete 383 
services and their related information under a service category. 384 
 385 
[MANAGEMENT-099] Provide the ability to search the service categories and the services 386 
registered under each service categories. 387 
 388 
[MANAGEMENT-100] Provide the ability to discover published Web Services. 389 
 390 
[MANAGEMENT-110] Facility to enable authorised user(s) to define, retrieve and delete log 391 
categories. 392 
Example of log category could be the data sources (for example, XML files), the data fields in 393 
each data source that user(s) want to log. 394 
 395 
[MANAGEMENT-111] Facility to enable authorised service(s) to log events. 396 
 397 
[MANAGEMENT-112] Provide authorised user(s) the ability to open the log file for further 398 
processing of the log information such as performing analysis from the log information. 399 
 400 
[MANAGEMENT-113] Provide authorised user(s) the ability to search through any log records 401 
based on conditions. 402 
Example of conditions could be field names. 403 
 404 
[MANAGEMENT-114] Provide authorised user(s) the ability to backup or archive log records and 405 
then delete them when they are not needed. 406 
 407 

2.1.2 Management of Access to Resources 408 

 409 
[MANAGEMENT-200] Provide authorised user(s) the ability to define access structure for 410 
managing users, information and services. 411 
 412 
[MANAGEMENT-201] Provide authorised user(s) the ability to re-define the access structure or 413 
update the access structure information. 414 
 415 
[MANAGEMENT-202] Provide authorised user(s) the ability to assign different access levels to 416 
roles based on the defined access structure. 417 
 418 
[MANAGEMENT-203] Provide authorised user(s) the ability to update and unassigned access 419 
level assigned to roles. 420 
 421 
[MANAGEMENT-204] Provide authorised user(s) the ability to give access permissions to 422 
resources based on the role the user been assigned to. 423 
 424 
[MANAGEMENT-205] Provide authorised user(s) the ability to receive alert when unauthorised 425 
access is detected by system. 426 
Alert could be received through email, SMS, etc. 427 
 428 
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[MANAGEMENT-300] Provide the ability to enable subscription and high level SLA management 429 
which is responsible for all external customer interaction regarding SLA: 430 

[MANAGEMENT-300-1] Provide the ability to create service offerings and associated 431 
service levels. 432 
[MANAGEMENT-300-2] Provide the ability to create of a SLA via customer subscription 433 
and any further customization via negotiation. 434 
[MANAGEMENT-300-3] Provide the ability to generate billing & service level report. 435 
[MANAGEMENT-300-4] Provide the ability to notify of SLA termination. 436 
[MANAGEMENT-300-5] Provide the ability to renegotiate. 437 
 438 

[MANAGEMENT-301] Provide the ability to allow a customer SLA being used for provisioning 439 
appropriate resources and compliance monitoring: 440 

[MANAGEMENT-301-1] Provide the ability of initial deployment and resource 441 
provisioning based on a SLA. 442 
[MANAGEMENT-301-2] Provide the ability of dynamic resource provisioning based on 443 
monitored and predicated data. 444 
[MANAGEMENT-301-3] Provide the ability to monitors SLA compliance based on 445 
measured data and detects any violation to be used by the customer interaction 446 
component. 447 
 448 

[MANAGEMENT-302] Provide the ability to enforce SLA through load management: 449 
[MANAGEMENT-302-1] Provide the ability to control admission. 450 
[MANAGEMENT-302-2] Provide the ability to prioritize requests. 451 

 452 
[MANAGEMENT-310] Provide the ability for service to be in conformance with rules, the law, 453 
compliance with standards such as SOAP,UDDI and WSDL, and the established service level 454 
agreement. 455 
 456 
[MANAGEMENT-311] Provide the ability for service to strictly adherence to correct versions of 457 
standards. 458 
 459 
[MANAGEMENT-312] Provide the ability for the service to provide confidentiality and non-460 
repudiation by: 461 

- authenticating the parties involved 462 
- encrypting messages 463 
- providing access control 464 

 465 

2.1.3 Management of Services 466 

 467 
[MANAGEMENT-320] Provide the ability to measure percentage of service uptime over a period 468 
of time. 469 
 470 
[MANAGEMENT-321] Provide the ability to measure success rate of service requested being 471 
served. 472 

[MANAGEMENT-321-1] Provide the ability to measure successful service request 473 
served. 474 
[MANAGEMENT-321-2] Provide the ability to measure total service request served. 475 

 476 
 477 
[MANAGEMENT-323] Provide the ability to measure number of service request served over a 478 
period of time. 479 
 480 
[MANAGEMENT-324] Provide the ability to measure time between sending a request to a 481 
service and receiving the response. 482 

[MANAGEMENT-324-1] Provide the ability to measure request time of the service. 483 
[MANAGEMENT-324-2] Provide the ability to measure response time of the service. 484 

 485 
[MANAGEMENT-325] Provide the ability to measure service failures over a period of time. 486 
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 487 
[MANAGEMENT-340] Provide the ability to define, retrieve, update and delete error type 488 
classification in a format of numeric code, alpha-numeric code, string, and a combination of 489 
numeric/alpha-numeric code and string. 490 
Examples: CRUD database error, functional error (self owned component/service), third-party 491 
services/component error, transactional error, system-level (core java exceptions) and application 492 
error etc. 493 
 494 
[MANAGEMENT-341] Provide the ability to define, retrieve, update and delete the error code and 495 
string mapping per error type classification in a format of numeric code, alpha-numeric code or 496 
string, and a combination of numeric/alpha-numeric code and string. 497 
 498 
[MANAGEMENT-342] Provide the ability to define, retrieve, update and delete error severity for 499 
each error code defined in a format of numeric code, alpha-numeric code or string, and a 500 
combination of numeric/alpha-numeric code and string. 501 
 502 
[MANAGEMENT-343] Provide the ability for a service to generate a fault/error message based 503 
on the fault element structure defined in SOAP version 1.1 defined as follows; fault code, fault 504 
string, fault actor and details of the error. 505 
 506 
[MANAGEMENT-344] Provide the ability for a client application to locate a faulty web service 507 
from a SOAP response received for which the web service may be a composition or aggregation 508 
of other web services that supports either Request-Response Operation or Solicit-Response 509 
Operation. 510 
 511 
[MANAGEMENT-345] Provide the ability for a service client application to generate a fault report 512 
and notify to the service provider where the root cause of the fault is identified via Short 513 
Messaging Services (SMS) or email notification.  The generated fault report must have multi-514 
language support. 515 
 516 
[MANAGEMENT-346] Provide the ability to define, retrieve, update and delete error severity for 517 
each error code defined in a format of numeric code, alpha-numeric code or string, and a 518 
combination of numeric/alpha-numeric code and string. 519 
 520 
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2.2 Process & Integration 521 

 522 

Typically, applications are built to satisfy a set of business needs.  These business needs are 523 
often represented through a series of business processes.  A business process enacts a 524 
sequence of activities, the flow of data among the activities and the manipulation of events that 525 
occurs in a value chain, which could be within a specific platform, across different platforms within 526 
an enterprise or even across enterprises.  The successful composition and execution of these 527 
activities or tasks are an integral part to any application, and especially more so to Web Service 528 
enabled-applications that operate in a distributed environment of the SOA model. 529 

 530 

In this section, the Process category [3] handles aspects that are related to enabling the 531 
composition and execution of a sequence of tasks, which include handling requirements arising 532 
out of executing these tasks in a sequenced manner, in a distributed environment that typically 533 
comprises more than one interacting services.  As such, this category has two broad aspects to 534 
be considered, namely Workflow, Invocation and Integration. Integration is new in version 2.0. 535 

 536 
Under Workflow, requirements arising out of composition, aggregation and sequencing of 537 
planned tasks of a business process are considered.  In a SOA model, functionalities that help 538 
fulfil a business process typically reside across services that could operate on different 539 
applications across different platforms.  The ability for a Web Service enabled-application to 540 
harness these different services into an aggregated business process as a more value-added 541 
service is critical and non-trivial.  Here, the composition, aggregation and potentially orchestration 542 
activities could be articulated based on standards like BPEL or WSCI for example or could even 543 
be hard-coded implementations. 544 

 545 
Under Invocation, the requirements arising out of the actual execution of planned tasks are 546 
handled.  This handles aspects arising from the actual execution of services within a defined 547 
business process, including ensuring that services for fulfilling the tasks are available for 548 
execution, and the performance or reliability of these said services are within acceptable ranges 549 
for example.  Furthermore, in a business process, activities or tasks typically trigger actions that 550 
must be taken to fulfil the task(s) or activation of other tasks within that business process.  551 
Monitoring and handling of such actions or events constitute an integral part of business process 552 
management.  There is a strong demand for improving the time lag between each business 553 
activity, requiring more timely responses, which in turn leads to the need for faster and more 554 
automatic handling of actions/events arising of activities within business processes.  This is 555 
harnessed into an Event Handling concept.  It enables real time monitoring, notification, response 556 
of events and collaboration of handling of events across people, disparate data sources and 557 
applications, which can be both internal within a company and external to the company. 558 

 559 

Under Integration, the requirements arising from the needs to collate, aggregate and condense 560 
information and/or services from various sources are handled. This handles requirements arising 561 
from the need to provide an intermediary or single façade to external or 3rd party requestors of 562 
services/information. This is an important area, especially where users might want to present a 563 
unified view, without exposing supporting back-end services, including information like the exact 564 
location and the exact interface of these back-end services. 565 

 566 

2.2.1 Workflow 567 

 568 
[PROCESS-001] Provide the ability to ease the tasks of administering and configuring processes.  569 
The tasks should include but not limited to the following: 570 

• Create an individual process instance. 571 
• Start a process instance. 572 
• Terminate a process instance. 573 
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• Assign a priority for a process. 574 
• Assign access rules to control a process. 575 

 576 
[PROCESS-002] Provide the ability to specify workflow process logic, process participants and 577 
rules governing participation without the need to do programming. 578 
 579 
[PROCESS-003] Provide the ability to analyse the process structure during the process design 580 
phase by having the following but not limited to: 581 

• Validate the process to ensure its correct behaviour. 582 
• Verify the process for redundancy of activities. 583 
• Test correct data accessed by various process. 584 

 585 
[PROCESS-004] Provide the ability to analyse and monitor the execution of individual processes. 586 
 587 
[PROCESS-005] Provide the ability to send warning messages when any process deadline is 588 
missed or activity is not activated. 589 
 590 
[PROCESS-006] Provide the ability to manage the behaviour of the business processes such 591 
that analysis could be done to work on the optimisation of that process when required. 592 
 593 
[PROCESS-007] Provide the ability to monitor the status of individual process such as the 594 
following but not limited to: 595 

• Process initiation. 596 
• Live processes (running). 597 
• Process suspension. 598 
• Process completion. 599 
• Process termination. 600 

 601 
[PROCESS-008] Provide authorised user(s) the ability to record messages during the execution 602 
of a process. 603 
Examples of messages to be recorded include warning messages, error messages, fatal error 604 
messages, etc. 605 
 606 
[PROCESS-009] Provide authorised user(s) the ability to view all records or logs. 607 
 608 
[PROCESS-010] Provide the ability to define execution rule(s) for service composition based on 609 
a defined process. 610 
Examples of the execution rule(s) should include the specification of relationships, conditions and 611 
parameters of service execution, etc. 612 
 613 
[PROCESS-011] Provide the ability to manage the execution rule(s) to facilitate the addition, 614 
update and deletion of defined rules. 615 
 616 
[PROCESS-012] Provide the ability to aggregate new services from existing services based on 617 
the defined execution rules. 618 
For example, if there is an airline ticketing service, a hotel reservation service and a car rental 619 
booking service, there is possibility that these 3 can work together, without human intervention, to 620 
provide an aggregated service based on the defined execution rules. 621 
 622 
[PROCESS-013] Provide the ability to modify aggregated service(s) by adding, deleting and 623 
changing the Web Services. 624 
 625 
[PROCESS-014] Provide the ability to publish newly aggregated services to specified Registry 626 
server(s) that are UDDI or ebXML Registry compliant. 627 
 628 
[PROCESS-030] Facility to enable authorised user(s) to administer and configure multiple data 629 
sources. 630 
 631 
[PROCESS-031] Provide the ability to locate and discover existing data sources. 632 
 633 
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[PROCESS-032] Provide the ability to locate and discover existing Web Services. 634 
 635 
[PROCESS-033] Provide the ability to store the content provided by the content provider in cache 636 
and provide optimal time interval for updating the cache. 637 
 638 
[PROCESS-034] Provide the ability to be flexible and adaptable to new types of data sources. 639 
 640 
[PROCESS-035] Provide the ability to be flexible and adaptable to new data types of existing 641 
data sources. 642 
 643 

2.2.2 Invocation 644 

 645 
[PROCESS-100] Provide the ability to create, retrieve, update and delete event types 646 
dynamically. 647 
 648 
[PROCESS-101] Provide the ability to define dynamically the processing logic for pre-defined 649 
event types. 650 
The processing logic could consist of single or multiple tasks to route the event to the channels or 651 
to the consumers who subscribed to the event. 652 
 653 
[PROCESS-102] Provide subscriber(s) the ability to receive notification(s) when the event he 654 
subscribes occurs. 655 
Examples of notification(s) received could be through Email, SMS, etc. 656 
 657 
[PROCESS-103] Provide the ability to detect when the pre-defined event occurs in external 658 
systems. 659 
Examples of external systems could be legacy system, inventory management system, etc. 660 
 661 
[PROCESS-104] Provide the ability to notify an event based on the pre-defined processing rule. 662 
The pre-defined processing rule could include the condition, time and event types to be triggered. 663 
 664 
[PROCESS-105] Provide the ability to schedule the activation of invocation(s) and notification(s) 665 
to occur at specific time when triggered by an event. 666 
 667 
[PROCESS-106] Provide the ability to create, retrieve, update and delete event supplier(s) and 668 
its related information. 669 
Examples of related information could be name, description, registered date, etc. 670 
 671 
[PROCESS-107] Provide the event supplier(s) the ability to notify the event. 672 
Examples of notification sent could be by Email, SMS or other ways of Web Service invocation. 673 
 674 
[PROCESS-108] Provide the ability to create, retrieve, update or delete the event consumer(s) 675 
and its related information. 676 
Examples of related information could be name, description, registered date, Email address, 677 
mobile phone number, etc. 678 
 679 
[PROCESS-109] Provide event consumer(s) the ability to subscribe to an event or channel to be 680 
notified when the event occurs or when the subscribed channel receives the event. 681 
 682 
[PROCESS-110] Provide event consumer(s) the ability to receive notification(s) when the 683 
subscribed event occurs. 684 
Examples of notification(s) received could be through Email, SMS, etc. 685 
 686 
[PROCESS-111] Provide the ability to create, retrieve, update and delete a channel and its 687 
related information. 688 
Examples of related information could be name, description, created date, etc. 689 
 690 
[PROCESS-112] Provide authorised user(s) the ability to define filters. 691 
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 692 
[PROCESS-113] Provide authorised user(s) the ability to attach filter to either an event or a 693 
channel. 694 
 695 
[PROCESS-114] Provide the ability to retrieve, update or delete a defined filter. 696 
 697 
[PROCESS-115] Provide the ability to log the occurrence of events. 698 
 699 
[PROCESS-116] Provide the ability to log notification of events to event consumers. 700 
 701 
[PROCESS-117] Provide the ability to support event notification in synchronous and 702 
asynchronous SOAP messages (request and response) based on pre-defined message format. 703 
 704 
[PROCESS-118] Provide the ability to schedule messages to be sent at designated time(s). 705 
Example of devices could be Email, SMS, etc. 706 
 707 
[PROCESS-130] Provide the ability to test the services deployed. 708 
 709 
[PROCESS-131] Provide the ability to test the aggregated services deployed. 710 
 711 
[PROCESS-132] Provide the ability to test the availability of services. 712 
 713 
[PROCESS-133] Provide the ability to test the availability of the delivery channels. 714 
Example of delivery channels could be Web Server, Application Server, SMS/WAP server, etc. 715 
 716 
 717 

2.2.3 Integration 718 

 719 
[PROCESS-200] Provide the ability to define and maintain catalogue structure. 720 

[PROCESS-200-1] Provide the ability to define and manage catalogue hierarchies or 721 
groupings. 722 

 723 
[PROCESS-201] Provide the ability to create, retrieve, update and delete catalogue information. 724 
 725 
[PROCESS-202] Provide the ability to search on catalogue hierarchies or groupings as well as 726 
catalogue information. 727 
 728 
[PROCESS-203] Provide the ability to provide multi-lingual translation support for catalogue 729 
information. 730 
 731 
[PROCESS-204] Provide the ability to manage catalogue access control. 732 

Example: Who can access what information? 733 
 734 
[PROCESS-205] Provide the ability to import catalogue information from different electronic file 735 
formats such as XML, Excel, etc. 736 
 737 
[PROCESS-206] Provide the ability to export catalogue information into different electronic file 738 
formats such as XML, Excel, etc. 739 
 740 
[PROCESS-220] Provide the ability to define logical data views across various data sources for 741 
applications. 742 
 743 
[PROCESS-221] Provide the ability to update logical data views. 744 
 745 
[PROCESS-222] Provide the ability to delete data views. 746 
 747 
[PROCESS-223] Facilitate the user to retrieve data based on logical data view. 748 
 749 
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[PROCESS-224] Users do not need to access various data sources directly. 750 
 751 
[PROCESS-225] Data from various data sources is extracted and transformed according to 752 
transformation rule to fulfil the logical data view when the data view is queried. 753 
 754 
[PROCESS-226] Provide a mechanism to allow user to define the data transformation rule. 755 
 756 
[PROCESS-227] Provide a mechanism to allow user to update the data transformation rule. 757 
 758 
[PROCESS-228] Provide a mechanism to allow user to remove the data transformation rule. 759 
 760 
[PROCESS-229] Provide the ability to retrieve data in a unified approach. 761 
 762 
[PROCESS-230] Provide the ability to retrieve batch data in XML format. 763 
 764 
[PROCESS-231] Provide the ability to add data sources. 765 
 766 
[PROCESS-232] Provide the ability to remove data sources. 767 
 768 
[PROCESS-233] Facilitate the user to update data based on logical data view. 769 
 770 
[PROCESS-234] Facilitate the user to delete data based on logical data view. 771 
 772 
[PROCESS-235] Provide the data repository to host consolidated data to enhance the 773 
performance of data retrieval. 774 
 775 
[PROCESS-236] Provide a mechanism to synchronize data between data sources and data 776 
repository. 777 
 778 
[PROCESS-237] Provide the ability to generate reports based on the logical data view. 779 
 780 
[PROCESS-238] Provide the ability to define the report formats. 781 
 782 
[PROCESS-250] Provide the ability to invoke web services through a single access point. 783 
 784 
[PROCESS-251] Provide the ability to route the service invocations to the specific web services 785 
and return the results. 786 
 787 
[PROCESS-252] Provide the ability to manage the invocation of web service, including time-out, 788 
transaction, etc. 789 
 790 
[PROCESS-253] Provide a mechanism to manage web services that can be accessed through a 791 
single access point. 792 
 793 
[PROCESS-254] The single access point must be transparent to the actual web services that are 794 
being invoked. 795 
 796 
[PROCESS-255] The actual web service to be invoked through a single access point can be 797 
located anywhere, as long as its WSDL is available 798 
[PROCESS-256] Provide a mechanism to manage a functional handler. 799 
 800 
[PROCESS-257] Provide the ability to define the sequence of functional handlers for a web 801 
service invocation. 802 
 803 
[PROCESS-258] Provide the ability to manage the parameters mapping between the two 804 
adjacent functional handlers and the parameters mapping between the functional handler and the 805 
actual web service through a single access point. 806 
 807 
[PROCESS-259] Provide the ability to perform pre-processing by invoking functional handlers 808 
defined for a web service invocation before the web service is being invoked. 809 
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 810 
[PROCESS-260] Provide the ability to perform post-processing by invoking functional handlers 811 
for a web service invocation after the web service is being invoked. 812 
 813 
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2.3 Messaging 814 

 815 
The last few years have seen a dramatic rise in the types of devices and access mechanisms 816 
available to end users when accessing or retrieving information from the virtual world.  Devices 817 
range from personal computers to appliances in the home to mobile phones and PDAs.  Access 818 
mechanisms have also proliferated, from traditional wired access to wireless access with different 819 
bandwidth capabilities through these different devices.  End users now expect to be able to 820 
access critical information through different access mechanisms from different locations at any 821 
time of the day.  As such, applications are now expected to deliver information to these end users 822 
in a variety of ways, according to the required display format, access mechanism and bandwidth 823 
capabilities of the device in use. 824 
 825 
For Web Service-enabled applications, there is also a need to manage the way SOAP information 826 
is transformed and understood by other services or applications.  Typically this could include: 827 
 828 
1. Transformation of the SOAP message into a preferred display format to cater for different 829 

device needs and vice-versa 830 
This is usually needed at the interface layer between an application and its users, and is 831 
expected to be delivered in an interactive manner, as opposed to the automatic manner of 832 
the first two forms. 833 
 834 

2. Transformation of the SOAP message into an acceptable native form of an application and 835 
vice-versa 836 
This aspect is usually required when Web Services interact with legacy applications that are 837 
typically implemented in a non-XML or Web Service way. 838 
 839 

3. Mapping of one service output(s) as input(s) to another service in a SOAP form3 840 
This is typically needed in an aggregated service where one service output is expected to 841 
form the whole or part of the input to another service. 842 

 843 
The requirements listed here cover aspects of conveying, producing or transferring content to 844 
desired destinations or devices in the preferred format using selected delivery mechanisms [3], 845 
and are skewed towards the 1st form discussed above. In this version 2.0, the 2nd form is also 846 
covered. The requirements of the 1st form are detailed as Delivery sub-category whereas the 847 
requirements of the 2nd form are detailed in the Transformation sub-category. 848 
 849 

2.3.1 Delivery 850 

 851 
[DELIVERY-001] Provide the ability to deliver the data or content to devices in the preferred 852 
format. 853 
Examples of devices could be browser, handheld devices, etc. 854 
 855 
[DELIVERY-002] Provide the ability to customise or state the delivery and rendering preferences. 856 
 857 
[DELIVERY-003] Provide the ability to send the status of delivery. 858 
Examples could be the status of message queue by notification, acknowledgement, etc. 859 
 860 
[DELIVERY-004] Provide the ability to track the status or the location of delivery by searching 861 
and logging the state of the delivery. 862 
 863 
[DELIVERY-005] Provide the ability to configure delivery format depending on devices. 864 
Examples of delivery formats could be MIME type, kind of display, etc. 865 
 866 

                                                      
3  This aspect is presently not covered in the Functional Elements Specification, as it requires the availability 

of semantic information to be viable. 
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[DELIVERY-006] Provide the ability to convert SOAP to the preferred output type. 867 
Examples of output type could be in the format of HTML, cHTML, WML, etc. 868 
 869 
[DELIVERY-007] Provide the ability to format the output into reports or graphs. 870 
 871 
[DELIVERY-008] Enable the ability to provide language agnostic delivery. 872 
Examples of languages could be English, Chinese or Malay that is preferred by the receivers. 873 
 874 
[DELIVERY-009] Provide the ability to have location-based delivery. 875 
 876 
[DELIVERY-010] Provide the ability to intercept request and check for the supported MIME 877 
type(s) in application to return an appropriate result. 878 
 879 

2.3.2 Transformation 880 

 881 
[DELIVERY-100] Provide the ability to define and manage report formats / templates. 882 
 883 
[DELIVERY-101] Provide the ability to define and manage static report information based on pre-884 
defined criteria. 885 
 886 
[DELIVERY-102] Provide the ability to maintain and execute user-defined report queries 887 
dynamically. 888 
 889 
[DELIVERY-103] Provide the ability to analyze and summarize information based on ad-hoc 890 
criteria dynamically. 891 
 892 
[DELIVERY-104] Provide the ability to store and retrieve information reported. 893 
 894 
[DELIVERY-105] Provide the ability to manage report access control. 895 

Example: Who can access what information? 896 
 897 
[DELIVERY-106] Provide the ability to export reports into different electronic file formats. 898 
 899 
[DELIVERY-150] Provide the ability to perform transformation between files and messages, i.e. 900 
one as input and the other the output of transformation and vice-versa.  901 
 902 
[DELIVERY-151] Provide the ability to support plug and play for the transformation from one 903 
format to another, as discussed in the 2nd form in 2.3. 904 
 905 
[DELIVERY-152] Provide the ability to support indirect transformation by using a chain of 906 
handlers. 907 
 908 
[DELIVERY-153] Provide the ability to support both binary and style sheet based transformation. 909 
 910 
[DELIVERY-154] Provide the ability to support network-based redirection of input and output. 911 
 912 
[DELIVERY-155] Provide the ability to interpret formatted input, extract part of the formatted input 913 
and reorganize part or whole of the formatted input. 914 
 915 
[DELIVERY-156] Provide the ability to present the transformed output according to the context. 916 
 917 
[DELIVERY-157] Provide the transform handlers for SOAP, WSDL, UDDI and BPEL. 918 
 919 
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2.4 Security 920 

 921 
Security is a key aspect in all applications, more so for a Web Service-enabled application that is 922 
externally accessible.  This is due to the fact that a Web Service-enabled application will typically 923 
harness resources from different services across enterprises, and such communications and data 924 
exchange are prone to malicious tampering and attacks if not protected adequately.  925 
Furthermore, in a SOA environment, controlled and authenticated access to services is also 926 
crucial, to ensure that malicious or unauthorised access to services do not take place. 927 
 928 
Under the topic of security the following five areas are usually discussed, namely: 929 
 930 
• Authentication 931 

This relates to the security aspect that handles the positive verification of the identity of a 932 
user, device, or other entity in a computer system.  It is often as a prerequisite for access to 933 
Resources in a system. 934 

• Authorisation 935 
This relates to the process of determining whether a subject is allowed specified types of 936 
access to a particular Resource.  This is typically done by evaluating applicable access 937 
control information.  Usually, authorisation is in the context of authentication.  Once a subject 938 
is authenticated, it may be authorised to perform different types of access requested. 939 

• Confidentiality 940 
This relates to assuring information is kept secret or confidential, with access limited to 941 
authorised users only. 942 

• Data Integrity 943 
This relates to assuring information will not be accidentally or maliciously altered or 944 
destroyed. 945 

• Non-repudiation 946 
This relates to method(s) by which the sender of data is provided proof of delivery and the 947 
recipient is assured of the sender's identity, so that neither party can deny that a transaction 948 
or data has been completed. 949 

 950 
 951 
 952 
 953 
 954 
 955 
 956 
 957 
 958 
 959 
 960 
 961 
 962 
 963 
 964 
 965 
 966 
 967 
 968 

Figure 4: Circle of Trusts (COTs) within a Domain and Across Domains 969 
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In a Web Service-enabled application, it is imperative that security covers the following areas to 972 
ensure that the system and transactions are not compromised, and the five areas articulated are 973 
fulfilled: 974 
 975 
• Protecting User’s Identity 976 

This can be in the form of providing a means to specify the identity of the user and a 977 
mechanism to authenticate this identity.  In a Web Service-enabled application, providing 978 
means to specify a user identity across different services or applications is important as the 979 
application is expected to aggregate functionalities from such services.  In a SOA 980 
environment, the concept of Circle of Trust (COT) where a user (once the identity has been 981 
proven) is able to access services in the circle based on the initial authentication is crucial, be 982 
it based on Single-Sign-On within a domain or federation of identities across domains.  Figure 983 
4 illustrates this concept where COT-A and COT-B are formed within the same domain, i.e. 984 
SSO whereas COT-C are formed across two domains, i.e. using a Federated Identity 985 
concept.  Furthermore, in each COT, at least one Identity Provider (IDP) is expected.  In this 986 
area, the authentication and authorisation (rights/access assignments) aspects are important. 987 

• Securing Data Exchange 988 
This can be provided in two ways, namely securing the message contents and the message 989 
delivery channel.  In both cases, the protection can be in the form of encrypting the message 990 
or delivery channel to ensure that the confidentiality of the message is achieved.  In addition, 991 
the message be digitally signed using a digital signature, to guarantee that the message’s 992 
integrity and authenticity is preserved.  As such, the data integrity and confidentiality are key 993 
aspects in this area. 994 

• Safeguarding of Resources (including Web Services) 995 
This is important to prevent unauthorised access and usage of Resources like Web Services, 996 
and potential damage to the business data and assets.  For example, a mechanism can be 997 
provided to Web Services for limiting access to privileged users only.  Also, all Web Services 998 
accesses and transactions have to be diligently logged and acknowledged to prevent both 999 
legitimate and illegitimate users from denying having performed the transaction, which is the 1000 
non-repudiation aspect.  The access and control mechanisms for Resources are detailed in 1001 
section 2.1 1002 

 1003 

2.4.1 Protecting User’s Identity 1004 

 1005 
[SECURITY-001] Provide a facility to store, access and update user identity information using an 1006 
identity repository. 1007 
Examples of identity repositories can be databases, files, etc. 1008 
 1009 
[SECURITY-002] Enable the ability to authenticate users, at the very minimum, using username 1010 
and password.  Other authentication means can include smart card, biometrics, etc. 1011 
In the case where the authentication method is through username and password, the following 1012 
additional requirements should be considered: 1013 

[SECURITY-002-1] Provide the ability to set password format. 1014 
[SECURITY-002-2] Provide the ability to generate new password. 1015 
[SECURITY-002-3] Provide the ability to notify user before the password expires. 1016 
[SECURITY-002-4] Facility to enable authorised user(s) to choose a suitable algorithm to 1017 

encrypt password. 1018 
 1019 
[SECURITY-003] Provide authorised user(s) the ability to access several applications or services 1020 
like Web Services within a trusted domain without re-authentication after authentication has been 1021 
done once. 1022 

[SECURITY-003-1] Provide a facility to request for authentication assertions from an 1023 
Assertion Authority. 1024 
Example of Assertion Authority is SAML Authentication Assertion 1025 
Authority. 1026 

[SECURITY-003-2] Provide the ability to do Single Sign-On (SSO) based on SAML 1027 
assertions. 1028 



fwsi-fe-2.0-requirements-doc-ad-03.doc  29 November 2006 
Copyright © OASIS Open 2006. All Rights Reserved.  Page 25 of 31 

[SECURITY-003-3] Provide the ability to encrypt and decrypt sensitive information based 1029 
on XML Encryption. 1030 

 1031 
[SECURITY-004] Provide authorised user(s) the ability to access several applications or services 1032 
like Web Services within a federated trust circle without re-authentication after authentication has 1033 
been done once. 1034 

[SECURITY-004-1] Provide a facility to manage and federate multiple identities within a 1035 
circle of trust using an Identity Provider. 1036 

[SECURITY-004-2] Provide the ability to do Federated Single Sign-On (SSO) based on 1037 
an established standard. 1038 
Example of standard is Liberty Alliance or WS-Federation. 1039 

 1040 
[SECURITY-010] Provide the ability to enable management of keys with PKI providers. 1041 

[SECURITY-010-1] Provide the ability to register a key (keys) with PKI provider(s). 1042 
[SECURITY-010-2] Provide the ability to revoke a key (keys) with PKI provider(s). 1043 
[SECURITY-010-3] Provide the ability to locate a key (keys) with PKI provider(s). 1044 
[SECURITY-010-4] Provide the ability to validate a key (keys) with PKI provider(s). 1045 

 1046 

2.4.2 Securing Data Exchange 1047 

 1048 
[SECURITY-020] Provide the ability to enable message security for SOAP messages such as 1049 
XML signature and encryption.  In addition, the following requirements listed below should be 1050 
considered: 1051 

[SECURITY-020-1] Provide the ability to have XML digital signature based on XML 1052 
Digital Signature specification. 1053 

[SECURITY-020-2] Provide the ability to canonicalise XML with/without comments. 1054 
[SECURITY-020-3] Provide the ability to perform a message digest on the data. 1055 
[SECURITY-020-4] Provide the ability to validate signed information. 1056 
[SECURITY-020-5] Provide the ability to encrypt either bulk information or sensitive part 1057 

of information with symmetric/asymmetric key. 1058 
[SECURITY-020-6] Provide the ability to decrypt the encrypted information. 1059 

 1060 
[SECURITY-021] Provide a mechanism to secure the delivery channel such as SSL/TLS. 1061 
 1062 
[SECURITY-022] Provide the ability to manage private and public keys. 1063 
 1064 
[SECURITY-023] Provide the ability to build key agreement between two parties. 1065 
 1066 
[SECURITY-024] Provide the ability to import trust certificate. 1067 
 1068 
[SECURITY-025] Provide the ability to revoke key based on Public Key Infrastructure (PKI). 1069 
 1070 
[SECURITY-026] Provide the ability to authenticate the digital certificate(s). 1071 
 1072 

2.4.3 Safeguarding of Resources 1073 

 1074 
[SECURITY-040] Facility to enable definition of policy for specific user’s role to protected 1075 
resources. 1076 
 1077 
[SECURITY-041] Facility to verify authorised user(s) based on the defined policies. 1078 
 1079 
[SECURITY-042] Facility to define an audit profile for resources. 1080 
Example of audit profile could be usage activities to log and track access to resources. 1081 
 1082 
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[SECURITY-043] Facility to start and stop the execution of the audit based on the audit profile 1083 
defined. 1084 
 1085 
[SECURITY-044] Facility to analyse and manage audited information that has been logged. 1086 
 1087 
[SECURITY-045] Provide the ability to create, retrieve, update and delete a defined audit profile. 1088 
 1089 
[SECURITY-046] Provide the ability to backup the audit information. 1090 
 1091 
[SECURITY-047] Provide the ability to delete the audit information. 1092 
 1093 
[SECURITY-110] Provide the ability to create, retrieve, update and delete policies. 1094 
 1095 
[SECURITY-111] Provide the ability to support policies for security, reliability and transactions. 1096 
 1097 
[SECURITY-112] Provide the ability to configure policy. 1098 
 1099 
[SECURITY-113] Provide the ability to view policies. 1100 
 1101 
[SECURITY-114] Provide the ability to translate policy into multi-lingual. 1102 
 1103 
[SECURITY-115] Provide the ability to retrieve policy from data sources based on application 1104 
areas. 1105 
 1106 
[SECURITY-116] Provide the ability to associate one or more than one policy with a service. 1107 
 1108 
[SECURITY-117] Provide the ability to associate a single policy with more than one service. 1109 
 1110 
[SECURITY-118] Provide the mechanism to support policy normalisation. 1111 
Example: Large organisations might set global and local policies for a specific service, so policies need to be 1112 
normalised to ensure normal constraints and rules are set correctly. 1113 
 1114 
[SECURITY-119] Provide the ability to change policies associated with a service over the lifetime 1115 
of a service. 1116 
 1117 
[SECURITY-140] Provide the mechanism to process a policy to determine if a service may be 1118 
used. 1119 
 1120 
[SECURITY-141] Provide the mechanism to accept or reject policies. 1121 
 1122 
[SECURITY-142] Provide the ability to express policies in a simple and easy to manage way. 1123 
 1124 
[SECURITY-143] Provide the ability to enforce policy based on applications. 1125 
 1126 
[SECURITY-144] Provide the ability to reject access based on authentication/authorisation policy. 1127 
 1128 
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