
Subject: Proposal for KMIP profile library 
From: Bob Griffin 
Date: 27-Jun-2012 
 

In general, the approach we’ve taken to conformance – that is, creating profiles that address particular 
groups of KMIP functionality relevant to specific real-life key management needs – is reasonably 
effective. However, we’ve repeatedly come up against a couple of issues with our approach of compiling 
the profiles into a single normative document tied to a specific release: 

- It is hard to add new profiles or update existing profiles. For example, the asymmetric key 
profiles were approved in October 2010 but are only now included in a normative document 
(that is, the V1.1 Profiles).  
 

- It is hard for other groups to create profiles. For example, the work by T10, led by Bob Nixon 
from Emulex, was never finalized, at least in part because of the editing work of incorporating it 
into the KMIP V1.1 Profiles. 

With KMIP V1.1 Profiles approved as a Committee Spec, it is a good time for us to consider an 
alternative approach for managing the profiles, especially since we have in mind to update the entire 
suite of profiles to make them more directly testable. This proposal suggests the alternative approach of 
a library of individual profile documents: 

- We would retain a very brief, overarching and normative “KMIP V1.2 Profiles” document that 
describes the process for creating profiles. It would also define a “core” server profile and client 
profile, to establish the common normative base that all compliant KMIP implementations must 
support. 
 

- Each of the current profiles would be abstracted into its own document, comparable to the 
“KMIP HTTPS Profile” proposed by Tim Hudson from Cryptsoft. A common format will be 
established for these documents incorporating the profile-specific test cases as previously 
discussed.  
 

- The “KMIP V1.2 Profiles” would not reference the profiles by name or index them, so that we do 
not have to keep updating the document. Instead, it would point to the authoritative location in 
which all profiles accepted by the KMIP TC and approved as Committee Drafts are stored.  
 

- Each Profile document, whether created by the KMIP TC or by some other organization, would 
be created initially as Working Draft and then voted by the KMIP TC as a Committee Draft and 
moved to a standard public location for KMIP Profiles. We would not promote these documents 
to Committee Spec or OASIS standard in general nothing would preclude the KMIP TC from 
promoting any specific profile.  
 

- Each Profile document should specify which version or versions of KMIP it applies to. There may 
be variants of the profile included in the document, reflecting changes in functionality for 
different KMIP versions, but the use of variants should be minimized as much as possible to 
encourage consistency of implementation and interoperability across KMIP versions. If there are 
significant differences in a given profile related to differences in the KMIP versions it applies to, 



there should be separate version-specific profiles; this may be the case for the asymmetric key 
profiles, for example. 
 

It is our hope that this approach will give us a more effective way to encourage conformant 
implementations of KMIP. 

Bob  

 

 

 


