
I. Opening Remarks by co-chairs  

II. Roll Call by secretary co-chair

A. 58% Members Present (achieved Quorum)

III. Review & Approval of the Agenda

A. As previously distributed by Bob G. to TC through e-mail (see next PKCS 11 TC concall -- 

Wednesday 20-March at 1 pm PST (US)).

B. Additions to the agenda as proposed by Bob G.

1. Peter G. to speak on ECC.

2. Bob G. to speak on the conformance clause and liaison opportunities.

C. Acceptance

1. Moved by Stef Walter.

2. Seconded by Jerry Smith.

3. No discussions, objections or abstentions raised.

IV. Review & Approval of previous meeting face to face minutes.

A. Deferred

1. Bob G. is still working on the face to face minutes and will post the first-draft as well as a 

full version.

2. No objections raised.

V. Old Business

A. Technical Committee meeting schedule.

1. A straw poll was initiated during the face to face for the meeting day.

a) Every two weeks on Wednesday was the consensus.

2. A straw poll was initiated during the face to face for the meeting time.

a) While there are members who are unable to attend at 13:00 PST it was recommended 

by the Bob G. that:
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(1) This schedule be maintained for a couple of the next three meetings and see 

how it works.

(2) Subsequently, come back and look at the question and determine if the 

committee should meet more frequently and alternate the time of day.

(3) Co-chair Valerie Fenwick concurs.

(4) No objections or alternate suggestions.

B. The conformance clause.

1. Bob G. sent around a cut at the conformance clause as part of an outline for the 

specification.  (See https://www.oasis-open.org/apps/org/workgroup/pkcs11/

document.php?document_id=48590)

2. Pros and Cons between the simple state which points to the profiles document and putting 

out a full conformance statement in the specification.

a) Tim H. presented a perspective based on the KMIP TC between the high level 

capabilities in 1.0 document and the 1.1 document.

(1) Found that in leading into 1.1 document was that varied ability that was more 

reasonable to have across a number of different contexts of usage.  The 

conformance details were moved into the their profiles document anticipating that 

the result would be tighter conformance clauses in each profile with a base that 

was relatively small.

(2) It is important to be very clear what every implementation has to have as a base 

and what is specific to a profile.

b) Hal L. presented a perspective based on the SAML 2 and the XACML models.

(1) SAML 2 consisted of a set of approximately 8 or 9 documents with one entire 

document being conformance.

(a) SAML 2 is a centralized model.
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(2) In the XACML core document the key part of the conformance was a huge long 

set of tables that marked everything as either optional or mandatory; basically 

call(ed) out all the features of that specification.

(a) The profiles are in the modern OASIS style.

(b) XACML is a ... profile model.

3. Rob P. Comments on Hal L.‘s comments on SAML 2 specifications.

a) Because there were different vendors that wanted to implement different subsets of 

functionality we defined a number of different operational modes (like collections of 

profiles) and then vendors could implement various operating modes.

b) They had some flexibility in terms of how much of the mandatory or optional modes 

the vendor chose to implement.

4. ()

5. Bob G.  There are two things that we need to be going forward on this.

a) To look at the relationship on this between this and the profiles as Tim and other folks 

begin to flush out that model.  Now that we the templates for the PKCS#11 docs all 

the editors can begin working on putting together a first cut of what the documents 

might look like.

(1) For the Usage Guide and Profiles especially it will help to give folks a feel for 

what the documents might look like.

(2) How the Profiles might relate to the Conformance Clause.

b) In a subsequent meeting to look at this in some detail to see wether or not that model 

makes sense or if there are other models (such as the contrast between SAML 2 and 

XACML) that would make sense.

6. Sven G.  As a lot of the committee members have much more experience I need some 

guidance in this process.  Is there anything that shows how the whole process is going or 

that makes it easier to understand how to contribute to this (effort)?
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a) Bob G.  Anyone on the committee is free to bring forward a proposal related to a 

version of the specification (a version of PKCS#11) at anytime.

(1) That is the model of OASIS; as a ground rule, that the TC should encourage and 

welcome contributions.

(2) Part of the goal of the face to face was to try to identify (at least a set of things 

that seemed) reasonable candidates that could be addressed in the near term 

versus the long term.

(3) Given the requirements for public reviews and so on it would be difficult for us to 

get anything created much before the end of 2013.

(4) It is suggested that as we talk briefly through the things that are on the list of 

potential items we identify:

(a) Who (on the technical committee) is driving the piece.

(b) The likely time in which that item would be brought forward to the TC either 

as a definite proposal or as a working item to look at in detail.

(5) It is also suggested (as new business) that in addition to the work items that we 

have already identified, and any others that might be called out:

(a) We also look at putting together a small group of interested folks who will 

look at the longer term issues in parallel to the near term ones.

(6) In general, as we work on these near term things we would want to quickly 

identify the ones (that we all agree) should go into the near term.

(a) To work through as quickly as possible to detail proposals on those (and) to 

vote on those proposals and have a freeze date on the next near term 

version (I would think) sometime around the end of Q2 or early in Q3 of this 

year.

b) Tim H.  The priority in how we approach it is what the group agrees to.

c) Sven G.  As in the short term example, we have a lot of proposals and some of them 

may be overlapping.
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(1) Who is moderating this to get to a section by section agreement?

(2) How do we avoid adding all these features (and technically we have overlapping 

features that all do the same thing) just to make sure that we have the largest 

denominator rather than the smallest one?

d) Bob G.  Part of it would be to have the co-chairs helping to coordinate the work being 

done by various individuals.

(1) To ensure that discussions are happening where they need to and that we have 

complimentary rather than contradictory proposals come forward.

(2) We certainly should be prepared for discussions and needing to work within the 

committee to ensure that we make the right decisions.

(3) The co-chairs will work to moderate those discussions and disagreements.

(4) If there are other individuals who want to help the (document) editors   (for 

example) by looking at re-organization of the documents or helping to provide 

guidance around how best to use the capabilities.

(a) Chris Z. Perhaps it is a little bit premature for that.  We are getting an OASIS 

formatted document together (for presenting) back to everyone to take 

another, or multiple passes at it.

(b) Sue G.   It may be that in the process of moving things around we may 

come up with some structural suggestions.

(5) Proposed that we take a note in the minutes that this is a concern and that we 

return to this question and wether or not there is any assistance that we can give 

to the editors.

C. Document Templates

1. Bob G.  In general (with) where we are with the document templates at this point do any of 

the editors have any questions or concerns about those in terms of next steps?

a) Tim H.  I will start with a focus on what is the base profile and ignoring the other 

collections of profiles until we get that sorted out.  I do think that having profiles and 
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having a usage guide actually go a fair way towards address some of the concerns 

that Sven G. raises (See V.B.6)

b) Jon L.  I am working on putting in the titles for the major sections into the (Usage 

Guid) and will be looking for people to provide some input but it is a little bit early for 

that.

c) Tim H.  It is a little unclear at what we will do from a test cases perspective.  I will be 

going through the various test suites that are out that and get a summary overview 

and get it circulated in a couple of weeks.

D. Liaison Opportunities with OASIS Groups

1. Bob G. sent an email regarding PKCS#11 TC and other standards groups 

(see PKCS 11 TC and other standards groups).

a) OASIS KMIP TC

b) W3C Web Cryptography Working Group

(1) Cisco is a member of both the PCKS11 and W3C technical 

committees.

2. Tim H. what does a formal liaison mean, what is it’s function?

a) Bob G. at least to my understanding (from what I have pulled out of 

the Liaison Policy document), the intent is to have a point of contact 

who can facilitate communication (as linked in the aforementioned e-

mail sent by Bob G.; see: https://www.oasis-open.org/policies-

guidelines/liaison).  At least that I know of there are no particular 

defined responsibilities other than the goal of improving 

communication.

b) Rob P. (the liaison) needs to be in both organizations and just 

highlight any issues that may be coming up in one body or the other.
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c) Rob P. a formal position might be useful in reporting back; otherwise, 

if you have enough overlap between the committee’s I am sure that 

the issues will get covered.

d) Hal L. the OASIS (liaison) policy actually states that you are 

supposed to post who your liaison’s are.  It would be good to get it on 

record even if there are six people communicating back and forth.

3. Subhash Sankuratripati nominates Tim Hudson (as the liaison between the 

PKCS#11 TC and the KMIP TC).

a) Moved to accept Tim Hudson as the formal liaison by Subhash 

Sankuratripati.

b) Seconded by Chris Zimman.

c) No discussions, objections or abstentions.

E. PKCS#11 v2.40 Specification

1. On identifying new algorithms and/or other modes.

a) Valerie Fenwick, Bob Relyea, Oscar So (and others) have been in the 

process of internally reviewing (past efforts) and beginning to 

exchange better definitions with Bob ?.  They are starting to convene 

on material but do not believe the results are ready to hand over at 

this time.

b) Bob R. will continue to work with Oscar So and probably in another 

week or so will have something that will be ready to hand over.

(1) I suspect that we will have no more than four new AES 

mechanisms and maybe six, or seven, DSA mechanisms.

(2) We also found some ambiguity in the specification that had to be 

cleared up in one way or another.  Part of the description will 

include suggestions in handling or cleaning up these ambiguities.
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c) Bob G. proposes adding an agenda item to pursue discussion at the 

next committee meeting in two weeks.

F. Issues raised by Peter Gutmann during the face to face on the current specification.

1. Peter Gutmann has identified two additional issues.

a) ECC issues.

b) Obtaining public components of private keys.

(1) For any DLP or ECDLP object (only private key); the Y-value and 

the EC point are only stored in the public key object.  There is 

currently no way of getting the public values from the private.

c) Will prepare a paragraph on the higher priority items for presentation 

at the next meeting of this committee.

2. Bob G. will add an agenda item to the next meeting of this committee for 

further review.

G. ! ! Consideration to areas in the current specification; in follow-up to the 

face to face.

1. Stef Walter sent a message to the mailing list (see Some possible short 

term tweaks and work items for PKCS#11 spec) including issues that 

should addressed in the short term.

a) Extraction Attacks

b) Multiple Callers within the same process and the PKCS#11 token 

ease of use either in a profile or a recommendation of use.

2. Stef Walter indicates that introspection, events and trust storage may not 

fit in a near term release.

a) Will continue and prepare for presentation to the committee members 

at the next TC meeting.

H. Error Reporting
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1. Chris Zimman will continue efforts in identifying / reviewing the 

documented error conditions.

a) Identity suggestions in handling those conditions (that can occur 

during) certain operations that fall outside the documented error 

conditions.  This leads to defaulting a-lot of conditions to HW Token 

Fail.

b) This is more of a long term effort and bringing suggestions forward as 

efforts continue if reviewing everything.

c) Requests a page on the wiki where the identified issues can be 

posted for review by other people.

2. Stef W. as there are times when you cannot retrieve any kind of error code 

what about the possibility of adding a new call to retrieve a free format text 

string.

a) Chris Z. concurs that this would be a great addition for the future but it 

would be an API change and would introduce language issues.

b) Bob G. requested that Peter G. and Chris Z. look into the issue to 

determine if there is anything that made any sense in the near term?

I.  TLS Mechanisms 

1. Brian S. (in relation to mechanisms in use by Mozilla) has identified that 

many of them are variations of existing mechanisms.

a) How to best bring them forward or contributing actual modifications to 

the existing text specification.

(1) Bob G. Purely editorial changes can be brought straight to the 

editors and do not need to be brought forward to the committee.

(2) Bob G. Substantive changes should be brought forward to the 

committee and indicate the part of the specification to be 

changed and the change to be made.
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(3) Bob G. asks that once a version of the specification is available 

that Chris Z. work with Brian S. to deliver a source form version.

b) Will Microsoft Word™ be used as the source form of the specification 

documents going forward.

(1) That is the consensus that was previously reached.

(2) Editors can create non-normative formats of the documents.

J. TPM Support, Attestation Discussion; follow-up to the face to face.

1. Rayees Shamsuddin indicates that further investigation is needed in the 

options available for key generation.

a) Bob G. will contact the vendor who originally were the main drivers in 

the v2.30 specification to determine if a separate call can be arranged 

when appropriate.

K. Other areas to be called out and brought forward; post face to face.

1. ECC (see V.F.1.a)

2. Extraction Attack (see V.G.1)

a) Bob G. recommends organizing a separate discussion around 

security considerations in the specification documents and attacks in 

general.

b) Bob R. requests that this be placed on the wiki for further discussion.

3. OASIS Interop at RSA 2014

a) Tim H. PKCS#11 vendors with interest should see the email sent on 

behalf of Jane Harnad (see FW: [pkcs11] OASIS InterOp 

Demonstrations at RSA 2014). 

L. Adjournment of the PKCS#11 Technical Committee on 20 March, 2013

1. Moved by Tim H.

2. Seconded by Chris Z.

3. No objections or abstentions.
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VI. Action Items

A. Bob Griffin

1. Will post the rough-cut / first draft (from notations by David Smith at the face to face).

2. Will post the full version of the face to face minutes.

3. Add a straw poll (or agenda discussion item) on, or around, the 1st of May, 2013 to follow 

up on the TC meeting schedule frequency and time of day (See V.A.2.a.2).

4. A separate discussion should be arranged for discussion around security considerations 

and attacks (see V.K.2.a).

5. Next technical committee meeting agenda items.

a) A subsequent meeting is needed to look at the model that makes 

sense for this committee (See V.B.5.b).

b) Will reach out to Cisco to determine if there is interest in joining this 

TC and acting as liaison between the groups.

c) Brian Smith will continue discussions on efforts and progress (see 

V.I).

B. Valerie Fenwick, Oscar So and Bob Relyea will continue their efforts and prepare to bring the 

material forward for discussion at the next TC meeting on, or around, 3rd April, 2013.

C. Peter Gutmann will prepare a paragraph on each of the higher priority issues for distribution to 

the members (see meeting minutes section V.F).

1. Provide a recommendation on the best solution for addressing the ECC 

issue previously raised.

2. Work with Chris Z. in relation to error reporting (see V.H.2) and any 

possible effort in the short term to address for discussion during the next 

meeting.

D. Chris Zimman
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1. Work with Peter Gutmann in relation to error reporting (see V.H.2) and any 

possible effort in the short term to address for discussion during the next 

meeting.

E. Stef Walter

1. In follow up to the face to face, continuation of todays meeting (see V.G.1 

and the message sent on 20 March, 2013 to the mailing list); will continue 

work to identify any near term/long term specification issues (see V.G.2).

2. Will use the information within the email sent on 20 March, 2013 to create 

new content on the wiki to facilitate further conversion (see V.K.2.a).

F. Brian Smith

1. Continue discussion on efforts in the next TC meeting (see V.I).

2. Bring forward specification changes in the TC meeting in four weeks (see 

V.I.1.a).

G. David Smith

1. Bob G. proposed that we note in the minutes a concern from Sven that needs to be 

brought forward to the next TC meeting; (See V.B.6).

H. Committee Members, Others in General

1. PKCS#11 document editors can begin working on putting together a first cut of what the 

documents might look like.
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