
OASIS MQTT Security Technical Sub-Committee 

Minutes of for the meeting of Monday, 5th August 2013 

Teleconference  

 

This sub-committee has not been formalized in OASIS terms yet. The purpose of this call was to continue 

kicking-off the security conversation. 

Convener 

Richard Coppen (IBM) 

Roll Call 

13 people on the call. 

Agenda (Richard Coppen) 

- Welcome 

- Minutes from last meeting:  
https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50111/OASIS_MQTT_SECURITY_SC_29072013.pdf  

- Actions from last call: 

o Arlen Nipper will deliver a few paragraphs to address historical MQTT security questions 

and concerns 

o  Allan and Raph will offer a straw man for a generic client / server security section 

o Geoff / Julien / Louis to offer an M2M straw man for security. 

- General discussion 

- Agree date and time of next meeting 

- AOB 

- Close 

Introduction (Geoff Brown) 

- A straw man proposition was uploaded earlier today. It can be found here: 
https://www.oasis-open.org/apps/org/workgroup/mqtt/document.php?document_id=50160 

- It contains base mappings with the NIST Cyber Security Framework. 

- Reiterates that we agreed to divide the security section in two sections: Specific legacy protocols 

for MQTT and a higher level approach based on the NIST Framework. 

Discussion 

Arlen Nipper 

- Summarizes his draft sent to the committee. 

- Agrees that the initiating straw man is a good starting point. 

 

Geoff Brown 

 

- Suggests that Arlen adds his content to the current straw man proposition. 

https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50111/OASIS_MQTT_SECURITY_SC_29072013.pdf
https://www.oasis-open.org/apps/org/workgroup/mqtt/document.php?document_id=50160


- Emphasizes that the security recommendation should be a section in the main body of the 

specification and not an appendix. 

- The feedback from M2M implementors seem to indicate that the NIST Framework is a good choice 

to inspire the MQTT security recommendations. 

Richard Coppen 

- Is it OK for implementors not to comply with the recommended guidelines and third party 

specifications? 

Geoff Brown  

- Yes this is correct. Compliance is not mandatory. 

Richard Coppen 

- How to edit and consolidate the three drafts that were proposed (Raph and Allan, Arlen, Geoff) into 

a single document draft? 

- How to draw the line between core spec content which should be light weight and concise and 

references to external documents? 

Geoff Brown 

- Suggests that we consolidate into the “M2M Straw Man”. When the SC is satisfied with the draft 

then it will be passed to the TC to determine where in the document the section should be placed. 

Richard Coppen 

- We will put the M2M Straw Man document available on Oasis portal and let Arlen edit first by 

adding his section. Then Allan and Raph should have the chance to edit the updated version. 

Andrew Banks 

- Does not agree with the current proposition. It is too generic for MQTT. It requires more 

specification from MQTT. 

- Would expect to see the same words from the core specification. 

- For example, under “detect” in the proposition, we would expect to see exactly what is there to 

detect in MQTT. Should we expect to monitor the rate at which connects fail to detect a DoS 

attack, for example? 

Geoff Brown 

- Agrees with Andrew Banks and emphasizes that this is a first draft and therefore such specific 

information about the MQTT specification can be added to the draft. 

Richard Coppen 

- Reminds us that we have 6 available revisions (1 per week for 6 weeks). 

Allan Stockdill-Mander 

- Thinks the current draft proposition is too heavy weight for a protocol specification document. 



Geoff Brown 

- Let get some content into the straw man first before tearing it down. 

Allan Stockdill-Mander 

- Emphasizes that he is not tearing down the draft. 

- We may end up trying to produce too much material. 

- As a defense, this is a protocol specification. Doesn’t see the disaster recovery in the protocol. 

Geoff Brown 

- Replies that he is just getting this up off the ground. We are trying to map it to the NIST 

Framework. 

- We will do the most out of 6 revisions. 

- Would much rather have something and then review it later on rather than pass judgment that 

what we have is too heavy for the specification before it started. 

- Unless you are an absolute security expert please be patient. Let’s continue to put content in and 

then take the decision to what the relevancy is to the specification. 

- The issue is are we on the right path? Thinks so but needs more details. 

Raph Cohn 

- Also disagrees with the current direction the straw man has taken. It is not suitable for a protocol 

specification unless you are running consultancy services which we are not. 

- We do not need to go through a large exercise. 

- Feels it doesn’t fit very well. 

- Feels the current draft is very good but not for a protocol. 

- Thinks it should be straighter forward with recommendations such a cryptographic protocol suites.  

- Questions the approach to NIST Framework. 

Geoff Brown 

- Security is the most critical aspects of M2M adoption. 

- NIST is leading security in M2M. 

Raph Cohn 

- Does not know why we need NIST. 

Geoff Brown 

- Will issue a report on M2M and IoT from Price Water House Coopers. 

Raph Cohn 

- This will not persuade me. Price Water House Coopers means “Jack” to me. I do not know how 

those guys operate. They are amateurs in my view. 

- Needs to know why we are going down this route, why we need NIST.  

- Not interested by NIST.  



- The problem is simple. We recommend security protocols for MQTT at the best of the committee’s 

knowledge. 

- Feels like this approach does not deliver the protocol that he wants to deliver. 

- Thinks this is a fantastic high level view on how to do security analysis. 

Geoff Brown 

- Understands that Raph needs to be convinced but pleads to get this off the ground first. 

Raph Cohn 

- Feels Geoff is not answering the question which is why we should use the NIST process? 

- If I understand why then I will probably be able to support it. 

Geoff Brown 

- We have explained this in the past and voted on this approach. 

Raph Cohn 

- Disagrees. Asks to explain again. 

Geoff Brown 

- Security is key to MQTT protocol. Would you agree with that? 

Raph Cohn 

- Security is important in any network protocol. 

Geoff Brown 

- Wonders if the answer reflects a “yes” or “no”. 

Raph Cohn 

- Reiterates that his answer is important for any network protocol. 

Geoff Brown 

- Understands the answer as a “yes”. 

Raph Cohn 

- Is misunderstood. Does not qualify MQTT as M2M or IoT. Does not see MQTT as purely operational 

in those spaces nor the target audiences. 

Geoff Brown 

- The OASIS website specifically mentions M2M and IoT. One would therefore logically assume that 

this aspect is aimed at that market. 

- Within the area of M2M and IoT security is key to the MQTT protocol. 

- A key success factor for the adoption of MQTT protocol is its ability to get through security reviews. 

- There are two aspects to cover : 



o Providing strong guidelines about the (legacy) security protocols to use for MQTT. 

o We need guidelines that align with some standard. 

- Suggests we start with NIST’s high level framework and go down into details as we all see fit such as 

proposed by Andrew Banks. 

- Likes to refer to industry information that is not produced by himself but rather organizations such 

as IBM, Cisco, Intel, Oracle, US Government, UK Government. 

- How do we align MQTT in a secure fashion so that it has a strong chance of success? 

- To do that we put a straw man high level framework and then we can go down and be specific and 

refer to what Andrew Banks was saying which is directly mapping to protocol level aspects. That 

way implementors reading the document will realize that the MQTT specification has an awareness 

over security standards and bodies and maps to those specifications. 

- Is opened to other suggestions than NIST. 

Raph Cohn 

- Does not agree with Geoff’s approach. 

- Is not persuaded by a list of white papers produced by a bunch of “worthies” and does not 

convince. 

- Thinks it should be straight forward. Does not see the need of a massive framework. 

- The only security choice for MQTT is TLS. 

- People can use protocols around SSH but there are not many other wide spread options. 

- Thinks there is value in a separate piece of material explaining the reason behind a choices. 

Geoff Brown 

- Suggests Raph to send a message to the group explaining how he sees the security section should 

be written to provide the benefits of their experience. 

- Does not understand the resistance towards his NIST approach. 

Raph Cohn 

- Argues that Allan and he were not given an opportunity to present their material and adjusted the 

agenda the way Geoff wanted to proceed and thinks it was a little unfair. 

- Is convinced that Allan and he can produce material to present to the group. 

- Thinks there is not much that can be said. The debate is how much background and detail we want 

to put in, how much heavy “weightness” we want to give it, and how much recommendations and 

requirements we want to put in there. 

Richard Coppen 

- Does not believe the OASIS webpage for MQTT contains the words M2M and IoT in the title. It is 

referred to in terms of positioning.  

Geoff Brown 

- Disagrees with Richard and quotes the web page: “Providing a lightweight publish/subscribe 

reliable messaging transport protocol suitable for communication in M2M/IoT contexts where a 

small code footprint is required and/or network bandwidth is at a premium.” 



Richard Coppen 

- Replies that the words M2M and IoT do not appear in the specification name which was the term 

used by Geoff. 

Geoff Brown 

- Replies that M2M / IoT is named in the description of the MQTT. 

- NIST Framework are globally recognized and relevant to the M2M and IoT. 

- Raph thinks that NIST Framework is not relevant to MQTT. Geoff strongly disagrees with that. 

- Would like to proceed on this course, have Arlen update the document. Raph can update the 

document with the level of detail that he thinks is relevant. 

- Then we can have a discussion about consolidation and Geoff can give his professional opinion on 

Raph’s recommendations. 

Richard Coppen 

- Thanks Geoff for clarifying the issue of the specification name. 

- Reminds us that there is space in the agenda for Raph and Allan to present their work.   

Arlen Nipper 

- Is trying to push MQTT in many industries. 

- Reminds us that if we iterate together we will end up by converging to a security specification that 

we can all agree on. 

Paul Duffy 

- His view is from smart grid applications. 

- SGIP was set up by NIST 4 years ago and reflects the needs for M2M and IoT standardization in the 

industry. Various protocols get reviewed and are added to a catalog of standards. 

- For MQTT to be taken seriously by various industries it will require some form of support by a 

recognized standards organization. 

Arlen Nipper 

- Agrees with Paul and this is what he is seeing in the water industry. 

Raph Cohn 

- Did not propose to have a security story if that’s what people are commenting on. 

Geoff Brown 

- Cyber security standards are very important to what we are experiencing here now and will be 

important around the globe very soon.  

- We need to provide a strong security specification at the protocol level with awareness for the NIST 

Cyber Security Standard because this will have a larger impact on all corporates.  

- What is IBM’s point of view on the NIST Cyber Security Standard? 

 



Richard Coppen 

- The question is, what belongs in the spec at the protocol level that makes sure we do something 

about security? What do we do to give the CTO’s the right level of information with respect to 

using MQTT? Where do we draw the line? 

- It is a massive jump to go from a very weak security story to a heavy weight security story. 

- Arlen said that could be damaging to the up-takers because not every deployment is security 

critical. 

Geoff Brown 

- Disagrees with Richard about perceiving Arlen’s comment in that kind of context. Arlen is saying 

that security is critical. 

- To clarify, NIST is the governing leading body in this space and provides the credibility. MQTT will 

be viewed as aligning with the NIST security guide lines. This should be complemented by low level 

technical information.  

- Rather than shutting this down, let us have the chance of getting some content in the document. 

- As the leader of the SC, is putting a stake in the ground. 

- Arlen should be the next one up. Then Raph and Allan will have a chance to provide their input. 

- We can then spend the remainder of the weeks putting the specification down. 

Richard Coppen 

- Says that he is not trying to introduce any resistance with respect to Geoff’s proposition. He is just 

trying to clarify what the security section would look like. 

- How much transformation would be required in MQTT to adapt to a NIST oriented security section? 

- Accepts Geoff point that he will first provide a draft and then we can have an objective discussion 

about it. 

- About Arlen’s comment, on previous calls he said that one of the reasons MQTT had been so 

successful in the past was that the specification was not too precise about security solutions. 

Arlen Nipper 

- Corroborates Richard’s claim. 

- NIST will be influential in any sort of Grid (oil and gas, water, etc). We can use NIST as an important 

stake in the ground but it cannot be driving any particular approach that we take at the protocol 

level.  

- This SC should make recommendations and best practices but should not spill into the actual MQTT 

which has always kept security and message payload agnostic. 

Richard Coppen 

- Arlen has captured very well his point of view. 

- We need protocol specification content for adequate security and then there is recommendations 

that will help industry traction towards MQTT. We need to see where to draw the line between 

those two aspects all the while respecting time constraints.   

- Not convinced that NIST is adequate for every MQTT application. 

 



Geoff Brown 

- Agrees with Richard and Arlen. 

- If we make security a mandatory element then it will be very restricted. 

- Security issue is more important than before. It is a lead thought.  

- Raph did not see the importance for NIST.  

- Agrees that the straw man is missing the core details but reminds us that it is only a starting point 

based on a larger standard that we all agreed upon using.  

- Reminds us that it is based on NIST because that is what we agreed to do. Then Arlen would add 

legacy protocols to the complement. 

- The resistance we are getting is not fair because we haven’t started getting the information in the 

document. 

Richard Coppen 

- Summarizes. Geoff will put up the document source and allow anyone to edit it. Starting with Arlen. 

- Raph and Allan will follow. 

- What we need to see for the next call is the combined result of the three efforts.  

- Then we can have a more objective discussion about where to draw the line. 

Raph Cohn 

- Doesn’t see where he could place his notes in the document at the moment.  

- Argues that his notes are too low level for the document. 

Richard Coppen 

- Arlen will add his notes in the current document.  

- We will leave Raph and Allan’s notes in a separate document for now. 

Geoff Brown 

- Encourages everyone to participate and send out comments where they believe necessary. 

Actions for Next Call 

- The document will be public.  

- Arlen will edit the document first. 

- Raph and Allan will then make their contributions. 

- We will then consolidate and decide where to draw the line between high level security 

recommendations influenced by the NIST Framework and low level cryptographic protocols. 

Confirm date & time of next meeting 

- Next call scheduled for Monday August 12th 11AM (EDT) 

AOB 

- No other business. 

Close 


