
OASIS MQTT Security Technical Sub-Committee 

Minutes of for the meeting of Monday, 12th August 2013 

Teleconference  

 

This sub-committee has not been formalized in OASIS terms yet. The purpose of this call was to continue 

kicking-off the security conversation. 

Convener 

Richard Coppen (IBM) 

Roll Call 

No roll call. 

Agenda (Richard Coppen) 

Welcome 

Security content: Delivery vehicles (Richard) 

Minutes from last meeting 
https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50172/OASIS_MQTT_SECURITY_SC_05082013.pdf 

MQTT Security SC pages 
https://www.oasis-open.org/apps/org/workgroup/mqtt-security/ 

Actions from last meeting (Geoff / Richard) 

Allan to introduce straw-man for a 'implementor level' security section 
https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50235/X.%20MQTT%20Security.txt 

Consolidate last week's straw-man with Arlen's text 

General discussion (Geoff) 

Agree date and time of next meeting 

AOB 

Close  

Introduction 

- Geoff Brown mentioned that this call will be recorded so that accurate notes can be taken. 

- Richard Coppen believes a vote from the TC is required in order to record the calls. 

- Raph Cohn and Richard Coppen are not comfortable with recording calls therefore this call will 

not be recorded. 

- It is proposed that we vote on the matter at the next TC meeting (Thursday August 15th). 

 

 

https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50172/OASIS_MQTT_SECURITY_SC_05082013.pdf
https://www.oasis-open.org/apps/org/workgroup/mqtt-security/
https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50235/X.%20MQTT%20Security.txt


Security Content 

- Geoff Brown and Richard Coppen had a discussion with Chet Ensign on how to handle the 

security content.  

- They propose to have two sections: low level security guidance and certification level guidance. 

o Implementation level security content (e.g., TLS, cipher specs and general security 

awareness) should form part of the core MQTT specification / standard.  

o Specific guidance aimed at those wishing to certify MQTT solutions against security 

standards (such as NIST or IEC) should be delivered as 'self-contained' committee 

specifications.  

o The core MQTT specification / standard should clearly reference and link to these 

dedicated committee specifications.  

- This is similar to the approach taken by other OASIS TC's and has a number of advantages:  

o Core protocol content can be developed independently of referenced material.  

o Detailed security guidance is made available to MQTT specification consumers.  

o Delivery timelines are decoupled.  

o The MQTT Security SC has more scope to focus on individual standards.  

o The MQTT TC retains the option to grow a range of industry specific security profiles over 

time. 

Geoff Brown 

- NIST is not the only standards organization. However there is consensus in the community that 

NIST is important.  

- Understands people’s reservation about adding NIST material in the specification and has 

accommodated the issue. 

Allan Stockdill-Mander 

- Believes the current approach is the ideal way to deliver the security document. 

Richard Coppen 

- Chet Ensign stated that no TC vote was required to accept the current security proposal. 

- After poling the SC, there are no objections to the current proposal. 

Geoff Brown 

- Feels we need to reengineer the current straw man. 

- Agrees with a technical approach and will personally add a focus on Cryptography 

- Recently reviewed Allan Stockdill-Mander’s contribution and thought it very helpful and very 

constructive.  

Allan Stockdill-Mander 

- There are in fact two documents. The latest one was posted today. 

- https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50235/X.%20MQTT%20Security.txt 
- The previous document was much more technical with lots of RFC style instructions. 

- The new document has a much broader non normative set of advice. 

https://www.oasis-open.org/apps/org/workgroup/mqtt/download.php/50235/X.%20MQTT%20Security.txt


- E.g. authorization of client/server, detecting compromises in the server, privacy and integrity of 

messages and their meta-data, etc.  

- The objective is to highlight particular areas of security such as TLS.  

- Implementors who had read NIST would be able to read this section and link with what they read 

in other documents. 

- Implementations should use TLS 1.2 and provide service on TCP port 8883. 

Geoff Brown 

- Suggests we amalgamate both documents because there is good material in both. 

- Supplement with Arlen’s legacy recommendations. 

- On the next call we should provide technical recommendations on cryptography. 

- We should reintroduce the concept of configuration profiles.  

Allan Stockdill-Mander 

- We have two types of people who will be reading the document: “implementors” of clients and 

servers and “deployers” of clients and servers. 

- Finds it useful to have the wording from the latest document to provide options for the reader. 

Geoff Brown 

- Let’s get everything in one document and then we will strip out the more wordy aspects and put 

that in the external documents. Leave the hardcore technical recommendations in the core 

protocol spec.  

- Templates and profiles are not usually in the larger wordy document because it falls into an 

automation context. However we can put the recommendations can be in the core protocol 

document. 

- We need to be specific with security, e.g. specific seeds, salts, protocol versions, etc.  

Allan Stockdill-Mander 

- Key question: should the profiles be non-normative as opposed to normative?  

- We don’t want to be defining a security standard. 

Geoff Brown 

- Clear arguments can be made for either profile types. 

- Let’s build the content and then decide what will be normative or not. 

- Assumes that everyone is in agreement with what was discussed. 

- Allan will amalgamate and upload on Oasis in the sub-committee section. 

- Arlen will take the legacy information and merge it to Allan’s document. If possible add any 

complementary information.  

- In two weeks will decide what it is we will submit to the TC. 

- Geoff will add cryptography content. 

Unnamed  

- Is wondering whether it makes sense to detail more the threats section and go through the 

different types of messages. 



Allan Stockdill-Mander 

- Understands the concern. There is a disparity of trust between the client and servers in MQTT as 

we model. Started to enumerate that kind of consideration.  

Geoff Brown 

- We can add that kind of consideration in the master document. 

Paul Duffy 

- Believes we are on the right track. 

- Not using TLS 1.2 will show rather blaringly in various organizations. “should” is a little weak. 

Allan Stockdill-Mander 

- The use of “should” was chosen because it was a more generic compulsion for MQTT security. 

We can poll the TC to see if “must” would be a better choice. 

Actions for Next Call 

- Allan Stockdill-Mander will merge the documents. 

- Geoff Brown will provide cryptography content. 

- Paul Duffy will provide advice and guidance. 

- Arlen Nipper will add his content to Allan’s document.  

Confirm date & time of next meeting 

- Next call scheduled for Monday August 19th 11AM (EDT) 

AOB 

- No other business. 

Close 


