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1 Introduction 2 

MQTT conveys compact but limited data about its messages. This committee note discusses the 3 

need to extend the metadata associated with messages. 4 

1.1 References (non-normative) 5 

 6 

NOTE (remove this note and following examples before publication): The proper format for 7 

citation of technical work produced by an OASIS TC (whether Standards Track or Non-Standards 8 

Track) is: 9 

[Citation Label] 10 

Work Product title (italicized). Edited by Albert Alston, Bob Ballston, and Calvin Carlson. 11 

Approval date (DD Month YYYY). OASIS Stage Identifier and Revision Number (e.g., OASIS 12 

Committee Specification Draft 01). Principal URI (version-specific URI, e.g., with filename 13 

component: .../csd01/somespec-v1.0-csd01.html). Latest version: (latest-version URI, without 14 

stage identifiers). 15 

For example: 16 

[OpenDoc-1.2] 17 

Open Document Format for Office Applications (OpenDocument) Version 1.2. Edited by Patrick 18 

Durusau and Michael Brauer. 19 January 2011. OASIS Committee Specification Draft 07. 19 

http://docs.oasis-open.org/office/v1.2/csd07/OpenDocument-v1.2-csd07.html. Latest version: 20 

http://docs.oasis-open.org/office/v1.2/OpenDocument-v1.2.html. 21 

1.2 Requirements 22 

The data that is carried by MQTT as part of a message is currently limited to:  23 

1. The message payload 24 

2. The topic name of the message 25 

3. The Qos of the message 26 

4. Whether the message should be, or was retained by the server 27 

5. Whether the message is a duplicate 28 

6. Some messages carry a message identifier, but this is not usually useful to a producing 29 

or consuming application 30 

Examine some examples of metadata not already carried by MQTT and categorise the attributes 31 

of the metadata. 32 

http://docs.oasis-open.org/specGuidelines/ndr/namingDirectives.html#workProductName
http://docs.oasis-open.org/specGuidelines/ndr/namingDirectives.html#stage
http://docs.oasis-open.org/specGuidelines/ndr/namingDirectives.html#revision
http://docs.oasis-open.org/specGuidelines/ndr/namingDirectives.html#this-version
http://docs.oasis-open.org/specGuidelines/ndr/namingDirectives.html#latest-version
http://docs.oasis-open.org/office/v1.2/csd07/OpenDocument-v1.2-csd07.html
http://docs.oasis-open.org/office/v1.2/OpenDocument-v1.2.html


This is intended as a Non-Standards Track Work Product.  

The patent provisions of the OASIS IPR Policy do not apply. 

msgmetadata-v1.0-wd02 Working Draft 02 2701 July 2015 
Non-Standards Track Copyright © OASIS Open 2015.  All Rights Reserved. Page 5 of 11 

[T
yp

e 
th

e 
d

o
cu

m
e

n
t 

ti
tl

e]
 

 

1.2.1 Message payload type 33 

MQTT messages are bytes. It has been proposed that some description of how to interpret the 34 

bytes should be added to the protocol. For example this might indicate whether the bytes 35 

represent a string or a number. The recipient of the message may choose to interpret the bytes 36 

in a different ways by knowing what they represent. 37 

There are a large number of possible message types and it would be burdensome for an 38 

application to have to support all possible types. 39 

 The metadata should place no open ended capability on either the producer or 40 

consumer of a message. It should be possible to write a producer or consumer client 41 

application which fully supports every possible value of the metadata. So, for the 42 

payload type it should be possible to write a generic consumer which can handle every 43 

possible value of payload type. 44 

 The producer and consumer applications may operate successfully by only using a 45 

subset of the metadata and by only allowing a subset of the possible values of the 46 

metadata. For example the producer and consumer applications may expect to only 47 

ever send String data. 48 

 Client and server implementations do not validate values of metadata that they do not 49 

interpret. Consequently the consuming application may choose to validate that the data 50 

it receives is the payload type claimed. 51 

 The producer and consumer applications may operate successfully without examining 52 

the metadata. The producer and consumer could, for example, continue to send a String 53 

as a set of bytes and not set or payload type to String, this would mean an intermediary 54 

might not understand the payload.  55 

 The client or server implementation may not need to understand the metadata it is 56 

passing between the producing and consuming clients. In this case the server must pass 57 

the metadata unchanged between the producing and consuming clients. Consequently a 58 

server cannot simply receive payload type String messages and emit them as payload 59 

type bytes. 60 

 A minimal client or server implementation may safely ignore all of the metadata, other 61 

than passing it on to the consumer. This enables minimal client and server 62 

implementations to be created at a cost of having partial implementations. 63 

 The data flowing across the network should be compact. 64 

  65 

1.2.2 Time to live  66 

Messages may be useful for a limited amount of time, for instance because they convey the 67 

current temperature. System resources can be saved by discarding messages which are no 68 

Formatted:  No bullets or numbering
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longer useful, as indicated by the time to live. If the server stores a message before delivering it 69 

to a consumer it might reduce the time to live of the outbound message by the amount of time 70 

that it is stored in the server. The receiver should never observe a value of the time to live which 71 

is negative. 72 

 Message metadata which is interpreted by the client or server implementation must be 73 

well defined such that it is possible to write a client or server implementation which 74 

fully supports all types of metadata. So, the time to live must be defined such that it 75 

always represents a practical amount of time, like a positive number of milliseconds. 76 

 Client or server implementations may safely ignore metadata if they wish to provide a 77 

reduced implementation. A server might forward the time to live value to the consumer 78 

unchanged and not actually expire the messages. 79 

 Client and server implementations should validate the values of metadata that they 80 

interpret. For example, messages with a negative time to live should be rejected. 81 

 Server implementations should pass all metadata to the eventual consumers, however 82 

the metadata passed on may not be exactly that which they received. The consumer 83 

would always see a time to live value in the messages. 84 

1.2.3 Correlator 85 

In a request response messaging pattern the request message needs to carry a correlator so that 86 

the responder can indicate which request it is responding to. 87 

 The metadata may be relevant to only one message at a time. It must be possible to 88 

determine which message the metadata relates to. 89 

 The client or server implementations should not need to store unbounded amounts of 90 

metadata. The conditions under which the metadata can be safely discarded should be 91 

well defined. 92 

1.2.4 Summary of requirements 93 

1. The meaning of all of  the metadata fields should be specified and closed. Neither the 94 

client and server implementations or the producer and consumer applications can 95 

adddefine its their own meaning. 96 

2. The producer or consumer applications are not required to use any of the metadata 97 

values. 98 

3. The client and server implementations are not obliged to validate the metadata, 99 

although they can reject messages if they find the metadata is invalid. 100 

4. They producer and consumer applications may use their own conventions to 101 

communicate metadata, but this is outside the scope of the MQTT specification. 102 
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5. The client and server implementations may not remove metadata, however the 103 

specification may allow them to modify it. 104 

6. A minimal client or server implementation might simply pass on all metadata 105 

unchanged. 106 

7. The networks formats are compact. 107 

8. This specification of the metadata does not permit values that cannot be implemented 108 

by the client or server. 109 

9. It is possible to identify exactly what metadata is associated with a message. 110 

10. It is possible to determine when the client and server implementations no 111 

longer need to store metadata. 112 

1.3 Section Level 2 113 

 114 
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2 Heading 115 

Text. 116 
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Appendix C.  Revision History 130 

Revision Date Editor Changes Made 

1 06 July 2015 Andrew Banks Add requirements 

2 27 July 2015 Andrew Banks Include Requirement for lightweight / 

optional implementation. Enumerate 

requirements. 
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