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[NOTE:  Mechanisms to be deprecated are shown in   strikeout   text.  “DEPRECATE”   
means move those mechanisms to PKCS11 Historical Mechanisms sub-document, not  
to  completely  remove the  mechansims  from all  documents.   Other    red   text  or     red   
strikeout   text  are corrections  to  be made in-place.   Annotations  are made in blue,   
designed to clarify the intent and should be removed prior to publication.]

SUMMARY OF CHANGES PROPOSED FOR REVIEW AND BALLOT:

 CK_MAC_GENERAL_PARAMS restored  

 SSL3 text around SSL3 structures corrected, SSL3 structures are also shared   
by TLS 1.0/1.1/1.2 and shouldn't be removed

 Former TLS section entirely restored as TLS 1.0/1.1 with corrections  

 Address RFC5705 as special case CKM_TLS_PRF, deprecate CKM_TLS_KDF  

 TLS 1.2 section completely reworked  

 CKM_TLS_MAC replaced by CKM_VERIFY_DATA  

 add new CKM_NULL, trivial pass-through mechanism  

 deprecate CKM_TLS12_KEY_SAVE_DERIVE, redo so-called “Black Box”  

 cut CKM_TLS10_MAC_SERVER/CLIENT (undefined?)  

 add CKM_TLS12_PRE_MASTER_KEY_GEN to complete the TLS 1.2 suite of   
mechanisms, and add descriptions for how to emulate TLS 1.0/1.1 using only  
the  TLS  1.2  suite  of  mechanism  –  this  is  primarily  for  new  TLS  
implementations to start  clean support with TLS 1.2 and not require any of  
TLS 1.0/1.1 if not desired

 correct the list of hashes for .prfHashMechanism  

 observe that  CKM_NULL might  have been better  in  “Miscellaneous  Simple   
Key  Derivations  Mechanisms”  section,  but  that  section  is  missing;  needs  
restoring?
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1 Introduction   [THIS IS FOR ALL SUB-DOCUMENTS]

1.2 Definitions

MD5 RSA Security's MD5 message-digest algorithm, as 
defined in RFC 1321.  [RESTORE THIS]

1.4 Non-normative references

[SEPARATE THESE: current TLS becomes TLS and TLS12]

[TLS] [RFC2246] Dierks, T. and C. Allen, "The TLS Protocol Version 
1.0",  RFC  2246,  January  1999.  URL: 
http://www.ietf.org/rfc/rfc2246.txt,  superseded  by  [RFC4346] 
Dierks, T. and E. Rescorla, "The Transport Layer Security (TLS) 
Protocol  Version  1.1",  RFC  4346,  April  2006.   URL: 
http://www.ietf.org/rfc/rfc4346.txt,  which  was  superseded  by 
[TLS12].

[TLS12] [RFC5246]  Dierks,  T.  and  E.  Rescorla,  "The  Transport  Layer 
Security (TLS) Protocol Version 1.2", RFC 5246, August 2008.  
URL:  http://www.ietf.org/rfc/rfc5246.txt

[ ADD THIS ]

[RFC5705] Rescorla, E., “The Keying Material Exporters for Transport Layer 
Security  (TLS)”,  RFC  5705,  March  2010.   URL: 
http://www.ietf.org/rfc/rfc5705.txt

3.General data types  [THIS IS FOR PKCS11-BASE]

3.1  General information

Cryptoki represents general information with the following types:

♦ CK_VERSION; CK_VERSION_PTR

CK_VERSION is  a  structure  that  describes  the  version  of  a  Cryptoki  interface,  a 
Cryptoki library, or an SSL or TLS implementation, or the hardware or firmware version 
of a slot or token.  It is defined as follows:

typedef struct CK_VERSION {
  CK_BYTE major;
  CK_BYTE minor;
} CK_VERSION;
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2 Mechanisms    [THIS IS FOR PKCS11-CURR]

2.7 MAC and HMAC mechanisms

2.7.8 General block cipher MAC mechanism parameters [  RESTORE THIS FROM   
PKCS11-HIST WITH EDITS]

♦ CK_MAC_GENERAL_PARAMS; CK_MAC_GENERAL_PARAMS_PTR

CK_MAC_GENERAL_PARAMS provides  the  parameters  to  the  general-length 
MACing  mechanisms  of  the  DES, DES3  (triple-DES),  CAST,  CAST3,  CAST128 
(CAST5), IDEA, CDMF, ARIA, Camellia, SEED, and AES ciphers. It also provides the 
parameters to the general-length HMACing mechanisms (i.e. MD2, MD5, SHA-1, SHA-
224,  SHA-256, SHA-384, SHA-512,  SHA-512/t, RIPEMD-128 and RIPEMD-160) and 
the two SSL 3.0 MACing mechanisms (i.e. MD5 and SHA-1). It holds the length of the 
MAC that these mechanisms will produce.  It is defined as follows:

typedef CK_ULONG CK_MAC_GENERAL_PARAMS;

CK_MAC_GENERAL_PARAMS_PTR is  a  pointer  to  a 
CK_MAC_GENERAL_PARAMS.

2.28 SSL [THIS SECTION NEEDS CORRECTIONS]

Table 1, SSL Mechanisms vs. Functions

Functions

Mechanism
Encrypt

&
Decrypt

Sign
&

Verify

SR
&

VR1

Digest
Gen.
 Key/
Key
Pair

Wrap
&

Unwrap
Derive

CKM_SSL3_PRE_MASTER_KEY_GEN 

CKM_SSL3_MASTER_KEY_DERIVE 

CKM_SSL3_MASTER_KEY_DERIVE_DH 

CKM_SSL3_KEY_AND_MAC_DERIVE 

CKM_SSL3_MD5_MAC 

CKM_SSL3_SHA1_MAC 

2.28.1 Definitions

Mechanisms:

CKM_SSL3_PRE_MASTER_KEY_GEN    
CKM_SSL3_MASTER_KEY_DERIVE     
CKM_SSL3_KEY_AND_MAC_DERIVE    

Copyright  2016 OASIS Open.



CKM_SSL3_MASTER_KEY_DERIVE_DH  
CKM_SSL3_MD5_MAC               
CKM_SSL3_SHA1_MAC

2.28.2 SSL mechanism parameters

♦ CK_SSL3_RANDOM_DATA

CK_SSL3_RANDOM_DATA is  a  structure  which  provides  information  about  the 
random data of a client and a server in an SSL context. This structure is used by both the 
CKM_SSL3_MASTER_KEY_DERIVE, and  the 
CKM_SSL3_MASTER_KEY_DERIVE_DH, 
CKM_SSL3_KEY_AND_MAC_DERIVE, 
CKM_TLS_MASTER_KEY_DERIVE, 
CKM_TLS_MASTER_KEY_DERIVE_DH, 
CKM_TLS_KEY_AND_MAC_DERIVE, 
CKM_TLS12_MASTER_KEY_DERIVE, 
CKM_TLS12_MASTER_KEY_DERIVE_DH, and 
CKM_TLS12_KEY_AND_MAC_DERIVE mechanisms.  It is defined as follows:

typedef struct CK_SSL3_RANDOM_DATA {
  CK_BYTE_PTR pClientRandom;
  CK_ULONG ulClientRandomLen;
  CK_BYTE_PTR pServerRandom;
  CK_ULONG ulServerRandomLen;
} CK_SSL3_RANDOM_DATA;

The fields of the structure have the following meanings:

pClientRandom pointer to the client’s random data

ulClientRandomLen length in bytes of the client’s random data

pServerRandom pointer to the server’s random data

ulServerRandomLen length in bytes of the server’s random data
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♦ CK_SSL3_MASTER_KEY_DERIVE_PARAMS; 
CK_SSL3_MASTER_KEY_DERIVE_PARAMS_PTR

CK_SSL3_MASTER_KEY_DERIVE_PARAMS is  a  structure  that  provides  the 
parameters  to  the   CKM_SSL3_MASTER_KEY_DERIVE, 
CKM_SSL3_MASTER_KEY_DERIVE_DH, 
CKM_TLS_MASTER_KEY_DERIVE,  and 
CKM_TLS_MASTER_KEY_DERIVE_DH mechanisms.  It is defined as follows:

typedef struct CK_SSL3_MASTER_KEY_DERIVE_PARAMS {
  CK_SSL3_RANDOM_DATA RandomInfo;
  CK_VERSION_PTR pVersion;
} CK_SSL3_MASTER_KEY_DERIVE_PARAMS;

The fields of the structure have the following meanings:

RandomInfo client’s and server’s random data information.

pVersion pointer to a CK_VERSION structure which receives 
the SSL protocol version information

CK_SSL3_MASTER_KEY_DERIVE_PARAMS_PTR is  a  pointer  to  a 
CK_SSL3_MASTER_KEY_DERIVE_PARAMS.

♦ CK_SSL3_KEY_MAT_OUT; CK_SSL3_KEY_MAT_OUT_PTR

CK_SSL3_KEY_MAT_OUT is a structure that contains the resulting key handles and 
initialization  vectors  after  performing  a  C_DeriveKey  function  with  the 
CKM_SSL3_KEY_AND_MAC_DERIVE, CKM_TLS_KEY_AND_MAC_DERIVE, 
and CKM_TLS12_KEY_AND_MAC_DERIVE mechanisms.  It is defined as follows:

typedef struct CK_SSL3_KEY_MAT_OUT {
  CK_OBJECT_HANDLE hClientMacSecret;
  CK_OBJECT_HANDLE hServerMacSecret;
  CK_OBJECT_HANDLE hClientKey;
  CK_OBJECT_HANDLE hServerKey;
  CK_BYTE_PTR pIVClient;
  CK_BYTE_PTR pIVServer;
} CK_SSL3_KEY_MAT_OUT;

The fields of the structure have the following meanings:

hClientMacSecret key handle for the resulting Client MAC Secret key

hServerMacSecret key handle for the resulting Server MAC Secret key

hClientKey key handle for the resulting Client Secret key

hServerKey key handle for the resulting Server Secret key
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pIVClient pointer to a location which receives the initialization 
vector (IV) created for the client (if any)

pIVServer pointer to a location which receives the initialization 
vector (IV) created for the server (if any)

CK_SSL3_KEY_MAT_OUT_PTR is a pointer to a CK_SSL3_KEY_MAT_OUT.

♦ CK_SSL3_KEY_MAT_PARAMS; CK_SSL3_KEY_MAT_PARAMS_PTR

CK_SSL3_KEY_MAT_PARAMS is  a  structure  that  provides  the  parameters  to  the 
CKM_SSL3_KEY_AND_MAC_DERIVE and 
CKM_TLS_KEY_AND_MAC_DERIVE mechanisms.  It is defined as follows:

typedef struct CK_SSL3_KEY_MAT_PARAMS {
  CK_ULONG ulMacSizeInBits;
  CK_ULONG ulKeySizeInBits;
  CK_ULONG ulIVSizeInBits;
  CK_BBOOL bIsExport;
  CK_SSL3_RANDOM_DATA RandomInfo;
  CK_SSL3_KEY_MAT_OUT_PTR pReturnedKeyMaterial;
} CK_SSL3_KEY_MAT_PARAMS;

The fields of the structure have the following meanings:

ulMacSizeInBits the length (in bits) of the MACing keys agreed upon 
during the protocol handshake phase

ulKeySizeInBits the length (in bits) of the secret keys agreed upon 
during the protocol handshake phase 

ulIVSizeInBits the length (in bits) of the IV agreed upon during the 
protocol handshake phase. If no IV is required, the 
length should be set to 0 

bIsExport a Boolean value which indicates whether the keys have 
to be derived for an export version of the protocol, may 
be set to CK_TRUE for TLS 1.0, must be set to 
CK_FALSE for TLS 1.1 and later

RandomInfo client’s and server’s random data information.

pReturnedKeyMaterial points to a CK_SSL3_KEY_MAT_OUT structures 
which receives the handles for the keys generated and 
the IVs 

CK_SSL3_KEY_MAT_PARAMS_PTR is  a  pointer  to  a 
CK_SSL3_KEY_MAT_PARAMS.
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2.28.3 Pre_master key generation

Pre_master  key  generation  in  SSL  3.0,  denoted 
CKM_SSL3_PRE_MASTER_KEY_GEN, is a mechanism which generates a 48-byte 
generic secret key.  It is used to produce the "pre_master" key used in SSL version 3.0 for 
RSA-like cipher suites. 

It  has  one  parameter,  a  CK_VERSION structure,  which  provides  the  client’s  SSL 
version number.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template). Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a C_GenerateKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

2.28.4 Master key derivation

Master key derivation in SSL 3.0, denoted CKM_SSL3_MASTER_KEY_DERIVE, is 
a mechanism used to derive one 48-byte generic secret key from another 48-byte generic 
secret key.  It is used to produce the "master_secret" key used in the SSL protocol from 
the "pre_master" key.  This mechanism returns the value of the client version, which is 
built into the "pre_master" key as well as a handle to the derived "master_secret" key.

It has a parameter, a CK_SSL3_MASTER_KEY_DERIVE_PARAMS structure, which 
allows for the passing of random data to the token as well as the returning of the protocol 
version number which is part of the pre-master key.  This structure is defined in Section 
2.28.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template).  Other attributes may be specified in the template; otherwise 
they are assigned default values.

The template sent along with this mechanism during a  C_DeriveKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

This mechanism has the following rules about key sensitivity and extractability:
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• The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for 
the new key can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, 
these attributes each take on some default value.

• If the base key has its  CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, 
then  the  derived  key  will  as  well.   If  the  base  key  has  its 
CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, then the derived key has 
its  CKA_ALWAYS_SENSITIVE attribute  set  to  the  same  value  as  its 
CKA_SENSITIVE attribute.

• Similarly, if the base key has its  CKA_NEVER_EXTRACTABLE attribute set to 
CK_FALSE,  then  the  derived  key  will,  too.   If  the  base  key  has  its 
CKA_NEVER_EXTRACTABLE attribute set to CK_TRUE, then the derived key 
has its CKA_NEVER_EXTRACTABLE attribute set to the opposite value from its 
CKA_EXTRACTABLE attribute.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

Note  that  the  CK_VERSION structure  pointed  to  by  the 
CK_SSL3_MASTER_KEY_DERIVE_PARAMS structure’s  pVersion field  will  be 
modified by the C_DeriveKey call.  In particular, when the call returns, this structure will 
hold the SSL version associated with the supplied pre_master key.

Note that this mechanism is only useable for cipher suites that use a 48-byte “pre_master” 
secret  with  an  embedded  version  number.  This  includes  the  RSA  cipher  suites,  but 
excludes the Diffie-Hellman cipher suites.

2.28.5 Master key derivation for Diffie-Hellman

Master  key  derivation  for  Diffie-Hellman  in  SSL  3.0,  denoted 
CKM_SSL3_MASTER_KEY_DERIVE_DH, is a mechanism used to derive one 48-
byte generic secret key from another arbitrary length generic secret key.  It is used to 
produce the "master_secret" key used in the SSL protocol from the "pre_master" key. 

It has a parameter, a CK_SSL3_MASTER_KEY_DERIVE_PARAMS structure, which 
allows for the passing of random data to the token.  This structure is defined in Section 
2.28. The  pVersion field of the structure must be set to NULL_PTR since the version 
number is not embedded in the "pre_master" key as it is for RSA-like cipher suites.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template).  Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a  C_DeriveKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
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However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

This mechanism has the following rules about key sensitivity and extractability:

• The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for 
the new key can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, 
these attributes each take on some default value.

• If the base key has its  CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, 
then  the  derived  key  will  as  well.   If  the  base  key  has  its 
CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, then the derived key has 
its  CKA_ALWAYS_SENSITIVE attribute  set  to  the  same  value  as  its 
CKA_SENSITIVE attribute.

• Similarly, if the base key has its  CKA_NEVER_EXTRACTABLE attribute set to 
CK_FALSE,  then  the  derived  key  will,  too.   If  the  base  key  has  its 
CKA_NEVER_EXTRACTABLE attribute set to CK_TRUE, then the derived key 
has its CKA_NEVER_EXTRACTABLE attribute set to the opposite value from its 
CKA_EXTRACTABLE attribute.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

Note that this mechanism is only useable for cipher suites that do not use a fixed length 
48-byte “pre_master” secret with an embedded version number. This includes the Diffie-
Hellman cipher suites, but excludes the RSA cipher suites.

2.28.6 Key and MAC derivation

Key,  MAC  and  IV  derivation  in  SSL  3.0,  denoted 
CKM_SSL3_KEY_AND_MAC_DERIVE,  is  a  mechanism  used  to  derive  the 
appropriate  cryptographic  keying  material  used  by  a  "CipherSuite"  from  the 
"master_secret" key and random data. This mechanism returns the key handles for the 
keys generated in the process, as well as the IVs created.

It has a parameter, a CK_SSL3_KEY_MAT_PARAMS structure, which allows for the 
passing of random data as well as the characteristic of the cryptographic material for the 
given CipherSuite and a pointer to a structure which receives the handles and IVs which 
were generated. This structure is defined in Section 2.28.

This mechanism contributes to the creation of four distinct keys on the token and returns 
two IVs (if IVs are requested by the caller) back to the caller. The keys are all given an 
object class of CKO_SECRET_KEY. 

The  two  MACing  keys  ("client_write_MAC_secret"  and  "server_write_MAC_secret") 
are always given a type of  CKK_GENERIC_SECRET. They are flagged as valid for 
signing, verification, and derivation operations.
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The other two keys ("client_write_key" and "server_write_key") are typed according to 
information found in the template sent along with this mechanism during a C_DeriveKey 
function  call.   By default,  they are  flagged  as  valid  for  encryption,  decryption,  and 
derivation operations.

IVs  will  be  generated  and  returned  if  the  ulIVSizeInBits field  of  the 
CK_SSL_KEY_MAT_PARAMS field has a nonzero value.  If they are generated, their 
length in bits will agree with the value in the ulIVSizeInBits field.

All  four  keys  inherit  the  values  of  the CKA_SENSITIVE, 
CKA_ALWAYS_SENSITIVE,  CKA_EXTRACTABLE,  and 
CKA_NEVER_EXTRACTABLE attributes from the base key.  The template provided 
to  C_DeriveKey may not specify values for any of these attributes which differ from 
those held by the base key.

Note  that  the  CK_SSL3_KEY_MAT_OUT structure  pointed  to  by  the 
CK_SSL3_KEY_MAT_PARAMS structure’s  pReturnedKeyMaterial field  will  be 
modified  by the  C_DeriveKey call.   In  particular,  the  four  key handle  fields  in  the 
CK_SSL3_KEY_MAT_OUT structure will be modified to hold handles to the newly-
created keys; in addition,  the buffers pointed to by the  CK_SSL3_KEY_MAT_OUT 
structure’s  pIVClient and  pIVServer fields will  have IVs returned in them (if  IVs are 
requested by the caller).  Therefore, these two fields must point to buffers with sufficient 
space to hold any IVs that will be returned.

This mechanism departs  from the other key derivation mechanisms in Cryptoki in its 
returned  information.  For  most  key-derivation  mechanisms,  C_DeriveKey returns  a 
single  key  handle  as  a  result  of  a  successful  completion.  However,  since  the 
CKM_SSL3_KEY_AND_MAC_DERIVE mechanism returns all of its key handles in 
the  CK_SSL3_KEY_MAT_OUT structure  pointed  to  by  the 
CK_SSL3_KEY_MAT_PARAMS structure specified as the mechanism parameter, the 
parameter phKey passed to C_DeriveKey is unnecessary, and should be a NULL_PTR.

If a call to  C_DeriveKey with this mechanism fails, then none of the four keys will be 
created on the token.

2.28.7 MD5 MACing in SSL 3.0

MD5 MACing in SSL3.0, denoted CKM_SSL3_MD5_MAC, is a mechanism for single- 
and multiple-part signatures (data authentication) and verification using MD5, based on 
the SSL 3.0 protocol. This technique is very similar to the HMAC technique.

It has a parameter, a  CK_MAC_GENERAL_PARAMS, which specifies the length in 
bytes of the signatures produced by this mechanism.

Constraints on key types and the length of input and output data are summarized in the 
following table:
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Table 2, MD5 MACing in SSL 3.0: Key And Data Length

Function Key type Data 
length

Signature length

C_Sign generic secret any 4-8, depending on parameters
C_Verify generic secret any 4-8, depending on parameters

For  this  mechanism,  the  ulMinKeySize and  ulMaxKeySize fields  of  the 
CK_MECHANISM_INFO structure specify the supported range of generic secret key 
sizes, in bits.

2.28.8 SHA-1 MACing in SSL 3.0

SHA-1 MACing in  SSL3.0,  denoted  CKM_SSL3_SHA1_MAC,  is  a  mechanism for 
single- and multiple-part signatures (data authentication) and verification using SHA-1, 
based on the SSL 3.0 protocol. This technique is very similar to the HMAC technique.

It has a parameter, a  CK_MAC_GENERAL_PARAMS, which specifies the length in 
bytes of the signatures produced by this mechanism.

Constraints on key types and the length of input and output data are summarized in the 
following table:

Table 3, SHA-1 MACing in SSL 3.0: Key And Data Length

Function Key type Data 
length

Signature length

C_Sign generic secret any 4-8, depending on parameters
C_Verify generic secret any 4-8, depending on parameters

For  this  mechanism,  the  ulMinKeySize and  ulMaxKeySize fields  of  the 
CK_MECHANISM_INFO structure specify the supported range of generic secret key 
sizes, in bits.

2.29 TLS 1.0 and 1.1  [RESTORE ENTIRE  SECTION WITH MINOR EDITS]

Details can be found in [TLS].

Table 4, TLS 1.0 and 1.1 Mechanisms vs. Functions

Functions

Mechanism
Encrypt

&
Decrypt

Sign
&

Verify

SR
&

VR1

Digest
Gen.
 Key/
Key
Pair

Wrap
&

Unwrap
Derive

CKM_TLS_PRE_MASTER_KEY_GEN 

CKM_TLS_MASTER_KEY_DERIVE 

CKM_TLS_MASTER_KEY_DERIVE_DH 

CKM_TLS_KEY_AND_MAC_DERIVE 
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Functions

Mechanism
Encrypt

&
Decrypt

Sign
&

Verify

SR
&

VR1

Digest
Gen.
 Key/
Key
Pair

Wrap
&

Unwrap
Derive

CKM_TLS_PRF 

2.29.1 Definitions

Mechanisms:

CKM_TLS_PRE_MASTER_KEY_GEN
CKM_TLS_MASTER_KEY_DERIVE
CKM_TLS_KEY_AND_MAC_DERIVE
CKM_TLS_MASTER_KEY_DERIVE_DH
CKM_TLS_PRF

2.29.2 TLS mechanism parameters

♦ CK_TLS_PRF_PARAMS; CK_TLS_PRF_PARAMS_PTR

CK_TLS_PRF_PARAMS is a structure, which provides the parameters to the 
CKM_TLS_PRF mechanism. It is defined as follows:

typedef struct CK_TLS_PRF_PARAMS {
  CK_BYTE_PTR  pSeed;
  CK_ULONG     ulSeedLen;
  CK_BYTE_PTR  pLabel;
  CK_ULONG     ulLabelLen;
  CK_BYTE_PTR  pOutput;
  CK_ULONG_PTR pulOutputLen;
} CK_TLS_PRF_PARAMS;

The fields of the structure have the following meanings:
pSeed pointer to the input seed

ulSeedLen length in bytes of the input seed

pLabel pointer to the identifying label

ulLabelLen length in bytes of the identifying label

pOutput pointer receiving the output of the operation

pulOutputLen pointer to the length in bytes that the output to be 
created shall have, has to hold the desired length 
as input and will receive the calculated length as 
output

CK_TLS_PRF_PARAMS_PTR is a pointer to a CK_TLS_PRF_PARAMS.
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2.29.3 TLS PRF (pseudorandom function)

PRF (pseudo random function) in TLS, denoted CKM_TLS_PRF, is a mechanism used 
to produce a securely generated pseudo-random output of arbitrary length. The keys it 
uses are generic secret keys.

It has a parameter, a CK_TLS_PRF_PARAMS structure, which allows for the passing 
of the input seed and its length, the passing of an identifying label and its length and the 
passing of the length of the output to the token and for receiving the output.

This mechanism produces securely generated pseudo-random output of the length 
specified in the parameter.

This mechanism departs from the other key derivation mechanisms in Cryptoki in not 
using the template sent along with this mechanism during a C_DeriveKey function call, 
which means the template shall be a NULL_PTR. For most key-derivation mechanisms, 
C_DeriveKey returns a single key handle as a result of a successful completion. 
However, since the CKM_TLS_PRF mechanism returns the requested number of output 
bytes in the CK_TLS_PRF_PARAMS structure specified as the mechanism parameter, 
the parameter phKey passed to C_DeriveKey is unnecessary, and should be a 
NULL_PTR.

If a call to C_DeriveKey with this mechanism fails, then no output will be generated.

2.29.4 TLS PRF for exportable key material [NEW – REPLACES TLS KDF]

[RFC5705] describes a method to use the TLS PRF function to generate exportable key 
material.   By altering the  input  seed  and the  identifying label,  the  CKM_TLS_PRF 
mechanism can be used perform this operation.

The TLS protocol  defines  the seed as  the concatenation  of  server  random and client 
random, in that order.  The identifying label is “key expansion”.  The TLS key and mac 
derivation  must  be done first  to  create  the client  and server  write  keys  that  are  later 
needed as the base keys for RFC5705 key and mac derivation

For exportable key material, the RFC5705 seed is the concatentation of the client random 
and server random, in that order.  If there is an optional context value, this RFC5705 seed 
is  further  concatenated  with  the  context  value  length  and  the  context  value.   The 
RFC5705 seed is used as input to CKM_TLS_PRF.  The label is distinct from the one 
used by the TLS protocol.

The RFC5705 client and server MAC keys are derived by C_DeriveKey with mechanism 
CKM_TLS_PRF in the same manner as the server and client MAC keys for the TLS 
protocol.

The  RFC5705  client  and  server  IVs  are  derived  by  C_DeriveKey with  mechanism 
CKM_TLS_PRF from a NULL base key, using the label “IV block”, and the RFC5705 
seed.
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The  RFC5705  client  write  key  is  derived  by  C_DeriveKey with  mechanism 
CKM_TLS_PRF from the TLS client write key as the base key, using the label “client 
write key”, and the RFC5705 seed.

The  RFC5705  server  write  key  is  derived  by  C_DeriveKey with  mechanism 
CKM_TLS_PRF from the TLS server write key as the base key, using the label “server 
write key”, and the RFC5705 seed.

2.29.5 Pre_master key generation

Pre_master  key  generation  in  TLS  1.0  and  1.1,  denoted 
CKM_TLS_PRE_MASTER_KEY_GEN,  is  a mechanism which generates a 48-byte 
generic secret key.  It is used to produce the "pre_master" key used in TLS version 1.0 
and 1.1 for RSA-like cipher suites. 

It  has  one  parameter,  a  CK_VERSION structure,  which  provides  the  client’s  TLS 
version number.  The CK_VERSION structure should have the version value {3, 1} for 
TLS 1.0 and {3, 2} for TLS 1.1.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template). Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a C_GenerateKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

2.29.6 Master key derivation

Master  key  derivation  in  TLS  1.0  and  1.1,  denoted 
CKM_TLS_MASTER_KEY_DERIVE,  is  a  mechanism used  to  derive  one  48-byte 
generic secret key from another 48-byte generic secret key.  It is used to produce the 
"master_secret"  key  used  in  the  TLS  protocol  from  the  "pre_master"  key.   This 
mechanism returns the value of the client version, which is built into the "pre_master" 
key as well as a handle to the derived "master_secret" key.

It has a parameter, a CK_SSL3_MASTER_KEY_DERIVE_PARAMS structure, which 
allows for the passing of random data to the token as well as the returning of the protocol 
version number which is part of the pre-master key.  This structure is defined in Section 
2.28.
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The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template).  Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a  C_DeriveKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

This mechanism has the following rules about key sensitivity and extractability:

• The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for 
the new key can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, 
these attributes each take on some default value.

• If the base key has its  CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, 
then  the  derived  key  will  as  well.   If  the  base  key  has  its 
CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, then the derived key has 
its  CKA_ALWAYS_SENSITIVE attribute  set  to  the  same  value  as  its 
CKA_SENSITIVE attribute.

• Similarly, if the base key has its  CKA_NEVER_EXTRACTABLE attribute set to 
CK_FALSE,  then  the  derived  key  will,  too.   If  the  base  key  has  its 
CKA_NEVER_EXTRACTABLE attribute set to CK_TRUE, then the derived key 
has its CKA_NEVER_EXTRACTABLE attribute set to the opposite value from its 
CKA_EXTRACTABLE attribute.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

Note  that  the  CK_VERSION structure  pointed  to  by  the 
CK_SSL3_MASTER_KEY_DERIVE_PARAMS structure’s  pVersion field  will  be 
modified by the C_DeriveKey call.  In particular, when the call returns, this structure will 
hold the SSL version associated with the supplied pre_master key.

Note that this mechanism is only useable for cipher suites that use a 48-byte “pre_master” 
secret  with  an  embedded  version  number.  This  includes  the  RSA  cipher  suites,  but 
excludes the Diffie-Hellman cipher suites.

2.29.7 Master key derivation for Diffie-Hellman

Master  key  derivation  for  Diffie-Hellman  in  TLS  1.0  and  1.1,  denoted 
CKM_TLS_MASTER_KEY_DERIVE_DH,  is  a mechanism used to  derive one 48-
byte generic secret key from another arbitrary length generic secret key.  It is used to 
produce the "master_secret" key used in the TLS protocol from the "pre_master" key. 
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It has a parameter, a CK_SSL3_MASTER_KEY_DERIVE_PARAMS structure, which 
allows for the passing of random data to the token.  This structure is defined in Section 
2.28. The  pVersion field of the structure must be set to NULL_PTR since the version 
number is not embedded in the "pre_master" key as it is for RSA-like cipher suites.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template).  Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a  C_DeriveKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

This mechanism has the following rules about key sensitivity and extractability:

• The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for 
the new key can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, 
these attributes each take on some default value.

• If the base key has its  CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, 
then  the  derived  key  will  as  well.   If  the  base  key  has  its 
CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, then the derived key has 
its  CKA_ALWAYS_SENSITIVE attribute  set  to  the  same  value  as  its 
CKA_SENSITIVE attribute.

• Similarly, if the base key has its  CKA_NEVER_EXTRACTABLE attribute set to 
CK_FALSE,  then  the  derived  key  will,  too.   If  the  base  key  has  its 
CKA_NEVER_EXTRACTABLE attribute set to CK_TRUE, then the derived key 
has its CKA_NEVER_EXTRACTABLE attribute set to the opposite value from its 
CKA_EXTRACTABLE attribute.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

Note that this mechanism is only useable for cipher suites that do not use a fixed length 
48-byte “pre_master” secret with an embedded version number. This includes the Diffie-
Hellman cipher suites, but excludes the RSA cipher suites.

2.29.8 Key and MAC derivation

Key,  MAC  and  IV  derivation  in  TLS  1.0  and  1.1,  denoted 
CKM_TLS_KEY_AND_MAC_DERIVE,  is  a  mechanism  used  to  derive  the 
appropriate  cryptographic  keying  material  used  by  a  "CipherSuite"  from  the 
"master_secret" key and random data. This mechanism returns the key handles for the 
keys generated in the process, as well as the IVs created.
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It has a parameter, a CK_SSL3_KEY_MAT_PARAMS structure, which allows for the 
passing of random data as well as the characteristic of the cryptographic material for the 
given CipherSuite and a pointer to a structure which receives the handles and IVs which 
were generated. This structure is defined in Section 2.28.

This mechanism contributes to the creation of four distinct keys on the token and returns 
two IVs (if IVs are requested by the caller) back to the caller. The keys are all given an 
object class of CKO_SECRET_KEY. 

The  two  MACing  keys  ("client_write_MAC_secret"  and  "server_write_MAC_secret") 
are always given a type of  CKK_GENERIC_SECRET. They are flagged as valid for 
signing, verification, and derivation operations.

The other two keys ("client_write_key" and "server_write_key") are typed according to 
information found in the template sent along with this mechanism during a C_DeriveKey 
function  call.   By default,  they are  flagged  as  valid  for  encryption,  decryption,  and 
derivation operations.

IVs  will  be  generated  and  returned  if  the  ulIVSizeInBits field  of  the 
CK_SSL3_KEY_MAT_PARAMS field has a nonzero value.  If they are generated, their 
length in bits will agree with the value in the ulIVSizeInBits field.

All  four  keys  inherit  the  values  of  the CKA_SENSITIVE, 
CKA_ALWAYS_SENSITIVE,  CKA_EXTRACTABLE,  and 
CKA_NEVER_EXTRACTABLE attributes from the base key.  The template provided 
to  C_DeriveKey may not specify values for any of these attributes which differ from 
those held by the base key.

Note  that  the  CK_SSL3_KEY_MAT_OUT structure  pointed  to  by  the 
CK_SSL3_KEY_MAT_PARAMS structure’s  pReturnedKeyMaterial field  will  be 
modified  by the  C_DeriveKey call.   In  particular,  the  four  key handle  fields  in  the 
CK_SSL3_KEY_MAT_OUT structure will be modified to hold handles to the newly-
created keys; in addition,  the buffers pointed to by the  CK_SSL3_KEY_MAT_OUT 
structure’s  pIVClient and  pIVServer fields will  have IVs returned in them (if  IVs are 
requested by the caller).  Therefore, these two fields must point to buffers with sufficient 
space to hold any IVs that will be returned.

This mechanism departs  from the other key derivation mechanisms in Cryptoki in its 
returned  information.  For  most  key-derivation  mechanisms,  C_DeriveKey returns  a 
single  key  handle  as  a  result  of  a  successful  completion.  However,  since  the 
CKM_SSL3_KEY_AND_MAC_DERIVE mechanism returns all of its key handles in 
the  CK_SSL3_KEY_MAT_OUT structure  pointed  to  by  the 
CK_SSL3_KEY_MAT_PARAMS structure specified as the mechanism parameter, the 
parameter phKey passed to C_DeriveKey is unnecessary, and should be a NULL_PTR.

If a call to C_DeriveKey with this mechanism fails, then none of the four keys will be 
created on the token.
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2.30 TLS 1.2   [REDO ENTIRE SECTION]

Details  for  TLS 1.2  and  its  key derivation  and  MAC mechanisms can  be  found  in 
[TLS12].  TLS 1.2 mechanisms differ from TLS 1.0 and 1.1 mechanisms in that the base 
hash  used  in  the  underlying  TLS  PRF  (pseudo-random  function)  can  be  negotiated 
specified  explicitly.   Therefore  each  TLS 1.2 mechanism parameter  for  the  TLS 1.2 
mechanisms contains  a new value  in  the parameters  structure to  specify for the hash 
function.

This  section  also  specifies  CKM_TLS_MAC which  should  be  used  in  place  of 
CKM_TLS_PRF to calculate the verify_data in the TLS “finished” message.

This  section  also  specifies  CKM_TLS_KDF that  can  be  used  in  place  of 
CKM_TLS_PRF to  implement  key  material  exporters. [DEPRECATE 
CKM_TLS_MAC and CKM_TLS_KDF.  (a) CKM_TLS_KDF is CKM_TLS_PRF with  
the bIsExport boolean set to CK_TRUE.  (b) CKM_TLS_MAC is CKM_TLS_PRF for  
TLS 1.0 and 1.1, or CKM_<hash> for TLS 1.2.]

This section specifies CKM_NULL which is the null mechanism to indicate that no hash 
function is required.

Table 5, TLS 1.2 Mechanisms vs. Functions

Functions

Mechanism
Encrypt

&
Decrypt

Sign
&

Verify

SR
&

VR1

Digest
Gen.
 Key/
Key
Pair

Wrap
&

Unwrap
Derive

CKM_TLS12_KEY_SAFE_DERIVE 

CKM_TLS10_MAC_SERVER 

CKM_TLS10_MAC_CLIENT 

CKM_TLS_KDF 

CKM_TLS12_MAC 

CKM_TLS12_PRE_MASTER_KEY_GEN 

CKM_TLS12_MASTER_KEY_DERIVE 

CKM_TLS12_MASTER_KEY_DERIVE_DH 

CKM_TLS12_KEY_AND_MAC_DERIVE 

CKM_TLS12_VERIFY_DATA 

CKM_NULL       

2.30.1 Definitions

Mechanisms:

CKM_TLS12_PRE_MASTER_KEY_GEN [NEED NEW IDENTIFIER]
OR #DEFINE IT IDENTICAL TO
CKM_TLS_PRE_MASTER_KEY_GEN

CKM_TLS12_MASTER_KEY_DERIVE
CKM_TLS12_MASTER_KEY_DERIVE_DH
CKM_TLS12_KEY_AND_MAC_DERIVE
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CKM_TLS12_KEY_SAFE_DERIVE [DEPRECATE ALL THESE]
CKM_TLS10_MAC_SERVER
CKM_TLS10_MAC_CLIENT
CKM_TLS_KDF
CKM_TLS12_MAC

CKM_TLS12_VERIFY_DATA [NEED NEW IDENTIFIER]
CKM_NULL [NEED NEW IDENTIFIER]

2.30.2 TLS 1.2 mechanism parameters

♦ CK_TLS12_MASTER_KEY_DERIVE_PARAMS; 
CK_TLS12_MASTER_KEY_DERIVE_PARAMS_PTR

CK_TLS12_MASTER_KEY_DERIVE_PARAMS is  a  structure  that  provides  the 
parameters  to  the CKM_TLS12_MASTER_KEY_DERIVE  and 
CKM_TLS12_MASTER_KEY_DERIVE_DH mechanisms.  It is defined as follows:

typedef struct CK_TLS12_MASTER_KEY_DERIVE_PARAMS {
  CK_SSL3_RANDOM_DATA RandomInfo;
  CK_VERSION_PTR pVersion;
  CK_MECHANISM_TYPE prfHashMechanism;
} CK_TLS12_MASTER_KEY_DERIVE_PARAMS;

The fields of the structure have the following meanings:

RandomInfo client’s and server’s random data information.

pVersion pointer to a CK_VERSION structure which receives 
the SSL protocol version information

prfHashMechanism base hash used in the underlying TLS 1.2 PRF 
operation used to derive the master key

CK_TLS12_MASTER_KEY_DERIVE_PARAMS_PTR is  a  pointer  to  a 
CK_TLS12_MASTER_KEY_DERIVE_PARAMS.
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♦ CK_TLS12_KEY_MAT_PARAMS; CK_TLS12_KEY_MAT_PARAMS_PTR

CK_TLS12_KEY_MAT_PARAMS is a structure that provides the parameters to the 
CKM_TLS12_KEY_AND_MAC_DERIVE mechanism.  It is defined as follows:

typedef struct CK_TLS12_KEY_MAT_PARAMS {
  CK_ULONG ulMacSizeInBits;
  CK_ULONG ulKeySizeInBits;
  CK_ULONG ulIVSizeInBits;
  CK_BBOOL bIsExport;
  CK_SSL3_RANDOM_DATA RandomInfo;
  CK_SSL3_KEY_MAT_OUT_PTR pReturnedKeyMaterial;
  CK_MECHANISM_TYPE prfHashMechanism;
} CK_TLS12_KEY_MAT_PARAMS;

The fields of the structure have the following meanings:

ulMacSizeInBits the length (in bits) of the MACing keys agreed upon 
during the protocol handshake phase.  If no MAC key 
is required, the length should be set to 0.

ulKeySizeInBits the length (in bits) of the secret keys agreed upon 
during the protocol handshake phase 

ulIVSizeInBits the length (in bits) of the IV agreed upon during the 
protocol handshake phase. If no IV is required, the 
length should be set to 0 

bIsExport a Boolean value which indicates whether the keys have 
to be derived for an export version of the protocol, 
may be set to CK_TRUE when emulating TLS 1.0, 
must be set to CK_FALSE because export cipher suites 
must not be used in for TLS 1.1 and later

RandomInfo client’s and server’s random data information.

pReturnedKeyMaterial points to a CK_SSL3_KEY_MAT_OUT structures 
which receives the handles for the keys generated and 
the IVs 

prfHashMechanism base hash used in the underlying TLS 1.2 PRF 
operation used to derive the master key

CK_TLS12_KEY_MAT_PARAMS_PTR is  a  pointer  to  a 
CK_TLS12_KEY_MAT_PARAMS.
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♦ CK_TLS_KDF_PARAMS; CK_TLS_KDF_PARAMS_PTR   [DEPRECATED]

CK_TLS_KDF_PARAMS is a structure that provides the parameters to the 
CKM_TLS_KDF mechanism. It is defined as follows:

typedef struct CK_TLS_KDF_PARAMS {
  CK_MECHANISM_TYPE prfMechanism;
  CK_BYTE_PTR  pLabel;
  CK_ULONG     ulLabelLength;
  CK_SSL3_RANDOM_DATA RandomInfo;
  CK_BYTE_PTR  pContextData;
  CK_ULONG     ulContextDataLength;
} CK_TLS_KDF_PARAMS;

The fields of the structure have the following meanings:
                        prfMechanism       the hash mechanism used in the TLS1.2 PRF construct 

or CKM_TLS_PRF to use with the TLS1.0 and 1.1 
PRF construct. 

                                    pLabel       a pointer to the label for this key derivation 

                        ulLabelLength       length of the label in bytes

                            RandomInfo       the random data for the key derivation

                         pContextData       a pointer to the context data for this key derivation. 
NULL_PTR if not present

             ulContextDataLength       length of the context data in bytes. 0 if not present.

CK_TLS_KDF_PARAMS_PTR is a pointer to a CK_TLS_KDR_PARAMS.

♦ CK_TLS_MAC_PARAMS; CK_TLS_MAC_PARAMS_PTR  [DEPRECATED]

CK_TLS_MAC_PARAMS is a structure that provides the parameters to the 
CKM_TLS_MAC mechanism. It is defined as follows:

typedef struct CK_TLS_MAC_PARAMS {
  CK_MECHANISM_TYPE prfMechanism;
  CK_ULONG     ulMacLengtn;
  CK_ULONG     ulServerOrClient;
} CK_TLS_MAC_PARAMS;

The fields of the structure have the following meanings:

                        prfMechanism       the hash mechanism used in the TLS12 PRF construct 
or CKM_TLS_PRF to use with the TLS1.0 and 1.1 
PRF construct.  
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                          ulMacLength       the length of the MAC tag required or offered.  Always 
12 octets in TLS 1.0 and 1.1.  Generally 12 octets, but 
may be negotiated to a longer value in TLS1.2.

                    ulServerOrClient       1 to use the label "server finished", 2 to use the label 
"client finished".   All other values are invalid.

CK_TLS_MAC_PARAMS_PTR is a pointer to a CK_TLS_MAC_PARAMS.

♦ CK_TLS12_VERIFY_DATA_PARAMS; 
CK_TLS12_VERIFY_DATA_PARAMS_PTR [NEW STRUCTURE]

CK_TLS12_VERIFY_DATA_PARAMS is a structure, which provides the parameters 
to the CKM_TLS12_VERIFY_DATA mechanism. It is defined as follows:

typedef struct CK_TLS12_VERIFY_DATA_PARAMS {
  CK_ULONG     ulMacLen;
  CK_BBOOL     bIsClient;
  CK_MECHANISM_TYPE prfHashMechanism;
} CK_TLS12_VERIFY_DATA_PARAMS;

The fields of the structure have the following meanings:

ulMacLen the length (in bytes) of the MAC tag. Set to 12 octets 
for TLS 1.0 and 1.1, or 12 or more octets for TLS 1.2.

bIsClient CK_TRUE to use “client finished” label, CK_FALSE 
to use “server finished” label

prfHashMechanism base hash used in the underlying TLS 1.2 PRF 
operation used to derive the master key

CK_TLS12_VERIFY_DATA_PARAMS_PTR is a pointer to a 
CK_TLS12_VERIFY_DATA_PARAMS.

2.30.3 TLS MAC [ DEPRECATED ]

The TLS MAC mechanism is  used  to  generate  integrity tags  for  the  TLS "finished" 
message. It replaces the use of the CKM_TLS_PRF function for TLS1.0 and 1.1 and that 
mechanism is deprecated.

CKM_TLS_MAC takes  a  parameter  of  CK_TLS_MAC_PARAMS.   To  use  this 
mechanism  with  TLS1.0  and  TLS1.1,  use  CKM_TLS_PRF as  the  value  for 
prfMechanism  in  place  of  a  hash  mechanism.  Note:  Although  CKM_TLS_PRF is 
deprecated as a mechanism for C_DeriveKey, the manifest value is retained for use with 
this mechanism to indicate the use of the TLS1.0/1.1 pseudo-random function.
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In TLS1.0 and 1.1 the "finished" message verify_data (i.e. the output signature from the 
MAC mechanism) is always 12 bytes.  In TLS1.2 the "finished" message verify_data is a 
minimum of 12 bytes, defaults to 12 bytes, but may be negotiated to longer length.

Table 6, General-length TLS MAC: Key And Data Length

Function Key type Data length Signature length

C_Sign generic secret any >=12 bytes

C_Verify generic secret any >=12 bytes

2.30.4 NULL mechanism [NEW -- MOVE TO MISC SIMPLE KEY SECTION?]

CKM_NULL is a mechanism used to implement the trivial pass-through function.  It is 
used to copy input data unchanged to output data.

It  has  a  parameter,  a  CK_KEY_DERIVATION_STRING_DATA structure,  which 
specifies the data to copy.

If the data to copy is shorter than the amount needed, the additional bytes needed are 
padded with null bytes.  If the data to copy is longer than the amount need, the extra bytes 
are truncated from the trailing end of the data.

2.30.5 TLS PRF in TLS 1.2 to emulate TLS 1.0 and 1.1 [NEW]

The  TLS  1.2  mechanisms  can  be  used  to  emulate  TLS  1.0  or  1.1  for  backward 
compatibility.  The TLS 1.2 mechanism parameters introduce a value  prfHashFunction 
that  is  used  to  specify the  hash  function  used  for  the  TLS handshake  and  finished 
operations.  When used for prfHashFunction,  CKM_TLS_PRF is a pseudo-mechanism 
to denote the TLS 1.0 and 1.1 PRF function.

The  value  of  prfHashMechanism may  be  one  of  CKM_MD5,  CKM_SHA_1, 
CKM_SHA224,  CKM_SHA256,  CKM_SHA384,  CKM_SHA512,  or  CKM_NULL 
for  TLS  1.2.   This  value  must  agree  between  the 
CKM_TLS12_MASTER_KEY_DERIVE, 
CKM_TLS12_KEY_AND_MAC_DERIVE,  and  CKM_TLS12_VERIFY_DATA 
mechanisms.

To  emulate  TLS  1.0  or  1.1  master  key  derivation  using 
CKM_TLS12_MASTER_KEY_DERIVE, the additional value of CKM_TLS_PRF is 
available to use for prfHashMechanism.

2.30.6 Pre_master key generation [ADD THIS ENTIRE SUBSECTION]

Pre_master  key  generation  in  TLS  1.2,  denoted 
CKM_TLS12_PRE_MASTER_KEY_GEN, is a mechanism which generates a 48-byte 
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generic secret key.  It is used to produce the "pre_master" key used in TLS version 1.2 for 
RSA-like cipher suites. 

It  has  one  parameter,  a  CK_VERSION structure,  which  provides  the  client’s  TLS 
version number.  The CK_VERSION structure should have the version value {3, 3} for 
TLS version 1.2.

If the CK_VERSION structure has the version value { 3, 1 } or { 3, 2 }, it is equivalent 
to  CKM_TLS_PRE_MASTER_KEY_GEN.  This mechanism is provided for newly-
created TLS 1.2 client applications to be backward compatible with SSL 3.0, TLS 1.0, 
and TLS 1.1 servers.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template). Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a C_GenerateKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

2.30.7 Master key derivation

Master  key  derivation  in  TLS  1.0 1.2,  denoted 
CKM_TLS12_MASTER_KEY_DERIVE, is a mechanism used to derive one 48-byte 
generic secret key from another 48-byte generic secret key.  It is used to produce the 
"master_secret"  key  used  in  the  TLS  protocol  from  the  "pre_master"  key.   This 
mechanism returns the value of the client version, which is built into the "pre_master" 
key as well as a handle to the derived "master_secret" key.

It  has  a  parameter,  a  CK_SSL3_TLS12_MASTER_KEY_DERIVE_PARAMS 
structure,  which  allows  for  the  passing  of  random data  to  the  token  as  well  as  the 
returning of  the  protocol  version  number  which  is  part  of  the  pre-master  key.  This 
structure is defined in Section  2.28.  The value of  prfHashMechanism may be one of 
CKM_MD5,  CKM_SHA_1,  CKM_SHA224,  CKM_SHA256,  CKM_SHA384, 
CKM_SHA512,  or  CKM_NULL for  TLS 1.2.   This  value  must  agree  between the 
CKM_TLS12_MASTER_KEY_DERIVE, 
CKM_TLS12_KEY_AND_MAC_DERIVE,  and  CKM_TLS12_VERIFY_DATA 
mechanisms.

To  emulate  TLS  1.0  or  1.1  master  key  derivation  using 
CKM_TLS12_MASTER_KEY_DERIVE, the additional value of CKM_TLS_PRF is 
available to use for prfHashMechanism.
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The  mechanism  also  contributes  the  CKA_ALLOWED_MECHANISMS  attribute 
consisting  only  of  CKM_TLS12_KEY_AND_MAC_DERIVE, 
CKM_TLS12_KEY_SAFE_DERIVE, CKM_TLS12_KDF and CKM_TLS12_MAC.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template).  Other attributes may be specified in the template, or else are 
assigned default values.

The template sent along with this mechanism during a  C_DeriveKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

This mechanism has the following rules about key sensitivity and extractability:

• The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for 
the new key can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, 
these attributes each take on some default value.

• If the base key has its  CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, 
then  the  derived  key  will  as  well.   If  the  base  key  has  its 
CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, then the derived key has 
its  CKA_ALWAYS_SENSITIVE attribute  set  to  the  same  value  as  its 
CKA_SENSITIVE attribute.

• Similarly, if the base key has its  CKA_NEVER_EXTRACTABLE attribute set to 
CK_FALSE,  then  the  derived  key  will,  too.   If  the  base  key  has  its 
CKA_NEVER_EXTRACTABLE attribute set to CK_TRUE, then the derived key 
has its CKA_NEVER_EXTRACTABLE attribute set to the opposite value from its 
CKA_EXTRACTABLE attribute.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

Note  that  the  CK_VERSION structure  pointed  to  by  the 
CK_SSL3_TLS12_MASTER_KEY_DERIVE_PARAMS structure’s  pVersion field 
will  be modified by the  C_DeriveKey call.   In particular,  when the call  returns,  this 
structure will hold the SSL version associated with the supplied pre_master key.

Note that this mechanism is only useable for cipher suites that use a 48-byte “pre_master” 
secret  with  an  embedded  version  number.  This  includes  the  RSA  cipher  suites,  but 
excludes the Diffie-Hellman cipher suites.

2.30.8 Master key derivation for Diffie-Hellman

Master  key  derivation  for  Diffie-Hellman  in  TLS  1.0 1.2,  denoted 
CKM_TLS12_MASTER_KEY_DERIVE_DH, is a mechanism used to derive one 48-
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byte generic secret key from another arbitrary length generic secret key.  It is used to 
produce the "master_secret" key used in the TLS protocol from the "pre_master" key. 

It  has  a  parameter,  a  CK_SSL3_TLS12_MASTER_KEY_DERIVE_PARAMS 
structure, which allows for the passing of random data to the token.  This structure is 
defined in Section  2.28. The pVersion field of the structure must be set to NULL_PTR 
since the version number is not embedded in the "pre_master" key as it is for RSA-like 
cipher  suites.   The  value  of  prfHashMechanism may  be  one  of  CKM_MD5, 
CKM_SHA_1, CKM_SHA224, CKM_SHA256, CKM_SHA384, CKM_SHA512, or 
CKM_NULL for  TLS  1.2.   This  value  must  agree  between  the 
CKM_TLS12_MASTER_KEY_DERIVE, 
CKM_TLS12_KEY_AND_MAC_DERIVE_DH,  and 
CKM_TLS12_VERIFY_DATA mechanisms.

To  emulate  TLS  1.0  or  1.1  master  key  derivation  using 
CKM_TLS12_MASTER_KEY_DERIVE_DH,  the  additional  value  of 
CKM_TLS_PRF is available to use for prfHashMechanism.

The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE 
attributes  to  the  new key (as  well  as  the  CKA_VALUE_LEN attribute,  if  it  is  not 
supplied in the template).  Other attributes may be specified in the template, or else are 
assigned default values.

The  mechanism  also  contributes  the  CKA_ALLOWED_MECHANISMS  attribute 
consisting  only  of  CKM_TLS12_KEY_AND_MAC_DERIVE, 
CKM_TLS12_KEY_SAFE_DERIVE, CKM_TLS12_KDF and CKM_TLS12_MAC.

The template sent along with this mechanism during a  C_DeriveKey call may indicate 
that  the  object  class  is  CKO_SECRET_KEY,  the  key  type  is 
CKK_GENERIC_SECRET,  and  the  CKA_VALUE_LEN attribute  has  value  48. 
However, since these facts are all implicit in the mechanism, there is no need to specify 
any of them.

This mechanism has the following rules about key sensitivity and extractability:

• The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for 
the new key can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, 
these attributes each take on some default value.

• If the base key has its  CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, 
then  the  derived  key  will  as  well.   If  the  base  key  has  its 
CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, then the derived key has 
its  CKA_ALWAYS_SENSITIVE attribute  set  to  the  same  value  as  its 
CKA_SENSITIVE attribute.

• Similarly, if the base key has its  CKA_NEVER_EXTRACTABLE attribute set to 
CK_FALSE,  then  the  derived  key  will,  too.   If  the  base  key  has  its 
CKA_NEVER_EXTRACTABLE attribute set to CK_TRUE, then the derived key 
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has its CKA_NEVER_EXTRACTABLE attribute set to the opposite value from its 
CKA_EXTRACTABLE attribute.

For  this  mechanism,  the  ulMinKeySize  and  ulMaxKeySize  fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

Note that this mechanism is only useable for cipher suites that do not use a fixed length 
48-byte “pre_master” secret with an embedded version number. This includes the Diffie-
Hellman cipher suites, but excludes the RSA cipher suites.

2.30.9 Key and MAC derivation

Key,  MAC  and  IV  derivation  in  TLS  1.0 1.2,  denoted 
CKM_TLS12_KEY_AND_MAC_DERIVE,  is  a  mechanism  used  to  derive  the 
appropriate  cryptographic  keying  material  used  by  a  "CipherSuite"  from  the 
"master_secret" key and random data. This mechanism returns the key handles for the 
keys generated in the process, as well as the IVs created.

It has a parameter, a CK_SSL3_TLS12_KEY_MAT_PARAMS structure, which allows 
for the passing of random data as well as the characteristic of the cryptographic material 
for the given CipherSuite and a pointer to a structure which receives the handles and IVs 
which  were  generated.  This  structure  is  defined  in  Section  2.28. The  value  of 
prfHashMechanism may  be  one  of  CKM_MD5,  CKM_SHA_1,  CKM_SHA224, 
CKM_SHA256, CKM_SHA384, CKM_SHA512, or CKM_NULL for TLS 1.2.  This 
value  must  agree  between  the  CKM_TLS12_MASTER_KEY_DERIVE, 
CKM_TLS12_KEY_AND_MAC_DERIVE,  and  CKM_TLS12_VERIFY_DATA 
mechanisms.

To  emulate  TLS  1.0  or  1.1  key,  MAC,  and  IV  derivation  using 
CKM_TLS12_KEY_AND_MAC_DERIVE, the additional value of  CKM_TLS_PRF 
is available to use for prfHashMechanism.

This mechanism contributes to the creation of four distinct keys on the token and returns 
two IVs (if IVs are requested by the caller) back to the caller. The keys are all given an 
object class of CKO_SECRET_KEY. 

The  two  MACing  keys  ("client_write_MAC_secret"  and  "server_write_MAC_secret") 
are always given a type of  CKK_GENERIC_SECRET. They are flagged as valid for 
signing, verification, and derivation operations.

The other two keys ("client_write_key" and "server_write_key") are typed according to 
information found in the template sent along with this mechanism during a C_DeriveKey 
function  call.   By default,  they are  flagged  as  valid  for  encryption,  decryption,  and 
derivation operations.

For CKM_TLS12_KEY_AND_MAC_DERIVE, IVs will be generated and returned if the 
ulIVSizeInBits field of the CK_SSL_TLS12_KEY_MAT_PARAMS field has a nonzero 
value.   If  they  are  generated,  their  length  in  bits  will  agree  with  the  value  in  the 
ulIVSizeInBits field.
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Note Well:  CKM_TLS12_KEY_AND_MAC_DERIVE produces both private 
(key) and public (IV) data.  It is possible to "leak" private data by the simple 
expedient  of  decreasing  the  length  of  private  data  requested.   E.g.  Setting 
ulMacSizeInBits and ulKeySizeInBits to 0 (or other lengths less than the key 
size)  will  result  in  the  private  key  data  being  placed  in  the  destination 
designated for the IV's.  Repeated calls  with the same master key and same 
RandomInfo but with differing lengths for the private key material will result in 
different data being leaked.<

CAUTION:  CKM_TLS12_KEY_AND_MAC_DERIVE can be used to deposit all 4 
key  object  values  into  the  locations  of  the  IV  buffers  by  setting 
CK_TLS12_KEY_MAT_PARAMS so  that  ulMacSizeInBits and  ulKeySizeInBits  are 
both  0  and  ulIVSizeInBits is  set  to  at  least  the  sum  of  what  uMacSizeInBits and 
ulKeySizeInBits would be have been.  Private key values can be unintentionally leaked if 
the token creates any of the 4 key objects sensitive and/or not extractable by default, 
overriding these attributes as held by the base key or as supplied by the client attribute 
template  to  C_DeriveKey.   Such  tokens  should  only  accept  a  value  of  0  for 
ulIVSizeInBits and should not accept a  prfHashMechanism value of  CKM_NULL.  If 
either of these conditions is present,  C_DeriveKey should immediately fail with one of 
CKR_KEY_SIZE_RANGE,  CKR_MECHANISM_INVALID, 
CKR_MECHANISM_PARAM_INVALID,  or 
CKR_TEMPLATE_INCONSISTENT as appropriate.

All  four  keys  inherit  the  values  of  the CKA_SENSITIVE, 
CKA_ALWAYS_SENSITIVE,  CKA_EXTRACTABLE,  and 
CKA_NEVER_EXTRACTABLE attributes from the base key.  The template provided 
to  C_DeriveKey may not specify values for any of these attributes which differ from 
those held by the base key.

Note  that  the  CK_SSL3_KEY_MAT_OUT structure  pointed  to  by  the 
CK_SSL3_TLS12_KEY_MAT_PARAMS structure’s pReturnedKeyMaterial field will 
be modified by the  C_DeriveKey call.   In particular, the four key handle fields in the 
CK_SSL3_KEY_MAT_OUT structure will be modified to hold handles to the newly-
created keys; in addition,  the buffers pointed to by the  CK_SSL3_KEY_MAT_OUT 
structure’s  pIVClient and  pIVServer fields will  have IVs returned in them (if  IVs are 
requested by the caller).  Therefore, these two fields must point to buffers with sufficient 
space to hold any IVs that will be returned.  [CK_SSL3_KEY_MAT_OUT is correct in  
this paragraph, it is not a typo for TLS 1.2.  Remove this note prior to publication.]

This mechanism departs  from the other key derivation mechanisms in Cryptoki in its 
returned  information.  For  most  key-derivation  mechanisms,  C_DeriveKey returns  a 
single  key  handle  as  a  result  of  a  successful  completion.  However,  since  the 
CKM_SSL3_TLS12_KEY_AND_MAC_DERIVE mechanism  returns  all  of  its  key 
handles  in  the  CK_SSL3_KEY_MAT_OUT structure  pointed  to  by  the 
CK_SSL3_TLS12_KEY_MAT_PARAMS structure  specified  as  the  mechanism 
parameter, the parameter phKey passed to C_DeriveKey is unnecessary, and should be a 
NULL_PTR.
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If a call to C_DeriveKey with this mechanism fails, then none of the four keys will be 
created on the token.

2.30.10 CKM_TLS12_KEY_SAFE_DERIVE [DEPRECATED]

CKM_TLS12_KEY_SAFE_DERIVE  is  identical  to 
CKM_TLS12_KEY_AND_MAC_DERIVE except that it shall never produce IV data, 
and  the   ulIvSizeInBits  field  of  CK_TLS12_KEY_MAT_PARAMS is  ignored  and 
treated  as  0.   All  of  the  other  conditions   and  behavior  described  for 
CKM_TLS12_KEY_AND_MAC_DERIVE,  with  the  exception  of  the  black  box 
warning, apply to this mechanism.

CKM_TLS12_KEY_SAFE_DERIVE is  provided as  a separate  mechanism to  allow a 
client to control the export of IV material (and possible leaking of key material) through 
the use of the CKA_ALLOWED_MECHANISMS key attribute.

2.30.11            Generic Key Derivation using the TLS PRF

CKM_TLS_KDF is the mechanism defined in RFC5705. It uses the TLS key material 
and TLS PRF function  to  produce additional  key material  for  protocols  that  want  to 
leverage the  TLS key negotiation  mechanism.   CKM_TLS_KDF has  a  parameter  of 
CK_TLS_KDF_PARAMS.  If the protocol using this mechanism does not use context 
information,  the  pContextData  field  shall  be  set  to  NULL_PTR  and  the 
ulContextDataLength field shall be set to 0.

To use this mechanism with TLS1.0 and TLS1.1, use CKM_TLS_PRF as the value for 
prfMechanism  in  place  of  a  hash  mechanism.  Note:  Although  CKM_TLS_PRF is 
deprecated as a mechanism for C_DeriveKey, the manifest value is retained for use with 
this mechanism to indicate the use of the TLS1.0/1.1 Pseudo-random function.

This  mechanism  can  be  used  to  derive  multiple  keys  (e.g.  similar  to 
CKM_TLS12_KEY_AND_MAC_DERIVE)  by  first  deriving  the  key  stream  as  a 
CKK_GENERIC_SECRET of  the  necessary  length  and  doing  subsequent  derives 
against  that  derived  key  stream  using  the  CKM_EXTRACT_KEY_FROM_KEY 
mechanism to split the key stream into the actual operational keys.

The mechanism should not be used with the labels defined for use with TLS, but the 
token does not enforce this behavior.

This mechanism has the following rules about key sensitivity and extractability:

If the original key has its  CKA_SENSITIVE attribute set  to CK_TRUE, so does the 
derived key.  If not, then the derived key’s CKA_SENSITIVE attribute is set either from 
the supplied template or from the original key.

Similarly,  if  the  original  key  has  its  CKA_EXTRACTABLE attribute  set  to 
CK_FALSE,  so  does  the  derived  key.   If  not,  then  the  derived  key’s 
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CKA_EXTRACTABLE attribute is set either from the supplied template or from the 
original key.

The derived key’s  CKA_ALWAYS_SENSITIVE attribute is set to CK_TRUE if and 
only  if  the  original  key  has  its  CKA_ALWAYS_SENSITIVE attribute  set  to 
CK_TRUE.

Similarly,  the  derived  key’s  CKA_NEVER_EXTRACTABLE attribute  is  set  to 
CK_TRUE if  and  only if  the  original  key has  its  CKA_NEVER_EXTRACTABLE 
attribute set to CK_TRUE.

2.30.12 Verify data in “finished” message    [REPLACES CKM_TLS_MAC]

The CKM_TLS12_VERIFY_DATA mechanism is used to generate single- and multi-
part signatures and verification for verify_data in the TLS protocol “finished” message.

It  has  a  parameter,  a  CKM_TLS12_VERIFY_DATA_PARAMS structure.  The 
ulMacLen of the TLS 1.2 “finished” message verify_data is a minimum of 12 bytes.  The 
default value for the length is 12 bytes, but may be longer. bIsClient is set to CK_TRUE 
to use the “client finished” label to compute the client-side verify_data or CK_FALSE to 
use the “server  finished” label  to  compute  the server-side verify_data.   The value of 
prfHashMechanism may  be  one  of  CKM_MD5,  CKM_SHA_1,  CKM_SHA224, 
CKM_SHA256, CKM_SHA384, CKM_SHA512, or CKM_NULL for TLS 1.2.  This 
value  must  agree  between  the  CKM_TLS12_MASTER_KEY_DERIVE, 
CKM_TLS12_KEY_AND_MAC_DERIVE,  and  CKM_TLS12_VERIFY_DATA 
mechanisms.

To  emulate  TLS  1.0  or  1.1  “finished”  message  signature  and  verification  using 
CKM_TLS12_VERIFY_DATA, ulMacLen must be exactly 12 bytes and the additional 
value of CKM_TLS_PRF is available to use for prfHashMechanism.

Table 7, TLS 1.2 “finished” Message verify_data Key And MAC Length

Function Key type Data 
length

Signature length

C_Sign generic secret any >= 12 bytes
C_Verify generic secret any >=12 bytes

For  this  mechanism,  the  ulMinKeySize and  ulMaxKeySize fields  of  the 
CK_MECHANISM_INFO structure both indicate 48 bytes.

[END OF PROPOSAL]
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