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Overview

• Purpose: review progress and discussions on flow control.

• I would like to thank Ian Craggs, Ken Borgendale, Andrew Banks, and 
Jonathan Levell for their contributions.

• Any errors in this presentation are mine, not theirs.

• The goal is to foster discussion and feedback from the TC.
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General Flow Control Goals

• Limit large bursts of traffic, e.g. messaged queued during network 
outage.

• Provide a way for small embedded devices to restrict arrivals.

• Easy to implement - uses a mechanism already used in some 
implementations and adds exchange of MAXSEND values at 
connection establishment.

• Keep QoS 0 ‘fire and forget’. TCP flow control can be used if needed.
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How it works

• Client and Server advertise the number of messages they want to receive 
back-to-back in CONNECT/CONNACK metadata.

• Whenever  PUBLISH QoS > 0 is sent, the credit is reduced by 1. Each time a 
PUBACK or PUBCOMP is received, the credit is increased by 1.

• If the credit becomes zero, transmission of PUBLISH QOS >  0 messages is 
suspended until a PUBACK or PUBCOMP is received. 

• The MAXSEND credit is chosen to achieve the session’s throughput 
requirement, not the maximum throughput.

• The receiver MAY reject messages that violate the flow control agreement, 
and take an implementation specific action (e.g. disconnection).
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Rules for Credit Processing

• Credit is set to the advertised value on each connection and 
reconnection.  An implementation may chose to use a smaller value 
than the received TXMAX value, but it must be greater than 0.

• When credit is increased (by an ACK) is can not be increased to a 
value greater than the TXMAX chosen at the beginning of the 
connection.  

• Using these two restrictions solves credit update problems that would 
occur with persistent sessions and PUBREL retransmission.

• The sender MAY pause QoS 0 transmission if it determines there is no 
QoS > 0 credit  (helps if the receiver is busy)
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Example Handling PUBREL 
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Open Issue

• MQTT 3.1 style retransmission during a single transport connection 
causes flow control problems.
• If there is no remaining credit, retransmission can’t take place without 

violating flow control restrictions.
• Flow Control assumes (like the rest of MQTT) that transport is reliable, and if 

a disconnection occurs, it can be recovered on sessions with CleanSession=0 
by retransmission.  But MQTT 3.1 retransmission assumes transport  is 
unreliable this causes flow control tallies to be incorrect.

• Possible Solutions
• Disable flow control if MQTT 3.1 retransmission is used (BAD…)
• Eliminate MQTT 3.1 retransmissions in MQTT 5.0
• Others?
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Flow Control Dynamics

X = Message transmission time (msg /speed)

W = Max Send Window

WX = time required to send a full window

D  = the round trip network delay

If  WX >= D,  the sender never waits for a 
credit and sends at the maximum send rate 

1/X.

If  WX < D, the sender must wait for an ACK.

If W > 1, sender sends ‘bursts’
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Upper Bound on Mean 
Throughput
The breakpoint occurs at d = WX. To he left of 
that point, flow control has no influence. To 
the right, flow control restricts the send rate

.
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This is an upper bound on mean throughput 
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Limitations of the approach

• Doesn’t control QoS 0 send rate, but a sender MAY pause QoS 0 sends 
when it detects QoS > 0 credit is exhausted.

• Doesn’t respond to changing load (not dynamically adjusted)

• Controls only a single client-server link (not end-to-end)

• Doesn’t address large message resource consumption

• May not be able to handle MQTT 3.1 style retransmission

• Response time may suffer under load (e.g. for request/reponse traffic)

• Controlling only PUBLISH means SUBSCRIBE can be re-ordered wrt: 
PUBLISH. This can be handled by waiting for SUBACK.
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Questions

• How important it MQTT 3.1 style retransmission during a TCP/IP 
connection?
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Thank you!

• Please add your thoughts and comments to the JIRA MQTT 257
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