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1.OCPP Security 
This document describes a security specification for the OCPP protocol. The OCPP 
protocol is used to connect Electric Vehicle Charge Points to the Central System. The 
security specification was prepared by ENCS on request of ElaadNL to support the further 
development and standardization of OCPP. It is based amongst others on the end-to-end 
security design prepared for Elaad by LaQuSo [22]. 

The focus of this security specification is on the security of the OCPP protocol. 
Recommendations are included on security measures at Charge Point and Central System 
to support users of the OCPP in making optimal use of the security measures offered. For 
the protocol security measures to work well, it is assumed that the recommendations are 
implemented. 

1.1. Security Objectives 
This OCPP security specification has been designed to meet a number of security 
objectives: 

1. To allow the creation of a secure communication channel between the Central 
System and Charge Point. The integrity and confidentiality of messages on this 
channel should be protected with strong cryptographic measures. 

2. To provide mutual authentication between the Charge Point and the Central 
System. Both parties should be able to identify who they are communicating with. 

3. To provide a secure firmware update process by allowing the Charge Point to 
check the source and the integrity of firmware images, and by allowing non-
repudiation of these images. 

4. To allow logging of security events to facilitate monitoring the security of the 
smart charging system. 

A basic security profile is included in this specification that does not meet the first two 
requirements. It is provided for systems that do not require security (e.g. lab 
installations or test setups). For field operation it is highly recommended to use a 
security profile with TLS. 

1.2. Design Considerations 
The security specification was designed to fit into the approach taken in OCPP. Standard 
web technologies whenever possible to allow cost-effective implementations using 
available web libraries and software. The security specification is designed to support 
both the SOAP (OCCP-S) and JSON (OCPP-J) variants of OCPP. Only security measures 
available for both technologies have been used. No application layer security measures 
are included. 

Based on these considerations, the security specification is based on TLS and public key 
cryptography using X.509 certificates. Because the Central System usually acts as the 
server, different users or role-based access control on the Charge Point are not 
implemented in this standard. To mitigate this, it is recommended to implement access 
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control on the Central System. To make sure the mechanisms implemented there cannot 
be bypassed, OCPP should not be used by engineers performing maintenance to Charge 
Points locally at the Charge Point. 
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2.Key and Credential Management 
The security functionality specified in this document relies on a number of passwords and 
keys. This section defines the keys and passwords, specifies their properties, and 
describes the functionalities to manage them. 

2.1. Password Management 
If HTTP Basic authentication is used to authenticate the Charge Point (see Section 3), the 
Charge Point requires a password. The password SHALL be stored as an option under the 
key AuthorizationKey. See Section 6.5.1Error! Reference source not found.. 

To set a charge point’s authorization key via OCPP, the Central System SHALL send the 
Charge Point a ChangeConfiguration.req message with the key AuthorizationKey (which 
is write-only) and as the value a 40-character hexadecimal representation of the 20-byte 
authorization key. If the Charge Point responds to this ChangeConfiguration.req with a 
ChangeConfiguration.conf with status Accepted, the Central System SHALL assume that 
the authorization key change was successful, and no longer accept the credentials 
previously used by the charge point.  

!  

Figure 1: Password Management (happy flow) 

I f the Charge Po int responds to the ChangeConf igurat ion.req w i th a 
ChangeConfiguration.conf with status Rejected or NotSupported, the Central System 
SHALL keep accepting the old credentials. While the Central System SHALL still accept a 
connection from the Charge Point in this case, it MAY treat the Charge Point’s OCPP 
messages differently, e.g. by not accepting the Charge Point’s boot notifications. 

Different user names and passwords SHOULD be used for different Charge Points. 
Passwords SHOULD be generated randomly to ensure that the passwords have sufficient 
entropy. Furthermore, the Central System SHOULD only store salted password hashes, 
not the passwords themselves. Similarly, the Central System SHOULD NOT put the 
passwords in clear-text in log files or debug information. In this way, if the Central 
System is compromised not all Charge Point password will be immediately compromised. 

On the Charge Point the password needs to be stored in clear-text. Extra care SHOULD 
be taken into storing it securely. Definitions of mechanisms how to securely store the 
credentials are however not in scope of the OCPP Security Profiles. 
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2.2. Key Management 
The OCPP standard uses a number of public private key pairs for its security, see Table 1. 
To manage these keys, methods to update and revoke the keys must be provided. Only 
the methods to update the keys on the Charge Point are considered here. Updating keys 
on the Central System or at the manufacturer has to be done with other methods than 
OCPP. If TLS with Client Side certificates is used, the Charge Point requires a “Charge 
Point certificate” for authentication against the Central System. A unique Charge Point 
certificate SHOULD be used for each Charge Point. 

Table 1: Keys used in the OCPP security specification. 

2.2.1.Certificate Properties 
All certificates SHALL use a private key that provides security equivalent to a symmetric 
key of at least 112 bits according to Section 5.6.1 [17]. This is the key size that NIST 
recommends for the period 2011-2030. For RSA or DSA this translates into a key of at 
least 2048 bits long. For elliptic curve cryptography it translates into a key of at least 224 
bits long. 

For all cryptographic operations only the algorithms recommended by ENISA in [12] as 
suitable for use in future systems SHALL be used. This restriction includes the signing of 
certificates in the certificate hierarchy. For signing by the certificate authority RSA-PSS 
SHOULD be used, for computing hash values the SHA256 algorithm SHOULD be used. 
The algorithms allowed for TLS are described in Section 3.2.3. 

The certificates SHALL be stored and transmitted in the X.509 format encoded in the 
Privacy-enhanced Electronic Mail (pem) format. All certificates SHALL include a serial 
number. The subject field of the certificate SHALL contain the organization name of the 
certificate owner in the organizationName RDN.  

For the Central System certificate, the subject field SHALL contain the URL or IP address 
of the server in the commonName RDN. 

For the Charge Point certificate, the subject field SHALL contain a commonName RDN 
that allows the Charge Point to be uniquely identified. For instance, the commonName 
could be set to a serial number uniquely identifying the Charge Point. 

For all certificates the X.509 Key Usage or Extended Key Usage extension [20] SHOULD 
be used to restrict the usage of the certificate to the operations for which it will be used. 

Key Private Key 
Stored At

Description

Central System certificate Central System Certificate used to authenticate the 
Central System

Charge Point certificate Charge Point Certificate used to authenticate the 
Charge Point

Firmware Signing Certificate Manufacturer Certificate used to verify the 
firmware signature
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For instance, these extensions can be used to indicate that the Firmware Signing 
certificate is only to be used for signatures, not encryption.  

2.2.2.Certificate Hierarchy 
The OCPP protocol supports the use of two separate certificate hierarchies: 

1. The Charge Point Operator hierarchy that contains the Central System, and 
Charge Point certificates. 

2. The Manufacturer hierarchy that contains the Firmware Signing certificate. 

The Charge Point Operator MAY acts as a certificate authority for the Charge Point 
Operator hierarchy. This could give the advantage that the online verification of Charge 
Point client side certificates can be done within the Charge Point Operators networks, 
simplifying the network architecture. The root certificates containing the private keys 
MUST however be well protected. 

As the Manufacturer is usually a separate organization from the Charge Point Operator, a 
trusted third party SHOULD be used as a certificate authority. This is essential to have 
non-repudiation of firmware images. 

The Central System can update the root certificates stored on the Charge Point using the 
UpdateRootCertificate.req message. The new root certificate MUST be signed with the old 
root certificate, and the Charge Point MUST check the validity of the new certificate using 
this signature. 

2.2.3.Updating the Charge Point Certificates 
To facilitate the management of the Charge Point client side certificate, a key update 
procedure is provided. The key update procedure is triggered in two cases: 

• The Central System requests the Charge Point to update its key using the 
UpdateChargePointCertificate.req message. 

• The Charge Point detects that the certificate it is using will expire in one month. 

A key update SHOULD be performed after installation of the Charge Point, to change the 
key from the one initially provisioned by the manufacturer (possibly a default key). 

When the key update process is triggered, the Charge Point SHALL generate a new public 
/ private key pair using one of the key generation functions described in Section 4.2.1.3 
of [16]. The Charge Point SHALL send the public key in form of a Certificate Signing 
Request (CSR) as described in the X.509 standard [20] using the SignCertificate.req 
message. The Central System or the applicable Certification Authority SHALL check the 
information in the CSR. If it is correct, it SHALL sign the CSR signed into a certificate, 
and send it back in the SignCertificate.conf message. 

The Central Server SHOULD not sign the certificate itself, but instead forwards the CSR to 
a dedicated certificate authority server managing the certificates for the Charge Point 
infrastructure. The certificate authority SHOULD implement strong measures to keep the 
certificate signing private keys secure. Furthermore, the private key generated by the 
Charge Point during the key update process SHALL NOT leave the Charge Point at any 
time, and SHALL NOT be readable via OCPP. 
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The Charge Point SHALL verify the validity of the signed certificate in the 
SignCertificate.conf message, checking at least the period when the certificate is valid, 
the properties in Section 2.2.1, and that it is part of the Charge Point Operator certificate 
hierarchy as described in Section 2.2.2. If the certificate is not valid, the Charge Point 
SHALL discard the certificate, and trigger a ‘Invalid Charge Point certificate’ security 
event. 

The Charge Point SHALL switch to the new certificate as soon as it is valid, that is, the 
current date and is after the ‘Not valid before’ field in the certificate. If the Charge Point 
contains more than one valid certificate of the same type, it SHALL use the newest 
certificate, as measured by the start of the validity period. (See Table 1 for the certificate 
types.) The Charge Point MAY discard a certificate one month after its validity has 
expired. 

 

Figure 2: Update Charge Point certificate 

2.2.4.Certificate Revocation 
Different methods are recommended for certificate revocation. See Table 2 for an 
overview). 
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Table 2: Recommended revocation methods for the different keys. 

Fast expiration SHOULD be used to revoke the Central System certificate. With fast 
expiration, the certificate is only valid for a short period, less than 24 hours. After that 
the server needs to request a new certificate from the Certificate Authority. In this way, if 
the certificate is compromised, the impact is reduced to only a short period. Also, the 
Charge Points do not need to implement revocation lists or online certificate verification. 
This simplifies the implementation of certificate management at the Charge Point. 

The Central System SHOULD use online certificate verification to verify the validity of the 
Charge Point certificates. In Section 2.2.3 it was recommended that a separate certificate 
authority server is used to manage the certificates. This server should also keep track of 
which certificates have been revoked. The Central Systems then verifies the validity of 
the certificate with the certificate authority server. This allows for immediate revocation 
of Charge Point certificates. Revocation of Charge Point certificates will happen for 
instance when a Charge Point is removed. This is more common than revoking the 
Central System certificate, which is normally only done when it is compromised. 

Online verification for the Firmware Signing certificate SHOULD be performed. As part of 
the firmware updated process, the Charge Point downloads the Firmware Signing 
certificate whenever it performs a firmware update. The full firmware update process 
including the downloading of the certificates is explained in Section 4.1. Prior to providing 
the certificate for firmware validation to the Charge Point, the Central system SHOULD 
validate both, the certificate and the signed firmware update. As explained in Section 
2.2.2, the Firmware Signing certificate SHOULD be signed by a trusted third party. This 
means that to verify the certificate online, the server that stores the certificate may need 
(indirect) internet access. 

2.3. Installation 
As stated above, unique credentials SHOULD be used to authenticate each Charge Point 
to the central system, whether they are the password used for HTTP Basic Authentication 
(see Sections 3.1.1 and 3.2.1) or the Charge Point certificate (see Section 3.3.1). These 
unique credentials have to be put on the Charge Point at some point during 
manufacturing or installation. 

It is RECOMMENDED that the manufacturer initializes the Charge Point with unique 
credentials during production. The credentials SHOULD be generated using a 
cryptographic random number generator, and installed in a secure environment. They 
SHOULD be sent to the CSO over a secure channel, so that the CSO can import them in 
the central system. 

Key Revocation

Central System certificate Fast expiration

Charge Point certificate Online verification

Firmware Signing certificate Online verification
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If Charge Point certificates are used, the manufacturer MAY sign these using their own 
certificate. 

It is RECOMMENDED that the CSO immediately updates the credentials after installation 
using the methods described in Section 2.1 or 2.2.3. Before the credentials have been 
updated, the Central System may restrict the functionality that the Charge Point can use. 
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3.Security Profiles 
This section defines the communication security setting for OCPP. To allow for different 
situations and needs for security, three security profiles are defined: 

1. Basic security profile (Section 0) 

2. TLS with Basic Authentication (Section 3.2) 

3. TLS with Client Side Certificates (Section 3.3) 

To choose the right profile in each situation, the following factors SHOULD be considered: 

• The basic security profile does not include authentication for the Central System, 
or measures to set up a secure communication channel. Therefore, it SHOULD 
only be used in trusted networks, for instance in networks where there is a VPN 
between the Central System and the Charge Point. 

• The Basic Security and TLS with Basic Authentication profiles both assume that 
the Central System acts as the server. This is always the case for OCPP-J 
(WebSockets). It is usually the case in OCPP-S (SOAP). For OCPP-S it is however 
allowed that the Charge Point acts as a server. If this functionality is desired, the 
TLS with Client Side certificates profile SHOULD be used. 

For each profile the choices made for authentication and communication security are 
described below. Table 3 summarizes the choices. 

Table 3: Summary of OCPP Security Profiles 

The Charge Point and Central System SHALL only support one security profile at a time. 
If the Charge Point tries to connect with a different profile than the Central System is 
using, then the Central System SHALL terminate the connection, and vice versa. The 
security profile must be configured before OCPP communication is possible. Changing the 
profile that is used is therefore not part of the OCPP specification, and must be done 
through another method. 

In scenarios where Charge Points with different security profiles or different versions of 
OCPP are in use, it is possible to operate the Charge Points via connecting them to 
different addresses or ports of the Central System. For instance, the Central System 
server may have one TCP port for TLS with Basic Authentication, and another port for 
TLS with Client Side Certificates. From the perspective of this communication standard 
there is only one security profile in use per Central System. Using this construction, it is 

Profile Charge Point 
Authentication

Central System 
Authentication

Communication 
Security

Basic Security HTTP Basic 
Authentication

None None

TLS with Basic 
Authentication

HTTP Basic 
Authentication

TLS authentication 
using certificate

Transport Layer 
Security (TLS)

TLS with Client Side 
Certificates

TLS authentication 
using certificate

TLS authentication 
using certificate

Transport Layer 
Security (TLS)
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not necessary to add an extra handshake to the OCPP protocol to negotiate the security 
profile version. 

3.1. Basic Security Profile 
The Basic Security profile provides a minimum level of security. Charge Point 
authentication is done through a username and password. No measures are included to 
secure the communication channel. 

!  

Figure 3 Basic Security Profile 

3.1.1.Charge Point Authentication 
The Charge Point SHALL authenticate itself to the Central System using HTTP Basic 
authentication [18]. When using HTTP Basic authentication, the client, i.e. the Charge 
Point, has to provide a username and password with its request. For OCPP-J, the 
username SHOULD be equal to the charge point identity, which is the identifying string of 
the charge point as it uses it in the OCPP-J connection URL. The password SHOULD be a 
20-byte key stored in the AuthorizationKey property on the charge point (see Section 
6.5.1). 

With HTTP Basic, the username and password are transmitted in clear text, encoded in 
base64 only. Hence, this mechanism SHOULD only be used over connections that are 
already secured with other means. Basic authentication is used for compatibility with 
WebSockets.  

3.1.2.Central System Authentication 
In this profile, the Central System does not authenticate itself to the Charge Point. The 
Charge Points has to trust that the server is connects to is indeed the Central System. 

   OCPP SECURITY SPECIFICATION !  V0.7 13
© OPEN CHARGE ALLIANCE 2016



  

 
3.1.3.Communication Security 
No communication security measures are included in the profile. 

3.2. TLS with Basic Authentication 
In the TLS with Basic Authentication profile the communication channel is secured using 
Transport Layer Security (TLS). The Central System authenticates itself using a TLS 
server certificate. The Charge Points authenticate themselves using HTTP Basic 
Authentication. 

!  

Figure 4 TLS with Basic Authentication 

3.2.1.Charge Point Authentication 
The Charge Point SHALL authenticate itself to the Central System using HTTP Basic 
authentication, as described in Section 3.1.1. Because TLS is used in this profile, the 
password will be sent encrypted, reducing the risks of using this authentication method. 

3.2.2.Central System Authentication 
The Central System acts as the TLS server, and will authenticate itself by using the 
Central System certificate as server side certificate. The Charge Point SHALL verify the 
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certification path of the Central System’s certificate according to the path validation rules 
established in Section 6 of [3]. The Charge Point SHALL verify that the commonName 
includes the Central System’s URL or IP address. 

The Charge Point SHALL terminate the connection if the Central System does not own a 
valid or any certificate, of if the certification path is invalid. In that case the Charge Point 
SHALL trigger an ‘Invalid Central System certificate’ security event. 

3.2.3.Communication Security 
The communication channel SHALL be secured using Transport Layer Security (TLS) [19]. 
TLS SHALL be implemented as in [19] or its successor standards without any 
modifications. The Central System acts as the TLS server. TLS allows a number of 
configurations, not all of which provide sufficient security. The configurations that are 
allowed for OCPP are described below. 

The Charge Point and Central System SHALL only use TLS v1.2 or above. Both of these 
endpoints SHALL check the version of TLS used. If one party detects that the other party 
only allows connections using an older version of TLS, or only allows SSL it SHALL 
terminate the connection. The Charge Point SHALL also trigger an ‘Invalid TLS version’ 
security event. 

The Central System SHALL support the following four cipher suites: 

1. TLS_RSA_WITH_AES_128_GCM_SHA256 

2. TLS_RSA_WITH_AES_256_GCM_SHA384 

3. TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

4. TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 

The Charge Point SHALL support at least suite 1 and 2 above, or suite 3 and 4 above. 

The Charge Point and Central System SHALL not use cipher suites that use cryptographic 
primitives marked as unsuitable for legacy use in [1]. If one party detects that the other 
party only allows connections using one of these suites, it SHALL terminate the 
connection. The Charge Point SHALL trigger an ‘Invalid TLS cipher suite’ security event. 

The TLS Server and Client SHALL NOT use compression methods to avoid compression 
side-channel attacks and to ensure interoperability as describe in Section 6 of [10]. 

If the Central System and Charge Point support OCPP-S, they SHALL implement TLS 
session identifiers as specified in the TLS 1.2 standard [19]. Session identifiers allow a 
TLS session to be resumed without performing the entire TLS handshake. This reduces 
communication overhead, which reduces data usage on the mobile network, and 
improves the reaction time of the Charge Point when a customer wants to start charging. 
These improvements are needed, because in OCPP-S (depending on configuration and 
timeouts) a new TLS connection would be created for each request-response exchange, 
and performing the TLS handshake every time would add significant overhead. 
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3.3. TLS with Client Side Certificates 
In the TLS with Digest Authentication profile the communication channel is secured using 
Transport Layer Security (TLS). Both the Charge Point and Central Server authenticate 
themselves using certificates. 

!  

Figure 5 TLS with Client Side Certificates 

3.3.1.Charge Point Authentication 
The Charge Point SHALL authenticate itself to the Central System using the Charge Point 
certificate. If the Charge Point acts as a client, the Charge Point certificate SHALL be used 
as a TLS client side certificate. If it acts as a server, it SHALL be used as a TLS server 
side certificate. 

The Central System SHALL verify the certification path of the Charge Point’s certificate 
according to the path validation rules established in Section 6 of [3]. The Central System 
SHALL verify in the subject field that the certificate is owned by the CSO or an 
organization trusted by the CSO (such as the Charge Point manufacturer), and that the 
commonName field contains the unique identifier of the Charge Point (see Section 2.2.1). 
If the Charge Point certificate is not owned by the CSO, for instance immediately after 
installation, it is RECOMMENDED to update the certificate before continuing 
communication with the Charge Point (also see Section 2.3). 
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The Central System SHALL terminate the connection if the Charge Point does not own a 
valid or any certificate, of if the certification path is invalid. 

3.3.2.Central System Authentication 
The Central System SHALL authenticate itself to the Charge Point using the Central 
System certificate. If the Central System acts as a server, it SHALL use the certificate as 
a TLS server side certificate. If it acts as a client, it SHALL use it as client side certificate.  

The Charge Point SHALL verify the certification path of the Central System’s certificate 
according to the path validation rules established in Section 6 of [3]. The Charge Point 
SHALL verify the certificate’s Subject Field at least on two points: the organizationName 
indicates that the certificate is owned by the CSO, and the commonName includes the 
Central System’s URL. 

The Charge Point SHALL terminate the connection if the Central System does not own a 
valid or any certificate, of if the certification path is invalid. In that case the Charge Point 
SHALL trigger an ‘Invalid Central System certificate’ security event. 

3.3.3.Communication Security 
The communication channels SHALL be secured using TLS, as described in Section 3.2.3. 
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4.Firmware Updates 
To ensure authenticity and to provide prove of origin, firmware updates need to be 
cryptographically protected. This protection is achieved by applying a digital signature 
over the hash value of the firmware image. Ideally, this signature is already computed by 
the manufacturer. This way proof of origin of the firmware image is can be tracked back 
to the original author of the firmware. 

4.1. Firmware Update Process of the Charge Point 
To allow for secure firmware updates, the firmware update process, is modified in a 
number of places. See Figure 6. The steps in the modified firmware update process are: 

1. The Central System sends an UpdateFirmware.req message that contains the 
location of the firmware, the time after which it should be retrieved, and 
information on how many times the Charge Point should retry downloading the 
firmware. For security purposes the Central System SHALL include the Firmware 
Signing certificate (see Section 2.2) in the request.  

2. The Charge Point MUST verify the validity of the certificate against the 
Manufacturer root certificate (see Section 2.2.2) using the rules for X.509 
certificates [20] in the Verifying Certificate state. If the certificate is valid, the 
Charge Point SHALL start downloading the firmware, and enter the corresponding 
state. If the certificate is not valid or could not be verified, the Charge Point 
SHALL abort the firmware update process and enter the Invalid Certificate state. 

3. If the Firmware can be downloaded, the Charge Point SHALL enter the Verifying 
Signature state. Otherwise, it SHALL enter the Download Failed state. 

4. In the Verifying Signature state, the Charge Point MUST verify the file’s digital 
signature using the Firmware Signing certificate. If the verification is successful, 
the Charge Point SHALL enter the installation state. If the verification of the 
firmware fails or if a signature is missing entirely, the Charge Point SHALL NOT 
accept the firmware. In that case, it SHALL enter the Invalid Signature state. 

5. If the installation is successful, the Charge Point SHALL enter the Installed state. 
Otherwise, it SHALL enter the Installation failed state. 
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!  

Figure 6: OCPP firmware update process 

Whenever the Charge Point enters a new state in the firmware update process, it SHALL 
send a FirmwareStatusNotification.req message to the Central System with the new state 
to the Central System. It SHALL only enter the new state after receiving the 
FirmwareStatusNotification.conf message, and only if the Proceed field in that message is 
set to True. 

If the Charge Point enters the Invalid Certificate state in the firmware process, it SHALL 
trigger an ‘Invalid firmware signing certificate’ security event. If the Charge Point enters 
the Installation Failed state, it SHALL trigger a ‘Invalid firmware signature’ state. 

The firmware signature SHALL be calculated over the entire firmware file using the RSA-
PSS or ECSchnorr algorithm for signing, and the SHA256 algorithm for calculating hash 
values. 

It is RECOMMENDED that the firmware is sent encrypted to the Charge Point. This can 
either be done by using a secure protocol (such as HTTPS, SFTP, or SFTP) to send the 
firmware, or by encrypting the firmware itself before sending it. Additionally,, measures 
SHOULD be taken to secure the firmware when it is stored on a server or workstation. 
The definition of those measures are however out of scope of this specification. 
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Figure 7:Sequence diagram firmware upgrade (happy flow) 
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5.Security Logging 
This section describes the functionality required by the OCPP protocol to implement 
logging security events.  

Logging is only described for the Charge Point. Similar security logging measures on the 
Central System SHOULD be implemented. For this purpose, normal server logging 
mechanisms, such as syslog, can be used. 

5.1. Security Events 
The Charge Point SHALL at least log the security events described in Section 6.3.1. 
Whenever a security event is triggered, the Charge Point SHALL send a notification, as 
described in Section 5.3. It SHOULD log the event in a local security log, as described in 
Section 5.2. 

5.2. Local Security Log 
Log events SHOULD be stored in a dedicate security log stored on the Charge Point. The 
format of the log file is not defined in this document. The security log SHOULD be 
implemented in a rolling format, in which the oldest log entry is discarded first. Sufficient 
storage SHOULD be reserved for the security log. 

The Central Server can read the log using the GetSecurityLog.req message. After 
receiving this request, the Charge Point SHOULD, if the requested security log is 
available, upload it to the given location, and respond with a GetDiagnostics.conf 
message that includes the name of the uploaded security log. The Charge Point SHALL 
only upload a single file. If the requested security log is not available, the Charge Point 
SHALL send a GetDiagnostics.conf message that does not contain a filename field. 

!  

Figure 8: Local Security Log 
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5.3. Security Event Notification 
The Charge Point SHALL inform the Central System of critical security events by sending 
a SecurityEventNotification.req to the Central Server. This allows the Charge Point to 
immediately inform the Central System of changes in the system security. The Central 
S y s t e m S H A L L c o n f i r m t h e r e c e i p t o f t h e n o t i f i c a t i o n u s i n g t h e 
SecurityEventNotification.conf message. 

!  

Figure 9: Security Event Notification 
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6.Security Messages and Data Types 
To implement the security features described in this document, a number of new OCPP 
messages, data types, and configuration keys needs to be added, and some existing ones 
need to be modified. This section describes these additions and modifications. 

6.1. New Messages 
This section describes the new messages needed for the security functionality. It can be 
read as a supplement to Section 6 in the base OCPP Specification [21]. 

6.1.1.GetSecurityLog.req 
Sent by the Central System to the Charge Point to request that the Charge Point uploads 
the security log. 

6.1.2.GetSecurityLog.conf 
Sent by the Charge Point to the Central System in response to the GetSecurityLog.req 
message. 

Field Name Field Type Card Description

Location anyURI 1..1 The location to which the security log 
should be uploaded

Retries Integer 0..1 How many times must the Charge 
Point try to upload the security log 
before giving up. Optional. If the 
field is not included, the Charge Point 
may decide the number of retries 
itself.

startTime dateTime 0..1 Optional. The data and time of the 
oldest logging information to include 
in the uploaded security log file. If 
not present, the startTime will be the 
time of the oldest available log entry

stopTime dateTime 0..1 Optional. The date and time of the 
latest logging information to include 
in the uploaded security log file. If 
not present, the current time is used 
as stop time.

Field Name Field Type Card Description

Filename CiString255Type 0..1 Optional. Contains the name of the 
file to which the security log will be 
uploaded.
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6.1.3.SecurityEventNotification.req 
Sent by the Charge Point to the Central System in case of a security event.  

6.1.4.SecurityEventNotification.conf 
Sent by the Central System to the Charge Point to confirm the receipt of a 
SecurityEventNotification.req message. No field are defined. 

6.1.5.SignCertificate.req 
Sent by the Charge Point to the Central System to request that the Certificate Authority 
signs the public key into a certificate. 

6.1.6.SignCertificate.conf 
Sent by the Central System to the Charge Point in response to the SignCertificate.req 
message.  

6.1.7.UpdateChargePointCertificate.req 
Sent by the Central System to the Charge Point to request that it updates its key. This 
triggers the process described in Section 2.2.3. No fields are included in the message. 

6.1.8.UpdateChargePointCertificate.conf 
Sent by the Charge Point to the Central System to confirm that it has received the 
UpdateChargePointCertificate.req message. No fields are included in the confirmation 
message. 

6.1.9.UpdateRootCertificate.req 
Sent by the Central System to the Charge Point to request that it updates one of the root 
certificates. See Section 2.2.2. 

Field Name Field Type Card Description

Type SecurityEventType 1..1 Type of the security event

Timestamp datetime 1..1 Time at which the event occurred

Field Name Field Type Card Description

csr CertificateSigningR
equest

1..1 The certificate signing request

Field Name Field Type Card Description

cert Certificate 0..1 The signed certificate. If the Central 
System could not sign certificate, 
this field is omitted.
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6.1.10.UpdateRootCertificate.conf 
Sent by the Charge Point to the Central System to indicate that it is done updating the 
root certificate. 

6.2. Modified Messages 
This section describes the messages that need to be changed to add security 
functionality. The original messages are described in Section 6 in the base OCPP 
Specification [21]. 

6.2.1.FirmwareStatusNotification.conf 
Sent by the Central System to the Charge Point to confirm reception of the 
FirmwareStatusNotification.req. The Charge Point SHALL only enter the new state if the 
Proceed field is set to true. 

6.2.2.UpdateFirmware.req 
Sent by the Central System to the Charge Point to trigger a firmware update. 

Field Name Field Type Card Description

Hierarchy CertificateHierarchy 1..1 The hierarchy the root certificate 
applies to.

certificate Certificate 1..1 The new root certifcate

Field Name Field Type Card Description

Success Boolean 1..1 Indicates if the update could be 
successfully completed.

Field Name Field Type Card Description

Proceed Boolean 1..1 Proceed with the firmware process or 
not

Field Name Field Type Card Description

Location anyURI 1..1 Required. Contains a URI 
pointing to the location from 
which the Charge Point can 
download the firmware.
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6.3. New Data Types 
This section describes the new data types needed for the security functionality. It can be 
read as a supplement to Section 7 in the base OCPP Specification [21]. 

The data types are needed for the exchange of security events, and to allowing the 
exchange of certificates in-band of the OCPP protocol, two data types are added. 

6.3.1.SecurityEventType 
Enumeration 

Type of security event, as reported in the SecurityEventNotification.req. 

Retries Integer 0..1 Optional. Specifies how many 
times the Charge Point must try 
to download the firmware before 
giving up. If this field is not 
present, the Charge Point can 
decide itself how many times to 
retry.

retrieveDate dateTime 1..1 Required. Contains the date and 
time after which the Charge Point 
must retrieve the (new) 
firmware.

retryInterval Integer 0..1 Optional. The interval in seconds 
after which a retry may be 
attempted. If this field is not 
present, the Charge Point may 
decide itself how long it waits 
between attempts.

firmwareCertificate Certificate 1..1 Certificate with which the 
firmware was signed.

Signature CiString500 1..1 Firmware signature. Encoded in 
base64.

Security Event Description

Firmware updated The Charge Point firmware is updated

Authentication failure 
Charge Point

The authentication credentials provided by the Charge Point 
were rejected by the Central Server

Authentication failure 
Charge Point

The authentication credentials provided by the Central Server 
were rejected by the Charge Point

Setting the system 
time

The system time on the Charge Point was changed
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6.3.2.CertificateHierarchy 
Enumeration 

Used to indicate to which certificate hierarchy a root certificate belongs. See Section 
2.2.2. 

6.3.3.CertificateSigningRequest 
Class 

A certificate signing request in the format of the PKCS#10 standard [23], hex encoded. 

Start-up of the device The Charge Point has booted

Reset or reboot The Charge Point was rebooted or reset

Security log was 
cleared

The security log was cleared

Reconfiguration of 
security parameters

Security parameters, such as keys or the security profile used 
were changed

Memory exhaustion The Flash or RAM memory of the Charge Point is getting full

Invalid messages The Charge Point has received messages with an invalid 
authentication tag

Attempted replay 
attacks

The Charge Point has received a replayed message

Tamper detection The physical tamper detection sensor was triggered.

Invalid firmware 
signature

The firmware signature is not valid.

Invalid firmware 
signing certificate

The certificate used to verify the firmware signature is not 
valid.

Invalid Central System 
certificate

The certificate that the Central System uses was not valid or 
could not be verified.

Invalid Charge Point 
certificate

The certificate sent to the Charge Point using the 
SignCertificate.conf message is not a valid certificate.

Invalid TLS version The TLS version used by the Central Server is lower than 1.2 
and is not allowed by the security specification

Invalid TLS cipher suite The Central System did only allow connections using TLS 
cipher suites that are not allowed by the security specification

Value Description

ChargePointOperator Hierarchy that contains the Central System, Firmware 
Activation, and Charge Point certificates

Manufacturer Hierarchy that contains the Firmware Signing certificate.
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6.3.4.Certificate 
Class 

An X.509 certificate, first DER encoded into binary, and then hex encoded into a case 
insensitive string. 

6.4. Modified Data Types 
This section describes the data types that need to be changed to add security 
functionality. The original messages are described in Section 7 in the base OCPP 
Specification [21]. 

6.4.1.FirmwareStatus 
Enumeration (originally described in Section 7.25 of the OCPP Specification) 

Status of a firmware download as reported in FirmwareStatusNotification.req. 

Field Name Field Type Description

CertificateSigningRequest ciString[2048] The string is dimensioned to 
allow for 4096 bit certificates 
plus headers and encoding

Field Name Field Type Description

Certificate ciString[2048] The string is dimensioned to allow 
for 4096 bit certificates plus 
headers and encoding

Value Description

Downloaded New firmware has been downloaded by Charge Point.

DownloadFailed Charge point failed to download firmware.

Downloading Firmware is being downloaded.

Idle Charge Point is not performing firmware update related tasks. 
Status Idle SHALL only be used as in a 
FirmwareStatusNotification.req that was triggered by a 
TriggerMessage.req

InstallationFailed Installation of new firmware has failed.

Installing Firmware is being installed.

Installed New firmware has successfully been installed in Charge Point.

InvalidCertificate The Firmware Signing certificate is invalid.

RevokedCertificate The Firmware Signing certificate has been revoked.

InvalidSignature The firmware signature is not valid.
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6.5. New Configuration Key Names & Values 
This section describes additional configuration options needed on the Charge Point to 
implement the additional security functionality. These are in addition to the options 
described in Section 9 of the original OCPP specification [21]. 

The AuthorizationKey property below has a new value for the accessibility property: it is 
write-only (“W”). This means that the Central System write the value for the key using a 
ChangeConfiguration.req message, but not read the value with the GetConfiguration.req 
message. If the Central System tries to read the key, the Charge Point SHALL behave as 
if the key is unknown, and send the key back in the unkownKey field of the 
GetConfiguration.conf message. 

6.5.1.AuthorizationKey 
The authorization key is the password used for HTTP Basic Authentication. The 
configuration value is write-only, so that it cannot be accidentally stored in plaintext by 
the Central System when it reads out all configuration values. 

DownloadingCertificate The Charge Point is downloading the Firmware Signing 
certificate

Required / optional Optional

Accessibility W

Type CiString50

Description This option contains the 40-character hexadecimal 
representation of the 20-byte authorization key that the 
Charge Point uses to authenticate itself if HTTP Basic 
authentication is used. If certificates are used, this option 
does not have to be present.
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8.Glossary 

This glossary serves as inventory of technical terms and abbreviations used in the 
document. For detailed background information on cryptographic primitives or testing 
procedures we refer to the referenced literature. 

AES Advanced Encryption Standard. Original name for this block 
cipher was Rijndael named after its designers Vincent Rijmen 
and Joan Daemen.

Application layer OSI-Layer 5-7.

Authentication When speaking about authentication one should distinguish 
between user authentication (e.g., sender/receiver) and 
message authentication. 

Block cipher Cryptographic primitive to encrypt/decrypt messages of fixed 
block length. Example: AES encrypts blocks of 128 bits (16 
bytes) at a time.

Block cipher Mode of 
Operation

A mode of operation specifies how the message blocks are 
processed by the block cipher. Using a block cipher in CBC or 
CTR mode provides encryption only whereas using a block 
cipher in CCM or GCM mode encrypts the plaintext and 
produces a message authentication tag for the ciphertext.

Certificate A digital certificate authenticates a public key or entity. See 
also Public-Key Infrastructure.

Confidentiality Only authorized entities may access confidential data. To 
protect data from unauthorized access it can be encrypted. 
Then only entities with access to the secret keys can access the 
data after decrypting it.

Cryptographic hash 
function

Cryptographic hash functions should behave as one-way 
functions. They must be preimage resistant, 2nd preimage 
resistant, and collision-resistant. Changes in the input must 
produce explicitly different results in the output. Example: 
SHA-256. See also ENISA [1].

Cryptographic 
protocol

A protocol used for security functions, such as authentication 
protecting confidentiality or integrity.

Cryptography The ENISA Algorithms, Key Sizes and Parameters Report [1] 
provides an overview of the current state of the art.

Data Integrity See Integrity and Message authentication.
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Design Evidence Documents produced during the design and development 
processes that explain how the security requirements have 
been implemented on the device.

Digital Signature Authenticates the sender. In practice digital signatures are 
implemented using elliptic curves (EC). 

EC Elliptic Curve. See also ENISA [1].

ECDSA Elliptic Curve Digital Signature Algorithm.

Encryption Using a cryptographic scheme, the message is mapped to a 
random-looking undecipherable string (ciphertext). Decryption 
reverses the encryption process and can only be performed 
with the corresponding decryption key. This decryption key is 
either the same as the encryption key (symmetric 
cryptography) or the private key in a public-key cryptosystem. 
The confidentiality of the message can be guaranteed only 
while the keys are kept secret.

ENISA European Union Agency for Network and Information Security.

Hash function Function that maps a message to a bit string of fixed length 
(hash value). See also cryptographic hash function.

Hash value Output of a (cryptographic) hash function. The length is fixed in 
the specs of the hash function.

Integrity Data cannot be altered without authorization. See also 
message authentication.

ISO 27001 ISO standard for information security. Current version at the 
time of writing: ISO27001:2013.

Key material The term ‘key material’ includes all cryptographic keys. 
Examples: master key, symmetric session keys, private and 
public keys (public-key cryptography).

MAC Message authentication code. Provides data integrity. 
Examples: CMAC, GMAC. See also ENISA [1].

Message 
authentication

Messages should be protected against unauthorized 
modifications. The message should always be sent together 
with an authentication tag providing its authenticity. Such an 
authentication tag can be the second output of an 
authenticated cipher such as AES-CCM or AES-GCM or a 
message authentication code.

Message Validity A message is considered valid if it meets all protocol 
specifications, it makes sense for the device’s configuration, 
and it meets all requirements the device has on data sizes.

NIST National Institute of Standards and Technology.
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Nonce A nonce is a unique randomly generated string which can be 
used exactly once. Attachment of a nonce helps to prevent 
replay attacks.

Password 
authentication

The user proves his/her identity using a password or PIN.

Product lifecycle The product lifecycle spans all stages of a product: starting 
from the design through the development and production to 
delivery and decommissioning.  

The Purchaser and Vendor should agree on the length of the 
product lifecycle.

Public-key 
cryptography

Cryptographic scheme where a public key is published and 
henceforth can be used for encryption of messages or 
verification of digital signatures. Each public key has a 
counterpart, the corresponding private key. This key must be 
kept secret and is used for decryption or digital signing of 
messages. Public-key primitives have a high computational 
complexity for encryption and therefore are mostly used as part 
of a hybrid encryption scheme where the public key is used to 
communicate a common symmetric session key under which all 
further communication is encrypted. 

Certificates administered by a public-key infrastructure are 
used to establish the authenticity of the public key. See also 
ENISA [12].  

The most popular public-key encryption scheme is RSA. Digital 
signatures can be generated most efficiently with elliptic-curve 
based (EC) mechanisms.

Public-key 
infrastructure

System to generate, administer, and revoke certificates.

Replay attack The attacker observes and captures data during a session with 
the intention of resending it later and thus impersonating one 
communication partner.

RSA Public-key cryptosystem named after its inventors Rivest, 
Shamir, and Adleman.

Security Event Any event relevant to the secure operation of the device.

Security Function Any function on the device that is needed for it to be operated 
securely, including access control, authentication, and 
encryption.

Session key Symmetric key with a limited lifetime.

Symmetric 
cryptography

Sender and receiver hold the same key. Examples for 
symmetric primitives are block ciphers or MACs.
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User Authentication Verification of the identity of the communication partners (e.g., 
user on the device). Moreover, verification that the 
communication partners are still alive throughout a session. 
See also password authentication and user authentication.

WAN Wide Area Network.

WAN Interface Remote connection to Central System. 
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