
  

 

 
CTI-TC Monthly Meeting - Notes 

 

Meeting Date: March 7, 2017 

Time: CTI TC Weekly Working Session-  11:00 AM US EDT   Tuesday, March 
7, 2017 

Purpose: CTI TC Weekly Working Session 
 

     Attendees: 

  

Company Name Role 

Kingfisher Operations, sprl Darley, Trey Voting Member 

Symantec Corp. Jordan, Bret Voting Member 

MITRE Corporation John Wunder Co-Chair 

MITRE Corporation Gong, Nicole Member 

EclecticIQ Polzunov, Sergey Member 

DHS Office of Cybersecurity and 
Communication 

Taylor, Marlon Member 

MITRE Corporation Rich Piazza Voting Member 

Cisco Jyoti Verma Voting Member 

Looking Glasses Allan Thomason Voting Member 

Cisco Syam Appala Voting Member 

Individual Stefan Hagen Voting Member 

EclecticIQ Sergey Polzunov  Member 

EclecticIQ Walter/ Wouter (?) Member 

Cisco   

 
Agenda: 
Meeting Notes:  

Trey Darley Kicks off 
 
We have two presentations today: 
   

 First one is from EclecticIQ -- TAXII JSON API proposal - 
https://docs.google.com/presentation/d/1V8NuiG9ryQkU9AtpzcbCu9otv73njYPcCuwg
XbX8XC8 

 
The TAXII JSON API draft:  

https://gist.github.com/traut/00d566aa0843428e3780e137f0944ed4 
       Details about JSON: API as a spec (http://jsonapi.org/): 

        - has an active community - https://github.com/json-api/json-api 
        - already solved or solving many problems we hit developing RC1 - 

https://github.com/json-api/json-api/issues 

https://docs.google.com/presentation/d/1V8NuiG9ryQkU9AtpzcbCu9otv73njYPcCuwgXbX8XC8
https://docs.google.com/presentation/d/1V8NuiG9ryQkU9AtpzcbCu9otv73njYPcCuwgXbX8XC8
https://gist.github.com/traut/00d566aa0843428e3780e137f0944ed4
http://jsonapi.org/
https://github.com/json-api/json-api
https://github.com/json-api/json-api/issues
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        - has a big list of existing Client/Server implementations in multiple languages - 
http://jsonapi.org/implementations/ 

          - many companies are already using it in production environments - 
https://github.com/json-api/json-api/issues/825 

 

 The second one is from Cisco - on the use of XMPP-Grid.  
 XMPP Grid IETF draft - https://datatracker.ietf.org/doc/draft-ietf-mile-xmpp-grid/. The draft 

discussions where we extend XMPP and some of the core components that XMPP Grid messaging 
framework offers over and above XMPP. 

 Platform Exchange Grid (pxGrid) is a commercial version of XMPP Grid which is adopted by 50+ 
industry vendors across 10+ technology areas and the eco-system is growing. Please 
review https://developer.cisco.com/site/pxgrid/discover/overview/ 
and http://www.cisco.com/c/en/us/products/security/pxgrid.html 

 We have Web Sockets and REST extensions with STOMP defined for XMPP Grid, alleviating the 
need for clients to be XMPP aware and have a client installed on them to exchange on XMPP Grid. 

 Cisco believe that an integration between STIX/TAXII and XMPP-Grid is important so look 

forward to working on a community based approach to solving that problem. 

 
  

Bret’s Introduction: 
 The first presentation is from EclecticIQ, so Sergey and Walter will present the lessons 

learned and some of the things they discovered around the TAXII specification. Talk about 
different options.  
Then we will discuss and see what we think as a group, at a minimum, I would like this 
community to use these presentations as a sanity check for what we have done. So, the first 
presentation is 20 minutes, then we will turn it to Cisco and see what they have done in the 
Threat space, and on the use of XMPP-Grid, so, we know what does it mean and what they look 
like. 

 
       
       EclecticIQ -- TAXII JSON API - Sergrey 

 

 We would like to talk about our take on TAXII 2.0 structure and TAXII JSON API. That 
was all started when we talk about “what an ideal OpenTAXII JSON API look like?” 
and we thought let’s add some APIs so uses can match data in different ways. TAXII 
1.0/1.1 had some issues, so, we want to solve or address those issues.  

 Looking at the old work, we were aiming to take RC1 to the next level, to extent little 
bit. We thought that we might be able to combine with Open TAXII API and some 
lessons learned from running JSON based APIs. Overall with RC1 come up with 
something we thought approach to this. Our idea was to have it structured a bit 
differently. 

 So, this is just a proposal, perhaps I can go through the slides first, then we can open 
for discussions. 

 
Our Proposal 

http://jsonapi.org/implementations/
https://github.com/json-api/json-api/issues/825
https://datatracker.ietf.org/doc/draft-ietf-mile-xmpp-grid
https://developer.cisco.com/site/pxgrid/discover/overview
http://www.cisco.com/c/en/us/products/security/pxgrid.html
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 We thought current TAXII 2.0 spec it’s not just one spec, it consists two specifications. 
Right now: RC 1 combines JSON API and channel spec, we thought from limitation 
point view and use case point view, they don’t fit together very well. 

 So we thought we want to put them into JSON API Spec and Channel spec. So, that is 
the core TAXII 2.0 specification. That’s can be accompanied by transport 
configuration guidelines for example, and advise people on what kind security they 
should have, and how they can use TLS, CCP, and all those details, and network 
guidelines how they can be utilized and configured to advertising API roots or 
discover services, etc. 

 This is what we thought it was important. Because clear separation of layers allows 
better understanding and creates better products. Because presentation can be done 
in a better way. 

 In this presentation, I want to touch structure a bit and talk through JON API 
specification. We have a draft available for JSON API Spec, but not for Channel spec. 
We don’t have Channel Specification because it is a different topic requires additional 
information/different pieces. 

 JSON API Draft -- you can go look, it’s in the URL included in this meeting minutes. It’s 
just one document. You can leave comments there, or send to TAXII slack channel. 
Please share your comments.  

 Channels are defined in a complementary specification:  
o Channels cater for a different use case and must be implemented using a 

different stack 
o Learning from TAXII 1.1 experiences: it’s difficult to implement in web services 

scope and rarely using subscription push model 

 Heavily based on wide-based JSON API   

 Different use case different document. 
Allan Thomason 

 I have a question: you mention TAXII JON API and you have an external reference 
there. What relationship of your API work have with OASIS standards? Is this an OPEN 
standards work? Giving that this is an external pointer, and we have GitHub, OASIS 
repository and all of that, is your intention to contribute to OASIS as a free thing?  
 

Sergrey 

 Ugh, sorry. I should be more clear on that; this is just some thoughts and ideas we 
have put together. The intention is to contribute to OASIS TAXII process and bring 
TAXII 2.0 together to the final stage. 

Allan Thomason 

 So, is your intention to submit this to OASIS and open this as a sub project? 
Sergrey 

 No, I don’t think so. The idea is just to trying to advance the TAXII 2.0 and help move 
forward to that direction. 

Allan Thomason 

 So, the intention is that this work will belong to EclecticIQ? 
John Wonder 
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 No, I think the intention is that this is their proposal, so they are submitting it to 
OASIS to consider as an addition for TAXII. We can accept the whole idea, replace the 
current work or take a part of it, but the intent is that they were for TAXII. 

Sergrey 

 Yes.  
 
Sîrghi? 

 This is Doctor Sciphg (Sîrghi?) EclecticIQ speaking, for now this is just bunch ideas, 
JSON API is Http, JSON API specification is not TAXII specific so that is why it is 
awesome to use, so which is why Sergrey was speaking quite bit. It’s out and open, 
can be public and licensing as well 

Allan Thomason 

 So, the intention is for this work to be submitted to OASIS? 

Sergrey 

 All the idea we have, is to replacing the current Http JSON API TAXII part/drop, yes, it 

can be submitted to OASIS. At this moment, it is just bunch ideas, so there is no spec 

or anything. 

Sergrey 

 Yes, this is not a finished product, so, we don’t claim the ownership or anything. 

 So, there is a major pin point of TAXII 1.1, Open TAXII there is no push, just because 

this part of subscription push open model. If you remember? The push to subscribers 

was an awesome idea, but it didn’t fit the whole web service spec of TAXII 1.1, which 

result to being omit often. 

 For example, in Open TAXII, there is no subscription push just because 

implementation of that requires complete different type of technologies, it is not 

feasible to mingle together with Open TAXII 

 This JSON API Draft is heavily based on widely-used JSON-API spec, we want a lot of 

things, but basically it is JSON compatible which makes very easy to adopt, because 

there are lot of clients with many language successes. It also makes prove of many 

areas. Because JSON API is very thought through and nicely done. 

 So How does that fit with existing RC1? 

 Basically, take the ideas and lessons learned in TAXII 1.0/1.1 and RC1 development, 

the goal is to show how it can be consistency assemble and show simplicity and wider 

adoption 

 It kind can show how it can be fit together, the core concept is same as RC1 

o Entities: 

 Collections 

 Objects (are all pretty much the same) 

o Endpoint: 

 API root endpoints 

 Collection endpoints 

 Object endpoints 
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 Object Blob endpoint 

 Example: 

 

 

 It has some examples to show how JSON response to show how it looks like, in the 

JSON API schema, it does not have push request or post request  

 Endpoints are the same, entities are the same. 

 Highlights 

o Powerful JSON-API schema and flexibility 

o Authentication method negotiation, that’s something we added, so it fits here 

as well. 

 Every Root API may require authentication 

 Spec defines 2 basic auth methods (HTTP basic auth and JWT) 

o Next thing is the pagination 

 We had more discussions on pagination, this spec moves responsibility 

to the server side. So, specification defines parameters 

 Servers returns the page response “next” URL that points to the next 

page, it’s completely up to the server to implement 

 Client does not care how exactly pagination is implemented 

 Server has the freedom to pick suitable implementation 
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 This makes simple and very easy for clients and servers to figure it out 

limitations 

 Also, depends on data flow or type of structure 

o Protocol compatibility and simplified extendibility that comes with JSON API 

 Because it is very well defined, we can dedicate some field in the 

schema for extensions and make sure servers and clients supports the 

basic protocols, all additional field are stored separately from basic 

attributes (TBA) 

 So, that means I have clients connect to the servers, I can expect some 

basic levels of services: collections objects through discovery 

 That means If my client that is more advanced, it may recognize the 

server can do more things, such as provide some additional services, 

or additional field, or some metadata for objects, my client should be 

able to recognize that and make use of that 

 In contrast, if there is a “stupid” client, it should still be able to work 

with TAXII, just additional field won’t be visible 

 I want to say a few words about the objects: once core things we 

realized in TAXII 1.0 is that the ability to exchange the different the CTI 

content type. PDF, STIX whatever we can pack, it is nice, this feature 

helps for adoption. As you can see providers might provide the 

different content type and if TAXII supports that, it helps the adoption. 

 TAXII does not care about object type much, it can be PDF files or STIX, 

it provides granularity, it can go down to indicators for example in the 

STIX 2.0 

 The server does not suppose to understand what’s inside of the object. 

It should not be required to parse STIX JSON or anything else. But with 

this object and this content type, it can just match content type. It 

provides flexibilities that you can put in collections  

 It provides flexibilities and how that works together 

 That’s all I want to present on the slides, please look, there are some 

examples of different objects or URLs, I hope we can start some 

discussion now. 

 

Bret 

 Anybody has any questions for Sergrey or EclecticIQ? 

 One question I have before we turn to the other presentation: I notice there are a lot 

of things TAXII already has, I’d like to understand what is the delta between what you 

have and what we currently have written up. We don’t have the sub type 

functionality, but it is something interesting to have. I kind like your authentication 

and negotiation stuff, if you are willing to submit that to the community, that is great. 

Other than that, I am having a hard time understanding where the differences are. 

Can you talk to that? 
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Someone from EclecticIQ 

 The proposal is about replacing the self-invent HTTP JSON request and response calls, 

the HTTP JSON calls kind reinvented in TAXII, replace it by grace standard call JSON 

API, instead reinvent the wheel again like the current spec does to a certain extent 

when it comes to exact certain response format and federation so on. TAXII currently 

spec has a few shortcomings. It is clear that these things have never been 

implemented because these problems occur all the time. For instance, the official 

Pagination is a problem, it is very hard to do, the current spec requires or suggests 

limited offset based approach there which will fall in the collection, so there is an 

efficient problem there, and then there are a few things about HTTP response code, a 

kind bit messy. For example, it requires HTTP no-content (or content?) for collection 

 Then a few things around HTTP responses, it is broken If you want to admin data to 

search results to the collection, because you now can not say this thing is empty. 

Because the body must be empty, but you have to put more info about it, for 

example for example Pagination links or the total count of how many items are there 

in the collection. 

 All those kind things, it would be solved in the proposed API. 

 The main thing is HTTP JSON core concept: collections,  API roots, content and all the 

stuff stay the same. Then a few extensions we added, the lower level spec is replaced 

by something that is proofing works. Removed the stuff that sets limitation like the 

current TAXII to proc does.  

 Hope that answers the question 

Bret 

 That answers some of the stuff. Still, have questions with Assertions, but maybe we 

will ask that at the end, and give Cisco the time to present their presentations as well. 

 Anybody else has questions for EclecticIQ? 

 

 
Cisco Presentation on Cisco's XMPP-Grid 

Syam Appala 

 We are presenting the XMPP Grid IETF draft - https://datatracker.ietf.org/doc/draft-ietf-mile-
xmpp-grid/. (sharing the screen) 

 The draft discussions where we extend XMPP and some of the core components that XMPP Grid 
messaging framework offers over and above XMPP. 

 Platform Exchange Grid (pxGrid) is a commercial version of XMPP Grid which is adopted by 50+ 
industry vendors across 10+ technology areas, and the eco-system is growing. Please 
review https://developer.cisco.com/site/pxgrid/discover/overview/ 
and http://www.cisco.com/c/en/us/products/security/pxgrid.html 

 We have Web Sockets and REST extensions with STOMP defined for XMPP Grid, alleviating the 
need for clients to be XMPP aware and have a client installed on them to exchange on XMPP Grid. 

 Cisco believes that integration between STIX/TAXII and XMPP-Grid is necessary so look 

forward to working with a community-based approach to solving that problem. 

https://datatracker.ietf.org/doc/draft-ietf-mile-xmpp-grid/
https://datatracker.ietf.org/doc/draft-ietf-mile-xmpp-grid/
https://developer.cisco.com/site/pxgrid/discover/overview
http://www.cisco.com/c/en/us/products/security/pxgrid.html
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 Cisco pxGrid Overview – “The Cisco Platform Exchange Grid (pxGrid) allows you to 

integrate your application into the pxGrid, a multivendor, cross-platform network 

system that pulls together different parts of an IT infrastructure such as security 

monitoring and detection systems, network policy platforms, asset and configuration 

management, identity and access management platforms, to name a few.  

 

When you have a new business or operational needs arise, you can use pxGrid to 

exchange context with Cisco products, such as the Cisco Identity Service Engine (ISE), or 

any other Cisco partner that supports pxGrid. 

 

Cisco pxGrid will provide you with an API that will open up a unified framework that will 

enable you to integrate to pxGrid once, then share context with any other platform that 

supports pxGrid. This hub and spoke architecture means that you integrate once to pxGrid 

and there is no need for you to adopt a host of individual, platform-specific APIs.” 

 

 

Syam 

 XMPP is the Extensible Messaging and Presence Protocol, a set of open 
technologies for instant messaging, presence, multi-party chat, voice and 
video calls, collaboration, lightweight middleware, content syndication, and 
generalized routing of XML data. XMPP is an open XML technology for real-
time communication, which powers a wide range of applications including 
instant messaging, presence and collaboration 

 XMPP-Grid is a set of standards-based XMPP messages with extensions. 
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It is intended for use as a transport and communications protocol framework 
for devices that interconnect with each other, forming a secure information 
grid 

 XMPP-Grid provides a security data sharing framework that enables multiple 
vendors to integrate to XMPP-Grid once, then both share and consume data 
bi-directionally with many IT infrastructure platforms and applications from a 
single consistent framework akin to a network-wide information bus.  This 
reduces the need to develop to explicit, multiple platform-specific interfaces, 
thereby increasing the breadth of platforms that can interface and share 
security data. XMPP-Grid is also configurable thereby enabling partners to 
share only security data they want to share and consume only information 
relevant to their platform or use-case and to customize information shared 
without revising the interfaces.  XMPP-Grid is data-agnostic enabling it to 
operate with virtually any data type such as IODEF [RFC5070]. 

 Overview:  
XMPP-Grid employs publish/subscribe/query operations brokered by a 

   controller, which enforces access control in the system.  This architecture 
controls what platforms can connect to the "grid" to share ("publish") and/or 
consume ("subscribe" or "query") contextual information ("Topics") such as 
security data needed to support MILE.  The control of publish/subscribe/query 
operations is architecturally distinct from the actual sharing of the contextual 
information.  Control functions are split into a logical control plane, whereas 
information exchange is considered a logical data plane.  This separation 
enables  scalability and customizability. 
 
XMPP-Grid defines an infrastructure protocol that hides the nuances of the 
XMPP data plane protocol and makes the information sharing models 
extensible with simple, intuitive interfaces.  XMPP-Grid Nodes connect to the 
Grid using the XMPP-Grid Protocol.  The XMPP-Grid protocol makes use of the 
XMPP transport protocol and introduces an application layer protocol 
leveraging XML and XMPP extensions to define the protocol. 
 

 The interesting is that according to the message framework, it suppose to 
provide Real-time communication for the consumer. Also, it provides the 
transfer. 

 

 So the publisher of the information can support the schematic perfectly for 
the topic of information. The subscriber can specify the perfect idea that is 
interesting to them. So the consumer can subscribe what they want. 

 

 XMPP and related technologies can play a major role in the transportation of 
STIX data within certain communities, and I would definitely like to help those 
communities support STIX interchange.  Having said that, as the Mandatory-
to-Implement transport for STIX data, TAXII must be based on technologies 
and concepts with as close to universal appeal as possible – hence the HTTP-
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based approach taken by the TAXII SC over the past year ( from email 
discussion) 

 

The components of XMPP-Grid are: 

 

 XMPP-Grid Controller (Controller): The Controller manages the control 

plane of XMPP-Grid operations.  As such it authenticates and authorizes 

platforms connecting to the data exchange grid and controls whether or 

not they can publish, subscribe or query Topics of security data. 

 

 XMPP-Grid Connection Agent (Connection Agent): The Connection 

      Agent enables the adopting Node to communicate with the Controller and     

other vendor platforms that have adopted XMPP-Grid.  Through this 

communication privileges of the connecting platform-- authorization to connect, 

publish, subscribe, query--are established.  The Connection Agent is typically 

implemented as a  client library. 

 

 XMPP-Grid Node (Node): A Node is a platform that has implemented 

      the Connection Agent so that it can connect to an XMPP-Grid deployment to 

share and/or consume security data. 

 

 Data Repository: This is the source of security data available on 

      the Grid and may be a network security platform, management console,       

endpoint, etc.  XMPP-Grid does not mandate a specific information model but 

instead remains open to transport structured or unstructured data.  Data may be 

supplied by the security platform itself or by an external information repository. 

 

 Topic: An XMPP-Grid Topic defines a type of security data that a 

platform wants to share with another platform(s). 

The operations carried out by XMPP-Grid to exchange security data 
   are: 
 

 Grid Connect: This is a Controller operation that authenticates a Node 
that has implemented the Connection Agent to establish a connection 
with the XMPP-Grid.  Once authenticated, authorization  policies on the 
Controller establish a Node's privileges on the XMPP-Grid such as the 
right to undertake to publish, subscribe or  query operations explained 
below. 

 
 Publish Topic: Security information is made available when an XMPP- 

      Grid-enabled platform "publishes" a "Topic."  This operation is 
      authorized by the Controller and communicated to the connecting 
      platform via the Connection Agent. 
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 Topic Discovery: Nodes on an XMPP-Grid discover Topics of security 
      data relevant to them by searching the Topic directory available 
      within the XMPP-Grid deployment.  The Controller maintains such a 
      Topic directory for every instance of XMPP-Grid. 
 

 Subscribe to Topic: A Node seeking to consume security information 
      "subscribes" to a Topic that provides the security information it 
      aims to serve its use-case.  This operation has its authorization 
      checked by the Controller and communicated with the connecting 
      platform via the Connection Agent. 
 

 Services Discovery:  
 …… 

 

  (The connection is bad, the quality of the audio is not the best) 

 For more details, please check https://tools.ietf.org/html/draft-ietf-mile-
xmpp-grid-01#page-23 

 The topic of my presentation is to see how we can leverage XMPP concept in 
TAXII 

  
 

Bret 

 Does anybody has any question for EclecticIQ or CISCO? 
             John Wonder 

 I have a question for the last presentation, what do you hoping we do with 
the XMPP-Grid? Are you suggesting it as alternative to TAXII? 

Syam 

 I just want to open this XMPP-Grid concept to TAXII, also to see if we can add 
TAXII extension using XMPP-Grid 

             Bret 

 I am having hard time to follow, and connecting the Dots 
             Syam 

 Just think it could be useful for TAXII 
             Bret 

 OASIS is an open community forum, we are welcome any feedback, anybody 
can express the opinions. But, I am having hard time to connecting the dot. 

 The community as a whole using this HTTP  

 That’s the whole purpose of the TAXII 

 I am trying to understand the presentation, what is our takeaway today? 
Syam 

 I want to come back with a proposal, how we can leverage this concept in 
TAXII? 

              Tray 

 Other vendors are developing similar protocols you mentioned? What is the 
status of the XMPP-Grid in terms pattens or anything? So this is like a draft 
RFC? 

https://tools.ietf.org/html/draft-ietf-mile-xmpp-grid-01#page-23
https://tools.ietf.org/html/draft-ietf-mile-xmpp-grid-01#page-23
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               Bret 

 Are there any more question for CISCO or EclecticIQ? If not, then 
               Syam 

 I will come back with an proposal 
                Bret 

 You can come back any time you want, as many times you want, this is a open 
community, any body is welcome. Please come back anytime you want 

 …. 

 Thank you every body 
 

 
 
********************************************************************  

Meeting Terminated 


