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Attribute Data type Meaning
CK_TRUE.
Default is CK_FALSE.

CKA_UNWRAP_TEMPLATE CK_ATTRIBUTE_PTR For wrapping keys. The attribute
template to apply to any keys
unwrapped using this wrapping
key. Any user supplied template
is applied after this template as if
the object has already been
created. The number of attributes
in the array is the ulValueLen
component of the attribute
divided by the size of
CK_ATTRIBUTE.

CKA_ALWAYS_AUTHENTICATE CK_BBOOL If CK_TRUE, the user has to
supply the PIN for each use (sign
or decrypt) with the key. Default
is CK_FALSE.

CKA_PUBLIC_KEY_INFO8 Byte Array DER-encoding of the
SubjectPublicKeyInfo for the
associated public key (MAY be
empty; DEFAULT derived from
the underlying private key data;
MAY be manually set for specific
key types; if set; MUST be
consistent with the underlying
private key data)

CKA_DERIVE_TEMPLATE CK_ATTRIBUTE_PTR For deriving keys. The attribute
template to match against any
keys derived using this derivation
key. Any user supplied template
is applied after this template as if
the object has already been
created. The number of attributes
in the array is the ulValueLen
component of the attribute
divided by the size of
CK_ATTRIBUTE.

- Refer to Table 10Table 10 for footnotes
It is intended in the interests of interoperability that the subject name and key identifier for a private key
will be the same as those for the corresponding certificate and public key.  However, this is not enforced
by Cryptoki, and it is not required that the certificate and public key also be stored on the token.
If the CKA_SENSITIVE attribute is CK_TRUE, or if the CKA_EXTRACTABLE attribute is CK_FALSE,
then certain attributes of the private key cannot be revealed in plaintext outside the token.  Which
attributes these are is specified for each type of private key in the attribute table in the section describing
that type of key.
The CKA_ALWAYS_AUTHENTICATE attribute can be used to force re-authentication (i.e. force the user
to provide a PIN) for each use of a private key. “Use” in this case means a cryptographic operation such
as sign or decrypt. This attribute may only be set to CK_TRUE when CKA_PRIVATE is also CK_TRUE.
Re-authentication occurs by calling C_Login with userType set to CKU_CONTEXT_SPECIFIC
immediately after a cryptographic operation using the key has been initiated (e.g. after C_SignInit). In
this call, the actual user type is implicitly given by the usage requirements of the active key. If C_Login
returns CKR_OK the user was successfully authenticated and this sets the active key in an authenticated



pkcs11-base-v2.40-errata01-os-complete 13 May 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 55 of 148

Attribute Data type Meaning
unwrapped using this wrapping
key. Any user supplied template
is applied after this template as if
the object has already been
created. The number of
attributes in the array is the
ulValueLen component of the
attribute divided by the size of
CK_ATTRIBUTE.

CKA_DERIVE_TEMPLATE CK_ATTRIBUTE_PTR For deriving keys. The attribute
template to match against any
keys derived using this
derivation key. Any user
supplied template is applied after
this template as if the object has
already been created. The
number of attributes in the array
is the ulValueLen component of
the attribute divided by the size
of CK_ATTRIBUTE.

- Refer to Table 10Table 10 for footnotes
If the CKA_SENSITIVE attribute is CK_TRUE, or if the CKA_EXTRACTABLE attribute is CK_FALSE,
then certain attributes of the secret key cannot be revealed in plaintext outside the token.  Which
attributes these are is specified for each type of secret key in the attribute table in the section describing
that type of key.
The key check value (KCV) attribute for symmetric key objects to be called CKA_CHECK_VALUE, of
type byte array, length 3 bytes, operates like a fingerprint, or checksum of the key. They are intended to
be used to cross-check symmetric keys against other systems where the same key is shared, and as a
validity check after manual key entry or restore from backup. Refer to object definitions of specific key
types for KCV algorithms.
Properties:

1. For two keys that are cryptographically identical the value of this attribute should be identical.

2. CKA_CHECK_VALUE should not be usable to obtain any part of the key value.

3. Non-uniqueness. Two different keys can have the same CKA_CHECK_VALUE. This is unlikely
(the probability can easily be calculated) but possible.

The attribute is optional, but if supported, regardless of how the key object is created or derived, the value
of the attribute is always supplied. It SHALL be supplied even if the encryption operation for the key is
forbidden (i.e. when CKA_ENCRYPT is set to CK_FALSE).
If a value is supplied in the application template (allowed but never necessary) then, if supported, it MUST
match what the library calculates it to be or the library returns a CKR_ATTRIBUTE_VALUE_INVALID. If
the library does not support the attribute then it should ignore it. Allowing the attribute in the template this
way does no harm and allows the attribute to be treated like any other attribute for the purposes of key
wrap and unwrap where the attributes are preserved also.
The generation of the KCV may be prevented by the application supplying the attribute in the template as
a no-value (0 length) entry. The application can query the value at any time like any other attribute using
C_GetAttributeValue. C_SetAttributeValue may be used to destroy the attribute, by supplying no-value.
Unless otherwise specified for the object definition, the value of this attribute is derived from the key
object by taking the first three bytes of an encryption of a single block of null (0x00) bytes, using the
default cipher and mode (e.g. ECB) associated with the key type of the secret key object.
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CK_BBOOL true = CK_TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &keyClass, sizeof(keyClass)},

{CKA_KEY_TYPE, &keyType, sizeof(keyType)},

{CKA_ENCRYPT, &true, sizeof(true)},

{CKA_DECRYPT, &true, sizeof(true)}

};

CK_RV rv;

.

.

rv = C_UnwrapKey(

hSession, &mechanism, hUnwrappingKey,

wrappedKey, sizeof(wrappedKey), template, 4, &hKey);

if (rv == CKR_OK) {

.

.

}

 C_DeriveKey

CK_DEFINEDECLARE_FUNCTION(CK_RV, C_DeriveKey)(
CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hBaseKey,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulAttributeCount,
CK_OBJECT_HANDLE_PTR phKey

);

C_DeriveKey derives a key from a base key, creating a new key object. hSession is the session’s
handle; pMechanism points to a structure that specifies the key derivation mechanism; hBaseKey is the
handle of the base key; pTemplate points to the template for the new key; ulAttributeCount is the number
of  attributes in the template; and phKey points to the location that receives the handle of the derived key.
The values of the CKA_SENSITIVE, CKA_ALWAYS_SENSITIVE, CKA_EXTRACTABLE, and
CKA_NEVER_EXTRACTABLE attributes for the base key affect the values that these attributes can hold
for the newly-derived key.  See the description of each particular key-derivation mechanism in Section
5.16.2 for any constraints of this type.
If a call to C_DeriveKey cannot support the precise template supplied to it, it will fail and return without
creating any key object.
The key object created by a successful call to C_DeriveKey will have its CKA_LOCAL attribute set to
CK_FALSE.
To partition the derivation keys so they can only derive a subset of keys the attribute
CKA_DERIVE_TEMPLATE can be used on the derivation keys to specify an attribute set that will be
added to attributes of the key to be derived. If the attributes do not conflict with the user supplied attribute
template, in ‘pTemplate’, then the derivation will proceed. The value of this attribute is an attribute
template and the size is the number of items in the template times the size of CK_ATTRIBUTE. If this
attribute is not present on the base derivation keys then no additional attributes will be added. If any
attribute conflict occurs on an attempt to derive a key then the function SHALL return
CKR_TEMPLATE_INCONSISTENT.


