
  

 

 
CTI-TC Monthly Meeting: Session #1 

 

Meeting Date: April 20, 2017 

Time: Session #1 – 11:00AM US EDT 

Purpose: Monthly CTI TC Meeting 

 

Attendees: 

John Anderson NC4 
Greg Back  Mitre Corporation 
Jonathan Baker Mitre Corporation 
Ted Bedwell  Cisco Systems 
James Bohling  US Department of Defense (DoD) 
Phillip Boles  FireEye, Inc. 
Wesley Brown  LookingGlass 
Michael Butt  NC4 
Aharon Chernin Perch 
Gus Creedon  Logistics Management Institute 
Trey Darley  Kingfisher Operations, sprl 
Jamison Day  LookingGlass 
Dave Eilken  Perch 
John-Mark Gurney New Context Services, Inc. 
Stefan Hagen  Individual 
Nicholas Hayden Anomali 
Christian Hunt  New Context Services, Inc. 
Bret Jordan  Symantec Corp. 
Gary Katz  US Department of Defense (DoD) 
Jason Keirstead IBM 
Sarah Kelley  CIS 
Ivan Kirillov  Mitre Corporation 
Chris Lenk  Mitre Corporation 
Patrick Maroney Wapack Labs LLC 
Jeffrey Mates  US Department of Defense (DoD) 
John Morris  IBM 
Shyamal Pandya FireEye, Inc. 
Paul Patrick  FireEye, Inc. 
Richard Piazza  Mitre Corporation 
Richard Shok  U.S. Bank 
Andrew Storms New Context Services, Inc. 
Richard Struse  DHS Office of Cybersecurity and Communicat... 
Natalie Suarez  NC4 
Masato Terada Hitachi, Ltd. 
Allan Thomson LookingGlass 
Ian Truslove  LookingGlass 
Alex Tweed  Mitre Corporation 
Jyoti Verma  Cisco Systems 
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Remko Weterings FireEye, Inc. 
Ron Williams  IBM 
John Wunder  Mitre Corporation 
 

Agenda: 

 Next F2F – When & Where 

 Release Schedule and Roadmap 

 STIX Subcommittee Update 
o Review Public Comments Matrix 
o Discuss Ballot for CSD 
o Ballot for Opinion & Intel Note 

 Cyber Observables Subcommittee Update 
o Malware & Infrastructure Status 

 TAXII Subcommittee Update  
 Interop Subcommittee Update 

 
Meeting Notes  

Richard Struse:  
 
Rich introduced himself, and welcomed everyone.  He mentioned this was the first of two calls today and 
reminded everyone to record their attendance to maintain their voting rights.  He then presented the 
agenda for the meeting. 
 
F2F 5/23-24 
 
Rich discussed plans for the next face-to-face (F2F) meeting planned for late May.  The purpose of the 
meeting is in-depth discussions about the STIX 2.1 release.  No decisions are made at F2F meetings, but by 
attending you can influence the discussions. 
 
A location in Bethesda has been reserved for May 23-24. 
 
Next week the date will be confirmed assuming enough people indicate they will attend.  Please respond to 
the Doodle Poll (link on slide).  
 
The plan is for at least 3 F2F meetings per year.  If your company has a facility for about 50 people (and 
internet access) and you would be interested in hosting a future F2F meeting contact Rich or Jane Ginn. 
 
Release Schedule 
 
Rich then lead the discussion on the release schedule in general, and for STIX 2.1, in particular.  He 
mentioned the need to clearly define, the parameters of the release (time, topics, etc.) and the need to 
focus mostly on those topics. In general, this implies one of three options:  smaller scope, longer timelines, 
or work faster. 
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Sarah Kelly pointed out that the editors put in a lot of time "behind the scenes", so it is important to have a 
timeline that allows them to do their work once STIX 2.1 has stabilized.  
 
John Wunder reminded the attendees, that this was a full TC decision, not just the co-chairs. 
 
Gary Katz and Bret Jordan mentioned that including the Incident object in STIX 2.1 was very important to 
them. 
 
John-Mark Gurney pointed out that a July deadline for STIX 2.1 was very aggressive considering the 
"Committee Standard" (CS) for STIX 2.0 was still not released. 
 
Allan Thomson noted that deadlines were also driven by marketing decisions at various companies. 
 
BJ reminded everyone that the proposed 2.1 deadline was for the "Committee Standard Draft" (CSD) only – 
not for the CS release. 
 
RS pointed out that we shouldn't make the releases too frequent, because it would give the appearance of 
"churn", which is not appropriate for a standard.   
 
AT mentioned that if someone wants to include an object in STIX 2.1 (or any future release) they must be 
actively involved in advocating for it and volunteer to help develop it. 
 
JMG asked that more people participate – even if it is just to review the documents, 
 
JW summarized the discussion by noting that many are calling for additional features/objects for 2.1 
(particularly, incident), so a longer timeline might be best. 
 
STIX 2.0 Public Review 
 
John Wunder lead the discussion of the STIX 2.0 public review. 
 
Editors made changes this week based on comments that had been received.  These comments have been 
discussed with the TC on previous working calls or on Slack. 
 
The changes can be organized into three "buckets":  substantive changes, editorial changes, example fixes.  
 
Substantive Changes: 
 

 Use single quote in patterns - accept 

 Add hash property to external reference - accept 

 Remove description property from all cyber observables - accept  
o Probably existed because of c&p error made when the documents were merged 

 Add indicator -> vulnerable relationship - reject 

 x.509 extension name is incorrect – reject   
o Ivan Kirillov pointed out that this is the name of the X.509 extension, not a STIX extension 

 In unix account cyber observables use a reference to directory instead of just a string - reject  
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JW asked for any comments on these changes, but there were none. 
 
Editorial Changes:  
 
JW reviewed the minor editorial changes that were made to address some of the comments (see slide)  
 
2.0 Next Steps 
 
JW then outlined the next steps needed to release the CS: 
 

 Changes list in a comment log (spreadsheet) 

 Issue a motion for unanimous consent via email 

 Open a 15 day comment period  - only for changes from previous comment period 

 If there are no material changes, issue a ballot to approve as CS! 
 
Any changes at all after the 15 day comment period triggers another new comment period. 
Please review the documents again to find all "nits" so they can be fixed now. 
  
2.1 Status 
 
JW discussed the current roadmap for 2.1 (see slides for link) 
 
Three ballots for intel note/opinion, add comment object will be issued soon.  Please vote! 
 
Please join working calls to further malware and infrastructure, which are the two objects that have been 
worked on the most for 2.1 
 
Cyber Observables Subcommittee Update  
 
Ivan Kirillov updated everyone on the activity of the Cyber Observables Subcommittee. 
 
He presented this slide showing the dependencies for the Malware and Infrastructure objects on cyber 
observables. 
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Including "actions" as part of cyber observables in 2.1 is an open question. 
 
Any new cyber observables have implications for the pattern language.   
 
Several extensions would also be developed (e.g., Firmware and Operating Systems for Software). 
 
Some initial work has been done for the Infrastructure object.  There are two kinds of infrastructure:  
adversary and victim.  The current thinking is to focus on the former in 2.1. 
  
Much discussion has taken place about the Malware object, on working calls, Slack, email, etc.  Two aspects 
of malware have been identified – instances and families.  The current question is whether one or two 
types of SDOs are needed to represent the two aspects.  Ivan is working on a draft proposal for a combined 
SDO. 
 
What properties are necessary to capture the analysis of malware, is under discussion.  The general 
consensus is that the properties should be aligned to "what" was discovered as opposed to "how" (the 
techniques) it was discovered. 
 
It has been suggested that the patterning language is too expressive, and might be able to represent 
patterns that are too "complex" – in that they could cause a DOS when used by the consumer. 
 
TAXII Subcommittee Update  
 
Bret Jordan presented a quick summary of the TAXII 2.0 status: 
 

 A ballot for CSD01 ready and will be issued soon 
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 The authentication section need the most review, so if you have limited time, focus on that 
section. 

 
Interop Subcommittee Update  
 
Allan Thomson presented the update for the Interop subcommittee, with additional comments by Jason 
Keirstead. 
 
Tests for several 2.0 objects and concepts have been completed (see slide).  This has been denoted as "Part 
1".  Other tests will be in "Part 2". 
 
Use case "personas" were also defined.  This defines types of users, which might use STIX for different 
purposes. 
 
Allan then discussed the possible future work for the subcommittee: 
 

 What goes in test specification and guidelines? 

 Should the interop committee confirm self-certification of vendors/organizations? 
o If so, who would staff this review group?  What process would be used? 

 
The subcommittee set up a google poll for determine the TC's thoughts on the second question 
(https://goo.gl/forms/zmBTtjUCcyer30si2).  They asked that everyone take a few seconds to answer it. 
 
Jason emphasized that the subcommittee itself would not have the resources to do this.  Rich Struse 
pointed out that if you vote yes in the poll, you should also consider how you would contribute to a review 
group. 
  
Allan and Jason finished with a call to action: 

 Please join the subcommittee, attend the weekly meetings and read/edit draft documents 

 The next milestone is 5/15, for the draft of part 1. 

 If you care about interoperability - please get involved 
 
Final Comments 
 
Rich Struse appealed again for TC members to get more involved: 
 

 Read / edit docs 

 Suggest and draft proposals for new SDOs 

 Participate in the weekly working calls (Tuesday afternoon).  Monitor and comment on Slack and 
email. 

 If you feel you would like to be more involved, but your management isn't supportive, Rich 
would gladly contact them and "help to make the case".  

 
Last Call 
 
Jyoti Verma commented on Open C2 TC. She is one of the co-chairs. 

https://goo.gl/forms/zmBTtjUCcyer30si2
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 Please sign up to this OASIS TC (Rich Struse – you are already a member of OASIS) 

 The main question to resolve:  How does COA from Open C2 fit into STIX 

 John Wunder and Sarah Kelly would work with Jyoti to set up an "interest" group with a Slack 
channel  

  
 
Meeting Terminated 
***************************************************************** 


