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Agenda: 

I.            Review outstanding items and action items from last week’s meeting minutes 
II.           Review the draft document. 
III.          Review the personas list 

 

 

Meeting Notes: 

Moderator: Allan Thomson 
Recorder: Nicole Gong 

___________________________________________________________________________ 
 

1. Google use case document URL: 
https://docs.google.com/document/d/1l54RhjxwuXrZUQ19zIHUiZ7_c6otbLbVVfluKJogU7s/ed
it?ts=5890ba79 

 
2. STIX™ 2.0 Interoperability Use Cases Future Ideas: 

https://docs.google.com/document/d/1xe1jSbb6324dYAXsy_zrLZxVIKeWa9FVL-
uuillYjfg/edit# 

 
3. Persona Metrix: 

https://www.oasis-open.org/apps/org/workgroup/cti-
interoperability/document.php?document_id=60290&referring_url=%2Fkws 

https://docs.google.com/document/d/1l54RhjxwuXrZUQ19zIHUiZ7_c6otbLbVVfluKJogU7s/edit?ts=5890ba79
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Allan Thomason 
- Review the meeting minutes from last week. 
- Jason is on the plane and cannot make it today 

  Marlon 
- Noticed some issues with the calendar, it is shown (yesterday) as same time as the working group. 

  Allan Thomason 
- will take the action, check and make sure the link is still valid. Time is still the same, 9:00am pacific 

time. 

Allan Thomason  
- In terms the comments. It seems mostly Gus’s comments. I already started the review, 

and most of them were editorial. So, I will just accept as I go through this. Does Anyone 
else have any comments. 

              Marlon 
- I edited sections related the course of actions, but then since last call we have added 

more content. People were saying we need to start references things are optional. 
- I have not seen it since then, I do have some questions regarding the comments. 

               Nicole 
- I don’t have comments, but have a question related to the earlier calls. Regarding review 
- The personas. Will leave the question to the end of the call. 

Marlon 
- Questions: Within the document, did we and a section for Identity? If we reference 

anything, we should have a section for that as will. maybe we need a section about 
identity? 

              Allan 
- All the examples we have in the document, describes that the identity fields must be filled 

in. So, we describe that and we show it in all the examples. We did talk about where 
created by optional thing in the spec. 

- What do you think we need to add to address your concern? 
               Marlon 

- Yes, do we have a section that outlines the identity? For example, explains these are the 
fields being implemented, and then examples to show how they are used. Not just 
paragraph, but a whole section like indicators and all the other objects? 

               Allan 
- In my opinion, no one would create an identity object on its own. It is usually referred to 

and by something else. Are you say you would like to create an object on its own, and 
then can share an identity on its own? In my company and my product, we don’t share 
identity on its own. 

              Marlon 
- I see your point, I am thinking about for every example we produce, we always have to 

have identity in that example which is fine. Whenever you are hearing a bundle, 
everything need to resolve in that bundle, that may not exist in any of documents we 
have. 

- To my point, if I want to share an indicator, via the current use case we have, identity is 
required, there is nothing else I need to references the identity. Identity is there, but it 
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does not have any granularity, that explains the fields and how you use them. So, I think 
there is a value to have its own section. People may not create identity object by itself. 

- But with the identity section, it provides clarity on how it is being used. 
              Allan 

- I am taking two action items and put in the document:  
o Review how we refer to identity, and make sure it is cleared what field to needs to 

be filled in and how it is used 
o All test cases are clear when they are produce bundles, all data are in the same 

bundle for test cases. If there are test cases explicitly test cross bundle data 
references, it will be called out explicitly. 

- All the test cases we have so far, everything is in the bundles, that is the simplest thing to 
start, eventually we need to be able to support references that are not in the same bundle 
or objects that are created by someone else. You create an object that refers to someone 
else’s object, Therefore, you are not distributing someone else’s object. You only 
distributing an update that referrers to their object. By default, most cases these things 
will be in the bundle. 

- So, I think there are additional uses cases where we know and additional objects maybe 
added in the future, for now maybe it is ok. 

                Marlon 
- How do we advertise or market interoperability if we cannot say that we are not cross 

bundle interoperable, only interoperable in the same bundle? It seems that the standard 
we have now need us to keep everything in the bundle, we are not cross bundle 
interoperable. At this point, I know that when I talk to a vendor I need to keep everything 
in the bundle, we already said we cannot do cross bundle, I think that is fine, some people 
may prefer other capability, that we can easily articulate that. 

                 Allan 
- Okay, I agree. I think we have addressed your question. 
- Are there anything else, Marlon? 

                 Marlon,  
- that is all. The actual part, reference other things inside different examples that we don’t 

have a section inside of the document. For example, “course of action” references 
“Malware”, and I know we are talking about Malware. SO, we should probably change it, 
so all our examples are inclusive. We cannot say here is malware, but malware is not 
included anywhere else. That to be is sounds like the specification is not complete. People 
would say they are interoperable with the spec, now 

 
                  Allan 

- There is a simple way to fix that, let’s say for example, COA, we can point to something 
that isn’t in the spec, such as… may be an indicator?  

                  Marlon 
- Yeah. 

                  Allan 
- So, can I give you an action item to update these examples in the document? 

                   Marlon 
- Yeah. Yes, I can take the action item. That’s something we agree to throughout the 

document. 
                   Allan 
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- I think the example you gave is the only place we have in this document where we 
reference something isn’t in the rest of the spec. I do prefer, once we do support malware 
may be in the future, in specification part 2, or whenever it comes up, that be good to 
have reference to malware, but I cannot agree we do it now. Until we have more 
comprehensive test cases for malware give the word to the community to refer to the 
malware, I’d rather wait until that is done before we do too much in that regard. Maybe 
you can update the COA examples to refer 

- Action item: Marlon to update COA test examples to use indicators instead of malware as 
a connection point to something that isn’t in the spec, using an example such as… may be 
an .. 

                    Marlon 
- I am just thinking out loud in my head right now. I think COA does not go to indicator? The 

spec allows you do other stuff. That is the other question I have; we kind blow it out? 
- The spec says you can have relationships with anything. 

                     Allan 
- That’s I kind agree with you, an COA, to me when you detect this indicator invoke COA is a 

pretty nature thing. I do think it does go that way. I think it is reverse. I think you connect. 
Now I don’t remember which way it goes. But I am pretty sure, an indicator does go to 
COA. We can look that up, but I am pretty sure, it is. 

 
                     Marlon 

- OK. 
                     Allan 

- I am giving you an action item, if you look the spec you will see it. 15:04 
-  

                     Patrick and Masato both joined: 
 
                     Allan 

- Patrick, Masato, we just reviewed some of the comments and Marlon had some 
questions. We just went over that. do you have any comments? 

                      Patrick 
- I have not had time to dig into this level. In general I like this direction we are heading. 

                      Allan 
- In general, I went through Gus’s comments. The one thing I would like to discuss is the 

first comment. All the others are very easily resolved. Just editorial. His comment is a 
general common, basically what he said was:  

o We are developing specifications that software vendors must follow as they 
develop minimum viable STIX & TAXII consumer products. (he just made general 
comment.) 

o #2 We are both face OASIS compliant methods: self-certification, interoperability 
committee based certification, automatic script certification, and other phases (?) 

o #3 It’s not the guideline and guidance that we would give the specification to the 
vendors, concerning how it is applied. For the vendors to claiming interoperability 
complaint self-certification, they must adhere to the personas, profile behavior as 
detail required, …etc. (not sure if I captured this correctly, Nicole) 
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- On #3, I agree with that. So, I will act it on to make sure if everyone agrees with that, first, 
we will make sure this is the intention of the document is that people must adhere to it. 
That’s not just guidance. Any comments? 

- None. Five three updates are recorded here.  Allan agree to update comment 3 and 
above.  

- #2 may not belong to this document. We have talk about what the rule of committee 
before. we did a google poll to ask people whether they think we should submit the test 
results to some review body to confirm certification 

- There were mixed responses, although majority of the people voted are in favor of 
verification of the results 

- Results: 16 total responses, 9 “yes” that is equal to 66%, 6 “no”, then 1 “don’t care”. It’s 
not a big number of people voting, but majority people are in favor, I had sent a proposal 
to Jason, potentially how we do it. Suggested that vendors can submit the test result to 
review committee for approval, we would like to the review committee to be ideally open 
to as many people as possible, using the concept of “community policy”. So, it won’t be in 
a situation where people think one vendor or company able to deny others (the 
result/process). That is the mechanism we would setup. Any question or comment? 

Patrick 
- I have a few, as a formal chair of this sub-committee, I am pleased to see all the 

progresses you have made. You are doing a lot of work, great job. 
- My advice is that, we invested a lot of time develop this and working on this, only road 

block at the end of the process.  Everything has to be approved by the TC, subcommittee 
cannot make decision. Everything must go through TC. My advice to you is before spend a 
lot of time, you should get approved by TC, especially this kind decisions. It may be highly 
political, or potentially highly political. 

              Allan 
- I kind agree, I do believe that we need little more firm proposal before go to get approval 

from the TC. 
              Patrick 

- As you said you didn’t get many votes, I kind see this pattern, people don’t vote and then 
only when you submit to the TC to make it formal, then all of sudden people wake up and 
have all sorts of perspectives. Which is good, it is what you want. I am just simply 
reminding you that having people vote on is good.  

              Allan 
- Yes, I agree.  

              Nicole 
- It’s good to have vendors submit the test results, going through the review process. We as 

the TC can learn more scenarios out there, how people would use it. Then as time goes 
on, we can discover more use cases and adding more content into this document, it would 
be more complete. 

               Allan 
- Regarding the two vendors who willing to validate the persona, who are they Nicole? 

               Nicole 
- Yes, I wanted to ask, I have two people are interested to validate the persona, my 

questions are that how should we do it? Jane provided initial mapping based on Pat’s 
survey monkey questionnaire results. Then there is another source she used. Those were 
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all from earlier version mapped to the 2.0 version. Now for the newer vendors which 
version should they use? 

               Allan 
- Yes, we used the earlier version survey result and mapped to STIX 2.0 personas. These 

personas are the main personas. They are the most common ones. If vendors think their 
personas are missing and if they think those persona is important, then the need 
contribute or participant in the sub-committee. Then we can update that. For example, 
one of the company you mentioned is LogRhythm, I believe they are SIEM vendors, their 
primary interest would be how we describe the SIEM and the test SIEM perform matches 

- What they would expect. Now I am not sure what the TC’s rules are, I am not sure if they 
are members, are they or “no”.  if they are interested, they must be members, I am sure 
they are not members. 

               Nicole 
- I am not sure. 

                Allan 
- I think they must be members to participate. Otherwise they have to wait to public review 

period to be able to do so. None-members’ comments have to be taken during the public 
review period. 

                Patrick 
- I am looking at the member list, and try to make sure… 

                 Allan 
- Obviously more participants more feedbacks we are getting is better, I encourage you to 

encourage them to join. 
 
                 Patrick 

- None-members cannot contribute to any of the content, I believe. You have to sign a 
contact before you can put a single word to into any of the OASIS spec. 

                  Allan 
- If the other company is member, then I encourage them to join the interoperability 

committee. 
                  Nicole 

- What about the vendor list we have listed on the wiki page, are they all members or not? 
                  Allan 

- That is a different issue, the vendor list was gathered from a previous effort/survey, there 
is no validation of any kind, it is more of vendors that claim they are in some ways 
supporting STIX and TAXII. With STIX 2.0, we need to raise the bar a little bit. Our focus is 
on STIX 2.0, to maintain the survey of vendor list is not our focus, obviously, they are not 
compliant until we have a process in place. 

- I would rather continue to communicate to the industry and to the community, this was a 
previous effort gathered for vendors who supports the STIX, it does not mean 
interoperability or STIX compliant or anything. There has been no validation of any kind. 

                   Pat 
- The survey results represent a different effort in the earlier days, it had a different scope. 
- The focus was different then. 

                   Allan 
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- That was a good effort, it should be put under the content which was done. As we said 
now with STIX 2.0 we need to raise the bar a little. I just want to make clear that 
companies who claim that they support STIX is different than certified STIX vendor. 

- There is no compliance validation done. They cannot represent interoperability or STIX 
compliant. 

- For the communities, we have to realize that when we provide validation tests, when a 
company say we are STIX compliance and we can validate this persona, and that person, 
we can perform this specific uses case …. To me that mean quality. Not just some false 
advertisement marketing things. It is specific and not vague. 

                     Patrick 
- Agree, there needs to be a vetting process, once it rolls out, people can submit what is 

required to submit. The self-registration process is subject to be replaced with a more 
specific validation process. 

- you may talk to OASIS about that, what are the accreditation process? You do need clarify 
with OASIS. I think what I heard is that I/we won’t maintain the current supporter self-
registration. That is what I heard. The process does need to be bold up.   I do think 
Someone has to architect something, a process, would you agree? 

                      Allan 
- Absolutely, this page is confusing, Jason, myself and the committee needs to work on 

what this page represents. Nicole – let’s not update the page for CISCO yet. Let’s work on 
the bigger issues with OASIS, I will send an email copy you, Jane, Jason. ..etc. 

- I don’t want to lose the data, but I don’t want to mis-represent either. So I will propose 
how we refer to it. This is vendors said they support STIX 1.x, validations, compliances 
have not been done. Therefore, basically, take it for as it worth. I will response to Harry 
from CISCO. 

- Is there anything else we want to cover in this meeting? 
                      Marlon 

- I have a different question: What if a vendor product exists, but does not claim this 
persona or that persona but rather supports a bit of each the personas/multiple 
personas?  

- So, it does indicator sharing but it’s not SIEM, then it does COA, but it is not a provider like 
the ones you had. If they say these are the things I do, but I cannot point to a specific 
persona that does everything that person do. I cannot point to all the things in the 
interoperability spec. I want to say I am interoperable, but I just cannot point to a 
particular persona. 

                       Allan 
- So, Marlon, there is a way to solve that, when a product comes up, we would consider 

whether or that person fits in our category.  Maybe we need to tweak the persona 
definition a bit. Or, we can create a new persona which represents the product category. 
There is may be other companies also have similar personas, we simply don’t have all the 
personas. Basically, we have two options: 

o Updating existing personas to inclusive of that product 
o Creates a new persona that is a match 

- If is just one persona and no other company would do it, then the 3rd option I can think of 
is we create a “other” category. The checklist is the whole, then the fall back. 

- Because if you look the screen and look the check lists, the list all the test, whether is 
mandatory or not, the product must fill in and list all the test. 
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- I’d rather they review the personas and check to see if the descriptions are accurate 
before we create a new persona. Of course, when we create the represents that category. 
If there are other companies do the thing similar and matches this new persona, then we 
should have it in the spec. If that does not apply, then the 3rd option “other”, what do you 
think? 

                  Marlon 
- I am all for the “other” persona, I like the 3rd option upfront, then they can check that 

option and in the future, when we redefine that persona, updates the definition, we can 
tribute to them. That way we have an area to put them. Maybe we start the 5 personas 
and other, then next version we would have 6 personas and the other. Doing this other 
allows us to include companies does not fit in to our personas, and we can discover more 
personas. 

                  Allan 
- I like the more people to participant in the interoperability committee, I don’t want this 

checklist to be the reason they are not participants, I would like to include them. If this 
“other” option can allow them to contribute, I am all for it. 

- I will say persona checklist is more about minimum requirements. If they are SIEM, the 
must support some minimum sets of features, we are raising the bar a bit. If we open 

- That “other” option it may open the door for not interoperable for the minimum 
requirements if they don’t implement it. 

                   Marlon 
- That’s kind get them in the door, a way to get them in the door, and in the next version, 

they can improve that. 
                    Allan 

- I get your point, but I am not sure if we want to do that. There are things we can do to 
increase quality. 

                    Pat 
- Why do we do some basic STIX package, such as baseline core functions.   

                    Allan 
- I think I have discussed that, I think that is challenge. That is a lot of work, I am not sure 
- If people would submit to that. 

                     Pat 
- It is five years of work, it is challenge, some companies have done that we have seen it. 

                     Allan 
- I do see Marlon’s point; I will put some text to consider that. All right. We do have the 

meeting next week to continue the discussion. 
- All right, thank you. 

 
 
 
 

 
 
Meeting Terminated  
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