
  

 

 
CTI-TC Extra Weekly Working Call 

 

Meeting Date: August 8, 2017 
Time: 12:00 pm EDT 

Purpose: Weekly CTI TC STIX SC  
 

Attendees: 

Allan Thomson 

Trey Darley 
Sarah Kelley 

John-Mark Gurney 
 

Ivan Kirillov - Moderator 

Richard Piazza 
Bret Jordan 

Richard Struse 
 

Christian Hunt 

Efrain Ortiz 
John Wunder 

Jane Ginn - Recorder 
 

 

Agenda: 

•  DNS query/response 

• Location 
• IEP 

 
Meeting Notes: 

John 

 Set agenda for meeting 
Ivan 
 Went over properties of the request/response 
 Asked if we needed separate timestamps on each DNS request 
Jane 
 Stated preference for separate timestamps 

Allan 
 I’m leaning that way 
Ivan 
 Then went through the use of the qtype property – Changed MUST to SHOULD 
John 
 Question about timestamp on the DNS Query 
Ivan 

 I guess this is the Wireshark principle 
  Response Timestamp 
Bret 
 We need to make sure we are clear so users don’t get confused 
John-Mark 
 How do we know when the query was performed [gave example] 

 It should be on observed_data 
Ivan 
 I should look at a pcap – I’ll do it after this call 
 Then went through the rdata_objects_refs 
  I added rdata_other_data – you can include a dictionary 
 I understand that this is more complicated then we want – but, it can capture the other data 

 [Discussion of rdata] 
Allan 
 We we not use the word ‘class’  
Ivan 
 That is what it is called in the RFC 
Allan 

 I’m thinking about programmers 
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John-Mark 
 Yea, that is a reserved word 
Ivan 
 OK, thanks guys 

John 
 OK – I like to go over Location Object on ISO 3166 
 We need to go over some things that OASIS has given us 
 [showed screen] 
 We used ISO country codes 
Bret 

 Are we using the ISO specification for language codes? 
John 
 Some discussion 
Bret 
 I’m referring to the legality issues – using ISO standards and not paying for them 
John 

 Pointed out the examples of defined listing of administrative areas 
 If we use ISO 3166 they are for pay – Are we going to run afoul of ISO copyright? 
Trey 
 From a commercial perspective – permitting free use of the country codes is a good loss leader 
John-Mark 
 Just because it is on Wikipedia, does not mean it is freely available 

John 
 If you look at the country code – we would get some questions 
John-Mark 
 Does the RFC list it, or reference the ISO 
Bret 
 This is becoming a sticky legal issue 

John 
 Let’s think of our options here… If we don’t use country codes, it would be a joke 
John-Mark 
 We would not be able to develop a set of country codes 
Bret 
 Could we replicate the creative content from Wikipedia, and reference it 

Trey 
 That puts us in the position of No. Sudan and So. Sudan 
Rich 
 Can we just make it a SHOULD rather than a MUST? 
John 
 Everyone does it anyway 

Allan 
 What is to be gained by MUST? 
 Everyone will 
Rich 
 I believe if we say country as a SHOULD – then all will do  
 If we are going to entertain Ryu’s suggestion for ISO codes for Admin areas – that is 

  A separate issue 
  That is a big corpus of data 
John-Mark 
 That is an interesting point – Does ISO maintain a list old countries that no longer exists 
Rich 
 Gave another example of US-D.C. 
John-Mark 

 Maybe we should remove US 
Bret 
 Maybe we should use “organizations MAY use  
Rich 
 Then you get into user interface issues and interop issues 
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Trey 
 Gave example of language code in China 
John-Mark 
 Gave examples of other scenarios 

Trey 
 We’ve just created another product category 
Rich 
 But, have people ever seen it?  Trey, you live in another country 
Trey 
 Only poorly implemented non-Belgian websites 

John-Mark 
 Is it needed? 
Trey 
 Explained further from his own experience 
 I wish we could defer and make it free text 
John-Mark 

 Is the ISO standard using the standard country abbreviation and be done with it 
 With Trey’s point about language, I feel uncomfortable 
John 
 I think we are over-thinking this 
Rich 
 In most cases, it will be displayed to a User, and the User will input data 

 In the future, we can learn from that and then update if we need to 
John 
 I think we should reference 
Allan 
 In chat:  use an intel note 
John 

 SHOULD contain the full form if in the administrative areas 
 Should we do the same for cities? 
Trey 
 There are four common ways of spelling Brussels 
 We are overthinking this – We are not going to get this totally right 
Allan 

 Yea, rework it… delete it – You are providing part guidance 
Bret 
 That is not a problem we can solve – Mail systems 
John 
 Ok, then for cities too 
John-Mark 

 I kind of disagree 
Allan 
 Why don’t we use the postal code 
Bret 
 I have a slight preference for having them both spelled out 
John 

 Went to some of the new language that John-Mark added 
Bret 
 I think the sentence needs to be cleaned up – it needs to be made more clear 
John 
 Any objections? 
Rich 
 If we can come up with something that helps people 

Allan 
 It confuses me 
Bret 
 If we are going to put clarifying text, it may need to be a paragraph 
John 
 A comment to add an optional altitude 
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 A Malware comes from a location? 
Rich 
 The reason I put that comment there was when I was trying to model the DDOS data 
Allan 

 They don’t know the threat actor? 
Rich 
 They looked at strings that had a certain character code 
Bret 
 Gave an explanation of how the malware analysis would use it 
Allan 

 I was just wondering if we should specify as a non-specific threat actor 
Bret 
 There are going to be some organizations that do malware and won’t understand threat actor  
 It is not a problem – but the vast majority of the market understands it a certain way 
John-Mark 
 Isn’t this an open vocab 

Bret 
 We are endorsing it because it is very common 
Allan 
 Gave an example of how it could be modelled 
Ivan 
 I think this makes sense, but it implies a high level of confidence 

Bret 
 I don’t think people really understand ‘attributed_to’ 
 It should also have a confidence level 
Ivan 
 It is a minor point 
John 

 Let’s discuss on Friday 
 I did want to have one call-out for IEP – Please review those – we’ll talk about in the coming weeks. 
 
 
 
  

 
Meeting Terminated 
***************************************************************** 


