
  

 

 
CTI-TC Working Session 

 

Meeting Date: Nov. 14, 2017 
Time: 3:00 p.m. EDT 

Purpose: Weekly CTI-TC Weekly Working Call 

Attendees: 

Sarah Kelley 
Trey Darley 

Ivan Kirillov 
Chris Ricard 

Masato Terada 
 

Nathan Reller 
Richard Piazza 

Richard Struse 
Christian Hunt 

Terry McDonald 

Dave Lemire 
Jason Keirstead 

John-Mark Gurney 
Jane Ginn - Recorder 

 

Agenda: 

- Assertion – Jason Keirstead Moderating 

Meeting Notes: 
 Jason  
  I went over all of the comments on the Assertion object 

  [Clarified some questions on a Comment Rich Piazza made … made note to change] 
 Jason 
  I had a question on one of the comments that John Wunder had 
 Rich 
  [Asked for clarification on how to interpret the updates to the Assertion object] 

  [Some discussion on how it would be used] 
 Jason 
  We also need to consider this if we do an Infrastructure object for 2.1 
 Sarah 
  Clarified the comment from John on Time – That is should be optional, rather than required 
 Jason 
  [Tried to understand why it should be optional] Asked if it should be required 
 Chris 
  I think it should be required 
 Jason 

  I agree 
 Trey 

  Spoke about a deferment of an object in 2.1 – Noted that Assertion is an Enrichment  
 Jason 
  This is different from Enrichment – As a vendor, we always provide this 

  [Gave example of difference between Assertion vs. passiveDNS] 
 Trey 

  It would be good to make a note between Supply-side enrichment vs. other 
   It sounds like a pre-loaded library might help… 

 Jason 
  For which part, the vendor? 
 Trey 
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  Were you trying to provide some useful terminology? 
 Terry 

  Yes, that is what I was doing 
 Trey 

  Enrichment would be “widely disseminated” ?  
 Terry 
  Forget this part of the conversation 
 Rich 
  I’m having a hard time understanding the use for valid_from to valid_until 
  [Gave an explanation of the potential for confusion] 
  [Tried to eliminate ambiguity about what this means – User could query] 
  Gave example of how a user could specify in real time a specific threat model 
 Jason 
  I agree with that 
 Rich 
  [Discussed how a threat level might change over time.] 
 Jason 
  What you could do if you have both fields… I know this is not going to be good later 
  [Gave examples of how it might be used in an incorrect manner] 
 Chris 
  [Asked some questions to clarify how the Assertion object work] 
 Jason 
  Pointed out that some of the comments were relevant when Assertion was its own object  
 Chris 

  Are there any problems with STIX versioning? 
 Jason 

  [Went through several scenarios] 
 Trey 
  [Asked about when applied to DGA] 
 Jason 
  Pointed out how it would work with STIX versioning 

 Sarah 
  That would be true for versioning for any object 

 Jason 
  It is a question for this field 
 Trey 
  Talked about a decay function that could be applied to the field 
 Jason 
  Are you suggesting that this could be replaced with a decay? 
 Rich 
  We had talked about that in the past – I was an early proponent that we have this function 
  People as I recall didn’t think that was sufficiently robust 
  [Gave an example of how it would work] 
 Jason 
  My proposal would be that we make valid_from optional, and remove valid_until 
   Then, add a decay factor in a later version 
   You might want it in other SDOs 
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 Trey 
  But, I want to remind everyone that this is not an SDO but a property 

 Jason 
  There would be a lot of debate about that… like timestamp 

 Trey 
  We could apply as a property 
 Jason 
  I don’t know why we would do that on this one, and not on others 
 Rich 
  We have to be careful about the perfect versus the good 
  [Gave an example of a work flow] 
  We have to careful about getting ahead of ourselves – Let’s learn from implementation 
   Experience 
 Terry 
  Why don’t we have valid_until AND a half-life concept – Then see what people use 
  But, I see Rich’s point about start here in 2.1 then see how it is used. 
 Rich 
  I would say that, whatever we decide, we document in the text… to be clear about 
   The semantics of it 
 Jason 
  We should move on… 
   We had a comment on the ‘source’ field…. Should we use External References? 
  To me it should be an external URL – gave example of a reference 
  [Some discussion about implications for versioning] 

 Rich 
  [Posted ‘STRING’ in Chat panel] 

 Terry 
  [Posted ‘What about darkweb forum posts?’] 
 Trey 
  If you have a .onion site… then it would resolve 
 Terry 

  Keeping as flexible as possible, then we can see what comes in the future, we can 
 Jason 

  Does anyone have an objection to leaving it as a string? 
  Went to the ‘Categories’ comments 
  But it will be different once we figure out Infrastructure 
 Trey 
  Why are open vocabularies OPEN? 
 Jason 
  I’m to the point of just punting on ‘categories’ and adding it later 
  How are we going to flush this out? 
  If we leave this?  What will it become? 
  Bret, on the last call said that he would provide a list of these? 
 Chris 
  What about changing to Labels? 
 Jason 
  I do not support the idea of changing it to labels  … I don’t want to put in the Spec 
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  That is a problem in another part of the Spec 
 Jason 

  I’m going to email Bret and see if he has a Categories list 
 Rich 

  Why do we think that this list is going to solve the problem? 
 Jason 
  He said that all of the major proxy vendors align to this 
 Rich 
  I would like to hear some independent verification 
 Jason 
  Once we get a list, we can give it to Joyti and Shawn… I only have our list 
  I can get CISCO’s list… because it is public 
 Rich 
  Are people open to the idea of having categories omitted in the first release 
 Jason 
  Is there anyone on this call that would be opposed to not including the ‘categories’ 
  In this release? 
 Jane 
  Since you are the person that proposed this object…. And you’ve said you 
   Can live without it… then, it seems like we can 
 Jason 
  [Summarized the To Do list] 
 Sarah 
  [Had a question about optional or required for the valid_from] 

  It should be clarified in the normative text 
 Trey 

  All right, so given where we are, post-Austin… we had made a pretty firm line in the sand 
  Three working calls to decide on this… please Jason, go back on the basis  
   Of all of our resolutions…. Please, Jason, come back with a list of questions 
   Fair enough? 
 Jason 

  Do folks think we need a working call? 
 Jane 

  As long as John Wunder is OK with it; Then, we should move forward 
 Rich 
  We probably won’t need another call on this object 

Great job Jason… 
 Jason 
  OK, I’ll send something out once I get something from Bret 
 
 
 
 
********************************************************************  
Meeting Terminated 


