
  

 

 
CTI-TC Working Session 

 

Meeting Date: Nov. 28, 2017 
Time: 3:00 p.m. EDT 

Purpose: Weekly CTI-TC Weekly Working Call 

Attendees: 

Sarah Kelley 
Trey Darley 

Ivan Kirillov 
Nicholas Hayden 

 

Richard Piazza 
Richard Struse 

Allan Thomson 

Jason Keirstead - Moderator 
Bret Jordan 

Jane Ginn - Recorder 
 

Agenda: 

- Assertion –  

Meeting Notes: 
 Jason  
  Coming out of our last meeting we were in agreement on most things 
   In the proposal on Assertion except the definition of the open vocab category 
  Bret sent us a list – has anyone had a chance to review this? 
  [Allan, Sarah, Rich all noted that they had] 
 Allan 
  [Noted that the list was very long – Concerned that there were a few non-cyber items] 
 Jason 
  If we delete some of the items on the list, will it kill this property for you? 
  An Indicator object has a property called ‘Assertion’ – Then on 2 things in 2.1 
   Only on Indicator or Observed_Data 
  [Gave an example of a financial use case] 
 Bret 

  [Gave an example of how risk management units use this category schema] 
   When you think about it from the SOC standpoint – If we want vendors to adopt 
 Allan 
  I don’t disagree with anything you have said – I’m concerned that this long list 
   Will be hard for everyone to agree on within the timeframe of 2.1 

 Jason 
  I would tend to lean towards what Allan is saying – I think the direction we want to 

   Go is by referencing some existing standards… I see the use case 
   But, because everyone is doing it differently 

 Rich 
  I think the key difference is – for our use case – we need to be able to put something 
   We should have an open vocab – we just wouldn’t populate it 

 Jason 
  Is there anyone that is opposed to having an open vocab – but to leave it unpopulated? 

 Trey 
  As long as it is optional 
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 Bret 
  My concern is that each vendor will go off and do their own thing 

 Allan 
  There might be little ‘industry consortium’ that may develop [gave examples] 

  [Argued that this specification is where not where we are going to standardize] 
 Jason 
  Like web content  
 Allan 
  Or physical security 
  [Discussion on how STIX might be used – outside of the Charter] 
 Jason 
  I think we have consensus, right? [Began editing] 
 Bret 
  We don’t know what the data type is going to be – It should be a reserved property 
  Then you’ll get every other vendor doing their own thing 
 Sarah 
  I’d be OK with that 
 Trey 
  If we make it an open vocab with no values… then, different vendors will get together  
   Rather than a ‘reserved property’ 
 Allan 
  By making it an open vocab, you are mandating that it is a ‘string’ – If you want 
   Making it an open vocab…. But, I’d prefer it as a ‘reserved property’ 
 Bret 

  When we don’t know the structure – I’d be hesitant to call it an open vocab 
 Jason 

  Does anyone else have any concerns about this? 
 Bret 
  We’ll take this to the list 
 Jason 
  Yea, we’ll take all of this to the list 

  ************************************** 
  Rich Piazza brought up the point that we need to differentiate the Opinion vs. Assertion  

 Allan 
  [Gave a point about versioning and how only the producer can version an SDO]  
 Rich 
  It wouldn’t occur to me to conflate these two – [gave example of Opinion & Assertion] 
 Jason 
  We need to make clear that a 3rd party can make an Assertion about an Opinion 
 Rich 
  [Gave more observations on the difference] 
 Sarah 
  [Gave an example of how it is being confused] 
 Rich 
  Would people be willing to consider using a different name for this object? 
 Bret 
  It should be ‘Classification’ 
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 Allan 
  Why don’t we call it ‘Threat Level’? 

 Jason 
  We are going to want to assert these two things 

 Bret 
  It is going to explode with custom properties 
 Jason 
  I’m not a stickler for names 
 Rich 
  What about ‘Characterization’ or ‘Threat Characterization’? 
 Allan 
  Ahh…. [edited] 
 Rich 
  How about ‘Severity Assertion’? 
 Sarah 
  Can we call it ‘Risk’ 
  [Discussion on it – no agreement] 
 Rich 
  This is not anything to do with an Assertion – 3rd party 
 Trey 
  It is my opinion that Assertion is an opinion 
 Jason 
  [Went over the text – tried to explain what he was getting at with the insert] 
 Trey 

  I’m not taking issue with what you have written – explained the semantics are difficulty 
 Sarah 

  [Gave example of how the text was not clear leading to confusion] 
 Jason 
  Shall we delete this paragraph?  It was not here during the last call  
 Bret 
  [Outlined a use case where an Assertion might be used] 

 Trey 
  I’m afraid of creating an open loop 

 Rich 
  I thought the main difference is based on the producer 
 Allan 
  Assertion really talks to the Threat Level 
 Jason 
  We have more granular definitions of this – and we use a number 
  Sean Barnum brought this up too. 
 Trey 
  We are trying to make a tool to make it more effective for humans to use 
  [Gave example of Mirai Indicator] 
  If we have malware that would wipe your entire disk versus a malware that does phishing 
  Gave 2 axes… I think that is what we are taking about 
 Allan 
  I think we have the initial assessment and the 2nd axis is  
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how it relates to your own environment 
 Trey 

  [Gave example of a Widows vs. a Mac network malware] 
  Wiper vs. spam-bot 

 Allan 
  Prioritization of this object is what we are trying to get to 
 Jason 
  What you are touching on is Threat and Risk 
 Bret 
  Or Severity 
  [Gave example of that dimension of this discussion] 
  What we started with is that we are seeing something that is allowed to be bad 
  [Gave more examples] 
   Some people call it ‘Classification’ – But some people were opposed 
   Can we use the term ‘Index’ 
 Jason 
  I missed what the issue was with Threat Assertion… the length? 
 Allan 
  Just call it Threat_Assert 
 Bret 
  We could poll different vendors 
 Jason 
  We call it Threat and Risk and Toxicity in different contexts 
 Allan 

  Can we do a straw poll? 
 Sarah 

  The problem with that is that we all understand it – but someone down the road won’t 
 Jason 
  Anyone writing code – is going to read the spec 
 Sarah 
  [Gave example of how it did happen as a user] 

 Rich 
  If we remove that paragraph… I believe Assertion is a sub-optimal name – I’d 

   Rather just move forward 
 Bret 
  I think that without a better term – we should go on 
 Rich 
  I’d also want to point out that a 3rd party cannot abuse Assertion 
 Trey 
  It seems like, in standards development, 60% of the cycles are on naming things 
 Jason 
  There is one other thing – Bret wants to discuss the valid_from property 
   He makes the point that we have them on Indicator 
 Bret 
  The created_time on the metadata – it would be fine, but we don’t do that on 
   Other objects 
   Why don’t we do that on other objects 
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   Gave an example  
 Allan 

  Are you advocating for created_from to be optional? 
 Bret 

  I am advocating for us to be consistent 
   [Gave example of the TTP objects] 
 Allan 
  I disagree with your logic about one element of this …..[more] 
 Jason 
  The reason this came up is because of potential collusions 
 Allan 
  But a machine is going to be creating this – If there is a collision – it is a bug 
 Bret 
  [Gave background on the earlier conversations about how to time-box things] 
 Rich 
  I remember that the problem I had was with the valid_until – I’m making some 
   Assertion about something in the future 
 Bret 
  But it could all be in the past 
  [Some discussion about the use case] 
 Jason 
  It is in a list – [Showed example] 
 Bret 
  We understand that people may only keep one version of an object 

  [Argument for keeping previous versions] 
 Allan 

  I was there when we did versioning 
  This is a transport protocol – If there are products of specific vendors that do that 
   That is what they are doing – but this is a transport protocol 
 Bret 
  [Gave another example of how the ‘list’ concept would work] 

 Allan 
  When are we going to finish this? 

 Trey 
  We added Assertion with the idea of time-boxing this 
 Allan 
  I’m willing to have an additional meeting this week – We have enough closeness 
  I don’t want to push to next week.  Can we have a follow-on conversation? 
 Bret 
  Can we send this to the list? 
 Jason 
  Let’s coordinate on another call on this later this week on the Slack channel #stix 
 
********************************************************************  
Meeting Terminated 


