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Abstract	
This white paper describes the alignment between OMG TOIF and OASIS SARIF and suggests a 
roadmap for the interoperability between the two specifications. The proposed roadmap includes further 
alignment of the core concepts, a generic adaptor from SARIF to TOIF, a standard converter 
from TOIF to SARIF, coordinated efforts towards common weakness measures in the context of 
SCA tools, using SARIF to capture existing tool-specific measures, using TOIF as the platform 
for developing common ranking tools, and using TOIF as a platform for common risk 
assessment tools.	
 
Disclaimer: the views expressed in this white paper do not necessarily reflect the views of the 
Object Management Group (OMG), or the OMG System Assurance Task Force, or any of the 
member organizations of the OMG. 
 

Background	
Software developers use a variety of analysis tools to assess the quality of their programs. These 
tools report results which can indicate problems related to program quality such as correctness, 
security, performance, conformance to contractual or legal requirements, conformance to 
stylistic standards, understandability, and maintainability. To form an overall picture of program 
quality, developers must often aggregate the results produced by more than one tool. This 
aggregation is more difficult if each tool produces output in a different format. 
One particularly important class of analysis tools is referred to as static code analysis tools 
(SCA). SCA tools help software developers manage cybersecurity risk of their software. They 
scan source or machine code of the system under assessment and generate the so-called 
weakness finding reports. While many commercial/proprietary and open source static code 
analysis tools are available today, each tool in the market excels in certain types of findings. 
Examples of commercial SCA tools/vendors include but are not limited to Prefast, Coverity, 
Fortify, Code Sonar, Klocwork.  
While many commercial and open source static code analysis tools are available today, no "uber 
tool" has emerged that would alone address the needs of the clients, nor is it likely that such a 
tool would emerge any time soon given the diversity of software systems, technologies, 
vulnerabilities and cyber attacks. Each tool in the market excels in certain types of findings and 
in order to ensure the quality of their software and make it more resilient to cyber attacks, clients 
find themselves utilizing a combination of several tools.  
 
In 2010 Tool Output Integration Framework (TOIF) has been developed as the deliverable for 
the Department of Homeland Security (DHS) Science and Technology Division SBIR project. 
TOIF reference implementation was made available as an open source software project, and 
since the initial release support of 5 open source static analysis tools has been added to TOIF, 
turning it into a powerful open source code analysis capability.  
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TOIF is driven by the end customers of the static analysis tools – the organizations performing 
software assurance – who need a standard protocol for integrating the findings from multiple 
static code analysis tools for a single code base, and a vendor-neutral platform upon which new 
capabilities can be built by third party vendors. TOIF solves an important problem for clients by 
providing a uniform and vendor-neutral way of deploying and running multiple tools on the same 
code base, disseminating and interpreting the combined findings, including the reduction in the 
costs of training developers in how to use multiple tools and, especially, how to interpret the 
results from each tool. TOIF reduces the cost of manually analyzing/citing the findings by 
reducing the false positive reports through focusing at the reports collaborated by more than one 
tool. TOIF accomplishes the above needs by providing a framework where proprietary findings 
are converted into a uniform, standards-based nomenclature, supported by a common, vendor-
neutral schema. TOIF also helps customers utilize open source tools either in combination with 
commercial tools or on their own. This is significant because often a single stand-alone tool does 
not satisfy the customer’s assurance criteria. 
 
Since the original release, TOIF was presented to the Object Management Group (OMG), and in 
2017 OMG has published the TOIF specification, following the publically available specification 
track. The Object Management Group (OMG) is an international, open membership, not-for-
profit technology standards consortium with representation from government, industry and 
academia. OMG Task Forces develop enterprise integration standards for a wide range of 
technologies and an even wider range of industries. OMG modeling standards enable powerful 
visual design, execution and maintenance of software and other processes. Many OMG 
specifications have been adopted by the International Standards Organization (ISO).  
The Systems Assurance Task Force of the OMG focuses at developing standards to facilitate 
model-based risk assessment of systems. Model-based risk assessment is strongly aligned and 
extends the benefits the model-based systems engineering also promoted by the OMG. The 
roadmap for the Systems Assurance Task Force includes Structured Assuance Case Metamodel 
(SACM), Risk Metamodel, UML Profile for Threat and Risk, UAF and SysML Cybersecurity 
Framework and the Semantics of Software Faults. The System Assurance Task Force uses 
foundational OMG specifications, such as the ISO/OMG Knowledge Dicovery Metamodel 
(KDM) that defines a standard, vendor-neutral and language-independent vocabulary for 
describing software systems, Unified Architecture Framework (UAF) that defines a standard 
vocabulary for describing enterprise architecture, Systems Modelling Language (SysML) a 
foundational notation for system engineering, Structure Metrics Metamodel (SMM), Semantics 
of Business Vocabularies and Rules (SBVR), ISO/OMG Meta-Object Facility (MOF) and 
ISO/OMG XML Metamodel Interchange Specification (XML).  
 
TOIF fits well into the portfolio of the OMG Systems Assurance Task Force. The OMG TOIF 
specification was developed by a submission team including Lockheed Martin, Multi-Agency 
Collaboration Environment (MACE), 88Solutions, NoMagic, Model Driven Solutions and KDM 
Analytics. 
 
In 2017 the OASIS has chartered a technical committee (TC) to define Static Analysis Results 
Interchange Format (SARIF). OASIS is a nonprofit consortium that drives the development, 
convergence and adoption of open standards for the global information society. OASIS promotes 
industry consensus and produces worldwide standards for security, Internet of Things, cloud 
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computing, energy, content technologies, emergency management, and other areas. OASIS open 
standards offer the potential to lower cost, stimulate innovation, grow global markets, and protect 
the right of free choice of technology. 
 
The SARIF TC is chartered to define a standard output format for static analysis tools that will 
make it feasible for developers and teams to view, understand, interact with, and manage the 
results produced by all the tools that they use. The standardized output format will support 
aggregation of the results of a variety of static analysis tools. The design goal is to 
comprehensively capture the range of data produced by commonly used static analysis tools, and 
to capture information useful for assessing a project's compliance with corporate policy or 
conformance to certification standards. 
Members of SARIF TC include CA Technologies, Cryptsoft, FireEye, GrammaTech, Hewlett 
Packard Enterprise (HPE), Micro Focus, Microsoft, New Context, Phantom, RIPS, SWAMP, 
Synopsys, U.S. DHS, U.S. NIST, and others.  
Representatives of the TOIF community are participating in SARIF, and a formal liaison 
relationship has been established between OMG and OASIS SARIF. 
 
This white paper describes the alignment between OMG TOIF and OASIS SARIF and suggests a 
roadmap for the interoperability between the two specifications. 
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Comparison	at	a	glance	
 

 OASIS SARIF OMG TOIF 
Available since 2017 2010 

What are the problems 
that customers want to 

solve 

Enhance capabilities of an SCA 
tool 

Use several SCA tools from 
different vendors 

Develop or commission new vendor-neutral capabilities for SCA tools 
Export results and metadata from SCA tool in a standard format 

Reduce cost of training for navigating weakness reports by providing a 
standards-based interface 

Reduce cost of managing weakness reports 
 Reduce cost in training for 

interpreting weakness reports by 
providing a standard nomenclature 

 Use SCA weakness reports as 
evidence for risk assessments 

 Prioritize findings and reduce false 
positives by focusing at the 
weaknesses identified by more than 
one tool 

What original SCA 
vendors want to 
achieve 

Participate in a larger ecosystem of tools and services; larger adoption 
by existing customers; new customers 

What are the benefits 
for third-party 

developers 

Build vendor-independent 
weakness visualization 

capabilities 

Weakness findings as part of big 
data for risk analytics 

Build vendor-independent capabilities for weakness management 
What is the main 
purpose of the standard 

Standard format for the output 
of static analysis tools. 
Comprehensively capture the 
range of data produced by 
commonly used static analysis 
tools. 

Standard vendor-neutral protocol 
that facilitates information flow 
from multiple proprietary static 
code analysis tools as producers to 
various consumer tools that can 
integrate, collate, store, transform 
and present findings from multiple 
sources for a single system under 
assessment.   

What is the approach Standard is based on the rich 
capabilities of most advanced 
tools; SCA tool vendor must 
modify the tool to support 

Standard addresses the lowest 
common denominator in SCA tools; 
Standard can be supported by a 
third-party converter without 
modifying the original SCA tool 

What is the emphasis Standardizing semantics of code 
flow 

Standardizing nomenclature of 
weakness findings 

Format JSON MOF XML 
Target audience Developers Developers, Cybersecurity 

Architects, Risk Assessment 
Prime application Better defect citing tools Weakness management, 

Risk analytics 
Number of SCA tools 
supporting 

 5 
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Comparison	of	objectives	
 
SARIF Objectives 
 

Objectives of OASIS SARIF 
Comprehensively capture the range of data produced by commonly used 
static analysis tools. 
Be a useful format for analysis tools to emit directly, and also an effective 
interchange format into which the output of any analysis tool can be 
converted. 
Be suitable for use in a variety of scenarios related to analysis result 
management, and be extensible for use in new scenarios. 
Reduce the cost and complexity of aggregating the results of various analysis 
tools into common workflows. 
Capture information that is useful for assessing a project’s compliance with 
corporate policy or conformance to certification standards. 
Adopt a widely used serialization format that can be parsed by readily 
available tools. 
Represent analysis results for all kinds of programming artifacts, including 
source code and object code. 
Represent the logical construct against which a result is produced, such as a 
function, class, or namespace. 
Represent the physical location at which a result is produced, including 
problems that are detected in nested files (such as a source file within a 
compressed container). 
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TOIF Objectives 
 

Objectives of OMG TOIF 
Define a standard vendor-neutral protocol that facilitates information flow 
from multiple proprietary static code analysis tools as producers to various 
consumer tools that can integrate, collate, store, transform and present findings 
from multiple sources for a single system under assessment. 
Establish a uniform, vendor-neutral, normalized environment for processing 
findings from multiple SCA tools for a single system under assessment. 
Define standard semantic for weakness findings, focusing at the standard 
nomenclature of weakness findings to collate findings by multiple tools and 
identify weaknesses reported by more than one tool 
Facilitate managing findings from multiple SCA tools over the life-cycle of a 
system under assessment. 
Facilitate managing findings in enterprise environments (multiple tools, 
multiple builds, multiple systems, multiple consumers). 
Be a common normalized schema for integrating findings from multiple static 
code analysis tools and developing vendor-neutral “big data” analytics.  
Define a standard syntax – based on MOF XML – to represent results of SCA 
tools to be consumed by third-party tools, including the analytics environment 
Align with the standard Knowledge Discovery Metamodel (KDM) protocol 
describing basic facts about the system under assessment 
Align with risk analysis interchange protocol, and Software Fault Pattern (SFP) 
catalog as well as other protocols of the OMG System Assurance Ecosystem to 
link findings as evidence to risks 
Facilitate systematic evaluation and measurement of existing static code 
analysis tools. 
Be a non-intrusive format that requires no modification of the source code of a 
static analysis tool to adopt such that TOIF adapters can be developed 
independently of an SCA tool 
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Detailed	(clause	by	clause)	Comparison	of	Specification	Elements	
 
Comparison	By	Key	Object:	SARIF	to	TOIF	
 
OASIS SARIF is defined as a JSON file format. JSON (JavaScript Object Notation) is a 
lightweight data-interchange format. It is easy for humans to read and write. It is easy for 
machines to parse and generate. It is based on a subset of the JavaScript Programming 
Language, Standard ECMA-262 3rd Edition - December 1999. JSON is a text format that is 
completely language independent but uses conventions that are familiar to programmers of the 
C-family of languages, including C, C++, C#, Java, JavaScript, Perl, Python, and many others.  
 
The SARIF specification defines multiple JSON objects with related attributes, and arrays of 
other objects. The bulk of the specification is in chapter 3, titled File Format. This chapter 
consists of multiple clauses each defining one JSON object with related attributes. The table 
below lists the key SARIF objects (omitting the attributes) and describes the corresponding 
OMG TOIF elements. Rows include comments given from the TOIF perspective. The next 
section of this white paper provides the reverse mapping that lists OMG TOIF elements and 
describes their OASIS SARIF counterparts. 
 

OASIS 
SARIF 
Object 

SARIF  
clause 

OASIS SARIF 
description 

OMG TOIF Comments 

sarifLog 3.11 Output of one or more 
runs 

TOIF 
Segment 

TOIF further relates output of runs to a 
Project (identification of the original 
code) and a Build (of the code) 

run 3.12 A run object describes a 
single run of an analysis 
tool, and contains the 
output of that run. Note: 
a run is uniquely 
identified by a runId 
which can be used in a 
result management 
system.  

 Instead of tracking runs of individual 
analysis tool, TOIF tracks builds of the 
code using TOIF Build object. The 
TOIF Build object is aligned with the 
KDM Build viewpoint. SARIF run 
objects can be grouped when they 
share the same automationId tag but 
there is not such object. 

tool 3.13 A tool object contains 
information describing 
the analysis tool that was 
run. 

Tool TOIF further distinguishes between 
Generator, Adaptor, Orchestration and 
Analytics tools 

invocation 3.14 An invocation object 
contains information 
describing the invocation 
of the analysis tool that 
was run. 

Generator 
Record 

TOIF also has CompileRecord that 
describes the invocation of the original 
compiler used in the code build. This is 
used to provide assurance that multiple 
SCA tools were properly aligned with 
the original build of the code. 

file 3.15 A file object represents a 
single file. 

File TOIF File object is aligned with the 
KDM object InventoryItem, that 
represents various physical artifacts 

hash 3.16 A hash object represents 
a hash value of some file 
or collection of files, 
together with the 

Checksum Checksum is an attribute of File. TOIF 
support of hashes is limited to MD5. 
Checksum is provided to each File 
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algorithm used to 
compute the hash. 

individually, hashes for collections of 
files is not supported 

result 3.17 A result object describes 
a single result detected 
by an analysis tool. Note: 
this is the core object. 
Result has attribute 
{new,existing,absent} 
which captures the state 
of the finding with 
respect to some baseline 
run. 

Finding SARIF links weakness finding to a 
proprietary message generated by SCA 
tool and a ruleId that specifies the 
proprietary weakness type. TOIF links 
each weakness finding to both 
proprietary message and a normalized 
weakness type. Further TOIF links 
each finding to the tool, build and file; 
additional metadata is provided for the 
build and project. TOIF does not attach 
metadata to a container (run) object as 
in SARIF and this allows more 
flexibility that supports mapping to a 
database schema. TOIF used the 
“metadata at container level” approach 
in an earlier version. 

location 3.18 A location object 
specifies the location 
where an analysis tool 
detected a result. 
Depending on the 
circumstances, a location 
object specifies the 
physical location of the 
result, the logical 
location of the result, or 
both. 

 TOIF treats physical locations (TOIF 
CodeLocation object) independently 
from logical locations (TOIF Statement 
object). TOIF CodeLocation is 
mandatory, considered part of the 
lowest common denominator between 
results of SCA tools, logical location is 
optional 

physical 
Location 

3.19 A physicalLocation 
object represents the 
physical location where a 
result was detected. A 
physical location 
specifies a reference to a 
programming artifact 
together with a region 
within that artifact. 

Code 
Location 

TOIF CodeLocation is mandatory, 
considered part of the lowest common 
denominator between results of SCA 
tools. CodeLocation in TOIF is aligned 
with KDM SourceRef object 

region 3.20 A region object 
represents a region, that 
is, a contiguous portion 
of a file. 

 Region object is part of the KDM 
SourceRef, however TOIF currently 
limits CodeLocation to a single point 
reference 

logical 
Location 

3.21 A logicalLocation object 
describes a logical 
location. 

Statement, 
Data Element 

Instead of logical locations from an 
SCA tool perspective, TOIF supports 
semantic statements from the 
perspective of the original code, as this 
allows a common interpretation for 
multiple SCA tools. Semantic 
statement (as a companion object 
Semantic data) are aligned with KDM 
Code viewpoint 

codeFlow 3.22 A code flow is a 
sequence of locations 
that specify a possible 
execution path through 
the code. 

Statement, 
Statement Is 
Preceded By 
Statement 
relation 

TOIF supports a more flexible Directed 
Acyclic Graph (DAG) model for 
control flow. In addition, TOIF 
supports data flow through the 
semantic Data element. Semantic 
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statement is aligned with KDM Code 
viewpoint 

stack 3.23 A stack object describes 
a single call stack. A call 
stack is a sequence of 
nested function calls, 
each of which is referred 
to as a stack frame. 

 Currently not supported by TOIF, as 
this is information is not common to 
many SCA tools 

annotated 
Code 
Location 

3.25 An annotated 
CodeLocation object 
represents a physical 
location together with 
additional information 
relevant to the use of the 
location in a particular 
context. 

Statement, 
Data Element 

TOIF support semantic statements (that 
can be arranged into control flows in 
form of Directed Acyclic Graphs using 
StatementPrecedesStatement relations). 
TOIF also support semantic data 
elements, that can be used together 
with semantic statements (or pure 
physical code locations) to represent 
data flows 

annotation 3.26 An annotation object 
associates a message 
with one or more 
physical locations 

 Rich semantic information for each 
location (stand-alone of part of control 
and data flow) and data element is 
provided by optional integration with 
KDM facts using semantics of KDM. 
An SCA tool may expose a fragment of 
this information, while full set of KDM 
facts can be generated separately from 
the same code base 

rule 3.27 A rule object contains 
information that 
describes a rule. Note: 
rule describes a general 
situation in the 
proprietary vocabulary 
of the SCA tool. A rule 
may include subparts, 
identified by an 
additional ruleKey. A 
message refers to a 
specific instance of this 
situation (part of result 
object).  

 Currently TOIF does not support 
separation of proprietary weakness 
reports into message and rule. TOIF 
has a single element Weakness 
Description, which technically can be 
used to represent either message or rule 
as appropriate. A Finding can be 
associated with multiple proprietary 
Weakness Description elements.  
TOIF focuses at capturing the standard 
normalized weakness type for each 
finding, which can be said to represent 
a standard vendor-neutral rule (aligned 
with CWE and SFP) 

formatted 
Message 

3.28 A formattedMessage 
object contains 
information that can be 
used to construct a 
formatted message that 
describes a result 

Weakness 
Description 

Currently TOIF does not support 
formatting in proprietary messages, as 
this is not common to many SCA tools 

fix 3.29 A fix object represents a 
proposed fix for the 
problem indicated by the 
result object in which it 
occurs. It specifies a set 
of files to modify. For 
each file, it specifies 
which bytes to remove, 
and provides new bytes 
to be inserted 

 TOIF does not support fix suggestions 
as very few SCA tools generate this.  
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notification 3.32 A notification object 
describes a condition 
encountered in the course 
of running an analysis 
tool which is relevant to 
the operation of the tool 
itself, as opposed to 
being relevant to a file 
being analyzed by the 
tool. Conditions relevant 
to files being analyzed 
by a tool are represented 
by result objects 

 Currently TOIF does not capture 
notifications of exceptions generated 
during runs of SCA tools. Instead, 
TOIF captured various metadata 
related to Builds, as well as Compiler 
Records (original options for compiling 
a certain file), Generator Records 
(options for running a certain SCA tool 
on a certain file) and Build Records 
(how many findings were generated by 
a certain SCA tool on a certain file 
during a given Build). This information 
is expected to be used in validation of 
the results, focusing at the consistency 
and assurance 

exception 3.33 An exception object 
describes a runtime 
exception encountered in 
the course of executing 
an analysis tool. 

 See notification 

 
 
Comparison	by	Key	Element:	TOIF	to	SARIF	
 
OMG TOIF is defined as a MOF metamodel. The ISO/OMG MetaObject Facility 
Specification (MOF) is the foundation of OMG's industry-standard environment where models 
can be exported from one application, imported into another, transported across a network, stored 
in a repository and then retrieved, rendered into different formats (including XMI, OMG's XML-
based standard format for model transmission and storage), transformed, and used to generate 
application code. These functions are not restricted to structural models, or even to models 
defined in UML - behavioral models and data models also participate in this environment, and 
non-UML modeling languages can partake also, as long as they are MOF-based. MOF is a 
technology agnostic format. While MOF XML describes a canonical serialization of MOF 
metamodels, other physical formats can be used. For example, MOF to RDF defines serialization 
of MOF metamodels as semantically linked data. 
MOF is designed to support the modern, model-driven approach and is believed to result in well-
documented, technology-independent specifications. MOF is a graphical notation resulting is 
visual models that are easier to communicate and maintain than the corresponding serialized file 
format. MOF is an object-oriented notation supporting classes with inheritance, which often 
results in better engineered and normalized specifications, something that may not be easily 
achievable when a serialized file format is used directly. 
 
The TOIF specification defines multiple MOF elements with related attributes, and references. 
The bulk of the specification is in section 10, titled TOIF Logical Model. This chapter consists of 
multiple clauses, each defining one MOF element with related attributes, references, constraints, 
descriptions of semantics and examples. The table below lists the key TOIF elements (omitting 
the attributes) and describes the corresponding OASIS SARIF objects. Rows include comments 
given from the SARIF perspective.  
 



Alignment between SARIF and TOIF   

sysa/18-02-01, version 1.0 11 

TOIF element TOIF  
clause 

TOIF description OASIS 
SARIF 

Comments 

TOIF Segment 10.3.1.1 A container for one or more 
instances of TOIF elements with 
a shared purpose  
Note: TOIF describes a logical 
model – a network of entities 
linked by named relationships. 
Segment is a physical unit of 
exchange for some cohesive 
collection of elements and 
corresponding relationships. 

sarifLog SARIF describes a physical 
format in JSON. sarifLog is to 
top JSON object that represents 
output of one or more runs. TOIF 
does not enforce packaging of 
logical elements into segments, 
but logically TOIF further relates 
findings to a File, a Project 
(identification of the original 
code) and a Build (of the code of 
the Project) that involves the 
File. 

Entity 10.3.1.3 A general category that includes 
all noun concepts defined in 
TOIF, except ones that define 
owned attributes of TOIF 
Entities. Part of TOIF abstract 
structure. 

JSON 
object 

SARIF does not include abstract 
classes, describing a physical 
JSON format. JSON projects 
represent sarif objects. 

Fact 10.3.1.4 A general category that includes 
all verb concepts defined in 
TOIF, that represent general 
statements (assertions) about 
TOIF entities, except the verb 
concepts that define owned 
attributes of TOIF Entities. Part 
of TOIF abstract structure. 

JSON link 
properties 
to sarif 
objects 

Sarif objects are linked through 
JSON properties 

Attribute 10.3.1.5 A general category of noun 
concepts and the corresponding 
role concepts in the form of X 
has Y that describe owned 
attributes of TOIF Entities. Part 
of TOIF abstract structure. 

JSON 
properties 
to sarif 
objects 

SARIF describes various 
properties of sarif objects as 
JSON properties 

Evidential 
Record 

10.3.1.6 A general category of verb 
concepts that represent 
evidential record related to the 
build (orchestration) 
environment of the system under 
assessment rather that generic 
statements about TOIF Basic or 
Housekeeping Entities. Part of 
TOIF abstract structure. 

Properties 
of sarif run 
object 

 

Finding 10.1.1.1 Finding represents a simple 
claim (statement, report) that a 
weakness has been discovered. 
This discovery must be 
associated with several 
additional pieces of information: 
a certain code location where the 
weakness is discovered; the type 
of weakness as well as various 
“housekeeping” facts (when 
discovered, who discovered, 
etc.).  

result This is the core element of both 
specifications and their 
semantics is the same. Both 
specifications capture finding as 
an object, and link it to one or 
more code location (physical, 
logical or both). In both 
specifications the proprietary 
message and finding type are 
captured. In addition, TOIF 
normalizes the finding type of a 
standard weakness type based on 
CWE and SFP. Specifications 
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have a different approach to 
associating metadata with 
findings. SARIF uses container 
objects, while TOIF associates 
metadata directly with the 
findings resulting is a more 
flexible and normalized schema. 
SARIF result includes some 
attributes not currently supported 
in TOIF, such as a snippet (a 
string containing a source code 
or other file fragment that 
illustrates the result), stacks, 
fixes and supressionStates. 

Weakness 
Description 

10.1.1.2 Description of the weakness 
type other than the normalized 
identifier associated with the 
finding. Weakness description is 
associated with the finding. 
Usually this description 
represents a proprietary report 
generated by the static code 
analysis tool (either specific to 
the weakness type, or specific to 
the finding).  

message, 
rule 

This is the core property of both 
specifications and their 
semantics is the same. Both 
specifications capture the 
proprietary message and finding 
type. 

Weakness Type 10.1.2.1 A standard, vendor-neutral 
category of weakness. Specific 
categories are based on CWE 
and SFP. 

rule TOIF links each weakness 
finding to the tool, build and file, 
proprietary message and a 
normalized weakness type. TOIF 
does not have a run object as in 
SARIF. TOIF flexible approach 
supports mapping to a database 
schema. 

CWE Identifier 10.1.2.2 A weakness type defined by the 
Common Weakness 
Enumeration (CWE) 

 TOIF treats physical locations 
(TOIF CodeLocation object) 
independently from logical 
locations (TOIF Statement 
object). TOIF CodeLocation is 
mandatory, considered part of 
the lowest common denominator 
between results of SCA tools, 
logical location is optional 

SFP Identifier 10.1.2.3 A weakness type provided by 
the Software Fault Patterns 
(SFP) catalog 

 TOIF Code Location is 
mandatory, considered part of 
the lowest common denominator 
between results of SCA tools. 
Code Location in TOIF is 
aligned with KDM SourceRef 
object 

SFP Cluster 10.1.2.4 A weakness category provided 
by the Software Fault Patterns 
(SFP) catalog 

 Region object is part of the KDM 
SourceRef, however TOIF 
currently limits Code Location to 
a single point reference 

Weakness 10.1.3.1 characteristic or property of 
software that, in proper 
conditions, could contribute to 

 SARIF does not support 
analytics. 
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the introduction of 
vulnerabilities within that 
software. A claim of a weakness 
(of a certain weakness type at a 
certain code location) is 
supported by one or more 
findings as well as additional 
citings. This element is part of 
the TOIF analytics. 

Citing 10.1.4.1 An observation related to a 
weakness that may supply 
additional information to the 
weakness and a verdict which is 
a claim that a weakness is valid 
or is not valid. Some citings may 
be performed by analysts, while 
other citings may be performed 
by Analytics Tools, for example 
based on pattern matching 
and/or machine learning. This 
element is part of TOIF 
analytics. 

 SARIF does not support 
analytics, or citing 

Citing Agent 10.1.4.4 CitingAgent represents the 
agents that can generate Citings. 
Two subtypes of this class are 
Person and Analytics tool, 
defined in Housekeeping 
concepts section.  

 SARIF does not support citing 

Code Location 10.1.5.1 Location in the code of a system 
under investigation.  

physical 
Location 

This is the core element of both 
specifications and their 
semantics is the same. Both 
specifications capture finding as 
an object, and link it to one or 
more code location (physical, 
logical or both). 

File 10.1.6.1 A computer resource for 
recording a collection of related 
data or program records stored 
as a unit with a single name. File 
in TOIF corresponds to the 
InventoryItem concept in KDM. 
In TOIF a File is assumed to 
represent code of the system 
under investigation and is 
usually either a source file 
(KDM SourceFile) or an 
executable file (KDM 
ExecutableFile).  

File This is the core element of both 
specifications and their 
semantics is the same. Both 
specifications capture finding as 
an object, and link it to one or 
more code location (physical, 
logical or both) where locations 
as referencing a file. 

Directory 10.1.7.1 An organizational unit or 
container, used to organize 
directories and files into a 
hierarchical structure.  

 SARIF does not support 
directory as a separate object, 
using full filenames instead. 
TOIF uses directory for 
categorization and aggregation of 
weakness findings. 

Statement 10.1.8.1 A basic identifiable unit of 
behavior in software such as a 

Logical 
Location, 

SARIF attempts to provide 
common elements for capturing 
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source code statement, a basic 
block, a operator. 

annotated 
Code 
Location 

control flow, while TOIF 
provides a minimal 
superstructure and uses 
ISO/OMG Knowledge Discovery 
Metamodel for the rest. This 
approach allows using off-the-
shelf KDM extraction tools to 
provide full set of basic facts 
about the software under 
assessment (shared by all SCA 
tools), and then link the findings 
with these facts. 

Data Element 10.1.9.1 A basic identifiable data item is 
software such as global and 
local variables, records, formal 
parameters and constants.  

 SARIF does not support data 
flow directly 

Build 10.2.1.1 An engineering activity that 
involves a series of 
transformations of the “source 
code” artifacts into 
“executables” that can run on a 
selected computer platform. 
Build is performed in the 
context of the system under 
investigation. Build is a specific 
event and the corresponding set 
of artifacts.  

run SARIF run object corresponds to 
a single run of an analysis tool. 
In TOIF the scope is somewhat 
more general: one Build 
corresponds to the original build 
of the code under assessment, 
usually involves multiple files, 
and may involve runs of multiple 
SCA tools on the same file (and 
multiple runs of the same tool on 
different files). Association with 
the original build is important to 
validate proper coverage of files 
by selected tools. The ultimate 
objective is to make inferences 
about what was NOT found in 
the build. 

Project 10.2.3.1 a TOIF project related to a 
specific system under 
investigation. This elements is 
part of TOIF “housekeeping” 
elements that describe metadata 
for managing findings in an 
enterprise environment. 

 sarifLog is the closest object, 
however SARIF does not enforce 
any correspondence to a specific 
system under investigation and 
its builds. TOIF includes these 
elements to support enterprise 
management of findings, which 
involves the use of multiple 
systems, through multiple builds, 
multiple SCA tools, and multiple 
consumers. TOIF provides 
extensive metadata 
(“housekeeping” information) for 
these elements.  

Tool 10.2.4.1 Any software that can be used to 
develop, test, analyze, or 
maintain a computer program or 
its documentation. TOIF 
identifies several categories of 
tools as part of the TOIF 
ecosystem. This elements is part 
of TOIF “housekeeping” 
elements. 

tool In SARIF, a tool is implied to the 
an SCA tool, while TOIF 
distnigishes between different 
tool types within its ecosystem, 
and provides special elements 
types for them. Tool element in 
TOIF is a common superclass. 
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Generator 10.2.4.3 Any capability to scan source or 
machine code of the system 
under investigation and generate 
weakness finding reports.  

tool This is the core element of both 
specifications and their 
semantics is the same. 

Adaptor 10.2.4.4 Any capability to transform the 
proprietary weakness finding 
report from a particular 
Generator tool into a normalized 
representation determined by the 
TOIF specification  

 TOIF manages identity of 
adaptor tools separately from 
SCA (generator) tools, since in 
TOIF adaptor can be developed 
separately from an SCA tool 
(TOIF adaptor is usually a 
converter). 

Orchestration 
Tool 

10.2.4.5 Any capability to perform the 
process of running Generator 
tools and their corresponding 
TOIF Adaptors in alignment 
with the regular build 

 SARIF does not capture identity 
of the build tools. 

Analytics Tool 10.2.4.6 Any capability to consumes one 
or more TOIF segments and 
produces one or more TOIF 
segments.  

 SARIF does not capture identity 
of the analytics tools 

Organization 10.2.5.1 An entity comprising multiple 
persons that have a shared goal 
and is linked to an external 
environment. This elements is 
part of TOIF “housekeeping” 
elements that describe metadata 
for managing findings in an 
enterprise environment. 

 SARIF does not include this type 
of metadata 

Vendor 10.2.5.2 An organization that supplies a 
Tool used in project . 

 SARIF does not include this type 
of metadata 

Person 10.2.6.1 Individual, human. This 
elements is part of TOIF 
“housekeeping” elements that 
describe metadata for managing 
findings in an enterprise 
environment.  

 SARIF does not include this type 
of metadata 

Role 10.2.7.1 the position or purpose that 
someone or something has in 
a situation, organization, society, 
or relationship. Role usually 
defines a function or part 
performed in a particular 
operation or process. In TOIF, 
this element describes the nature 
of involvement of a Person in an 
Organization, or of one 
Organization in another, or 
Person/Organization in a 
Project. 

 SARIF does not include this type 
of metadata 

Build Record 10.4.1.1 An evidential record that 
captures the total number of 
findings by a given SCA tool in 
a given file in a given build. 
Build Record is part of the 
mechanism that supports 

 SARIF does not include this type 
of record. On the other hand, 
SARIF includes notifications, 
exceptions and configuration 
notifications generated by SCA 
tools during runs. 
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“negative claims” – 
understanding what weaknesses 
are absent in the system under 
assessment (or in one of its 
components). The other part of 
this mechanism is the access to 
full list of weaknesses that a 
given SCA tool is capable of 
finding (the so-called adaptor 
api). 

Compile 
Record 

10.4.1.2 An evidential record that 
captures the options used to 
compile a given file in a given 
build. Compile Record together 
with Generator Record can be 
used to validate the orchestration 
of multiple tools for a given 
build.  

invocation SARIF does not capture this 
records 

Generator 
Record 

10.4.1.3 An evidential record that 
captures the options of a given 
SCA tool used to analyze a 
given file in a given build. 
Generator Record together with 
Compile Record can be used to 
validate the orchestration of 
multiple tools for a given build. 
Generator Record also has a role 
in “negative claims” as the 
options used to analyze a given 
file by a given SCA tool may 
limit the types of weaknesses 
being reported for that file 

 SARIF captures these records is 
a different way. 
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Discussion	&	Roadmap	
Despite a different approach to describing the format, SARIF and TOIF share a common core of 
concepts. Driven by different communities, TOIF and SARIF are complimentary and can benefit 
from further coordination, including an interoperability roadmap in the interests of the larger 
community of static code analysis (SCA) tool vendors, vulnerability analysis professionals, 
penetration testing teams, risk management professionals and third-party tool developers. The 
rest of the document outlines such roadmap. 
 
The	Roadmap	
 

1. Further	alignment	of	the	core	concepts.	Both	specifications	can	benefit	from	a	review	
of	the	core	elements	and	their	attributes.	The	current	white	paper	provides	the	initial	
comparison.	The	current	liaison	relationship	can	be	further	used	to	coordinate	the	core	
concepts.	
	

2. A	generic	adaptor	from	SARIF	to	TOIF.	In	order	to	provide	interoperability	between	the	
two	specifications,	a	generic	adaptor	from	SARIF	to	TOIF	can	be	developed.	An	adaptor	
is	a	TOIF	term	for	a	converter	tool	that	takes	the	output	of	an	SCA	tool	and	generates	
one	or	more	TOIF	segments	in	standard	TOIF	XML	format.	A	TOIF	adaptor	performs	two	
normalizations	functions:	1)	normalizes	the	proprietary	syntax	of	the	output	into	a	
standard	TOIF	format;	2)	normalizes	the	nomenclature	of	the	finding	type	in	standard	
nomenclature,	based	on	CWE.	While	an	adaptor	is	specific	to	one	SCA	tool,	a	generic	
adaptor	for	SARIF	will	address	function	1,	taking	advantage	of	the	normalization	of	the	
syntax,	achieved	within	the	SARIF	ecosystem.	A	mapping	of	proprietary	messages/rules	
for	each	SARIF-enabled	tool	will	need	to	be	developed	and	reviewed.	The	generic	
adaptor	can	be	data-driven,	pulling	in	a	mapping	(for	example,	from	a	database	of	
approved	mappings)	based	on	the	identification	of	the	SCA	tool	in	SARIF	format.	This	
way,	once	an	SCA	tool	vendor	makes	an	investment	into	emitting	SARIF,	the	effort	for	
entering	the	TOIF	ecosystem	will	be	minimized.	This	way	the	TOIF	community	(in	
particular	the	third-party	developers	seeking	to	implement	capabilities	on	top	of	TOIF	
format)	can	benefit	from	using	SARIF-enabled	SCA	tools.	
	

3. Converter	from	TOIF	to	SARIF.	The	two	ecosystems	can	be	connected	in	such	a	way	that	
the	TOIF	segments	are	converted	into	SARIF	compliant	format.	Given	the	current	
adoption	of	the	TOIF,	the	SARIF	ecosystem	can	benefit	from	a	reference	implementation	
that	involves	multiple	open	source	SCA	tools	at	a	fraction	of	cost	that	it	will	take	SCA	
vendors	to	develop	emitters	of	SARIF.	This	way	the	SARIF	community	(especially	the	
third-party	developers	seeking	to	implement	capabilities	on	top	of	SARIF	format)	can	
benefit	from	using	the	existing	open	source	TOIF	implementation.	
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4. Capturing	original	tool	rankings	and	other	measurements.	Both	SARIF	and	TOIF	
communities	understand	the	importance	of	defining	measures	of	weakness	findings	that	
turn	them	into	data	supporting	decision-making.	Ranking	weakness	findings	for	the	
purposes	of	prioritizing	remediations	(fixes)	and	managing	developer	resources	is	an	
example	of	such	data.	Several	SCA	tools	are	providing	proprietary	measurements	for	
their	findings.	TOIF	specifications	has	support	for	capturing	both	the	proprietary	as	well	
as	normalized	measures.	TOIF	separates	the	measure	of	confidence,	and	the	measure	of	
the	criticality	of	a	finding.	SARIF	does	not	support	any	measurements	associated	with	
findings,	but	this	area	has	been	identified	as	part	of	the	roadmap,	and	the	proposal	is	
being	developed	in	coordination	with	TOIF.	Both	communities	should	work	together	to	
understand	approaches	to	weakness	ranking	and	other	measures	already	implemented	
by	the	original	SCA	tools,	capture	these	measurements	together	with	their	definitions,	
and	developing	a	common	approach	to	a	standard	ranking/measure	system	for	the	SCA	
context.	A	common	approach	shall	provide	guidance	to	the	SCA	vendors	on	what	
measures	to	capture,	and	provide	a	framework	for	integrating	measures	obtained	from	
multiple	tools.	A	separate	white	paper	describes	the	field	of	ranking	and	scoring	for	the	
findings	of	SCA	tools	and	describes	a	proposal	for	capturing	original	measurements.	
	

5. Common	ranking	and	analytics	tools,	based	on	TOIF.	The	software	assurance	
community,	including	all	software	developers	interested	in	building	secure	software,	can	
benefit	from	a	standard	approach	to	ranking/scoring	weaknesses	reported	by	SCA	tools.	
Capturing	original	measurements	with	the	SARIF	and	TOIF	frameworks	is	the	first	step	
towards	such	standard	approach.	A	standard	approach	shall	provide	guidance	to	the	
SCA	vendors	on	what	measures	to	capture,	and	provide	a	framework	for	integrating	
measures	obtained	from	multiple	tools.	Given	the	emphasis	of	TOIF	to	normalize	
weakness	findings	and	treat	them	as	“big	data”,	providing	evidence	for	software	
assessments,	using	a	combination	of	SCA	tools	for	assessing	the	same	system,	TOIF	
framework	might	provide	more	advantages	for	implementing	common	data	analytics.	
	

6. Common	risk	assessment	tools,	based	on	TOIF.	Data	analytics	supporting	weakness	
report	prioritization	can	be	viewed	as	part	of	a	larger	need	–	to	use	SCA	tool	findings	as	
evidence	for	risk	assessments,	including	assessments	of	cybersecurity	posture	of	
systems.	Given	the	emphasis	of	TOIF	to	normalize	weakness	findings	and	treat	them	as	
“big	data”,	providing	evidence	for	software	assessments,	using	a	combination	of	SCA	
tools	for	assessing	the	same	system,	as	well	as	its	alignment	with	the	risk	management	
standards	developed	by	the	OMG,	TOIF	framework	might	provide	more	advantages	for	
implementing	common	risk	analytics	and	integrating	SCA	tool	findings	with	risk	
assessment	frameworks.	

 


